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Preface

The International Scientific and Technical Conference “Integrated Computer Technolo-
gies in Mechanical Engineering”—Synergetic Engineering (ICTM) was established by
the National Aerospace University “Kharkiv Aviation Institute.”

The Conference ICTM’2023 was held in Kharkiv, Ukraine, during December 2023.
During this conference, technical exchanges between the research communitieswere car-
ried out in the forms of keynote speeches, panel discussions, as well as special sessions.
In addition, participants were treated to a series of receptions, which forged collabo-
rations among fellow researchers. ICTM’2023 received 202 papers submissions from
different countries.

All of these offer us plenty of valuable information and would be of great benefit to
the experience exchange among scientists in modeling and simulation. The organizers of
ICTM’2023made great efforts to ensure the success of this conference.We herebywould
like to thank all the members of ICTM’2023 Advisory Committee for their guidance and
advice, the members of program committee and organizing committee, and the referees
for their effort in reviewing and soliciting the papers, and all authors for their contribution
to the formation of a common intellectual environment for solving relevant scientific
problems. Also, we are grateful to Springer-Janusz Kacprzyk and Thomas Ditzinger as
the editor responsible for the series “Lecture Notes in Networks and Systems” for their
great support in publishing these selected papers.
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Methodology for Assessing the Processes
of the Occupational Safety Management System

Using Functional Dependencies

Olena Cherniak1(B) , Roman Trishch2 , Romualdas Ginevičius2 ,
Olesia Nechuiviter1 , and Victoriia Burdeina3

1 Ukrainian Engineering Pedagogics Academy, Kharkiv, Ukraine
olena-cherniak@ukr.net

2 Mykolas Romeris University, Vilnius, Lithuania
3 Ukraine National Aerospace University “Kharkiv Aviation Institute”, Kharkiv, Ukraine

Abstract. The existing functional dependencies between the measured values of
quality indicators and their assessment on the dimensionless scale that were used
to assess qualimetry objects of various nature have been analyzed. It has been
shown that, as a rule, non-linear dependencies should be used for the objective
assessment of qualimetry objects. The main task of the researcher is to choose
the type of nonlinear dependence, this requires additional scientific research. The
tool for choosing one or another non-linear dependence is the understanding of the
physical essence of the qualimetry object, that is, the understanding of the regular-
ities of the relationship between the measured value of qualimetry indicators and
their assessment. For this, it is important to use methods of expert assessments,
because, as a rule, such regularities are unknown. The functional dependence that
is used to obtain assessments of indicators of the state of occupational safety in
production is stepwise and includes a shape parameter. When the shape parameter
changes, the curvature of the dependence changes, thereby changing the assess-
ment on the dimensionless scale. This feature of the applied dependence makes it
possible to develop a universal technique, that is, by changing the shape param-
eter, this dependence can be applied to various indicators of labor safety in any
production. As an example, the article examines the machine-building industry
and assesses themost dangerous factors. A step-by-step technique for determining
a complex indicator of occupational safety in production has been developed, and
its effectiveness and universality have been shown by an example of measured
numerical values of dangerous factors.

Keywords: Functional Dependence ·Management System ·Multi-criteria
Assessment · Object of Qualimetry · Complex Indicator · Occupational Safety

1 Introduction

An important factor in the sustainable economic development of the organization is
ensuring the quality, safety and competitiveness of products. The implementation ofman-
agement systems based on the requirements of international standards such as ISO 9001,

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2024
M. Nechyporuk et al. (Eds.): ICTM 2023, LNNS 996, pp. 3–13, 2024.
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ISO45001, ISO14001 and others contributes to improving the enterprise’s performances
[1–3].

One of the vectors of the sustainable development strategy is the safety of human life
andhealth that is impossiblewithout an effective systemof occupational health and safety
management. Occupational safety management involves the development of a system
of measures aimed at obtaining objective information about the object of management
that allows making management decisions on the improvement of its condition from
the point of view of safety. To achieve effective management, more sophisticated and
economical methods of collecting and processing information are needed.

It is known that in the process of work, a person is affected by the factors of the pro-
duction environment and the work process that may affect health. For proper forecasting
and minimization of harmful and dangerous factors, their assessment is required, and
such assessments should have quantitative values.

The methodology of quantitative assessment is regulated by the subject of science
- qualimetry. In qualimetry, there are a number of scientific directions of research con-
cerning all objects regardless of their nature - these are tasks related to multi-criteria
assessment. One of these directions is the problem of bringing various quality indicators
of objects to a single dimensionless scale. The second direction is the unification of
quality indicators into a single (comprehensive) assessment of the object of qualimetry.
Let us consider the system of harmful and dangerous factors as the object of qualimetry.

2 Literature Review

Over the past decades, multi-criteria assessment has become a necessary tool for making
complex decisions, as it promotes the active participation of stakeholders in the joint
decision-making process and allows taking into account a wide range of criteria that
may be both measurable and non-measurable. This approach combines quantitative and
qualitative aspects that allows taking into account various aspects of the problem and the
importance of each of them when making a decision. In addition, multi-criteria assess-
ment helps to achieve consensus and increases the level of trust between participants in
the decision-making process [4–8].

In qualimetry, mathematical dependence is an integral part of many processes of
assessment and comparison of various indicators [9–13]. For example, the article [14]
discusses the problems of quantitative assessment and ranking of economic development
in countries using indicators and indices. To assess the quality of investments, mathe-
matical relationships between the actual values of investments and their assessments on
the dimensionless scale are used.

The scientific work [15] examines the psychological effects of the COVID-19 pan-
demic on various professional groups and uses qualitative methods to quantify the psy-
chological stress experienced by these groups and identifies sevenmain signs of stress. In
work [16], mathematical dependencies are used to compare the economic development
of the European Union countries, and in work [17], they are used to study the economic
indicators of the countries’ development.
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The authors [18] used various functional dependencies between the measured indi-
cators of dangerous factors and their evaluation on a dimensionless scale to assess the
indicators of occupational health and safety processes. In the study [19], to obtain esti-
mates of process quality indicators, it is proposed to apply the error function, which
provides requirements for quality indicators, allows to effectively obtaining estimates
on a dimensionless scale, which makes it possible to obtain and increase the amount of
statistical information.

Thus, techniques that apply mathematical dependencies are an effective tool for
assessing, comparing and solving complex problems in various fields. They have a
more accurate application of the values of various indicators and ensure objectivity and
scientific accuracy in the conducted studies [20–25].

3 Research Methods

The analysed assessment methods are used to assess product quality and its influence
on various processes of the quality management system; therefore, we believe that the
literature review has confirmed the relevance of research aimed at the development of
methods for assessing the state of occupational safety. It is proposed to apply a type of
dependencies that will allow assessing the state of occupational safety in production:

F(x) = 1

1+ nm−kqi
, (1)

where the coefficients n and m are found as follows:

m = m
1

(qmin−qmax)k

1 , (2)

where

m1 = (1− qmax)qmin

(1− qmin)qmax
. (3)

qmin and qmax are the minimum permissible and maximum permissible value of the
indicator of the harmful factor.

Thus, after normalization, the coefficient n is found as follows:

n = (1− qmin)

qmin
mkqmin . (4)

The k parameter influences the steepness of the function along theOXaxis. By chang-
ing k, it is possible to control the curvature of the function (1) and thus obtain different
assessments with the same results of measurements of the harmful factor indicator.

Figure 1 shows a series of three dependencies (1), where the coefficient k varies
from 1.2 to 0.8 in steps of 0.2 from left to right. On the OX axis, the scale corresponds
to the scale of measurement units and can be changed for each individual indicator of
the harmful factor. The extreme left value on this scale (0) corresponds to Qmin – the
minimumpermissible value of the indicator of the harmful factor. The extreme right value
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on this scale (1) corresponds toQmax – themaximumpermissible value of the indicator of
the harmful factor. They correspond to the respective values of each individual indicator
of the harmful factor. Therefore, if working conditions have n indicators of harmful
factors, then it is necessary to determine the coefficients n and m for each of them
according to Formulas (4) and (2), respectively. Regardless of the units of measurement
and the digits of the value of the indicator of the harmful factor on the OX axis, the type
and form of the dependence will not change. A change in the shape parameter k will
lead to a change in shape.

It can be seen from Fig. 1 that with an indicator of 0.5 measured in units of mea-
surement, its assessment on the dimensionless scale varies from 0.88 at k = 1.2 to 0.3
at k = 0.8. Therefore, having one valid value of the indicator of the harmful factor, we
can obtain a range of values of its assessments on the dimensionless scale. In this way,
one can choose one of the degree indicators in function (1) and change the assessment
of the valid indicator of the harmful factor on the dimensionless scale.

The choice of a particular parameter k is made by a group of experts - experienced
professionals who have knowledge of the degree of impact of a particular harmful factor
on the health of employees. For example, if, according to experts, any harmful factor has
aminor negative impact on human health, the parameter k= 1.2 can be used. In this case,
the assessment of the harmful factor on the dimensionless scale will be significantly high
relative to the others. If experts assess the impact of a harmful factor on human health as
significant, it is proposed to use the parameter k = 0.8. In this case, the assessment of the
harmful factor on the dimensionless scale will be significantly lower than the others. The
choice of this or that parameter k allows the manager to adjust the goals for occupational
safety in the workplace.

It is known from the theory of qualimetry that quality is a set of characteristics
of an object that relate to its ability to meet the established needs of the consumer in
accordance with its purpose. Therefore, when choosing the parameter k, either a group
of experts or a consumer can be used. In this case, the consumer is also an expert. If the
consumer is an expert, then subjectivity is levelled out when choosing the parameter k,
otherwise the group of experts applies the theory of expert judgement. With the right
choice of the expert evaluation method and its application, subjectivity is minimised.

Since the assessments of single indicators of harmful factors have the samemeasure-
ment scale (0–1), it is possible to find a comprehensive indicator of the state of occu-
pational safety by applying one of the average values (arithmetic, geometric, harmonic)
that make it possible to combine individual assessments. In this case, the comprehensive
indicator of the occupational safety state is calculated according to the formula:

Q = 1

n

n∑

i=1

Fi. (5)

where n is the number of unit indicators of the harmful factor; F i is the value of the i-th
unit indicator of the harmful factor on the dimensionless scale.

We offer a step-by-step technique for determining the comprehensive indicator of
the occupational safety state:

Step 1. To determine the list of harmful and dangerous factors in production.
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Fig. 1. Series of dependencies (1) at k = 1.2–0.8 with a step of 0.2 from left to right.

Step 2. To determine the maximum permissible, minimum permissible and optimal
(best) values for each harmful and dangerous factor according to regulatory documents.

Step 3. To measure these harmful factors and enter the results in a specially prepared
table.

Step 4. To determine the assessment of the indicator of the harmful factor on the
dimensionless scale according to Formula (1). To do so, it is necessary to use Formulas
(2–4) and assign the shape parameter k. The form parameter is assigned by a group of
experts.

Step 5. To determine the generalized index of occupational safety in accordance with
Formula (5) taking into account all individual indicators.

4 Application of theMethodology forDetermining aComprehensive
Indicator of Occupational Safety

In order to check the efficiency of the methodology for assessing the occupational safety
state, a study was conducted at a machine-building enterprise. To conduct the assess-
ment, hazards at the turner’s workplace were considered. During work, employees of
machine-building enterprises may be affected by such harmful production factors as:
noise, monotony of work processes, injury by moving parts of production equipment,
insufficient lighting of the work area, electric shock, etc. It was determined that the main
harmful production factors at the workplace of turner are: air temperature, relative air
humidity, air movement speed, noise and lighting.
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The values of harmful production factors were measured and recorded at workplaces
and in the work area for three weeks. The FLIR EM54 combined device was used to
measure air temperature, relative air humidity, and air movement speed. The noise level
was measured with the GM1351 digital sound level meter. Illumination was measured
with the DE-3350/DE-3351 digital lux meter. The optimal norms of harmful factors are
determined at the enterprise in accordance with current regulatory documents.

The obtained experimental values of the above indicators of harmful factors and
results of mathematical transformations are shown in Table 1.

Table 1. Results of implementing the technique for assessment of occupational safety conditions
at the workplace of turner.

No. Indicators of harmful factors qmin qmax qоpt qi k F

1 Air temperature, °C 18 27 23 23 1.2 0.99

2 Relative humidity, % 30 75 55 65 1 0.84

3 Air speed, m/s 0.2 0.4 0.3 0.25 1 0.8

4 Noise, dBa 60 80 70 77 0.8 0.64

5 Lighting, lx 300 750 750 650 1.2 0.96

Graphical representations of dependencies for the assessment of harmful factors at
the workplace are presented in Fig. 2.

Figure 2 shows the dependencies (1) for different parameters of the form k. To obtain
estimates of the indicators of harmful factors on the dimensionless scale OY, where the
dimensional scale OX has the corresponding dimension of the measured indicator of
harmful factors (air temperature, °C; relative humidity, %; air velocity, m/s; noise, dBA;
lighting, lux).

According to the proposed methodology, it is necessary to measure harmful fac-
tors using established methods and determine the standard values. A group of experts,
depending on the importance of the harmful factor indicator (hazard and impact on the
worker), determines the parameters of the form k for each of the harmful factor indica-
tors and enters them into Table 1. According to Formula 1, the assessment of a single
indicator of a harmful factor on a dimensionless scale is determined and entered into
Table 1.

A complex indicator determined by one of the formulae of average values. In this
case, the arithmetic mean value is used.

Q = 0.99+ 0.84+ 0.8+ 0.64+ 0.96

5
= 0.85

Therefore, with the help of functional dependence and experts, it is possible to obtain
the comprehensive indicator of occupational safety at the enterprise. The developed
technique is universal, and it can be applied to assess the occupational safety state in
productions of various branches of the national economy.
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The proposed methodology has been validated for assessing working conditions at
a machine-building enterprise. However, it can be equally used and effective for any
sector of the economy.

Fig. 2. Graphical representation of dependencies for assessing indicators of harmful factors: а) air
temperature; b) relative air humidity; c) air speed; d) noise; f) lighting.
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d)

Fig. 2. (continued)
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Fig. 2. (continued)

5 Conclusions

Qualimetric tools are used to assess the state of occupational safety, as they allow toobtain
a quantitative assessment of harmful ones. It has been determined that the system of
harmful factors as an object of quality measurement has a number of features that should
be taken into account when solving the task of quantitative assessment of occupational
safety at production facilities.

Thus, the application of functional dependence between individual indicators of
harmful factors and their values on the dimensionless scale provides a quantitative assess-
ment of the state of occupational safety in production. With the help of the proposed
technique, it is possible to make management decisions that lead to the minimization of
the deviation of the actual values of harmful factors from the optimal ones.

A mathematical dependency consists of sequential arithmetic operations, but with
Microsoft Excel, the decision maker enters the minimum, maximum and actual (mea-
sured) values and gets the result. This allows you to automate the calculation process.
The simplicity of the dependence (1) makes it suitable for use in industrial applications.

The proposed mathematical dependence can become a practical tool for assessing
the state of occupational safety, and can also be implemented in regulatory documents at
the level of an organization or enterprise in order to implement the assessment procedure
of the occupational health and safety management system.
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of the condition of social processes based on qualimetric methods: the COVID-19 case. J.
Int. Stud. 15(1), 230–249 (2022)

17. Ginevicius, R., Trishch, R., Remeikiene, R., Gaspareniene, L.: Complex evaluation of the
negative variations in the development of lithuanian municipalities | Kompleksinis lietuvos
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sie dostępności dokumentów projektowych w oparciu o logikę rozmytą. Informatyka,
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Abstract. The concept of the innovative diffusion is associated with the dissem-
ination of innovations through the system of information, social and economic
connections between the elements of the socio-economic system. The chapter is
devoted to the cognitive component of the development of the innovative diffusion
of such systems. The aim of the work is to study the issues of cognitive representa-
tion of the development of the innovative diffusion of the socio-economic systems
and to design the theoretical base of the use of cognitive technologies for the mak-
ing the relevant managerial decisions. The factor of cognitiveness, as the ability to
perceive and process data to turn them into knowledge, will ensure stimulating the
development of innovative sectors of the economy. The peculiarity of the cognitive
approach is the possibility of qualitative modeling of complex weakly structured
situations that are not subject to severe mathematical analysis. The attention is
paid to examples of using the structural-analytical method of pattern recognition
to predict the innovative development of the business entity. The authors demon-
strated an original cognitivemodel, which allows to investigate problems that arise
in the conditions of developing the innovative diffusion of economic systems. The
relevant software complex has been created by the authors.

Keywords: Socio-economic System · Innovative Diffusion · Cognitive
Modeling · Decision Trees · Patterns Recognition

1 Introduction

The creation and development of the innovative environment of the socio-economic
systems is aimed at obtaining an economic effect. This process is carried out by updat-
ing traditional, technically obsolete and environmentally hazardous industries and is
based on fundamental scientific knowledge and research. Within the framework of the
innovative development concept, the phenomenon of the innovative diffusion, which is
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associated with the dissemination of a wide range of innovations through the system
of information, social and economic ties between all elements of the socio-economic
system occupies the central place.

Investigation of the functional capabilities of existing forms of organizational inno-
vative structures in the socio-economic systems allows us to conclude that in this system
the function of innovation distribution control is implemented insufficiently fully. This
fact is largely restraining the innovation activity of business entities. In the presence of
a weak demand for innovation from organizations, there is a need for management of
distribution of innovations, taking into account the relationship between the processes of
their perception and commercialization. This contributes to the occurrence of systemic
effects that arise during the innovative diffusion.

Scientific work is devoted to the cognitive component of the innovative diffusion of
the socio-economic systems. The cognitive approach will directly simulate the relation-
ship between factors (elements) of complex systems, and the values of indicators are
considered secondary. This is determined by the originality and practical importance of
elaboration.

The aim of the work is to study the issues of cognitive representation of the develop-
ment of the innovative diffusion of the socio-economic systems and to design the theo-
retical base of the use of cognitive technologies for the making the relevant managerial
decisions.

2 Cognitive Presentation of Development the Innovative Diffusion
of the Socio-Economic Systems

The motivation for the innovative diffusion of socio-economic systems is the driving
force and prerequisite for a qualitative technological breakthrough in the development
of the national economy. Ameaningful assessment of this process is of particular impor-
tance in the context of modern challenges of globalization and leads to the growth of the
openness of the economy of Ukraine.

To date, there are no perfect mechanisms and tools for suchmotivation, which makes
it impossible to fully and integrally realize the internal market potential and significantly
reduces the socio-economic efficiency of transformations on theway to building amarket
economy capable of withstanding the changing conditions of the external environment.

Inworks [1–4] the socio-economic system is considered as a coherent set of intercon-
nected and interacting social and economic institutions (subjects) and relations on the dis-
tribution and consumption of material and intangible resources, production, distribution,
exchange and consumption of goods and services.

For the cognitive representation of the development of the innovative diffusion of
the socio-economic systems, the chain of notations will been installed: the development
of the socio-economic system, the innovative diffusion, cognitive approach to modeling
of development the innovative diffusion of the socio-economic system.

The socio-economic system is inevitably localized in the economic time and space, as
well as alternative variants in relation to them. It has certain historical, geographical, eth-
nic, spiritual, political and economic borders. Thus, the socio-economic system, which
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can be understood by civil society, business entity (enterprise), integrated business struc-
ture, has two main trends in existence: functioning and development. Exactly the acqui-
sition of a new quality about the progressive modifications of the socio-economic sys-
tem, as well as adaptation to the new environmental conditions is implemented through
development. Conscious changes in the components of the socio-economic system are
the results of the emergence and development of economic innovations.

The essence of the economic category “innovation” is defined іn [5]. This is combi-
nation into a comprehensive definition of its essential characteristics as a process, as a
result, as a change and as a system. Themeaning of the term “innovation” depends on the
specific purpose of the research, measurement or analysis of the object. New products,
indicators of new activity, payment systems are economic innovations.

It is necessary to indicate another feature of the development of the socio-economic
system, which relates to complex nonlinear systems. In [4–6] the general theory of
evolution of systems and the idea of the possible bifurcation nature of their behavior is
given. This situation leads to the appearance of diffuse properties, when the behavior
of the system is evaluated by sets of basic economic parameters and the regularity of
interconnection between them.

In the socio-economic systems, the objects of diffusion may be information, pattern
(model) of behavior, norms, innovations. As defined by E. M. Rogers [7], diffusion is a
process during which the innovation over time due to certain channels extends among
members of the social system. Such diffusion is named innovative. Its research was
carried out by foreign and domestic scientists, namely H. Karlsson, V. Ruttan, R. Byers,
J. Emrick, J. Pope, D. Kondratieva, H.M. Chamota and others.

As for the above, the complex the socio-economic system includes a set of elements
that are in ambiguous and contradictory interaction. The innovative diffusion is a special
type of communications, because a new idea is laid down in the transmitted message.
Novelty involves the presence of the uncertainty.

The uncertainty is characterized by a number of alternatives in relation to a certain
event with a relative probability. Thus, in the problem of the innovative diffusion, a factor
of the uncertainty plays a special role. This factor should be taken into account when
choosing instrumental research methods. Therefore, when studying the regularity of the
development of the innovative diffusion of the socio-economic system, it is advisable to
use systems analysis methods.

Methods of system analysis allow directly to simulate the relationship between fac-
tors (elements) of complex systems, and the values of indicators are considered sec-
ondary. There is their main advantage that increases due to the need to take into account
the factor of the fundamental uncertainty.

One of the most powerful methods of system analysis is a cognitive approach.
The peculiarity of the cognitive approach is the possibility of qualitative modeling of

complex weakly structured situations that are not subject to strict formal mathematical
analysis. Cognitive modeling is a cyclic process and contains several interrelated stages
(see Table 1).
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The Table 1 is created by the authors on the basis [8–10].

Table 1. Stages of cognitive modeling of the development of the innovative diffusion of the
socio-economic systems.

Name of the stage Characteristics of the stage

Cognitive Structuring At this stage, a cognitive structuring of
information about the situation of the
innovative diffusion and external processes
affecting its development is carried out. The
result of cognitive structuring contains a
plurality of basic factors of the state of the
system and the external environment, as well
as causal relationships between them
At the same stage, a subset of target factors,
control factors and factors of the external
environment, as well as initial values or trends
of basic factors are established on the plural
factors of the situation. Factors that
characterize the objectives of the innovative
diffusion can be taken as target

Structural Analysis of the Cognitive Model In the study of the development of the
innovative diffusion it is necessary to know the
structural properties of the process, that is, the
peculiarities of causal relationships between
basic factors. These properties include:
– consistency of the objectives of the
innovative diffusion. The essence of this
issue is that the desired change in one target
factors did not lead to undesirable changes
in others;

– consistency between targets and control
factors of the process of the innovative
diffusion. The situation management is such
a change in control factors, which would
lead to the desired changes in target factors,
that is, towards the planned dynamics

Scenario Modeling of the Development of the
Situation

Scenario modeling is carried out in order to
find the most effective management of the
innovative diffusion. The impulse change of
the current value of the control factor (factors)
is transmitted to other factors and considered
as control

(continued)
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Table 1. (continued)

Name of the stage Characteristics of the stage

Evaluation and Interpretation of Modeling
Results

Scenarios of controlled development of the
innovative diffusion are evaluated by experts
on the following indicators:
– the degree of achievement of the objectives
of the innovative diffusion;

– volume and value of resources needed to
achieve the objectives of the innovative
diffusion;

– efficiency of the accepted scenario of the
innovative diffusion development, etc.

Monitoring of the Situation This is a check and application of knowledge
about possible trends in the development of
the innovative diffusion of the socio-economic
systems

The process of the innovative diffusion development is effective when the following
is achieved through:

– providing effective employment of labor resources and the creation of additional jobs
by education and expansion of new high-tech productions;

– updating of traditional, technically obsolete and environmentally hazardous produc-
tion, development of the scientific and technical potential of the country;

– expanding of progressive, safe technologies fromscientific centers,where innovations
are emerging, to ecologically disadvantaged areas;

– increasing the efficiency of economic activity of business entities due to the adoption
of innovations.

Factors and signs of the efficiency of the innovative diffusion process are:

– wide range of forms of interaction (interfunctional, inter-branch, interagency, etc.);
– integration of the ability of creative thinking with practical economic judgments,

which is achieved by the inclusion in research groups of specialists with production
and business experience;

– the speed of creation and high quality of innovative product which is provided by dis-
tribution of new information about processes, solutions, alternatives among interested
persons of innovative developments;

– formation of an innovative niche in the national economy [11]. This sector is cre-
ated as a result of economic activity and is characterized by the needs and demands
of innovators, stable market capacity for enterprises of innovative economic niche,
decrease in competition as a result of innovations.

The most important property of the innovative diffusion of the socio-economic sys-
tems is a speed that is impossible without evaluating the efficiency of this process and
managing it.
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In real innovative processes, the rate of diffusion of innovations depends on vari-
ous factors, namely: the method of transmission of information, decision-making form,
properties of the social system, properties of the innovation.

Cognitive components of the directions of development of the innovative diffusion
of the socio-economic systems are presented in Table 2.

Table 2. Cognitive components of the directions of development of the innovative diffusion of
the socio-economic systems.

Direction Characteristics of the
innovative diffusion
development

Cognitive component

Improvement of ways to
transfer information

A new idea or new product is
taken by a market and
dissipates in it. The innovative
diffusion is most promoting
the individual needs of each
participant in society.
Diffusion over the Internet and
marketing of innovations
accelerate the introduction of
innovations

Study of problems and
detection of factors of the
innovative diffusion process

Extensive use of modern
information technologies and
computerized systems

This direction ensures the
creation of national
information resources,
accelerates the automation of
all spheres of production,
industries and management

Evaluation of
interrelationships between
factors of the innovative
diffusion process

Strengthening the value of the
main production capacity of
society, namely man as a
manufacturer of highly
intellectual and highly
effective labor

The modern economy needs to
use a new concept of training.
It is based on supporting the
development of creative
potential of employees,
providing continuous training
to improve skills and
cooperation with higher
education institutions. An
employee of an important
element of the industrial
economy becomes the most
important factor in the
information economy. This
characteristic reflects the
essence of institutional
changes in the socio-economic
system

Formation of knowledge on
the trends of development
and means of impacts on
situations of the innovative
diffusion process
Building cognitive models

(continued)
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Table 2. (continued)

Direction Characteristics of the
innovative diffusion
development

Cognitive component

Establishing a system of
commercial implementation
of the results of innovative
activity

The basis for
commercialization of
innovative products is the
action of forming of special
integrated structures that
perform the following
functions:
– participation in creating
objects of intellectual
property rights (venture
funds, intelligent towns,
etc.);

– implementation of expert
evaluation of commercial
attractiveness of objects of
intellectual property rights;

– research of market
conjuncture and providing
effective marketing and
financial support for
innovative products

Scenario modeling of
development and solving
problems of the innovative
diffusion process
Application of knowledge
about possible trends in the
innovative diffusion
development

Stimulating an innovative
strategy

World experience shows that
the combination of
intelligence, production and
business is an indicator of
innovative changes in the
national economy

Interpretation and discussion
of each factor of the
innovation diffusion process
in relation to the impact on
the development of the
socio-economic system

The national strategy for the development of science, technology and innovations is
characterized by a combination of scientific excellence, the creation of key technologies
to support the competitiveness of economies and to solve social challenges.

According to the State Statistics Service of Ukraine, in 2019, 782 industrial enter-
prises of Ukraine carried out innovative activities. In 2020, there were 442 such
enterprises.

The shares of the number of industrial enterprises that introduced innovations (pro-
duction and/or technological processes) in the total number of industrial enterprises
amounted to: 13.8% in 2019 and 14.9% in 2020.

By types of economic activity, the most innovatively active were the enterprises for
the production of machines and equipment, for the production of food products and for
the production of basic pharmaceutical products and pharmaceutical preparations.

In 2020, іn order to implement innovations in Ukraine, 177 enterprises acquired new
technologies, 55 of them acquired technologies abroad. In 2020, industrial enterprises
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purchased 885 new technologies, ofwhich 112were outsideUkraine. Compared to 2018,
in 2020 the number of purchased Ukrainian technologies increased, while the number
of technologies which purchased outside of Ukraine decreased.

In the conditions of martial law, Ukrainian enterprises continued their innovative
activities.

According to the global innovation index, Ukraine ranked 56th in 2016, 50th in 2017,
43rd in 2018, 47th in 2019, 45th in 2020, 49th in 2021 and 57th place in 2022.

In 2022, innovative results exceeded innovative resources due to Ukraine’s high
ratings according to the following indicators:

– obtaining rights to intellectual property objects, namely: utility models, trademarks,
industrial designs;

– creating of information and communication technologies (ICT), namely: the growth
of spending on computer and software, the development of mobile applications and
the export of ICT services.

Weaknesses are institutions and infrastructure. Ukraine was not able to improve its
position in the ranking due to increased funding for research and development, growth
of innovations in the field of health care, stimulation of innovative activities of small and
medium-sized businesses in the conditions of martial law [12, p. 11].

In the global economy, it is increasingly emphasized on the central role of knowl-
edge, in particular research and other activities of the countries. This contributes to the
development of science, introduction of innovation and economic growth of any country.
The use of scientific research potential is an important marker for the current and future
national competitiveness and public improvement prospects.

Thus, literary sources and the own investigation indicate that the problem of the
innovative diffusion of the socio-economic systems acquires special relevance. Serious
difficulties in its decision arise on difficult formalized stages. The cognitive approach
opens up new opportunities for issues. Cognitive technologies allow to perform high-
quality modeling of situations of development of the innovative diffusion of the socio-
economic systems. Such modeling is based on the knowledge of the subject area.

3 Methodology of Confession the Cognitive Innovative
Development of the Socio-Economic Systems

The peculiarity of the diffusion direction of innovative development of the socio-
economic systems is theoretical comprehension of conditions, forms and methods for
obtaining new knowledge.

In modern economic conditions, the status and behavior of individuals depends on
their own knowledge, skills, abilities and entrepreneurial activity in the decisive extent.
The creative individuals became the progress mover. The new ideas and new decisions
are generated by them and provide an increase in the level and quality of life of the total
population. The development of the economy is carried out in the process of actions of
humanmasses that comprehend the situation andmake profitable decisions of their point
of view. In this case, there is incomplete information, limited knowledge and horizons,
ambiguity of consequences.
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The interconnection between the thinking of the participants and the situation in
which they participate can be divided into two functional dependencies: the efforts of
participants in understanding the situation is a cognitive or passive function, and the
impact of their conditions on the situation in the real world is an influence or active
function. This interaction was called reflexivity by the authors of [13, 14].

Reflexivity is the ability to reflection. By reflection is meant a comprehensive con-
scious psychological process, which is based on understanding and analysis of the indi-
vidual of its actions, as well as the formation of their own ideas, values and stereotypes
under the influence of external and internal factors. Reflexivity is a person’s property or
ability to direct own activity on itself.

Reflection combines communicative, cognitive and regulatory processes. Basic
cognitive processes are a component level of organization of reflexive processes.

An individual acquires new knowledge and adopts new solutions with the help of
cognitive processes. Cognitiveness is the ability to perceive and process data to turn
them into knowledge. Moreover, cognitiveness can be understood in a broad sense.

Innovative development of the socio-economic systems is a complex process. It
carries out functions of industrial and technological support, information, financial,
economic and personnel provision, normative and legal regulation of innovations and
their commercialization.

Based on the analysis of literary sources [10–15] the following principles of
innovative development of the socio-economic systems can be distinguished:

– systems principle. Elements of the system of innovative development should be
combined properties that provide a systemic effect from their interaction;

– principle of functional decomposition. Functional subsystems must perform more
simple actions than the output functions of this system;

– principle of adaptability. The system of innovation development should be quite
flexible and customary in accordance with environmental changes;

– principle of economic efficiency. The economic efficiency of the system is based on
criteria for economic efficiency of business entities;

– principle of utility. The utility is considered as an objective comparison of ideas and
alternate solutions, as an evaluation of their quality in conditions of uncertainty and
multicriteria.

Based on the above, the factor of cognitiveness of innovative development of the
socio-economic systems in modern market conditions should provide:

– diversification of production;
– stimulation of the development of innovative sectors of the economy (increase of

the share of research and innovative projects and working, increase of expenses for
innovations in the total volume of costs by economic entities);

– integrity of understanding the logic of market processes development;
– the need for active and passive adaptation of processes to create innovative products

to market trends;
– realization of the marketing function of the socio-economic systems.
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These requirements for the cognitive factor of the innovative development of the
socio-economic systems are implemented with the active participation of basic cogni-
tive and integrated information processes based on the meta-properties of the individual.
Perceiving and processing data to turn them into knowledge are cognitive processes. Set-
ting the objectives, decision-making, economic and mathematical modeling, forecast-
ing, planning, applying of cognitive technologies and control are related to integrated
information processes.

The subject of further consideration is cognitive technologies. Their essence was
determined by A. Nordmann [16], J. Hushf [17], G. G. Malinetsky [18], L. S. Sikora
[19], Jo. Ja. Khromiak [20], Yu. M. Slyusarchuk [20], L. L. Tsymbal [20] et al.

Famous mathematician G. G. Malinetsky gives such a definition of cognitive tech-
nologies. They are ways and algorithms for achieving the objectives of subjects that
are based on data on the processes of cognition, learning, communication, information
processing by man and animals, as well as on the idea of neurobiology, the theory of
self-organization, information technologies, mathematical modeling of the elements of
consciousness and a number of other scientific areas in the field of fundamental science.
Achievements of cognitive technologies are related to the awareness of the key role of
self-organization in learning processes, decision-making and pattern recognition.

The authors of [20] emphasize that cognitive technologies relate to methods and
algorithms for achieving various objectives by people, firms and political organizations
through the tools of theworld cognition, communication and informationprocessing.The
basis of cognitive technologies is cognitive science, which studies a person’s perception
of the world, his thinking and gaining experience.

Thus, cognitive technology is defined as information technology that describes the
main mental human processes. Cognitive technology is one of sections of the theory of
artificial intelligence and involves technologies for acquiring knowledge.

The expediency of using cognitive technologies for innovative development of the
socio-economic systems is as follows:

– generalizing the past experience and use the method of evaluation of modern and
forecasting of the future state of the investigated object;

– replacing system analytical search and processing of information with an approach
based on experience;

– decreasing in the activity of cognitive processes due to an increase in the efficiency
of innovative development of the investigated object.

The modern market regarding the cognitiveness of innovative development of the
socio-economic systems offers cognitive technologies shown in Table 3. The Table 3 is
created by the authors on the basis [21–27].

The authors give an example of using cluster analysis in the innovative sphere.
The use of a cluster approach is one of the most effective mechanisms of structural

development of the economy. The most accepted over recent years and an effective
organizational form of competitive business development in the innovative sphere is the
association of subjects of innovative activity into regional innovative clusters, namely:
industrial companies, research centers, scientific institutions, public administration bod-
ies, etc. Clusters of this type are formed on the basis of the territorial concentration of
networks of specialized suppliers, manufacturers and consumers, interconnected by a
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technological chain. This innovative cluster contributes to the dynamic socio-economic
development of the territory in which it is located.

Agent technologies are assigned for the creation and research of the scenarios of inno-
vative development of the socio-economic systems with imitation of complex dynamic
processes. Agent-oriented models have a number of advantages. These models can:

– eliminate a one-sided understanding of the essence of innovative processes, the
interaction of agents taking part in the innovative diffusion of the socio-economic
systems;

Table 3. Characteristics of cognitive technologies in relation to the innovative development of
socio-economic systems

Cognitive technology The essence of the cognitive approach to the research of
innovative development

Statistical Analysis of Data The specificity of the statistical processing of the results of
innovative development lies in the fact that the analyzed
database is characterized by a large number of various types
indicators, their high variability and the complexity of
correlations between the data sample elements. There are
several objectives of the research, namely: identifying the main
factors for motivation of innovative activity of the personnel,
analysis of the completeness and intensity of the use of
resources for the innovative development of an economic
entity, evaluating the effectiveness of expenses recovery
The coefficient method, correlation, dispersion, factor,
regression and organizational analysis can be used in the study
most often

Intellectual Analysis of Data An integrated analysis of an innovative object is carried out
taking into account a systematic approach. The system
approach provides a dynamic review of a multiplicity of factors
that affect the managerial decision for innovative
developments, considers them in a mutual relationship with
external and internal trends in the development of an innovative
environment
Examples of tasks for intellectual analysis of data are:
1. This is an qualitative analysis of an innovative object, such

as an analysis of problems, search and justify strategies for
achieving the target

2. This is a cognitive analysis of the situation (identification or
classification), such as the formulation of the task and
purpose of the study; analysis of statistical and qualitative
information; allocation of the main characteristic features of
the research process; determination of conditions and
restrictions; formation of ways to realize the economic
interests of the innovation object

3. This is making management decisions about innovative
development, such as recognizing production situations

Examples of methods of intellectual analysis of data are fuzzy
logic, cluster analysis, logistic regression, pattern recognition

(continued)
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Table 3. (continued)

Cognitive technology The essence of the cognitive approach to the research of
innovative development

Imitation Modeling on System Dynamics The key paradigm of such cognitive technology is to provide
an iterative process of developing and analyzing a model for a
better understanding of the most significant properties of the
problem
Causal interconnections between elements of the system of
innovative development are taken into account. Particular
attention is paid to the feedback between them. There are the
main advantages of imitation modeling on system dynamics:
– study of complex weakly formalized situations, in which the
use of analytical methods is impossible;

– modeling the behavior of the system in previously unknown
situations. Imitation serves for preliminary verification of
new management strategies before conducting an
experiment on a real object;

– modeling of situations whose observation is complicated by
a large duration of their development or control of the
situation by accelerating or slowdown in phenomena during
imitation

Examples of imitation modeling for the innovation sphere are:
– the technology of multi-agent systems allows to explore the
state of the economic system based on the information about
actions of individual elements (agents); study of the behavior
of the agent and its connections with other system
participants in dynamics; qualitative response of the system
to environmental changes; visual illustrating the economic
process. The disadvantages of agent modeling are limiting
the parameters of the model and a complex determination of
the range of agent actions;

– genetic algorithm is a heuristic search algorithm used to
solve optimization and modeling tasks by sequential
selection, combination and variation of the desired
parameters. This mechanism resembles biological evolution.
An example is precedent-based modeling. A precedent is a
description of a problem or situation in conjunction with a
detailed statement of actions. Traditionally, precedent
includes a description of a problem, a solution to that
problem and the result of applying a solution

– allow scenarial imitation calculations in a variety of economic conditions and choose
rational ways to solve existing problems;

– provide a user-friendly interface for modifying certain parts of the model, visualiza-
tion of experiments and scenario analysis;

– do not use complex mathematical abstractions, assuming direct design of dependen-
cies and properties of economic reality into an artificial society of agents.

Thus, in general, the concept of cognitive methodology includes the following
elements:
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1. Cognitive modeling is the key point of cognitive analysis used to study the external
environment and the development of ways and methods of functioning of the socio-
economic systems. The external environment is characterized by weakly structuring
and instability. It should be noted that the term «instability» means the impossibility
or complexity of providing the development of the system, and weakly structuring is
the impossibility or complexity of its formalizing.

2. The main applied task of cognitive analysis is to optimize management.
3. Data on the object of management (or decision-making object) have a polytypic

character, they are measured in quantitative and qualitative scales. Information is not
always reliable and incomplete.

4. Criteria for the quality of decision-making are given implicitly, informative (most
valuable) features are unknown.

5. Rules for accepting identification and forecast decisions are unknown.
6. The main requirements for computer systems of cognitive modeling are openness

to any possible changes in a multiplicity of factors, the availability of their causal
relationships, obtaining qualitative forecasts of development of the economic process
(that is, solving the direct task «what will be if…»), clarification of recommendations
for managing the economic process (that is, solving the task «what is required to…»).

The possibility of using the theory of pattern recognition is considered in this
research.

4 Modeling of Development of the Innovative Diffusion
of the Socio-Economic Systems with Application of Cognitive
Technologies

Synthesis of the development of the innovative diffusion of the socio-economic system
leads to the development of a mathematical model of managing the complex object. This
model should provide a generation of such a set of managed factors, the actual influence
of which on the management object in the next management cycle with a maximum
possible probability will transfer it to a predetermined target state.

Regarding the innovative diffusion of the socio-economic systems, the performed
research allows to solve the following tasks:

1. Modeling of innovative development of the socio-economic system.
2. Systematization of organizational innovative structures that create innovations in vari-

ous criteria and classification features. For example, for the region, such classification
features are economic growth, development of new industries, the rise of small and
medium-sized businesses, stimulation and commercialization of scientific researches,
integration of science, education, production, region administration and consumers,
intensification of innovative activity of the regional socio-economic system, etc.

3. Classification indicators processing of organizational and functional activities of
innovative centers depending on the stage of innovative development.

4. Identification of an informative features set of development of innovative diffusion
of various socio-economic systems.

5. Expert evaluation of the competitiveness of innovative development centers.
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6. Classification indicators processing of human factors and behavioral business
management instruments.

In work [1] it is determined the concept of economic state of the socio-economic
system as a complex economic phenomenon which depends on the specified researcher
set of indicators and methods of evaluation of this of this state.

In this case, the management system model must take into account:

– the current state of the object of management and the trajectory, on which it moved
into this state;

– the impact of existing and predictable uncontrolled environmental factors on the
behavior of the management object;

– the previous experience of real influence of control factors on the behavior of the
object of management.

There are the restrictions of such amodel. A change in the object ofmanagementmay
occur due to the complexity of the innovative process flowing in the management object
and under the influence of external or internal uncontrolled factors (perturbations).

From tasks in this chapter, it will be specified the setting of the first task, namely
modeling of innovative development of the socio-economic system. The enterprise is
considered as a socio-economic system. The basic factors of innovative development of
the economic entity are:

– the competitiveness of the innovative product;
– the productivity of the enterprise;
– the business conditions;
– the market demand;
– the price of an innovative product;
– the market share;
– the quality control;
– the competitors advertising.

The main factors are established, namely:

– the target factors, such as the market share, the price of an innovative product;
– the control factors, such as the competitiveness of the innovative product, the quality

control, the productivity of the enterprise;
– the factors of the environment, such as the business conditions, the competitors

advertising, the market demand.

These factors are implemented by indicators of innovation development of the enter-
prise, that is, by indicators of the state of the economic system and the external envi-
ronmental. An identification factor may be associated with the target factor or charac-
terize the state of the enterprise, namely, satisfactory, critical or unsatisfactory state.
The proposed modeling will help predict new values of these indicators to increase the
effectiveness of the economic entity activity.

Thus, the main problem in creating a system of management of a complex socio-
economic object is to develop amathematicalmodel that provides a setup on the specifics
of the management object through the use of a posteriori information about it and the
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environment, as well as at the expense of additional information coming. Already in the
process of operating systems.

The works by I. Ansoff [1], K. I. Tarasova [28], T. S. Klebanova [29], V.S. Simankov
[30], G. V. Gorelova [31], I. B. Sirodga [32] and others are devoted to the investigation
in this area.

The author in the work [33] shows that in general, the management system model
solves two global tasks:

1. Identification of the current state of the control object.
2. Making decisions about management impacts.

It is proposed to consider the parameters of the object of management as an external
manifestation of its state.

For example, the parameters can be divided into four groups that characterize:

– previous history of the object of management and the external environment;
– a description of the actual state of the object and the external environment;
– the human-independent factors;
– the human-dependent factors (managerial effects on the object of management).

The model of a complex object of management contains a generalized factual infor-
mation aboutwhatmanagerial actions previously in practice transferred a complex object
of management in a certain state and with such previous history into a given target state.
Based on this information a decision to choose managerial impacts is made.

Cognitive and process approaches involve the use of knowledge acquired in some
activities or in solving practical problems, and cognitive strategies assimilated by a
decision-maker in the decision-making process. Different types of cognitive strategies
are classified depending on the structure of human knowledge and the information
structure of decisions. People use the additive difference model, the elimination-by-
aspects model, as well as intuitive and analytical strategies. In order to exclude cognitive
strategies in the decision-making process, it have been developed the process track-
ing procedures which included synchronous verbal protocols and information search
measurement.

Solutions support systems provide the identification of the management purpose,
the creation of a general analytical structure and the construction of «values trees». An
important task in designing the decision support system is to develop decision making
models and information support of decisions.

Formalization of decision-making procedures taking into account the above
approaches is proposed to be based on utility theory.

Decision-making is a choice of oneof the set of the acceptable variants. Let {G} is a set
of alternatives, and g is a certain alternative belonging to this set, that is, g ∈G. Then it is
considered that for all g it can be given a function f(g), which is called the utility function.
This function has the following property: if the alternative g1 is preferable to g2 (denoted
by: g1 � g2), then f(g1) > f(g2). Thus, the search for the alternative of the decision with
the highest value of the utility is carried out. An approach with minimization of the
opposite evaluation, for example, a negative value of utility is possible.

To solvemanagement tasks in the described conditions, there is cognitivemodeling in
a broad sense, namely: it is necessary to reflect the problems and trends of the innovative
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development of the system in the form of a model, then to investigate possible scenarios
for overcoming crisis situations and find technologies for solving such management
tasks. The use of cognitive models increases the level of justification for managerial
decisions making in a difficult time-changing situation, deprives the expert of «intuitive
wandering», saves time on understanding and interpreting the events taking place in the
system.

In order to realize the cognitive technology for managerial decisions making in the
economic system it is proposed to use a structural-analyticalmodel of pattern recognition
[33, 34].

Recognition is an information process implemented by some information converter,
for example, an intelligent information channel or a recognition system. Information
about the features of the proposed objects enters the system. It is the input of the system.
The output displays information about the classes (generalized patterns) assigned to the
objects.

When creating and operating the pattern recognition system, a number of tasks are
solved:

1. The task of formalization of the subject area. In essence, this is a coding task. The
information converter compiles a list of generalized classes, which include specific
implementations of objects, and a list of features that these objects may have.

2. The task of forming a learning sample. The learning sample is a database that con-
tains descriptions of specific implementation of objects in the language of features
and information about the affiliation of these objects to certain recognition classes.

3. The task of learning a recognition system. The learning sample is used to form
patterns of recognition classes based on the generalization of information about the
features of the learning sample objects belonging to this class and other classes.

4. The task of reducing the dimension of the features space. After learning it becomes
possible to determine value on solving the recognition task for each feature. After
that, the least valuable features can be excluded from the system of features.

5. The recognition task. For a new object a recognizable sample without information
about the affiliation of the object to a class is formed. The result of recognition is a
class of a new object.

6. The task of quality control of recognition. A control sample is formed. The actual
average probability of class recognition error and the probability of error in assigning
a recognized object to a certain class are determined.

7. The adaptation task. If unsatisfactory recognition quality has been established,
descriptions of incorrectly recognized objects can be copied from the recognized
sample to the learning sample, supplemented with adequate classification informa-
tion and used to reformulate the decision rules. As a result, the recognition system
adapts and begins to adequately classify these objects.

8. The reverse task of recognition. For a certain recognition class, the system sets the
features that are most characteristic of the objects of this class.

9. The cluster analysis task. The degree of similarity and difference of objects (classes,
features) is quantitatively measured. The objects are divided into clusters. This
information is used for classification.
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10. The cognitive analysis task. Information about the similarities and differences of
classes or features is of interest to the researcher in itself, and not using it for clas-
sification. To decide this task by methods of the theory of pattern recognition, the
proposed cognitive approach is considered in a narrow sense. The results of cog-
nitive analysis are cognitive diagrams, vector functional graphs, parametric vector
functional graphs and their modifications.

The possibilities of a cognitive approach to the analysis of economic data and the
making of managerial decisions are manifested in models of pattern recognition through
such definitions:

• the perception is the representation of a pattern of object management in the form
of a set of features. The significance of features characterizes the state of the object
management;

• the assignment of formal names is the representation of a pattern of a particular object
in the form of belonging to some grades of certain semantic scales;

• the generalization (synthesis, induction) is the formation of patterns in the examples
of specific objects;

• the analysis of generalized patterns (deduction) is the detection of general and special
characteristics for each pattern;

• the analysis of features is the detection of general and special characteristics in the
semantic content of each feature;

• the abstraction is determination of the feature value for patterns differentiating, con-
trolled and correct removal of the least valuable features while preservating of all
essential information;

• the classification of patterns is the definition of similarities and differences in patterns;
combining similar patterns to clusters;

• the classification of features is the definition of similarities and differences of features;
associations similar in the value of features to clusters;

• the meaningful comparison of patterns is the definition of features on which two
patterns are different;

• the meaningful comparison of features is the determination of elements on which two
features are different;

• the pattern recognition (identification) is the comparison of the pattern of a particular
object with all generalized patterns.

The author in the work [35] has given a characteristic of intensive and extraneous
recognition methods.

The model of the economic system development as a set of models for the object
description has been formulated to create the methodology of the cognitive modeling of
economic systems based on the pattern recognition theory:

M = {MO,ME,MU }, (1)

WhereMO – model of the economic system (object model);ME – model of the external
environment; MU – model of managerial system.

The metamodel idea is borrowed in [36].
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The model of innovative development of economic system by reacting to external
and internal changes, is:

MO(X ,Z(X ),U ,P) → maxmin(X ,Z, (X ),U ,P), (2)

where X – parameters and controlling factors of the economic system (object) state; Z(X)
– uncertain and uncontrolled factors; U – managerial parameter; P – resources vector.

The model of the external environment has uncertain and uncontrolled factors ME
= ME (Z).

The model of the managerial system, taking into account the interaction of the
economic system (object of management) and the external environment, can be
represented:

MU = {MOE,MD,MMO,MME,MU ,A,MS}, (3)

where MOE – a model of interaction of an object and the environment; MD – system
behavior model; MMO and MME – models of measuring the state of the system and
the environment; A – a rule for choosing the processes of changing the object; MS

– «supervisor» model (cognitive engineer, expert, researcher).
The complex aspects of the functioning of the economic system considered in model

(3) in accordance with the theory of pattern recognition can be taken into account in the
information base and the knowledge base. The information base will contain data on
the interaction of the object and the environment, the system behavior and the results
of measuring the state of the system and the environment. The information base of
knowledge will include knowledge of the «supervisor» and the rules for choosing the
processes of changing the object state.

Then the model of the management system is based on the requirements of pattern
recognition and is defined as follows:

MU = {D,K,C}, (4)

whereD – information database;K – information base of knowledge about targetedman-
agement decisions;C – interpretation ofmanagerial decisions for the current information
set about the economic state of the object of management.

The proposed research mechanism of phenomena and processes in the economic
system in order to predict possible ways of its development or management of situations
and adaptation to them will help to reduce the risk of the human factor.

I. B. Sirodga [32] has proposed the structural-analyticalmodel of pattern recognition:

{Xn,Y ,F,B,L,W }, (5)

where Xn – the space of features; Y – the set of elements of the recognizable classes
alphabet; F: Xn →F(X) – the closure ratio Xn, which postulates the data structure and the
defining element of the classification rule structure in the form of the attribute-predicate;
B: F → {0,1} – the reflection on the Boolean algebra, characterizes the logical structure
of the pattern; L:<F, B> → Y – the classification rule;W – the cost of the recognition
system.
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The peculiarity of the structural-analytical method of pattern recognition is the intro-
duction of special relations F and B and the use of a special class of classification rules
L based on the operator of R-formalization.

Forecasting the probability of transition of an enterprise to another state is based on
the meaning of a probable classification error.

The utility should be considered as an objective comparison of the effects of solutions
between themselves, and therefore, as a measure of evaluation the qualities of decisions
in conditions of uncertainty and multicriteria. Such utility definition is appropriate for
the creation of rational, not optimal, management system for the economic object.

Then, there are such varieties of utility of the structural-analytical model of pattern
recognition:

1. The feature utility. This type of utility is determined by its property to divide all
classes into two groups with the smallest classification error. The values of criteria
that determine the dividing ability of the features are considered aquantitativemeasure
of utility. They rank features for building a decisive rule (a classification rule).

2. The decisive rule utility. The decisive rule is a sequence of features for determining
the state of the economic object. The value of the set of features that provides the
differentiating ability of the classification rule or its selectivity, determines the decisive
rule utility. The fact that such a rule is not supplemented when solving the adaptation
task, testifies to its greater utility.

3. The cost of the recognition system. This approach minimizes the negative value of
utility. Quantitative value is determined by the probability of classification error. The
obtained classification rules are stored in the database and can be ranked.

The cognitive modeling of the economic systems based on the theory of pattern
recognition includes the following stages:

1. The qualitative analysis of the state of the economic system (production situations):

– the analysis of problems that need to be solved in the study situation;
– the search and the substantiation of strategies for achieving the purpose in sta-

ble situations or time-changing situations, taking into account restrictions on the
possibility of their implementation;

– the computer systematization of modeling results.

2. The cognitive analysis of the situation (identification of the problem):

– the formulation of the problem and the research purpose;
– the collection, the systematization and the analysis of statistical and quality

information on the problem;
– the allocation of themain features of the investigated process and their connections;
– the determination of conditions and restrictions;
– the allocation of basic subjects associated with the situation;
– the formation of ways to realize the economic interests of the subjects.

3. Making management decisions:

– the introduction of information on the state of the economic system (situation) as
the factor values, the storage of them in the information base;
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– processing of economic data (the classification data processing, replenishment of
the classification rules base, identification of a new state of the economic system);

– the representation of the results ofmodeling in graphical and table form (numerical
and linguistic values of factors);

– the support of analytical activity of the expert (expert analysis of the classifica-
tion rules, replenishment of the classification rules in the process of additional
learning);

– the evaluation of the situation and making of managerial decisions;
– providing intellectual support for the development of a strategy to achieve the

purpose with recommendations on the choice of managerial decisions.

The scheme shown in Fig. 1 is developed on the basis of Table 1 and the definitions
of the structural-analytical method of pattern recognition [37].

The scheme shows that the process ofmanagerial decision supportmaking on innova-
tive development consists of the few stages. At the first stage of the cognitive structuring
of knowledge about the research object, it is proposed to apply progressive methods of
strategic analysis such as PEST and SWOT analysis. The preliminary analysis of the
economic system indicators is carried out with the use of suchmethods as correlation and
cluster analysis. The next stage includes the construction of a cognitive model, such as
the formalization of knowledge using the structural-analytical method of pattern recog-
nition, which involves establishing and substantiating the interrelations between factors,
further interpreting the results and identifying trends in the innovative development of
the object. After that, strategies for managing the situation around the economic system
based on scenario modeling are developed, providing the choice of management strate-
gies based on information profiles of the research object. The monitoring the situation
allows verification and application of knowledge about possible trends of innovation
development.

The results of cognitive modelling for decision making are presented in order to
manage the innovative states of the air transport enterprise of Ukraine [37].

The «object-feature» matrix according to the financial and economic activity of the
enterprise for twelve years has been derived in a table form. The values of twenty-
nine indicators (features) have been determined. At the primary data processing stage,
a correlation and cluster analysis have been performed to determine the set of fourteen
informative technical and economic indicators that characterize the enterprise economic
states.

Classification data processing has been done with the following quantitative and
qualitative indicators, such as the passenger traffic, the cargo traffic, the passengers trust
level, the profitability of services, the profitability of sales, the staff profitability, the
fixed-asset turnover ratio, the staff turnover rate, the inventory the turnover ratio, the
payable turnover ratio, the receivables turnover ratio, the coverage ratio, the innovative
development own-fund ratio.

Reliability estimation of the forecast of the enterprise transition to another economic
state is based on the value of the probabilistic classification error. In this example, the
classification error is zero.

Known economic states to which the enterprise may belong are as following: good
state (indicated by 1), satisfactory state (indicated by 2) and critical state (indicated by
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Fig. 1. Scheme of cognitive approach in the managerial decision support making systems on
innovative development.

3). According to the results of the research, «good state» is characteristic for four years
of air transport company activity, «satisfactory state» – for six years, «critical state» – for
two years of twelve. The task of determining the informative indicators describing the
states of enterprises with the zero-error classification has been set.

The authors have developed a software complex used for classification data pro-
cessing. The program provides the modes for extracting feature, states and implemen-
tations (table rows). Seven experiments with the different features area have been com-
pleted. Mathematical models of enterprise states classification have been presented in a
structural form (decision trees).

The decision tree (or classification rule) is a binary hierarchical structure, where
the nodes have terminal separating functions (inequalities or equality), and there are
the numbers of enterprise states (classes) at the vertices. The left branch of the tree is
identified with the true statement about the class separation and the right is identified
with the false statement.
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Terminal separating functions describe the local regularities of the structural pattern
in the researching subject area. It is possible to build several classification rules for one
learning data sampling, which have different structural complexity.

The learning of the pattern recognition for automated analysis of experimental data
processing has to be provided with four tasks: 1) obtaining an informative set of features
with a given value of structural completeness assessment; 2) the output of the informa-
tive features set of the learning data sampling; 3) determination of the basic terminal
separating functions, which are included in all classification functions sets to construct
the decision tree; 4) construction of the decision tree.

Three rational decision models have been chosen to analyze the economic data in
order to achieve the reliable result of the classification of the future enterprise state and
to take into account the most quantity of features.

The structures of three decision trees are shown in Fig. 2.
For example, the classification rules or classification functions of the enterprise state

according to the second decision tree are defined as follows:

1. For the critical state of the enterprise (indicated by the number 3) there are two
alternatives:

• the passengers trust level is not equal to 3, the staff turnover rate is not less than
0.184 and the inventory turnover ratio is less than 41.6;

• the passengers trust level is 3, the cargo traffic is more than 1.7 and the staff
turnover rate is less than 0.184.

2. For the satisfactory state (number 2) there are two alternatives:

• the passengers trust level is not 3 and the inventory turnover ratio is not less than
41.6;

• the passengers trust level is 3, the cargo traffic is less than 1.7.

3. For the good state (number 1) there are two alternatives:

• the passengers trust level not equal to 3, the staff turnover rate is less than 0.184
and the inventory turnover ratio is less than 41.6;

• the passengers trust level is 3, the cargo traffic is at least 1.7 and the staff turnover
rate is not less than 0.184.

Based on the obtained results it can be performed the identification the enterprise
states according to the data of the new reporting period. The decision about the state
of the enterprise is based on the most identical results of classification for each of the
three decision trees. In the case of determining the enterprise state as «satisfactory» or
«critical» and the reasons for their occurrence, it is suggested to manage the values of
the informative features. Forecasting of the probability of the enterprise transition to
another state is based on the value of a probable classification error.

The author in the work [37–39] considers a structural-analytical model of pattern
recognition as an effective means to describe the structure of the complex economic
systems in the space of various features, as well as to obtain managerial decisions.
Classification rules are placed in the knowledge base for theoretical experiments and
practical application in solving real tasks.
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Fig. 2. Schematic representation of metabolism in leveling the rejection of diffusion of innova-
tions.

Thus, the proposed methodological approach to the making of managerial decisions
on innovative development in the transport industry allows to achieve more effective
management of innovative activities of enterprises in constantly changing operating
conditions.

In general, the concept of modeling of the development of the innovative diffusion
of the socio-economic system with the use of cognitive technologies allows to realize
internal and external reserves and the ability of predicting the results of this process,
to create the national information resources, to accelerate automation of production
and management and to implement innovations of different functional purposes to the
practice.

5 Conclusions

The cognitive component of the innovative diffusion of the socio-economic systems
contributes to a more detailed study of problems and identifying factors of the innovative
diffusion, evaluation of interconnections between selected factors by modeling of the
development scenarios and interpretation of results.

An analysis of the national strategy for the development of science, technology
and innovation, which is characterized by a combination of scientific excellence, key
technologies to support the competitiveness of economies and address societal challenges
is performed.

The problems of theoretical and practical nature are solved in the framework of the
research.
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The peculiarity of the diffusion direction of innovative development of the socio-
economic systems is theoretical comprehension of conditions, forms and methods for
obtaining new knowledge. The definitions of reflexivity, reflection and cognitiveness,
which ensure the relationship between thinking of participants and the situation of the
process of the innovative diffusion, are given. The factors of ensuring the innovative
development of socio-economic systems due to the factor of cognitiveness are revealed.
The characteristics of cognitive technologies regarding the innovative development of the
socio-economic systems are given. Attention is paid to examples of the cluster formation
to stimulate innovative development of socio-economic systems, the agent approach to
manage the process of innovations distributing in the socio-economic systems and the
structural-analytical model of pattern recognition to predict the innovative development
of the economic entity.

Cognitive simulation is considered as an instrument of intellectual support for
decision-making in the economic systems of transport industry in relation to innova-
tive development. The cognitive modeling will allow not only to investigate problems
that arise in unstable,weakly structured environments (the economic systems), but also to
take into account the change in the external environment and the object of management,
to systematize and verify the representation of an expert on the object of management
and its external environment, to predict the values of the factors of the economic sys-
tem in objectively formed environmental conditions, to develop optimal management
strategies in dynamic changed conditions.

Cognitive modeling of innovative states of the transport enterprise on the basis of
the structural-analytical method of pattern recognition is made. The obtained results
can be used as indicators of selected strategies for economically stable and flexible
economic management and coordination of current and prospective innovation activities
of the enterprise. The reliability of the results is confirmed by publications. A number
of promising tasks that can be solved by the proposed methodology are highlighted.

Modeling of the development of the innovative diffusion of the socio-economic
systems with the use of cognitive technologies will allow:

1. To conduct a cognitive structuring of information about the situation in the process
of the innovative diffusion of the socio-economic system.

2. To identify the causal relationships between the basic factors of the development of
the innovative diffusion.

3. To search for the most effective management of the innovative diffusion.
4. To evaluate and interpret the results of modeling innovative development of the socio-

economic systems.

Then the motivation of the innovative diffusion of the socio-economic systems will
become a precondition for a qualitative technological breakthrough of developing an
economic entity.

The research results are used in the educational process for the implementation of
competencies in the ability to abstract thinking, analysis and synthesis, as well as inde-
pendent acquisition of new knowledge, application of scientific, analytical, method-
ological tools to substantiate the development strategy of economic entities and related
managerial decisions.



38 L. Filipkovska and M. Filipkovska

References

1. Ansoff, H.: Strategic Management. Wiley, New York (1979)
2. Glaz, V., et al.: Development of systematic methods for managing socio-economic systems.

Int. J. Innov. Technol. Explor. Eng. 9(1), 468–472 (2019)
3. Landa, J.: The coevolution of markets, entrepreneurship, laws, and institutions in China’s

economy in transition: a new institutional economics perspective. In: Economic Success of
Chinese Merchants in Southeast Asia, pp. 215–247. Springer, Heidelberg (2016). https://doi.
org/10.1007/978-3-642-54019-6

4. Shamota, G.M.: Diffusion of innovations in Ukraine at the present stage. Probl. Prospects
Develop. Banking Syst. Ukraine 31, 288–296 (2011). (in Ukrainian)

5. Zhavoronkov, V., Zhavoronkova, G.: Development of innovation – technological infrastruc-
ture in the region: theoretical – methodological aspect. SMEU 1(2), 77–87 (2019). https://
doi.org/10.23939/smeu2019.02.077. (in Ukrainian)

6. Mazaraki,А., Drozdova,Y.,Bay, S.: Theoretical andmethodological principles for assessment
the readiness of socio-economic systems for changes. Baltic J. Econ. Stud. 6(1), 80–86 (2020).
https://doi.org/10.30525/2256-0742/2020-6-1-80-86

7. Rogers, E.: Diffusion of Innovations, 5th edn. Free Press, New York (2003)
8. Walliser, B.: Cognitive Economics. Springer, Heidelberg (2008)
9. Leon,M., et al.: Fuzzy cognitivemaps formodeling complex systems. In: Sidorov,G.,Aguirre,

A., García, C. (eds.). 9th Mexican International Conference on Artificial Intelligence, MICAI
2010, LNCS, vol. 6437 LNAI, Is. PART 1, pp. 166–174, Springer, Heidelberg (2010). https://
doi.org/10.1007/978-3-642-16761-4_15

10. Karaev, R.A., et al.: Cognitive analysis and management of innovative projects of enterprises.
Inf. Manag. Syst. 4, 63–68 (2010). (in Russian)

11. Nikishin, E.V.: Aspects of the theory of diffusion of innovations and logistics of AIC of
Ukraine. Econ. Anal. 28(2), 49–56 (2018). (in Ukrainian)

12. Pisarenko, T.V., et al.: Scientific and scientific-technical activity inUkraine in 2022: scientific-
analytical report. UkrINTEI, Kyiv (2023). (in Russian)

13. Udemans F.: On the Nature of Socio-Economic Systems: the Science, the Practice, the
Reflexivity. https://www.researchgate.net/publication/366029592_ON_THE_NATURE_
OF_SOCIO-ECONOMIC_SYSTEMS_THE_SCIENCE_THE_PRACTICE_THE_REF
LEXIVITY, last accessed 20/11/2023

14. Abdikeev, N.M., et al.: Cognitive economy in the era of innovation. http://rus.neicon.ru:
8080/xmlui/bitstream/handle/123456789/7332/33_%10148:552.pdf?sequence=1. Accessed
25 Apr 2021. (in Russian)

15. Zimovin, O.I., Zaika, E.V.: Reflexivity and reflection: the relationship of concepts. Bull. GS
Skovoroda Kharkiv Natl. Univ. Psychol. 47, 65–71 (2014). (in Ukrainian)

16. Nordmann, A.: Ignorance at the Heart of Science? Incredible Narratives on Brain–Machine
Interfaces. TU Darmstadt. https://www.uni-bielefeld.de/ZIF/FG/2006Application/PDF/Nor
dmann_essay.pdf. Accessed 30 Sept 2023

17. Khushf, G., et al.: The Use of Emergent Technologies for Enhancing Human Performance:
Are We Prepared to Address The Ethical and Policy Issue. Public Policy & Practice. https://
www.academia.edu/592339/. Accessed 23 Nov 2023

18. Malinetsky, G.G.: Culture, humanitarian knowledge and self-organization theory. Observ.
Cult. 18(4), 340–351 (2021). https://doi.org/10.25281/2072-3156-2021-18-4-340-351. (in
Russian)

19. Sikora, L.: Cognitive models and logic of operational management in hierarchical integrated
systems in risk conditions. TSSD EBTETS, Lviv (2009). (in Ukrainian)

https://doi.org/10.1007/978-3-642-54019-6
https://doi.org/10.23939/smeu2019.02.077
https://doi.org/10.30525/2256-0742/2020-6-1-80-86
https://doi.org/10.1007/978-3-642-16761-4_15
https://www.researchgate.net/publication/366029592_ON_THE_NATURE_OF_SOCIO-ECONOMIC_SYSTEMS_THE_SCIENCE_THE_PRACTICE_THE_REFLEXIVITY
http://rus.neicon.ru:8080/xmlui/bitstream/handle/123456789/7332/33_%10148:552.pdf?sequence=1
https://www.uni-bielefeld.de/ZIF/FG/2006Application/PDF/Nordmann_essay.pdf
https://www.academia.edu/592339/
https://doi.org/10.25281/2072-3156-2021-18-4-340-351


Cognitive Component of Development of the Innovative Diffusion 39

20. Khromyak, J.Y., et al.: Cognitive technologies and their features in management and mar-
keting. Management and Entrepreneurship in Ukraine: stages of formation and problems of
development 767, 75–82 (2013). (in Ukrainian)

21. Dragan, T.M., Druzhinina, E.A.: Coefficient method of analysis of innovative development
of the enterprise. Int. Collect. Sci. Works 2(17), 84–90 (2010). (in Russian)

22. Filipkovska, L.O., Matvienko, O.O.: Conceptual principles of cognitive modeling of enter-
prise adaptability. In: Ponomarenko,V.S., Klebanova. T.S. (eds.). Applied aspects ofmodeling
of socio-economic systems: monograph, pp. 281–298. Tkachuk AV, Berdyansk (2015). (in
Ukrainian)

23. Macal, C., North, M.: Introductory tutorial: agent-based modeling and simulation. In: Winter
Simulation Conference, Washington D.C., pp. 362–376 (2013). https://informs-sim.org/wsc
13papers/includes/files/031.pdf. Accessed 23 Nov 2023

24. Masloboev, A.V.: Simulation modeling of development of innovative processes on the basis
of a method of system dynamics and agent technologies. Qual. Innov. Educ. 3, 34–42 (2009).
(in Russian)

25. Guzhva, V.M.: Adaptivemanagement of enterprises on the basis of precedents: agent-oriented
approach. Probl. Econ. 2, 175–180 (2013). (in Ukrainian)

26. Porter, M.: On Competition. Harvard Business Press (2008)
27. Knyazevych, A.A., Britchenko, I.G.: Cluster approach to creating an innovative infrastructure

of the country. Sci. Bull. Mukachevo State Univ. Econ. 2(1), 24–29 (2015). (in Ukrainian)
28. Tarasova, K.I.: Evolution of information systems in the economy. Business Inform 4, 289–295

(2020). https://doi.org/10.32983/2222-4459-2020-4-289-295. (in Ukrainian)
29. Kizim, N.A., Klebanova, T.S. (eds.): Adaptive Models in Decision-Making Systems. Inzhek

Publishing House, Kharkiv (2007). (in Russian)
30. Simankov, V.S., Lutsenko, E.V., Laptev, V.N.: System analysis in adaptive control. Institute

of Technologist and Economy, Krasnodar (2001). (in Russian)
31. Gorelova, G.V.: On cognitivemodeling of complex systems, research tools. Tech. Sci. Notices

SFU 6(131), 236–240 (2012). (in Russian)
32. Sirodga, I.B.: Structural-analyticalmethod ofmachine pattern recognitionwith different types

of features. In: Stoyan, Yu.G., Protsenko, V.S., Manko, G.P. (eds.) Theory of R-functions and
current problems of applied mathematics, pp. 212–244. Science Duma, Kiev (1986). (in
Russian)

33. Filipkovska, L.O.: Cognitive approach to economic data processing and managerial decision
making in an industrial enterprise. In: Kedyukhov O.V. (ed.) Theory and practice of economic
development theory and practice of managing the economic development of the enterprise,
vol. 2, pp. 242–250. SHEI “DonNTU”, Donetsk (2013). (in Ukrainian)

34. Filipkovskaya, L.A.: Investigation of the structural-analytical model of pattern recognition in
control and diagnostic tasks. Bionics Prob. 53, 51–53 (2000). (in Russian)

35. Filipkovskaya, L.A., Skachkov, A.N.: Application of pattern recognition methods in expert
economic systems. Issues of design and manufacture of aircraft structures. Spec. Issue “New
Technol. Mech. Eng.” 3(63), 215–219 (2010). (in Russian)

36. Ginis1, L., Gorelova, G., Kolodenkova, A.: Cognitive and simulation modeling of socioe-
conomic systems. In: IV International Research Conference “Information Technologies in
Science, Management, Social Sphere and Medicine”, pp. 50–54, Atlantis Press, Dordrecht
(2017)

37. Filipkovska, L., Matviienko, O.: Managerial decision support making in economic systems
based on cognitive modeling. Int. J. Eng. Technol. 7(4.3), 588–592 (2018). https://doi.org/
10.14419/ijet.v7i4.3.19962

https://informs-sim.org/wsc13papers/includes/files/031.pdf
https://doi.org/10.32983/2222-4459-2020-4-289-295
https://doi.org/10.14419/ijet.v7i4.3.19962


40 L. Filipkovska and M. Filipkovska

38. Filipkovska, L.O., Matvienko, O.O., Nikitenko, S.V.: Formation of primary knowledge
about the state of the air transport enterprise to diagnose its economic security. Bus.
Inform 5(448), 165–172 (2015). https://www.business-inform.net/export_pdf/business-inf
orm-2015-5_0-pages-165_172.pdf. (in Ukrainian)

39. Filipkovska, L.O. Toolset of intellectual analysis of economic status of enterprise with appli-
cation of pattern recognition. In: Proceedings of The Eighth World Congress «Aviation in
the XXI-st Century» «Safety in Aviation And Space Technologies», pp. 84–86. National
Aviation University, Kyiv (2018). http://conference.nau.edu.ua/index.php/Congress/Congre
ss2018/paper/viewFile/5591/4050

https://www.business-inform.net/export_pdf/business-inform-2015-5_0-pages-165_172.pdf
http://conference.nau.edu.ua/index.php/Congress/Congress2018/paper/viewFile/5591/4050


The Effectiveness of the Work of International
Organizations: The Current State and Prospects

for Evaluating Their Work

Matvieieva Anastasiia1(B) , Cherkas Maryna2 , Hrytsenko Hryhorii3 ,
Semenova Maryna4 , and Rohova Olena5

1 Department of Civil Procedure, Arbitration and Private International Law,
Yaroslav Mudryi National Law University, Kharkiv, Ukraine

avmatveeva2016@gmail.com
2 Theory and Law Department, Yaroslav Mudryi National Law University, Kharkiv, Ukraine

3 Department of Jurisprudence, Volodymyr Dahl East Ukrainian National University,
Kyiv, Ukraine

4 «Semenova and Partners» LF, Kharkiv, Ukraine
5 Legal Regulation of Economics Department, Simon Kuznets Kharkiv National University of

Economics, Kharkiv, Ukraine

Abstract. The article is devoted to the study of the problems of determining the
effectiveness of the activities of international organizations, the criteria of the
effectiveness of the work of these organizations. The question of the role and
importance of international organizations in the modern world is considered, the
main international intergovernmental organizations that ensure the maintenance
of peace and security in the world are analyzed. The activity of the UN as the
main institution, which is assigned the task of maintaining peace and security in
the world by its Charter, is studied in detail. The authors emphasized the role of the
UN in resolving conflicts in the world, identified the main problems of this organi-
zation’s work, as well as the availability of legally established means in the event
of a threat to peace and security. Attention is paid to the problems of the effective-
ness of the UN in the conditions of a full-scale war in Ukraine. It was emphasized
that the main obstacle to the full-fledged activity of the UN today is the presence
of aggressor states in its composition and the veto mechanism, which blocks the
mechanism of introducing legally prescribed measures to apply the provisions of
the UN General Assembly Resolutions. The issue of determining efficiency as a
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war, as well as the main wars waged by the Russian Federation during the last
30 years, was studied. Ways to increase the efficiency of international organiza-
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activities of international organizations for their effectiveness and the creation
of transparent mechanisms for combating the unproductive work of international
organizations.
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1 Introduction

Today, in the conditions of a change in theworld order, after a series ofwars of aggression
on the part of the Russian Federation, in the conditions of many unresolved global
problems, the question arises: what place in the world do international organizations
occupy? Are they effective enough as intended when they were created?

Thequestion of thework of international institutions to solve all the problemsbrought
about by the war is of primary importance. Of course, after all the horrors of the Second
World War, the states developed a mechanism to ensure peace and security in the world.
To support international peace and security, a number of international organizations have
been created both at the international and European level.

Today’s realities clearly indicate the obvious: most international institutions have not
achieved their statutory goals or have partially achieved them. That is why we are now
talking about analyzing the effectiveness of the work of international organizations in
order to resolve the issue of the potential possibility of their transformation or recognizing
their work as ineffective and ending the existence of individual international institutions.

2 Literature Review

Certain aspects of defining the essence of international organizations, as well as certain
issues of the problem of ensuring the effective work of international intergovernmental
organizations, were considered in the works of the following scientists: Ernst-Ulrich
Petersmann, M. Slobodchikoff, R. Lall, D. Panke, G. Polat, F. Hohlstein, A. Plantey, L.
Fawcett, A. Hurrell, E. Vinokurov, A. Libman, S. Williams and others.

The spectrum of research on this issue is quite wide, but the amount of research on
this issue is critically low: the need for the effective work of international organizations
and compliance of their activities with the statutory goals is mainly emphasized, as well
as the activities of individual international organizations are generally analyzed and their
insufficiently effective work is pointed out. At the same time, the ways of increasing the
efficiency of international organizations, as well as the criteria by which it is possible to
determine whether the organization works effectively, are presented very fragmentarily.

Further in-depth analysis and development of scientific approaches and practical
mechanisms for determining the prerequisites and grounds for recognizing the work
of an international organization as ineffective and the consequences of such decisions
are needed. The conceptual apparatus also needs improvement: in modern conditions,
it is necessary to revise the very approaches to defining the category “international
organization”, as well as to develop a methodology for determining the effectiveness of
these organizations.

Undoubtedly, the problem of legal provision of the possibility of recognizing the
work of an international organization as ineffective, of auditing the activities of an
international organization, the periodicity of such an audit, and furtherways of increasing
the effectiveness of the organization’s work or solving the question of the feasibility of
its existence is of course very important.
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3 Main Content Presentation

3.1 International Organizations and Ensuring International Security

Ensuring international security is the main task of subjects of international law. First of
all, of course, this is the task of states as themain subjects of international law and interna-
tional intergovernmental organizations. It is with the help of international organizations
that the governments of various states are trying to solve the biggest problems of human-
ity - global, collective problems that cannot be solved by a state or a few states, given
the comprehensiveness of today’s challenges. International intergovernmental organiza-
tions were created in part to create an effective system of global self-preservation and
development. They generally deal with a wide range of security issues, including arms
control, conflict prevention, and ensuring human and citizen rights and freedoms.

From the perspective of international law, an “international organization” is best
understood as “an organization established by a treaty or other instrument governed by
international lawandpossessing its own international legal personality” [1]. International
organizations1 are legal communities in three respects: they are created by law, they
use law as a means of governance, and they must be governed by the rule of law.
Accordingly, international law creates, enables and limits international organizations.
In the procedural law of organizations, a triptych of accountability procedures is built:
transparency, participation and access to justice.

The main international organizations concerned with world peace and security are
the United Nations, North Atlantic Treaty Organization, the Organization for Security
and Cooperation in Europe and so on. I deliberately do not consider the EU, because in
the science of international law there is still a dispute over the legal nature of this entity.

The UN is the main international intergovernmental organization whose main statu-
tory task is to maintain peace and security around the world. Thus, Article 1 of the UN
Charter stipulates that: “To maintain international peace and security, and to that end:
to take effective collective measures for the prevention and removal of threats to the
peace, and for the suppression of acts of aggression or other breaches of the peace, and
to bring about by peaceful means, and in conformity with the principles of justice and
international law, adjustment or settlement of international disputes or situations which
might lead to a breach of the peace” [2].

Unfortunately, today we cannot fully assert that the UN is capable of performing its
direct functions. The Russian Federation’s full-scale war in Ukraine significantly shook
the security situation in Europe and around the world. This war has already been called
the largest armed conflict in Europe sinceWorldWar II. At the same time, we remember
that the UN was created precisely after the Second World War in order to prevent in the
future those horrors that were brewing then. And today the situation is repeating itself on
an even greater scale. The terrorist andmilitary threat from theRussian Federation and its
allied states has spread throughout the world: tensions around Taiwan have increased,
threats of nuclear strikes from the DPRK and Russia are heard, Iran’s actions in the
region are aggressive, etc.

In fact, it can be argued that the complex and extremely acute tensions in the world
are already working as a catalyst for a potential Third World War and a nuclear disaster.
That is why the response of international organizations in the field of maintaining peace
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and security should be as quick as possible. The maximum mobilization of all available
diplomatic, political and legal resources is necessary, which would reduce tension and
find effectivemechanisms to stop the aggressive terrorist policy of the specified countries.
One of the main organs of the UN, which is called to solve the problems of international
security, is the UN Security Council.

The year 2022 became a crisis for theworld and theUN -Russia’smilitary aggression
againstUkraine causedgreat destructionon the territory ofUkraine, the death ofmanynot
only military personnel, but also civilians. The Russian criminal army has committed
and continues to commit numerous crimes of genocide against the Ukrainian people
in the occupied territories, forcibly deports civilians to its territory, kills and tortures
prisoners of war. Russia has repeatedly threatened a nuclear and chemical disaster on
the territory of Ukraine, and its missile attacks not only destroy residential buildings
and infrastructure of Ukraine, but also threaten neighboring countries – Moldova and
Poland, on whose territory Russian missiles have already landed. At the same time, all
of Europe faced a new migration crisis caused by large flows of refugees from Ukraine.

It is quite obvious that as of themiddle of 2023, international organizations, including
the UN Security Council, have problems with the use of those mechanisms for ensuring
world peace that they have in their arsenal. Therefore, there is a need to analyze the
effectiveness of this collective body in regulating the military aggression of the Russian
Federation in Ukraine.

At the same time, it should be emphasized that the powers of the main UN insti-
tutions in the mechanism of maintaining peace and security are extremely broad. The
General Assembly and the Security Council - both of these bodies have clearly defined
competence in this area. And it is the UN Security Council that is entrusted with the
main responsibility for maintaining international peace and security.

According to the UN Charter, the Security Council has extremely broad powers in
the prevention of war and the creation of conditions for peaceful and fruitful cooperation
between countries. The results of the activities of the Security Council can be considered
as a criterion for the effectiveness of the work of the UN. An analysis of the provisions of
the UN Charter gives every reason to assert that the Security Council is the only body of
theUnitedNations that has the authority to take preventive or coercivemeasures onbehalf
of the United Nations. According to the Charter, the Security Council is responsible for
the use of the combined armed forces of UN member states.

Article 43 of the UN Charter defines the procedure for the provision by the UN
members of the Security Council of the necessary armed forces, auxiliary means and
services on the basis of special agreements concluded by the Security Council with the
UNmember states upon their subsequent ratification. The Security Council must resolve
all issues related to the creation and use of armed forces, relying on the support of the
Military Staff Committee, which consists of the chiefs of staff of the permanent members
of the Council. But the provisions of Articles 43 and 47 of the UN Charter were not
put into effect because of disagreements among the permanent members of the Security
Council. In 1947, this committee practically stopped its activities. Since that time, the
UN began to improvise in the field of creation and use of armed forces. In particular, a
new form of UN activity regarding the maintenance of international peace and security
emerged, which is not provided for by the Charter - peacekeeping.
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Joining the efforts of states to ensure and maintain peace involves measures such as
the prohibition and threat of the use of force in interstate relations, peaceful resolution
of international disputes, maintenance of security, coercive measures without the use
of armed forces, coercive measures with the use of armed forces, disarmament. We
emphasize that despite the declarative presence of effective methods of maintaining
peace and security in the world, the broadest of all possible powers in this area - extreme
measures - have not been applied.

That is, the elaborately developed and apriori effectivemechanism for ensuring peace
in the world has not fully worked since the end of the Second World War and since the
beginning of the creation of the UN itself and the UN Security Council, respectively.
Therefore, the question arises - does the existence of such an organization justify itself,
how effectively it performs the functions assigned to it?

And what is most important today is that since the invasion and annexation of the
territories of Ukraine by the Russian Federation, the UN has not taken the appropriate
measures that it could have taken purely based on its statutory goals and its competence
and influence on the international arena, so and considering the arsenal of means that
this organization has. The very first steps of the UN Security Council to prevent a war
in Ukraine should have been related to Russia’s annexation of the Ukrainian Crimea in
2014. However, the specified UN body did not show any effectiveness.

Thus, the Permanent Representative of Ukraine to the UN, Serhiy Kyslytsia, stated
that according to the UN Charter, the Secretary General has the right to address the
Security Council if he has information that there is a real threat to regional security. I
have no doubt that the then General Secretary Ban Ki-moon had information about the
movement of Russian troops and the appearance of Russian troops on the territory of
Crimea. Nevertheless, he did not ask the Security Council to urgently consider this issue.
In his opinion, the UN lost the opportunity to play the role for which it was actually
created: to prevent wars, aggression, occupation [3].

Thus, on March 13, 2014, the Verkhovna Rada of Ukraine adopted an Address to
the UN, in which it was noted that the Russian Federation is trying to annex part of
the territory of Ukraine and will resort to an unprovoked act of aggression. Even then
it was obvious that Russia’s actions contradicted not only the international norms of
maintaining security, but also valid bilateral treaties, as well as the “spirit and letter”
of the international guarantees to Ukraine recorded in the Budapest Memorandum. In
response to this appeal, the UN initiated a discussion of the issue and a resolution on
the issue of Crimea in Ukraine, however, despite the fact that the majority of Security
Council members (13 countries) supported the resolution, the Russian Federation, using
the right of veto as a permanent member of the Security Council, actually blocked the
decision of the Security Council of the UN regarding the settlement of the Ukrainian
crisis.

And later, during the annexation of parts of the Donetsk and Luhansk regions of
Ukraine, the UN Security Council demonstrated the same level of effectiveness - any
attempts by this body to contribute to the settlement of the military conflict on the
territory of Ukraine were blocked by Russia. At the same time, Russia, even after large-
scalemilitary aggression, genocide ofUkrainians, threats to thewholeworldwith nuclear
war and recognition of Russia as a terrorist country by many countries, as of 2023 still
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remains a member of the UN. The inability of the UN to even exclude Russia from the
list of permanent member states points to the over-bureaucratization of this organization
and its ineffectiveness in conflict prevention and resolution.

3.2 Effectiveness of International Organizations

In the legal landscape after 1989, there was a need to adapt international organizations
to the new political, military, economic and legal environment, as well as to respond
to new requirements for their effectiveness and legitimacy [4]. Efficiency deficits arise
not only from wastefulness or mismanagement, but also from the very formulation
of legal norms. The most famous example is the situation given in the Resolution of
the UN General Assembly of February 16, 2012 No. 66/253 “Situation in the Syrian
Arab Republic”. Thus, the work of the UN Security Council was effectively blocked
through the use (and abuse) of the right of veto by, in particular, the Russian Federation,
thereby practically removing the Council from fulfilling its “primary responsibility for
maintaining international peace and security” (Article 24 of the UN Charter) [5]. At
that time, it was already the fifth time that Russia used its right of veto in relation to
draft resolutions on Syria in recent years. Since 1991, the Russian Federation has used
a veto in the UN Security Council 31 times, which is almost twice as many as any other
permanent member of the Security Council [6].

At the same time, when it comes to the effectiveness of international organizations,
it is obvious that the rational use of resources and the influence of international organi-
zations in the world concerns not only issues of security and defense, but also issues of
trade, financial stability and countering potential and real threats to the financial sector
of the economy, international transportation, etc. In particular, as some researchers, such
as Anne Peters, rightly point out, the World Trade Organization is currently covered by
hundreds of bilateral and regional trade agreements. This is not only a potential source
ofWTO inefficiency, but also generates a loss of legitimacy contained in multilateralism
[4].

Of course, the current work and results of various international organizations were
analyzed. A number of reports and reports were written on this basis. As an example, the
following can be cited: “A More Secure World: Our Shared Responsibility,” Report of
the High-level Panel on Threats, Challenges and Change, 2 December 2004 (UN Doc.
A759/565) [7]; “In larger freedom: towards development, security and human rights
for all,” Report of the Secretary-General, 21 March 2005 (UN Doc. A/59/2005) [8],
United Nations, SG Letter, “Report of the Panel on United Nations Peace Operations,”
(UN Doc. A/55/305-S/2000/809) (the “Brahimi Report”) [9]; Secretary-General Letter,
“A comprehensive strategy to eliminate future sexual exploitation and abuse in United
Nations peacekeeping operations,” (UN Doc. A/59/710) (the “Zeid Report”) [10] and
others.

Scientists also took care of the problems of analyzing the effectiveness of the work of
international governmental organizations. In particular, Ernst-UlrichPetersmann empha-
sizes that it remains an important task for academics to promote the long-term perspec-
tive and public discussion of institutional reforms. These reforms, even if they remain
rather ambiguous among politicians, can be implemented in the short term. In his opin-
ion, reforming the WTO seems necessary “in the new millennium to ensure that WTO
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members and the world trade system more effectively protect the welfare of consumers
and other common interests of citizens, with due respect for general human rights and
democratic self-government” [11]. At the same time, the scientist rightly focuses on the
fact that the WTO report is limited to the proposal of feasible reforms, and not more
significant changes, which, in our opinion, could not receive the necessary support for
them to be implemented [12].

At the same time,Michael O. Slobodchikoff concludes that in the matter of resolving
territorial disputes, the EU has not been effective in solving all the problems that have
arisen in connection with territorial claims both between the member states and the
candidate countries of the EU, but in in general, the European mechanism was effective
in managing territorial disputes [13].

Today, a full-scale war is going on in Ukraine. And it would seem that this is the only
“conflict” inwhich theRussian Federation is the other party.However, this is not the case.
According to the Ukrainianer study [14], the Russian Federation was at war all the time
after leaving the USSR. Thus, the Russian Federation took part in the following armed
conflicts: 1992–1993 – Russia occupied Transnistria, 1992–1993 – Russia provoked
the Abkhaz War, 1994–1996 – The first Russian-Chechen war, 1999–2009 – Second
Russian-Chechen war, 2008 – Russian-Georgian war, 2015–2022 – Russia’s invasion of
Syria, 2014–2022 – Russian-Ukrainian war (Fig. 1).

R
us

si
a'

s w
ar

s o
ve

r 
th

e 
pa

st
 

30
 y

ea
rs

1992–1993 – Russia occupied Transnistria

1992–1993 – Russia provoked the Abkhaz War

1994–1996 – The first Russian-Chechen war

1999–2009 – Second Russian-Chechen war

2008 – Russian-Georgian war

2015–2022 – Russia's invasion of Syria

2014–2022 – Russian-Ukrainian war

Fig. 1. Russia’s wars over the past 30 years

It is alsoworth considering the tools bywhichwe determine the effectiveness of inter-
national organizations and what this concept means in general. The analysis of scientific
literature in the field of determining the satisfactory or unsatisfactory work of interna-
tional organizations, determining the compliance of their activities with their statutory
goals, establishing the priority of work according to the directions determined for them,
gives grounds for asserting that the number of studies devoted to the productivity of the
activities of international organizations is critically small.
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In general, we can say that given the order of creation of most organizations, at the
time of their creation and the purpose for which the states cooperate, it is assumed that
they fulfill their goals and tasks. At the same time, they perform them to the full extent
and in full compliance with the set tasks, as well as that their activity is productive. That
is, the efficiency of international organizations and the full compliance of their activities
with the statutory goals are taken as a constant.

However, the situation in the world proves the opposite: very high goals are stated in
the charters of most international governmental organizations, but in reality we do not
see improvement in many areas, this is especially noticeable in the field of maintaining
peace and security, in the field of overcoming hunger, solving environmental problems,
preventing ecocide, genocide and many others.

If we talk about the definition of the productivity of the work of international organi-
zations, the latter is defined by individual scientists as the extent to which they achieve
the stated goals and whether it is done in an economically efficient way that corresponds
to a wide range of (state and private) interested parties [15]. However, it is worth not-
ing here that, in our opinion, the efficiency of the organization is its integral feature.
It was created in order to be effective in solving certain issues - its statutory goals and
objectives. One cannot say that even if the activity of an international organization is
unproductive, it has the right to exist. Because a completely legitimate question arises:
what is the purpose of an organization that does not fulfill its statutory goals or only
half-fulfills them?

How to understand in general whether the activities of an organization are effective
or not? In our opinion, the activity of the international institution that achieves the goals
set during its creation is effective. It is possible to consider the category of “efficiency”
in different ways, but in one way or another it is reduced to the performance, proper
performance of the functions assigned to the organization.

In our opinion, the effectiveness of the work of international organizations can be
defined as a mandatory and integral feature of an international organization, which is
determined by the level of achievement of its statutory goals in order of priority, the level
of consideration of the interests of various states and other subjects of international law,
and the level of rationality of spending available or resources provided to the organiza-
tion. In fact, the main idea that we are trying to convey emerges from this definition: if
an organization is found to be inefficient, then it has no right to exist. At least in that
form, with that structure, goals and tasks, with those resources that it has. And then there
are two ways to correct the situation: either the organization must be closed, that is,
its activities must be completely stopped. Or (the second way) - in accordance with the
problems that this organization has, such an organization can be reformed. The choice of
the reformatting mechanism of the international organization depends on the identified
gaps in its activities. So, if the organization spends too many resources on performing
its tasks, it is necessary to develop a strategy to reduce these costs. If the statutory goals
are not achieved at all or are partially achieved, it is necessary to revise these goals and
(possibly) change the organizational structure of the organization. It can be a certain
“rehabilitation plan” of an international organization.
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3.3 Improving the Efficiency of International Organizations

The main task for maintaining peace and security in the whole world is, of course,
increasing the role of international organizations in this process.Not declaratively, but the
development of a whole mechanism of their effectiveness. It is worth emphasizing once
again that international governmental organizations today do not fulfill their functions
to the full extent. As for Ukraine, this is evidenced by numerous polls regarding the trust
of the Ukrainian people in international organizations or associations.

According to the results of the survey “Wartime Diplomacy. What do Ukrainians
think about Ukraine’s movement towards membership in the EU and NATO during the
war”, carried out by LLC “Info Sapiens” on the order of the “New Europe” Center [16],
the level of trust in international institutions, in our opinion, is extremely low (Fig. 2).
Yes, the highest level of trust is in the EU - 83.8%, NATO - 76%, G7 - 71%, Lublin
triangle - 65.5, UN - 56.7% and OSCE - only 42.8%.

The level of trust of Ukrainians in international
organizations

Fig. 2. The level of trust of Ukrainians in international organizations

Important in the context of our research are the conclusions made by scientists
regarding the potential for increasing the efficiency of international organizations. As
Diana Panke, Gurur Polat, and Franziska Hohlstein rightly point out, in general, the
effectiveness of problem-solving increases if international organizations are equipped
with secretariats capable of autonomous actions that assist states in conducting multilat-
eral negotiations throughout the international organization’s policy cycle. For example,
such secretarial support reduces transaction and information costs and thus increases the
speed and expertise available for decision-making [17]. In addition, problem-solving
efficiency is generally considered to be higher when international organizations do not
operate primarily by consensus when it comes to decision-making. That is, when a deci-
sion is made even when the majority of states agree to it, but there are also those that
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do not agree with it. Because due to the large number of players who have the right
of veto, conceptual decisions may never be adopted. At the same time, negotiations in
the shadow of consensus can also encourage states to work on results with the lowest
common denominator [18].

Third, compared to global international organizations, regional international orga-
nizations are generally considered to be better at solving problems. This resonates well
with the work of regional organizations, which argue that they are better suited for sen-
sitive tasks such as peace and conflict resolution than global international organizations
because they are smaller, more homogeneous, closer to the problem on the ground, and
therefore better suited to solving such problems than international organizations with
more distant members - as rightly noted by Fawcett and Hurrell [20] and Vinokurov and
Libman, 2017) [21]. Finally, the effectiveness of international organizations in solving
problems increases if it works on the basis of a deliberative diplomatic culture. The more
pronounced the practice of discussion among delegates from states, the more likely it is
that the exchange of principled positions triggers processes of mutual learning and leads
to high-quality results that exceed the lowest common denominator [17].

It is worth noting that the effectiveness of the activities of international organizations
is closely related to compliance with the norms of international law by their member
states. In particular, if we are talking, for example, about international organizations
whose statutory tasks include issues of peace and security, then the members of these
organizations must comply, at a minimum, with the norms of international humanitarian
law.

Compliance with international humanitarian law is the duty of all UNmember states.
The UN has appropriate mechanisms tomonitor compliance with these norms, including
the International Committee of the Red Cross, the International Court of Justice and its
specialized tribunals, as well as the UN’s subsidiary human rights missions in various
countries. Adherence to the norms of international humanitarian law is an important
task for ensuring the protection of human rights during military conflicts. The norms of
international humanitarian law determine the behavior of military and civilian persons
during hostilities, as well as the obligations of states and international organizations
regarding their protection.

In order to comply with the norms of international humanitarian law, states must take
appropriate legislative and other measures. For example, states must ratify international
treaties on international humanitarian law, such as the 1949 Geneva Conventions and
their additional protocols, and incorporate international humanitarian law into national
law. In addition, states must ensure that their military and others involved in hostilities
comply with these norms. At the same time, UNmember states are obliged to coordinate
their actions with international standards of international humanitarian law, regardless
of whether they are participants in armed conflicts or not [21].

The main ways to increase the effectiveness of international organizations, in our
opinion, based on the above considerations and positions, are the following. First of all,
objective monitoring (audit) of the activities of international organizations is necessary
in several aspects: achievement of statutory goals (full or partial), fulfillment of statutory
tasks (in full or not), whether there were objective obstacles to achieving statutory goals
or the fulfillment of tasks, whether the international organization rationally used its
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available resources (human, financial, etc.), whether the international organization used
all possible means to fulfill the statutory tasks and achieve the goals. Secondly, it is
quite important to analyze the activities of the members of this organization in terms of
achieving its goals and objectives, as well as whether the member countries of this or
that organization are such as to block its work or reduce the effectiveness of its activities.

4 Conclusions

There are quite a few international organizations in the world. The states transferred
part of their immunity to all of them in order to solve global collective issues in various
spheres of life. These organizations are funded by the funding of their members. There-
fore, the agreed decisions of the participants must be implemented. Today, the issue
is that no unified methodology has been developed for determining the effectiveness or
ineffectiveness of the work of an international organization. In addition, gaps in the legal
regulation of the work of international organizations and their achievement of statutory
goals are quite significant in the event that one of the states (or several) no longer corre-
sponds to the political status that they had at the time of the creation of the organization.
A clear example is the UN, which was created to maintain peace and security. One of
the founding states was the USSR, which at that time was a state that won victory over
fascism. Russia was part of the USSR at that time. However, over time, this state has
clearly turned into an aggressor state, which definitely does not correspond to the high
status of a member of the UN. At the same time, the UN itself, considering the right of
veto, cannot do anything.

In this case, there are only 2 ways to get out of this “closed circle”: either to disband
the UN and create a new organization that will still be able to effectively contribute to
the maintenance of peace and security in the world.

In addition, solving the problem of periodic verification (auditing) of the activities
of international organizations for their effectiveness and creating transparent mecha-
nisms for combating the unproductive work of international organizations is extremely
important today. In our opinion, it would be optimal to create a special analytical bureau
that would assess the effectiveness of the work of international organizations and issue
annual analytical reports on their activities with proposals for eliminating gaps in their
work and measures to improve their effectiveness.
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Abstract. This research highlights the detrimental effects of the Russian Fed-
eration’s aggressive actions on the Ukrainian education system, which not only
threaten the stability of Ukraine’s educational landscape but also the broader Euro-
pean educational realm. Such aggressions have pronounced and lasting repercus-
sions on pedagogy, educational infrastructure, and the overall well-being of the
academic community. To address these challenges, the study recommends: (1)
immediate cessation ofRussia’s attacks onUkraine’s educational structures, ensur-
ing continuation of Ukrainian-led education in occupied regions; (2) enhanced
monitoring and documentation of these aggressions by law enforcement, national
authorities, and international entities; (3) prioritizing the creation of an evidence
base through comprehensive, independent expert evaluations, fostering collab-
orations with global forensic experts and European forensic networks; and (4)
directing cases of these armed assaults to the national justice system, which can
subsequently be the foundation for international legal appeals, potentially invoking
the Rome Statute’s provisions concerning deliberate attacks on educational facili-
ties.Ultimately, the study underscores the imperative of international collaboration
in fortifying Ukrainian educational institutions, safeguarding the rights to educa-
tion, and championing the cause of educators and students in these challenging
times.

Keywords: public administration · resilience · crisis situation · justice

1 Introduction

Literature Review. As of the end of 2021, Ukraine’s national resilience was charac-
terized and described as a delicate mosaic with various gaps and sociopsychological
and socio-political weaknesses, strengths, and other peculiarities [1]. The launch of the
invasion of Ukraine provoked the most severe military conflict in Europe since 1945 [2,
p. 1–8].

The military intervention of the Russian Federation in Ukraine became the reac-
tion catalyst for the operational organization of various aid in European countries [3,

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2024
M. Nechyporuk et al. (Eds.): ICTM 2023, LNNS 996, pp. 54–63, 2024.
https://doi.org/10.1007/978-3-031-60549-9_4

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-60549-9_4&domain=pdf
http://orcid.org/0000-0003-1024-0238
https://doi.org/10.1007/978-3-031-60549-9_4


Building Resilience of the Ukrainian Educational System 55

p. 107–121]. The Ukrainian case showed that recovering resilience is complicated and
implemented due to international and national stakeholders. One of the dangerous man-
ifestations of the Russian invasion is the threat to the resilience of the Ukrainian educa-
tional and scientific space. The problem that needs an immediate solution is preserving
the Ukrainian identity and ensuring the resilience of the academic and research process
across Ukraine, including the occupied and de-occupied territories.

According to the Hague Convention, “the territory is considered occupied when it
is placed under the authority of the hostile army” [4]. The territories of Donetsk, Zapor-
izhzhia, Luhansk, and Kherson regions of Ukraine are occupied and partially under the
temporarymilitary control of theRussianFederation. TheRussianFederation’s decisions
dated 21.02.2022 and 29.09.2022 regarding the holding of referenda, the assignment of
legal status to these regions of Ukraine, and their accession to the Russian Federation
are illegal.

The occupation regime requires the aggressor country to ensure a safe educational
environment and respect the rights to Ukrainian education for interned persons. In
the international legal dimension, the conditions for providing educational services
in the occupied territories, requirements for the occupying power to ensure favor-
able educational conditions, and crimes committed against educational institutions are
regulated.

The Fourth Geneva Convention states that the Protection of Civilian Persons in Time
of War is the first act that defines the obligation of the occupying state to cooperate with
state and local authorities and to promote the proper functioning of educational institu-
tions responsible for the care of children and their education [5]. Article 50 has two vital
facts from the qualification viewpoint: 1) the age of the children under protection; 2) the
status of educational institutions to which this norm applies. According to the Commen-
tary of 1958 onArticle 50 [6, Art. 50]. Children areminors under the age of fifteen, which
is a reasonable upper age limit and can therefore be considered a criterion for determina-
tion. In addition, this norm also considers the peculiarities of development and the degree
of physical and mental abilities of these children. This article’s provisions can also be
applied to young persons (minors) until adulthood. Thus, subjects of protection include
exclusively children who have not reached the age of majority, particularly children
of orphanages, preschool educational institutions, schoolchildren, first-year students at
higher education institutions who have not reached the age of majority, etc.

Assistance in the proper functioning of educational institutions is an obligation of the
occupying authority.According to theArticle 50,we shall focus on determining the status
of educational institutions providing educational activities in the occupied territories. A
wide range of educational, social and medical institutions are considered specifically as
children’s institutions, for example, children’s centres, orphanages, children’s camps,
and nurseries, medical and social care centres, social protection services, distribution
centres, canteens etc.). It is important to highlight the fact that institutions of higher
education are not included in this list, although according to the authors, in exceptional
cases, they can acquire the status of entities that provide academic and research services
to minors (various clubs for schoolchildren at universities, preparatory departments for
applicants, first-year students, etc.).



56 O. Agapova

In view of the above, we shall formulate the thesis that educational institutions whose
activities are dedicated to the care and education of children enjoy the indisputable right
to protection and guarantees for the continuation of the educational process, regardless
of the arrival of the occupying authority from the position of the principle of autonomy
of educational activity.

2 Main Content Presentation

During armed conflicts, education takes on a special form and importance and con-
firms its role in achieving peace and security. United Nations in Resolution 2601 dated
29.10.2021 calls on all countries to protect, respect and promote the right to education,
including during the war conflicts. Underscoring the gravity of the issue, the United
Nations is concerned about the increasing frequency of threats of military attacks on
schools and school personnel, including children and teachers, the use of schools for
military purposes, and the direct negative impact of military attacks on the safety of
students and their ability to enjoy their right to education [7].

Additionally, research onmilitary attacks on the education sector is carried out by the
Global Coalition to Protect Education from Attack (after this – “GCPEA”). Since 2014,
the organization has been collecting data and analyzing information about the military
aggression’s impact on Ukrainian educational institutions (New York: GCPEA, 2023)
[8]. It should be noted that GCPEA’s efforts have made an essential contribution to the
issue of military compliance with the rules for ensuring the protection of educational
institutions during an armed conflict. For example, according to the Guidelines for Pro-
tecting Schools and Universities from Military Use During Armed Conflict, parties to
armed conflict are urged to refrain from using schools and universities for any purpose
to support their military efforts [9]. While recognizing that particular uses are not incon-
sistent with the law of armed conflict, all parties shall strive to avoid interfering with the
safety and education of students. The guideline identifies six guidelines for the military
that serve as safeguards to ensure that they do not interfere with education.

The Ministry of Education and Science of Ukraine continues collecting facts and
evidence of the Russian army attacks on educational institutions. According to official
statistics, 3327 educational institutions suffered from bombings and shelling. Two hun-
dred sixty-five oneswere destroyed [10]. TheMinistry of Education and Science assisted
in designing the unique website providing information about destroyed educational
institutions in the regions of Ukraine. This information is constantly updated.

Educational institutions in the East of Ukraine were the most affected, namely
Donetsk (746 educational facilities were damaged), Kharkiv (578 educational facilities
were damaged), and Zaporizhzhia regions (202 educational facilities were damaged).

The facts of the deliberate attacks on the educational infrastructure are apparent. On
the positive side, it can be noted the initiative of the European Union and the creation of
a website for collecting evidence of war crimes against educational institutions within
the framework of the “EU Pravo-Justice” project in cooperation with the Office of the
Prosecutor General of Ukraine [11].

Law enforcement agencies record facts and collect evidence, and a complete and
comprehensive investigation of facilities affected by war crimes and forensic report pro-
visions is carried out by forensic authorities. In this aspect, it is vital to form expert
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commissions to conduct joint forensic examinations with the involvement of leading
foreign experts from other countries. Given the seriousness of the cases and facilities
under investigation, the experience of foreign colleagues will make the expert study
more thorough and emphasise its international level. The mechanism for engaging in
joint expert activities is not clearly defined in Ukrainian legislation, but that possibility is
guaranteed, and using this tool can help solve crimes committed by the Russian Federa-
tion. A potential avenue for fostering collaboration in this domain could be developing a
collaborative document with the European Network of Forensic Science Institutes. This
document would outline the terms of cooperation and assistance in conducting forensic
examinations of crimes committed by the Russian Federation in Ukraine.

As reported in the second Ukraine Rapid Damage and Needs Assessment, which
spans from 24 February 2022 to 24 February 2023 (after this – RDNA2), a collaborative
effort by the World Bank Group, the Government of Ukraine, the European Union
services, and the United Nations, in coordination with humanitarian partners, academia,
civil society organizations, and the private sector states that 2,772 educational institutions
(not less) have suffered partial damage while 454 have been destroyed [12]. In terms
of Ukraine’s educational infrastructure, this represents 10 percent of all educational
institutions across all levels. The extent of damage to educational institutions in Eastern
Ukraine is estimated at 64%, and overall, the education sector in Ukraine has incurred
losses amounting to at least 0.8 billion US dollars.

In addition to the data above, Ukraine’s educational infrastructure has been sub-
jected to military ecocide. The detonation at the Kakhovskaya Hydroelectric Power
Plant, orchestrated by Russian forces, resulted in an ecological disaster severely impact-
ing Ukraine’s ecosystem and educational facilities. Official reports indicate that flooding
affected 80 settlements, presenting a significant hurdle for the education sector. Accord-
ing to the Ministry of Education and Science of Ukraine, the flood zone encompassed
27 preschools, 15 schools, 6 vocational and technical institutions, 15 higher education
establishments, and two research institutions affiliated with the National Academy of
Sciences of Ukraine.

It can be stated that the main facts of hindering educational activities on the territory
of Ukraine include military operations, occupation of the territories of Ukraine, military
ecocide (for example, the explosionof theKakhovskayaHPP). In such circumstances, the
educational activity is either completely suspended or continued as far as the organization
of the educational process is possible.

Targeted facilities of military attacks were and are educational institutions, in par-
ticular, kindergartens, schools, and universities. The Rome Statute of the International
Criminal Court emphasizes that severe violations of laws and customs in armed conflicts
include acts of deliberately targeting buildings intended for education and other activ-
ities, provided that they are not military objectives and are recognized as a war crime
as in international, as well as in non-international armed conflicts (Rome Statute of the
International Criminal Court, 1998) [13].

In general, all facilities are considered civilian. However, they may acquire the status
of military targets under certain circumstances. If there is any doubt about whether
a civilian object is used for military purposes, it should be presumed to be civilian.
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Therefore, if it is impossible to establish a military threat from the attacking party, this
confirms that the object does not have the status of a military target.

In its 2018 Report on Preliminary Examination Activities, the International Criminal
Court (ICC) focused on analyzing the conflict in EasternUkraine, specifically examining
the actions of the occupying power as potential war crimes. This included a violation
of Article 8(2)(b)(iv) of the Rome Statute. The ICC conducted a detailed analysis of
information related to several specific shelling incidents to determine whether any con-
duct in these incidents could constitute the war crime of intentionally targeting protected
facilities, such as medical and educational facilities, under Article 8(2)(b)(ix) [14].

In order to qualify the actions of the Russian army as a war crime under Article 8
(2)(b)(ix) of the Rome Statute and further review by the International Criminal Court, it
is necessary to collect a sufficient amount of comprehensive evidence, prove the presence
of signs of a crime and take into account the results of expert research, etc. The main
characteristics of a war crime under Article 8 (2)(b)(ix) of the Rome Statute include the
following features of the composition of this crime: 1) the attack of educational infras-
tructure; 2) educational institutions, scientific institutions, other subjects designated for
the purposes of education, science, if they were not military objects, became the target
of the attack; 3) proving the fact of a deliberate attack on the educational infrastructure;
4) attacks occurred during an armed conflict; 5) persons who carried out an armed attack
on these objects were aware of the consequences of their actions [Ibid].

Following Article 618 of the Law of Ukraine “On Amendments to the Criminal Pro-
cedure Code of Ukraine and Other Legislative Acts of Ukraine on Cooperation with the
International Criminal Court”, two bodies are involved in organizing cooperation with
the International Criminal Court: the Prosecutor General’s Office and the Ministry of
Justice of Ukraine. The Office of the Prosecutor General of Ukraine provides the inves-
tigation and trial process. It is important to emphasize that it is within the competence
of the Ministry of Justice of Ukraine that the entire process of execution of sentences or
other decisions of the International Criminal Court belongs.

The process of execution of sentences consists of a set of measures, which, in par-
ticular, include: 1) preparation and notification of representatives of the International
Criminal Court on the readiness to accept convicted persons to serve a sentence in the
form of imprisonment. In addition, the responsible persons of the Ministry of Justice of
Ukraine agree with the International Criminal Court on the conditions for the admission
of convicted persons; 2) after the verdict of the International Criminal Court, the issue
of reception and transfer of persons to serve a sentence is resolved; 3) preparation of a
translation of a set of documents received from the International Criminal Court, if they
are not drawn up in the state language, etc.

Thus, one of the most important areas of work in the field of justice is to bring the
Russian Federation to international legal responsibility for armed aggression, human
rights violations and violations of other norms of international law. The existing interna-
tional legal mechanisms can only partially give a legal assessment of Russia’s actions,
especially in the context of the extremely limited jurisdiction of international judicial
institutions. However, the scale of war crimes and Ukraine’s achievements in interna-
tional negotiations may contribute to the creation of new institutions, for example, the
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creation of a special international tribunal that will be able to ensure the principle of
inevitability of punishment.

Understanding that the protection of the rights of Ukrainian students to education
and security guarantees of higher education institutions to continue providing educa-
tional services under Ukrainian training programs is a legitimate demand. However, it is
challenging to do this in the conditions of occupation and constant armed attacks. The
Ministry of Education and Science of Ukraine provides support to educational institu-
tions under occupation through several measures: distance learning, assistance in the
relocation of educational institutions from the occupied territories, a simplified proce-
dure for admission to higher education institutions, etc. The international community and
the Ukrainian government are trying to jointly implement urgent support tools through
financial, technical, and organizational means to ensure a safe educational environment.

An essential problem in academic and research activity, which remains acute in
Ukraine, is discrimination for studying in Ukrainian training programs. Convention
against Discrimination in Education dated 14 December 1960 prohibits differences,
exclusions, restrictions, or preferences based on race, color, sex, language, religion,
political or other beliefs, national or social origin, economic status or birth, and other
violations of equality in education [15, Art. 1].

Since 2014, the Russian occupation authorities in the territories of Donetsk and
Luhansk regions have discriminated against educators, pupils, students and other persons
involved in education for continuing to study under Ukrainian programmes. These facts
were recorded by representatives of theRight that Education Initiative that the occupation
authorities used education to educate children in certainmilitary, ideological andpatriotic
views. The Global Coalition for the Protection of Education under Attack (GCPEA)
defines “attack on education” as any threat or actual use of force against students, faculty,
academics, support staff, and attacks on educational buildings, resources, materials or
facilities [16].

Numerous facts testify to the criminal actions of the Russian Federation, which
openly creates dangerous conditions for education, implements Russian educational
programs, and supports the so-called educational collaborators in the occupied territories
of Ukraine.

In 2022, the Federal LawNo. 19-FZ dated 17.02.2023 on the integration of education
and research systems of Donetsk, Luhansk, Kherson and Zaporizhzhia regions into the
legal system ofRussiawas signed. This law establishes rules that ensure compliancewith
educational and qualification levels, academic degrees and titles, compliance with the
rights of students, and bringing the activities of educational organizations and research
institutions in these territories in line with the legislation of the Russian Federation. In
addition, the regulatory document establishes the peculiarities of organizing state final
certification and admission to study, recognition of educational qualification levels and
academic degrees, and also establishes the obligation of all educational institutions to
carry out the educational process and research activities under the educational programs
obtained in the Ukrainian territories before their accession to the Russian Federation
[17].
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Given the international legal regulation of the aggressor country’s activities in the
occupied territory during the war, it can be noted that the occupation regime fails to
provide any legal grounds for the application of the occupying country’s legal acts.

It is also an obvious fact that the withdrawal of the Russian Federation from the
European Convention on Human Rights in 2022 does not terminate the international
obligations assumed by the country in relation to violations that have occurred before
that moment. The official commentary to Protocol 1 of the European Convention on
Human Rights states that no one shall be denied the right to education. In carrying out
its functions in the field of education and training, the state shall respect the right of
parents to provide such education and training in accordance with their religious and
philosophical convictions [18].

The content of Article 2 of Protocol No. 1 [18, Art. 2] does not contain a provision
on the language of education. However, the case law clarifies that the right to education
shall be provided in the mother tongue, as in the case of Catan and Others v. Moldova
and Russia. In this case, the right to education was violated due to the forced closure
of educational institutions (schools) as a result of the illegal language policy of the
separatist authorities, as well as persecution of individuals for their language after the
reopening of these schools. TheGrand Chamber of the European Court of HumanRights
emphasised the fundamental importance of education for the personal development and
future success of a child and recalled the right to receive education in the mother tongue
[19].

The Federal Law [17] directly obliges the occupied educational institutions to carry
out educational activities in accordance with the laws of the Russian Federation “On
Education in the Russian Federation”, “On Science and State Scientific and Technical
Policy”, etc. The provisions of these laws stipulate that the educational process in edu-
cational institutions shall be carried out in Russian [20], which contradicts the letter and
spirit of the European Convention on Human Rights in relation to Ukrainian educational
institutions temporarily under occupation.

The provisions ofArticle 2 of ProtocolNo. 1 can also be commented on from the point
of view of the existence of restrictions on the right to education, although this provision
does not directly provide for any explicit restriction. According to the position of the
Grand Chamber of the European Court of Human Rights, if such restrictions exist, they
must not violate the essence of the right to education and deprive it of its effectiveness.
Any restrictions are legal if they are provided for by law and pursue “legitimate aims”
[18].

Students in Ukraine are unable to exercise their right to education in full. It is clear
that many factors and restrictions have affected this right. Taking all factors into account,
Ukrainian students are divided into four groups: 1) students on the territory of Ukraine,
where there are no intense hostilities; 2) students on the territory of Ukraine, where there
are hostilities; 3) students who moved to the territory of foreign countries; 4) students
on the temporarily occupied territories [21].

Based on the analysis of the illegal activities of the occupation authorities, the authors
identify the main instruments of the Russian Federation’s obstruction of educational and
scientific activities in Ukraine as follows:
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War crimes against the educational infrastructure of Ukraine (violation of Article
8(2)(b)(iv) of the Rome Statute).

Adoption of regulations on integration into the Russian educational system through
the introduction of Russian educational standards and programmes.

Removal from educational and research activities of Ukrainian employees of
educational institutions and their replacement by representatives of the occupation
authorities.

Changes in educational programmes, propaganda, imposition of “military education”
subjects and distortion of historical facts that deny Ukrainian identity.

The process of restoring the resilience of theUkrainian academic and research system
is currently taking place in a military environment. It should be noted that the situation
in Ukraine’s academic and research sector is unlikely to return to the pre-war status
quo, and thus will change the general approaches to ensuring resilience in the European
research and education space, and bring a new approach to restoring resilience.

Measures to restore the resilience of educational institutions should include a set
of different tools ranging from financial support, the creation of relevant coordinating
state centres, support provided to internally displaced persons, employees of educational
institutions, to recording and collecting evidence of crimes committed by the Russian
Federation against the educational system of Ukraine.

3 Conclusions

This study demonstrates that the aggression of the Russian Federation against the
Ukrainian education system exists and has negative consequences for the safe function-
ing of both the Ukrainian and European educational space. These attacks have an acute
and lasting impact on teaching and learning, educational infrastructure, and the emo-
tional state of the academic community. We strongly believe that restoring the resilience
of Ukraine’s educational institutions through international legal protection mechanisms
shall be applied promptly and with the following guidelines in mind.

First, the Russian Federation must immediately stop its illegal attacks on Ukraine’s
educational infrastructure and ensure that the educational process continues under
Ukrainian training programmes in the occupied territories of Ukraine.

Second, representatives of law enforcement agencies, Ukrainian state authorities
and foreign stakeholders shall try to strengthen monitoring and reporting on each fact of
armed aggression against educational infrastructure (including information on the type
of educational institution, type of attack, person responsible for the attack, etc.)

Third, the formation of an evidence base is an essential element for a successful
trial. Conducting independent and complete expert studies with the support of expert
institutions in Ukraine and the European expert community will enable attestation of the
facts of illegal attacks on the educational infrastructure of Ukraine (conducting various
types of forensic examinations). We consider it an urgent task to work out a mechanism
for engaging leading forensic experts from other countries with representatives of the
European Network of Forensic Science Institutes and to develop a document on cooper-
ation and assistance in conducting forensic examinations in cases of crimes committed
by the Russian Federation in Ukraine.
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Fourth, court proceedings in cases of armed attacks on educational infrastructure
shall be systematically referred to the national justice system. The results of the trial
shall be the basis for applying to international bodies for the protection and restoration
of rights. In order to protect and restore its rights, Ukraine may in the future rely on
the consideration of a case in the International Criminal Court for war crimes, which
is qualified under Article 8(2)(b)(iv) of the Rome Statute for deliberate attacks against
buildings intended for educational or scientific purposes, provided that they are not
military objectives.

The authors believe that overcoming the obstacles faced by universities, addressing
the impact on students and faculty, and implementing measures to protect and promote
the right to education are essential to ensure the continuity and development of higher
education in Ukraine. By adhering to this principle and mobilising international support,
the international community can make a significant contribution to building resilient
Ukrainian universities and empowering students and faculty in difficult times.
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Abstract. Over the previous decade, Russian private military companies (PMCs)
have emerged as instruments of warfare and propaganda. This matter has gar-
nered substantial attention, particularly following Russia’s annexation of Ukraine,
although it had already been a topic of interest among academics, experts, and the
media before that. This article delves into the correlation between the Russian
government and private military companies within the framework of their escalat-
ing deployment as instruments of warfare and propaganda. The authors undertake
a case study examining the actions of Russian PMCs and put forth a coordi-
nated international agenda aimed at fortifying national autonomy, tranquility, and
steadiness. The study underscores the imperative for international cooperation in
tackling the perils and predicaments associated with the utilization of PMCs in
contemporary warfare and political manipulation. The findings indicate that the
Russian state is increasingly reliant on PMCs as instruments of warfare and propa-
ganda, especially in its endeavors in Ukraine and Syria. The authors assert that the
utilization of PMCs has the potential to erode national sovereignty and stability
and advocate for international measures to alleviate these risks. In essence, the
paper provides valuable insights into the mounting influence of Private Military
Companies on global security and international relations. This information is of
considerable worth to policymakers, scholars, and other stakeholders seeking to
grasp and respond to the evolving role of PMCs in the contemporary world.

Keywords: Russian private military companies · impact of sanctions · Kremlin
influence abroad

1 Introduction

In the contemporary globalized world, Russian private military companies are being
increasingly employed by the Russian government as a means to extend its military,
political, and economic influence worldwide. Following a strategy devised by Russia,
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these companies offer military services to their clients, which include governments
and non-state actors. Over the last decade, Russian private military companies have
effectively accomplished the objectives set by the Russian government, both inside EU
member countries and throughout the world [1].

The use of mercenaries as a foreign policy tool by Moscow has a long and complex
history that dates back to the imperial era of Russia. Since then, Russian leaders have
relied on the use ofmercenary forces to pursue their strategic interests in various conflicts.
This practice has continued in modern times, with private military companies being
employed by the Russian government in conflicts such as the Syrian civil war and
the Ukrainian conflict. During the Napoleonic wars, Cossack brigades were extensively
deployed by Imperial Russia to advanceRussian interests and suppress peasant uprisings.
Later, Tsar Aleksandr II employed mercenaries to balance pan-Slavic fervor against the
imperial policy of non-intervention in the Balkan-Ottoman conflict of the 1870s [2].
This approach helped the Russian government to pursue its interests without direct
involvement, thereby avoiding potential international backlash. In the late 1930s, Soviet
leader Joseph Stalin similarly used mercenary forces to advance the interests of the
Republican faction during the Spanish Civil War [3]. This allowed the Soviet Union to
support its ideological allies without committing significant resources or risking direct
involvement. Since the Soviet Union dissolved, Cossacks have been hired asmercenaries
in multiple combat operations. Notably, they have been involved in conflicts such as
Chechnya and Transdniestria, as well as the former Yugoslavia [4].

In modern times, the Russian government has continued to use private military
companies as a means of pursuing its strategic objectives. In conflicts such as the Syrian
civil war and the Ukrainian conflict, these companies have played a significant role in
providing military support to the Russian-backed factions. The use of mercenaries in
these conflicts has allowed the Russian government to pursue its interests without risking
direct involvement or facing international condemnation. The historical context of the
use of mercenaries by Moscow sheds light on the enduring appeal of this approach as a
foreign policy instrument. By relying on private military companies and other non-state
actors, the Russian government can pursue its interests in a way that is less visible and
less likely to provoke international backlash. Despite the risks and limitations associated
with this approach, it remains a valuable tool in the arsenal of Russian statecraft [5].

The deployment of military contractors by Russia in multiple global conflicts has
generated apprehension regarding their engagement and impact. The authors contend
that Russia’s use of these entities provides certain benefits, as it enables Russia to uphold
plausible deniability while simultaneously exercising significant influence over the con-
flict and its consequences. To support their assertion, the authors cite evidence from the
Syrian war, wherein Russia maintained a limited military presence but was still able to
intervene and safeguard the afflicted area, bolstering the regime of Bashar al-Assad. Rus-
sia’s use of military contractors and companies in conflicts is not a new phenomenon, but
it has gained more attention in recent years due to their involvement in various conflicts
around the world. These organizations are commonly private military or security firms
that offer military services to governments or other participants in a conflict. Although
these entities may function autonomously from the government, they frequently main-
tain strong connections to the state and can be employed to advance its strategic goals.
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The authors propose that Russia’s utilization of military contractors and corporations
is a component of a wider plan to exert power and influence without drawing direct
international criticism or intervention. They contend that this strategy enables Russia
to sustain plausible deniability and evade the expenses linked to a full-fledged military
intervention, all while accomplishing its strategic aims.

Considering the aforementioned context, a legitimate question arises: what kind
of impact do Russian military companies have on the sovereignty of civilian states as
subjects of international law, as well as on their political and economic landscape?

The authors will examine specific instances in the following chapter that pertain to
the political, legal, and economic realms in which nations have collaborated to establish
a globalmechanism that advances a durable political environment, security, and financial
system, in order to respond to these and similar inquiries.

2 The Methodological Basis of the Research

The methodology is grounded in existing literature, books, scientific journals, and EU
official legal documentation andpublications. The research uses a rangeof scientific tech-
niques to understand the relationship between privatemilitary companies and theRussian
government such as the analytical method, comparative method, methods of interpreting
legal norms, historical method, induction, and deduction methods. The authors of the
study analyze specific examples and conduct a detailed investigation of the relevant legal
frameworks to better understand the relationship between privatemilitary companies and
the Russian government. By utilizing these various scientific methods, the study pro-
vides a nuanced and comprehensive understanding of the complex dynamics that shape
the relationship between private military companies and the Russian government.

In this research, the analytical approach is employed to delve into the operations
of Russian private military companies and their connection with the Russian govern-
ment. The authors scrutinize the diverse range of services rendered by Russian PMCs,
encompassing combat operations, training, and logistical support. Moreover, the authors
assess the countries where Russian PMCs have been active and examine the repercus-
sions of their actions on regional and international security. Through the application of
the analytical method, the authors identify patterns and trends in the undertakings of
Russian PMCs and their impact on global affairs. Legal norms are interpreted utilizing
methodical approaches to analyze legal documents and regulations, thereby unraveling
the implications for Russian PMCs. The historical method is employed to comprehend
the evolution of Russian private military companies and their association with the gov-
ernment across time. The authors trace the progression of Russian PMCs from their
inception during the Soviet era to their present role as a tool of Russian foreign policy.
By examining historical documents and accounts, the authors ascertain pivotal events
and decisions that have shaped the development of Russian PMCs. Induction and deduc-
tion methods are consistently utilized throughout the research process to guide the study
and draw accurate conclusions. The methodology adopted in this research underscores
the significance of rigorous scientific inquiry in this particular field of study. It offers
a valuable contribution to the existing body of literature on Russian PMCs and their
influence on global affairs. The findings of this study hold substantial implications for
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policymakers and scholars seeking to comprehend the role of private military companies
in shaping international politics and security.

3 The Influence of Russian Private Military Companies
on the Military, Economic, and Political Landscape

The relationship between Russian private military companies and the Russian govern-
ment is complex and varies depending on the goals and intended operations of each
company. According to the authors’ assessment, Russia utilizes these companies while
taking into account its strategic interests. The current chapter focuses on the role of
Russian private military companies and their level of influence, particularly in political,
economic, and military contexts.

The authors believe that the first step is to examine the status of Russian private mili-
tary companies within the Russian legal framework and military doctrine. This issue has
been prominent in theRussianmedia since early 2018, with proposals for the legalization
of private military companies appearing in the press. However, Putin’s spokesperson,
Peskov, has stated that the Kremlin has not taken a stance on the matter [6]. Despite
their undeniable existence, Russian private military companies remain unregulated by
Russian legislation. It is also noteworthy that the 2014 version of Russia’s official mili-
tary doctrine only mentions private military companies in the context of external threats
[7]. Additionally, military experts Popov and Khamzatov describe private military com-
panies primarily as a Western phenomenon in their work “On the Future War”, without
assigning them a particular role in Russia’s security policy. Given these facts, the authors
believe that the Russian government’s stance on this issue is ambiguous, as they are hes-
itant to regulate private military companies at a legislative level [8]. According to the
authors the reason for this hesitation is clear: legalizing privatemilitary companieswould
mean that Russia could no longer use them as a tool to expand its influence.

In the context of a conversation about military influence, the authors consider one of
the most influential and well-known private military companies in Russia – the Wagner
group. This group is recognized for its involvement in conflicts in Syria, Libya, and
Ukraine, and for its particular brutality and cruelty. The group is associated with Rus-
sian businessman Yevgeny Prigozhin, who has close connections to Russian President
Vladimir Putin. The group has been accused of committing war crimes and violating
human rights in Ukraine, Libya, Syria, and the Central African Republic. Wagner’s role
in the annexation of Crimea in 2014 exposed the hidden agenda of the Russian govern-
ment. Additionally, their use by the Kremlin in support of rebels in the Donbass region
and in support of Assad in Syria is a clear indication of the implementation of Russian
national interests. It is worth noting that the European Union imposed sanctions on the
Wagner group in 2021 [9], and given the threats to international peace and security, the
introduction of a new package of sanctions is being considered [10]. Washington has
also prepared a package of sanctions that designates theWagner group as a transnational
criminal organization and accuses it of serious crimes committed in Ukraine [11]. The
Russian government denies any association with the group, but political and academic
circles no longer dispute thatWagner is a group ofmercenaries fighting for Russia. Along
with the “Wagnerites”, the authors draw attention to the so-called Ramzan Kadyrov, a
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Chechen group that is an ally of the Kremlin’s aggressive policy and is at war together
with the Russian army in Ukraine.

The authors suggest that the unity and consolidated approaches of sovereign states as
subjects of international law are an effective mechanism for combating Russian private
military companies. To support this point, the authors refer to the resolution passed by
the Lithuanian Legislative Assembly, which recognizes the Russian military company
Wagner as a terrorist organization. The resolution notes that Wagner fighters receive
military equipment from the Russian government and undergo training at the Russian
Ministry of Defense, which poses a threat to state and public security [12]. The authors
argue that the unified and consolidated approaches of other EU member states and
subjects of international law, like Lithuania, can reveal the hidden intentions of the
Kremlin.

A systematic and fundamental analysis of the presented issue reveals that Russian
private military companies have heterogeneous goals. Some are created by proxies who
receive commercial assignments from their clients. The analysis also highlights that
Russian private military companies, like any other national labor market, develop and
transform depending not only on supply and demand, but also on the cultural, historical,
political, and legal environment in which they exist [13]. Despite their differences, they
share the common trait of being at the “mercy” of the Russian government, so they must
often prove their worth to the government to continue to exist.

The authors argue that Russian private military companies are not solely engaged
in military operations but also possess interests in alternative sectors, including energy
resources. This enables Russia to augment its sway in specific regions and secure access
to valuable natural resources. The authors observe that private military corporations
frequently amalgamate their national and commercial interests. To counterbalance this,
the authors exemplify Gazprom, a Russian corporation that exerts substantial influence
on Russia’s foreign policy, particularly within the energy sector. Despite lacking offi-
cial recognition as a private military company, Gazprom significantly participates in
the European energy market, with several European nations depending on Gazprom-
controlled Russian natural gas supplies. Consequently, Russia possesses significant
leverage in European energy markets, occasionally utilizing it as a political instrument.
It is imperative to acknowledge the political and economic implications stemming from
Gazprom’s dominance over the European energy market, particularly amidst ongoing
tensions between Russia and Western nations. The close affiliation between the com-
pany and the Russian government, coupled with potential military involvement, engen-
ders concerns regarding the security and dependability of European energy provisions,
as well as the potential for political manipulation. As previously alluded to, numerous
European countries heavily rely on gas imports from Russia, which Gazprom has pre-
viously employed to assert influence and exert pressure on these nations [14]. In both
2006 and 2009, Gazprom suspended gas supplies to Ukraine due to pricing disputes,
leading to shortages in multiple European countries. In addition to leveraging natural gas
provisions, Gazprom has also forged various geopolitical agreements and partnerships
with state energy corporations in nations such as China and Iran, thus enabling Russia
to fortify its diplomatic and economic bonds with these states.
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Based on the authors’ perspective, Gazprom has played a pivotal role in furthering
Russia’s geopolitical goals in diverse areas such as Central Asia, the Middle East, and
Europe. Gazprom has made notable investments in pipeline infrastructure within these
regions, facilitating Russia’s amplification of its sway in expanding the export of energy
resources. Essentially, Gazprom has been utilized as a political tool to advance Rus-
sian interests in different areas. This highlights the valid anxieties of nations heavily
dependent on Russian gas imports. Russia’s command over natural gas provisions and
its predominant position in the global energy market have granted it substantial leverage
to mold foreign policies. The occurrences discussed demonstrate that Russia employs
Gazprom to exert political and economic influence both internally and globally.

In the current setting, the writers also examine the operations of the RSB Organi-
zation, a Russian independent military firm that acts as a means to promote Russian
national interests. The organization provides a variety of defense and safety solutions
to customers worldwide, such as advisory services for security, training, and on-ground
assistance tomilitary and law enforcement agencies. Established in 2012, the RSBOrga-
nization has participated inmultiple conflicts, notably the Syrian civil war, where it aided
the Syrian government and played a crucial part in supporting pro-Russian separatists.
The group employs highly skilled experts with extensive combat backgrounds, although,
similar to other Russian privatemilitary firms, it operates with a cloak of secrecy. Despite
asserting its legitimacy, the RSB Organization has faced accusations of involvement in
illicit undertakings, including smuggling weapons and trafficking humans. Such claims
highlight the potential hazards connected to private military firms and raise questions
about the adequacy of international regulations governing their activities [15].

The authors argue that the Wagner group and other non-state armed entities lack
the requisite resources and capabilities to partake in military operations on par with
conventionalmilitary units, sans assistance from theRussian government. Consequently,
the proposition that these enterprises function autonomouslywarrants scrutiny, given that
they are likely equipped and backed by the Russian government. The prevailing theories
surrounding private military companies as autonomous agents in conflicts are predicated
on the assumption that they are contracted by states or other entities to execute specific
tasks devoid of direct governmental involvement. Nevertheless, the authors posit that this
perspective may be simplistic, as private military companies are frequently intertwined
with governmental interests and can function as extensions of state authority.

4 The Impact of Sanctions on Russian Private Military Companies
and the Kremlin’s Foreign Policy

Since 2014, the Eastern part of Ukraine has been ensnared in a relentless surge of armed
militants espousing separatist ideologies. Their illicit actions have precipitated a com-
prehensive crisis that permeates virtually all aspects of societal existence. Consequently,
ordinary Ukrainian citizens have become hostages to this armed conflict, finding them-
selves compelled to abandon their homes and seek refuge not only in other Ukrainian
cities but also in foreign lands [16]. Russia’s international conduct and geopolitical
maneuvers, particularly the invasion of Ukraine and the annexation of Crimea between
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February and March 2014, have instigated a significant transformation in its global eco-
nomic and political relationships. In response to Russia’s aggression, the United States
of America, the European Union, and their allies have implemented a series of sanctions
[17]. However, the extensive array of sanctions can be traced back to the moment of the
full-scale Russian invasion of Ukraine on February 24th, 2022 [18].

According to the authors, sanctions encompass punitivemeasures imposed on a state,
government, or individuals with the aim of compelling them to modify their behavior
or policies. Sanctions serve as a diplomatic instrument to constrain the actions of the
targeted entities or individuals. Nonetheless, the sanctions have engendered a multi-
tude of effects on the operations of private military companies. These punitive measures
have curtailed the capacity of these enterprises to engage in financial transactions. For
instance, the imposition of US sanctions on Evro Polis, a Russian private military com-
pany, has adversely impacted its financial stability and operational effectiveness in Syria.
This restriction has posed challenges to the companies’ ability to operate efficiently in
regions where their presence is necessary, thereby directly influencing Russia’s foreign
policy. International organizations, such as the United Nations, have also played a sig-
nificant role in documenting the misconduct perpetrated by Wagner and other private
military companies, and it is imperative to sustain these efforts [19].Moreover, the impo-
sition of sanctions has reverberated throughout the recruitment procedures employed by
private military enterprises in Russia. These entities typically recruit retired military
personnel, specialized forces, and adept individuals within the relevant field. However,
the presence of sanctions has instilled hesitancy among these experts due to apprehen-
sions of becoming targets of the imposed restrictions. Consequently, there has been a
scarcity of skilled personnel within these organizations, directly impeding their abil-
ity to operate efficiently in foreign nations. This scarcity of personnel has also exerted
an influence on Russia’s foreign policy, given the pivotal role these companies play in
safeguarding the nation’s interests abroad. Furthermore, the sanctions have constrained
these companies’ capacity to acquire advanced weaponry and military equipment. This
predicament has placed them at a disadvantage in competing with other private military
firms in the market, particularly those originating from Western countries. As a result,
there has been a decline in the number of contracts awarded to these companies, leading
to direct ramifications for their financial stability. Additionally, the lack of sophisticated
equipment has hampered their operational effectiveness in foreign nations, thereby influ-
encing Russia’s foreign policy. Finally, the sanctions have cast doubt upon the reputation
of these companies. A considerable portion of these enterprises maintains affiliations
with the Russian government, which has faced multiple instances of sanctions. These
connections have sullied the reputation of these corporations, rendering it arduous for
them to secure contracts in foreign territories. The adverse publicity surrounding these
entities has further impeded their recruitment endeavors, directly compromising their
efficacy in foreign nations.

The authors believe that the European Union’s use of mixed sanctions against Russia
can be considered a successful example of their implementation. The EU’s response to
Russia’s aggression against Ukraine, which began in February 2022 and included the
annexation of several Ukrainian regions, was to impose a series of unprecedented and
extensive sanctions against Russia. These measures built upon previously implemented
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sanctions from 2014, which were put in place after the annexation of Crimea and the
lack of implementation of theMinsk agreements. The sanctions levied by the EU include
targeted restrictive measures on individuals, economic sanctions, and visa restrictions,
which have been highly effective in limiting Russia’s activities. The comprehensive and
multi-faceted nature of these sanctions serves as a model for other nations seeking to
employ sanctions as a foreign policy tool [20].

However, the use of sanctions as a tool of foreign policy is a contentious issue in
international relations. On the one hand, sanctions can be an effective means of pres-
suring states to change their behavior or comply with international norms. On the other
hand, sanctions can have unintended consequences, including strengthening the hand of
authoritarian regimes, creating new tensions and conflicts, and eroding human rights and
civil liberties. According to the “punishment theory” proposed by Lektzian and Souva,
sanctions impose economic harm on target states, which subsequently results in domes-
tic political coercion and compliance with external demands [21]. Scholars have indeed
shown that sanctions are more likely to succeed if they are more economically costly to
the target state and have hypothesized that a certain level of deprivation induces citizens
to challenge the current regime. However, this understanding has been questioned from
a number of different perspectives. Public choice scholars have found that the targeting
of specific groups – rather than the overall economic costs - accounts for the success of
sanctions [22].

Research on autocratic regimes suggests that comprehensive penalties are gener-
ally more effective when imposed on democracies, while targeted penalties yield better
results against authoritarian regimes [23]. In light of contemporary geopolitical chal-
lenges, and within the framework of the theory presented, it is intriguing to consider
the compatibility of the sanctions imposed on Russia as an occupying country. The
sanctions imposed on Russia have inadvertently provided opportunities for the country
to strengthen its diplomatic relationships with other nations facing similar penalties,
such as Iran and Venezuela. The Kremlin has actively sought alliances with countries
opposed to the United States and Europe, including China. The bolstering of diplomatic
ties between Russia, Iran, and Venezuela may result in the formation of a new axis of
power that could challenge the dominance of the United States and its allies in global
affairs. This development has significant implications for international relations, par-
ticularly in regions where the interests of these opposing factions clash. For instance,
the formation of alliances based on opposition to the West could exacerbate conflicts
in the Middle East, where Iran and Saudi Arabia are already engaged in a proxy war.
Moreover, comprehensive penalties may inadvertently strengthen authoritarian rulers
instead of undermining them, as they can exploit the external “threat” to garner domes-
tic support (in the cases of Iran and Cuba, studied by Amuzegar [24] and Schreiber [25],
respectively). However, the extent to which ruling elites can strategically capitalize on
comprehensive sanctions depends on the interplay between these sanctions and other
contextual factors, particularly the regime’s claims to legitimacy.

Against the background of modern geopolitical challenges, the authors also focus
on the issue of Russia-China relations. The ongoing war in Ukraine has brought the
Russia-China relationship into sharp focus. China has adopted an ambiguous position
on the conflict, expressing support for Ukraine’s territorial integrity while also refusing
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to join Western sanctions against Russia. Chinese private and state-owned companies
have continued to trade with Russian companies that have been sanctioned by the West.
According to Russian customs data, the volume of trade of dual-purpose products, which
have both civilian and military uses, is much higher than the trade in directly military
products. In 2022, Russian imports from China rose by 13% to $76 billion, and exports
to China increased by 43% to $114 billion. The decrease in Russia’s trade with EU coun-
tries has significantly affected the country’s revenues since nearly half of the Russian
government’s annual revenues come from the sales of oil and gas to the EU, which have
fallen dramatically due to sanctions [26]. The significance of Russia-China relations in
the context of sanctions is twofold. Firstly, the partnership between the two countries
allows Russia to reduce its dependence on the West and mitigate the impact of Western
sanctions. Secondly, the partnership has enabled China to gain access to Russian mili-
tary technology and expertise, which it can use to bolster its own military capabilities
(In this context, the authors believe that, China’s military is continuously expanding
its knowledge base by studying the lessons learned from recent conflicts. In particular,
China is closely examining the use of force, advanced technologies, and logistical con-
straints during war. Through this process, China is gaining insights into the performance
and capabilities of both “Eastern” and “Western” equipment. This is made possible by
the fact that Russia operates weapons systems similar to those in China’s possession,
while Ukraine utilizes advanced Western equipment. By comparing the performance of
these systems in real-world situations, China can better understand the strengths and
weaknesses of both “Eastern” and “Western” military technology. This knowledge will
likely inform China’s future military planning and procurement decisions, enabling it
to maintain its position as a formidable military power). This partnership has implica-
tions for the balance of power in the region and could potentially challenge Western
dominance. However, there are also risks associated with the Russia-China relationship.
Firstly, the partnership is based on a shared opposition to the West rather than shared
values or interests, which could lead to tensions in the future. Secondly, China’s growing
economic and military power could potentially challenge Russia’s dominance in Central
Asia. Finally, the partnership could lead to increased military cooperation between the
two countries, which could destabilize the region and potentially lead to conflict. The
role of Russian PMCs in expanding Moscow’s influence abroad and the Russia-China
relationship’s implications for the balance of power in the region are critical topics that
require close attention. As the world becomes increasingly multipolar, the dynamics of
these relationships will continue to shape the international system’s future. Therefore,
it is essential to understand the complexities of these relationships and their potential
consequences.

While sanctions have been imposed onRussia regarding the use of PMCs, the authors
argue that a broader strategy is needed to address this issue. One potential strategy is
to establish a precise extent of domestic legislation. This entails defining PMCs, out-
lining explicit authorized services, elucidating prohibited actions, examining the extent
to which the law applies and strengthening the international legal framework. To solve
these problems, the authors consider carrying out broad consultations with various stake-
holders, at the level of international organizations (for example, the UN). Based on these
consultations, the subjects of international law will be able to legislate what services
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and activities can be provided by private military companies. This would legalize the
scope of activities of private military companies and avoid deliberate tension or military
conflict. On the basis of this document, adopted at the international level, states will
be obliged to implement the presented norms at the domestic level, which will allow
introducing the activities of private military companies into the legal field. The authors
also consider it necessary to establish an organization responsible for overseeing private
military companies (creating institutionalized control mechanisms). This organization
will be unequivocally entrusted with regulating this industry. On one hand, it will ensure
effective control over private military companies, and on the other hand, it will monitor
the implementation of legislation at the national level.

In addition to legal frameworks, I is crucial to engage with affected communities,
civil society groups, and other stakeholders through outreach and dialogue. This could
involve collaborating with local organizations to raise awareness about the risks and
impacts of Russian PMCs and supporting efforts to achieve justice and accountability
for those affected. Regulations should create an interlocking legal system that would
increase overall control of PMCs’ conduct and strengthen accountability by clarifying
the applicability of legal regulations and jurisdictions where abuses can be pursued [27].

Overall, a comprehensive approach that combines targeted sanctions, international
legal frameworks, and public outreach can effectively address the threat posed byRussian
PMCs. The authors determine that a coordinated strategy of global actors, including EU
member states, the UK and the US, is needed, focusing on a wide range of diplomatic,
intelligence, financial, military and other actions.With such approaches, Russia will face
an obstacle, it will no longer be able to expand its influence and pursue an aggressive
policy, including in relation to neighboring states.

5 Comparative Analysis of Russian and US Private Military
Companies

In this comparative analysis, the authors contend that Private Military Companies in the
United States and Russia exhibit pronounced disparities attributable to their respective
historical, legal, and operational contexts. Through a comprehensive examination of
these contexts, the authors believe that a nuanced understanding of these differences
emerges, shedding light on the unique dynamics of each country’s PMC industry.

The authors assert that a critical facet of this divergence lies in the legal status of
PMCs. In the United States, it is observed that PMCs operate within a well-defined legal
framework, and the authors believe that this regulatory environment imposes rigorous
constraints on their activities. This, in turn, necessitates the acquisition of licenses and
adherence to strict statutory requirements. In Russia, a distinct contrast is noted, where
the legal status of PMCs remains ambiguous. Here, the authors believe that the Rus-
sian government’s propensity to unofficially allow certain PMCs to function in limited
capacities, particularly in regions aligned with Russian interests, creates an environ-
ment marked by plausible deniability, muddling the distinction between state affiliation
and private enterprise. Russian reports on Wagner PMC come from sources not aligned
with the state. One, Fontanka, a St Petersburg website, has mounted several high-profile
investigations. In one of its earliest investigative reports, from late 2015, Fontanka traced
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Wagner PMC’s origins to an entity it named as the Slavonic Corps (Slavyansky Kor-
pus) [28]. Several hundred Russian personnel were reportedly active in Syria in 2013.
They were led by Vadim Gusev and Yevgeny Sidorov, two of the “Russian managers”
of another PMC, Moran Security Group. In a report from early 2016, Fontanka set out
further findings in relation to Wagner PMC’s reported operations both in Ukraine and
in Syria [29]. For example, the report described the origins of the name: “Wagner” as
the callsign of camera-shy founder Dmitry Utkin, whom it described as a “Third Reich”
sympathiser who had taken to wearing a Wehrmacht helmet on operations in Luhansk.
Fontanka identifiedUtkin as a reserve Lt-Col who until 2013 had been commander of the
700th Separate Spetsnaz Detachment in Pechory, Pskov Region, part of the 2nd Separate
Spetsnaz Brigade of the Main Intelligence Directorate [30].

Regarding oversight and control, the authors observe that the United States employs
amultifaceted system of governmental scrutiny over PMCs. The authors believe that var-
ious agencies, such as the Department of State, Department of Defense, and Department
of Commerce, wield regulatory authority commensurate with the nature of PMC opera-
tions. This multi-agency oversight, they contend, ensures a measure of transparency and
accountability. Conversely, inRussia, the authors note that PMCs, exemplified by entities
like the Wagner Group, enjoy conspicuous ties to the Russian military and intelligence
apparatus. The authors believe that this integration into state interests, often leveraged
for Russia’s foreign policy objectives, fosters a climate where the boundaries between
ostensibly private endeavors and state-driven objectives become increasingly blurred.

The international operations of PMCs represent another key point of divergence, as
the authors observe. In theUnitedStates, theybelieve that PMCshave established aglobal
presence, securing contracts from diverse clients, including governments, international
organizations, and private corporations. Their multifaceted roles encompass security,
logistics, training, and advisory functions in conflict zones and various geopolitical
regions. In stark contrast, the authors observe thatRussianPMCs, particularly theWagner
Group, have primarily been associated with operations in regions aligned with Russian
strategic interests. This, they believe, often results in opaque operations that defy precise
delineation of roles and affiliations, further serving Russia’s foreign policy objectives.

Turning to the issue of public awareness and scrutiny, the authors acknowledge
that US-based PMCs, such as Blackwater (now Academi), have garnered substantial
media attention and public scrutiny. They contend that these dynamics have ignited
spirited debates concerning the ethical and operational implications of deploying pri-
vate military contractors in military and security contexts. In contrast, the authors note
that Russian PMCs have maintained a more discreet profile, often evading extensive
media coverage and public awareness. They observe that the Russian government, in
many instances, disavows any official involvement in their operations, cultivating an
environment characterized by secrecy and limited public knowledge.

Lastly, the authors emphasize organizational characteristics and operational scale as
a distinguishing factor. They note that US PMCs tend to be substantial, well-established
entities boasting a diverse repertoire of capabilities, encompassing logistics, intelli-
gence, security, and training functions. In contrast, the authors observe that Russian
PMCs typically exhibit a more compact and specialized profile, emphasizing security
and combat-related roles.
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In conclusion, the authors underscore the critical influence of historical, legal, and
operational contexts in shaping the profiles of Russian and US PMCs. They contend
that while US PMCs navigate within a well-regulated framework and maintain a global
presence, Russian PMCs often exist in a nebulous realm, characterized by a closer align-
ment with state interests, a lower public profile, and a more limited operational scope.
These distinctions, the authors assert, underscore the multifaceted landscape of private
military contracting, marked by evolving dynamics and ongoing debates regarding their
utility and implications, particularly in the context of Russia’s use of PMCs for foreign
policy objective.

6 Conclusions

According to the arguments presented in the article, Russian private military companies
have become a critical component of Russia’s foreign policy toolkit. The authors argue
that the involvement of the “Wagnerites” in the annexation of Crimea in 2014marked the
first clear instance of the Kremlin’s use of these PMCs to advance its foreign interests.
Furthermore, the authors cite the Wagner Group’s involvement in the conflict in the
Donbass region and in support of the Assad regime in Syria as additional examples of
how Russia leverages these PMCs to achieve its national objectives.

The authors also highlight the factor of denial and the profitability of these PMCs as
key factors in their success. On the one hand, by using PMCs, Russia is able to expand its
military, political, and economic influence in the world. On the other hand, by engaging
in military actions in Ukraine and Crimea, as well as conducting operations to influence
politics in other countries, Russia has demonstrated its willingness to openly violate
international law and disregard generally recognized rules for achieving strategic goals.

The authors argue that Russian PMCs have become an essential tool in the Kremlin’s
foreign policy arsenal, allowing Russia to pursue its national interests while bypassing
international norms and regulations. By exploring the history and current use of these
PMCs, the authors shed light on the evolving landscape of modern warfare and the role
that private actors play in shaping international politics.

The authors discuss the use of Russian private military companies for strategic pur-
poses, arguing that they offer several advantages to Russia. These advantages include
their cost-effectiveness compared to regular military forces, their ability to respondmore
effectively to field changes or issues, and their ability to avoid official losses that could
lead to conflicts within Russia or international attention. Additionally, by using pri-
vate military companies, Russia can deny direct involvement in the conflict and dismiss
allegations of such involvement.

The use of PMCs raises questions about the evolution of modern warfare and the
role that private actors play in shaping international politics. The authors suggest that
the growing use of PMCs by states is indicative of a shift towards hybrid warfare, which
combines conventional military tactics with irregular warfare tactics. Hybrid warfare
is characterized by the use of a range of military and non-military tools, including
propaganda, cyberattacks, and proxy warfare.
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To address this issue, the authors recommend a multifaceted approach. First, inter-
national law should be strengthened to regulate the operation of Russian private military
companies. Second, targeted sanctions could be imposed against companies involved
in supporting these companies and individual participants in them. Third, diplomatic
pressure can be used to hold the Russian government accountable for supporting private
military companies. Finally, the international community can provide support to affected
countries through training, resources, and humanitarian assistance. Such actions can be
of a preventive nature, which, on the one hand, will deter Russian aggression, and on
the other hand, stop the external influence of the Kremlin abroad.
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Abstract. This paper presents a comprehensive analysis of the correlation
between international law norms and the legal framework of the World Trade
Organization (WTO). The study aims to provide an in-depth understanding of the
mechanisms available for resolving conflicts between treaties within the WTO’s
legal framework and their implications for the functioning of the system. The
paper evaluates the effectiveness of these mechanisms in practice and the com-
plexities of disputes and court decisions that have shaped the current landscape of
international trade.

The analysis centers on twomain mechanisms for resolving conflicts between
treaties: the doctrine of lex specialis and the principle of systemic integration. The
former is a rule of interpretation that directs courts to apply a more specific treaty
provision over a more general one, while the latter seeks to interpret treaties in a
way that promotes coherence and consistency across the legal system.

The paper concludes that the resolution of conflicts between treaties is cru-
cial for the stability and predictability of the international trading system. The
analysis presented in this paper is relevant for scholars, policymakers, and practi-
tioners working in the field of international trade and commerce. It offers valuable
insights into the challenges and opportunities associated with the intersection of
international law and the legal framework of the WTO, and provides a basis for
further research in this area.

Keywords: conflicts between treaties · dispute settlement system · international
legal system

1 Introduction

The relationship between international law and the World Trade Organization is a com-
plex and often contentious issue. While the WTO is a powerful institution in shaping
global trade policies, its rules must be interpreted and applied in a way that is consistent
with broader principles of international law. This requires a careful analysis of the inter-
action between different norms of international law, as well as the conflicts that may
arise between these norms and the rules of the WTO [1].
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According to the author, the World Trade Organization, responsible for governing
trade rules amongmember countries, plays a pivotal role in shaping global trade policies.
Nevertheless, the application of WTO’s regulations must align with broader principles
of international law, encompassing human rights, environmental protection, and labor
standards. When conflicts arise between these norms and WTO rules, member coun-
tries face the delicate task of balancing their commitments under different treaties and
agreements. TheWTO operates within an intricate network of international legal norms,
which can occasionally clash. To ensure coherence and consistency in the application
of international law, it is crucial to thoroughly analyze the interaction between different
legal regimes and potential conflicts. This is especially significant in the context of the
WTO, where member countries must reconcile their obligations underWTO agreements
with their broader commitments within other international treaties and agreements.

The law of the WTO is complex and specialized. It deals with a broad spectrum
of issues, ranging from tariffs, import quotas and customs formalities to intellectual
property rights, food safety regulations and national security measures [2]. The norms
of international law are an essential component of the WTO’s legal system. The WTO
agreements are based on and reflect the principles and rules of international law. These
include customary international law, general principles of law, and the provisions of
other international agreements. WTOmembers are required to comply with these norms
in their trade relations with other members.

For instance, the principle of non-discrimination, which is one of the cornerstones
of the WTO system, is based on the principles of international law. Under this principle,
WTO members are required to treat all other members equally and not to discriminate
between them. This principle is reflected in the WTO agreements, particularly in the
General Agreement on Tariffs and Trade (GATT) and the Agreement on Trade-Related
Aspects of Intellectual Property Rights [3].

The author aims to determine how the relationship between international lawnorms is
regulated and theWTO’s placewithin it. Is theWTOan independent systemor an integral
part of a unified legal framework? With this premise in mind, in the following chapters,
the author seeks to delve deeper into the intricacies of specific disputes and court rulings
that have shaped the current landscape of international trade. Through careful analysis
and evaluation, the author seeks to provide a comprehensive understanding of the role
that the World Trade Organization plays within the broader context of the international
legal system.

2 The Methodological Basis of the Research

The methodological foundation of this article encompasses several pivotal elements,
including legal analysis, case studies, empirical data, comparative analysis, an interdis-
ciplinary approach, and a normative standpoint. Central to this approach is the method-
ology of legal analysis, wherein the author scrutinizes international legal principles,
treaties, and cases to substantiate their arguments. This approach relies on established
legal norms and principles, such as the ‘lex specialis derogat lex generalis’ principle, to
examine conflicts between legal norms. In addition to legal analysis, the article employs
case studies as a fundamental methodological tool. Real-world examples from interna-
tional trade disputes, such as the Indonesia - Autos, Argentina - Hides and Leather, and
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Brazil - Retreaded Tyres disputes, serve to elucidate and reinforce the complexities and
challenges associated with conflicts of norms in international law. A comparative anal-
ysis method is also evident, as the author draws distinctions between international law
and domestic law. Specifically, the author contrasts the absence of a clearly defined hier-
archy in international law with the hierarchical structures commonly found in domestic
legal systems, highlighting the distinctive features and intricacies of international legal
norms. Empirical data plays a significant role in the article’s methodology, incorporating
factual information related to the US-China trade war, including aspects such as tariffs,
economic repercussions, and rulings by the World Trade Organization. This empirical
data provides a practical context for the theoretical discussions within the article and
strengthens the author’s arguments.

Furthermore, the article adopts an interdisciplinary approach by considering broader
geopolitical and economic dimensions. While legal analysis forms the core of the
methodology, insights from international relations and economics are integrated, partic-
ularly when discussing the changing global dynamics and the shift from a unipolar to
a multipolar world order. From a normative perspective, the author takes an ethical and
policy-oriented stance, proposing potential reforms for the World Trade Organization
and advocating for fair trade practices and the active involvement of developing coun-
tries. This normative dimension underscores the article’s aim to contribute to construc-
tive discourse and policy considerations. By adopting this comprehensive methodology,
the research aims to provide a deeper understanding of the WTO’s position within the
international legal system and its impact on member states’ international obligations.

3 The Legal Framework of Conflicts in International Law:
An Analysis of the Narrow Definition and Presumption Against
Conflict

The author points out that, unlike domestic law, international law lacks a strictly defined
hierarchy. This lack of hierarchy is evident in the relationship between international
treaties and customary law. Specifically, both international treaties and customary law
occupy the same level in the hierarchy of legal norms, with neither being superior to the
other. This is unsurprising, as the International Court of Justice has consistently affirmed
that customary international law and treaty norms carry similar legal weight. In many
cases, customary norms serve to fill gaps in international treaties [4].

Frequently, the same issue is regulated by different legal norms within the same
hierarchy. This situation is easily resolvedwhen one of the norms falls under the category
of a “special norm” while the other is considered “general.” In such cases, the legal
principle of “lex specialis derogat lex generalis” is applied [5]. However, complications
arise when there are parallel norms with equal legal force, resulting in conflicts between
contracts. Based on the above, the issue of collision norms will be discussed below with
specific examples.

In instances where questions regarding potential treaty conflicts have arisen, WTO
adjudicators have often initiated their assessments by determining whether there exists
an actual conflict that would trigger the application of priority clauses, the lex specialis
principle, orArticle 30 of theViennaConvention. In this context,WTOadjudicators have



Correlation of Norms of International Law 81

developed and applied a relatively narrow definition of a “conflict.” They have found, in
numerous cases, that overlapping obligations can coexist cumulatively. Panels and the
Appellate Body have not readily assumed the existence of conflicts among the WTO
agreements or between the WTO agreements and other international treaty obligations.
To support this argument, the author provides additional analysis, drawing from cases
such as Indonesia - Autos, Argentina - Hides and Leather, and Brazil - Retreaded Tyres
disputes.

The first dispute in Indonesia- Autos [6], Indonesia invoked the principle of lex
specialis in support of its argument that the subsidy measures at issue were governed
exclusively by Article XVI of the GATT and the SCM Agreement, and were not also
subject to Article III of the GATT (or, for the same reason, the TRIMs Agreement). The
Panel rejected Indonesia’s argument on the grounds that there is no conflict between
these sets of provisions:

In considering Indonesia’s defence that there is a general conflict between the provi-
sions of the SCMAgreement and those of Article III of GATT, and consequently that the
SCMAgreement is the only applicable law, the author recalls that in public international
law there is a presumption against conflict. This presumption is especially relevant in
the WTO context since all WTO agreements, including GATT 1994 which was modi-
fied by understandings when judged necessary, were negotiated at the same time, by the
same members and in the same forum. In this context we recall the principle of effective
interpretation pursuant to which all provisions of a treaty (and in the WTO system all
agreements) must be given meaning, using the ordinary meaning of words.

In international Law for a conflict to exist between two treaties, three conditions
have to be satisfied. First, the treaties must have the same parties. Second, the treaties
must cover the same substantive subject-matter. Were it otherwise, there would be no
possibility for conflict. Third, the provisionsmust conflict, in the sense that the provisions
must impose mutually exclusive obligations. Technically speaking, there is a conflict
when two (or more) treaty instruments contain obligations which cannot be complied
with simultaneously. Not every such divergence constitutes a conflict, however. The lex
specialis derogat lex generali principle which is inseparably linked with the question
of conflict between two treaties or between two provisions (one arguably being more
specific than the other), does not apply if the two treaties deal with the same subject
from different points of view or applicable in different circumstances, or one provision
is more far-reaching than but not inconsistence with, those of the other. In such a case it
is possible for a state which is a signatory of both treaties to comply with both treaties at
the same time. The presumption against conflict is especially reinforced in cases where
separate agreements are concluded between the same parties, since it can be presumed
that they are meant to be consistent with themselves, failing any evidence to the contrary
[7].

The author also analyses Argentina - Hides and Leather and Brazil - Retreaded Tyres
disputes.

Based on the analysis of the above panels, author argues that the narrow definition
of conflict arguably prevailing in international law is legally inappropriate and leads to
contradictions. By contrast, this article has argued that an adequate definition of conflict
of norms (i) has to be a wide one that includes incompatibilities between permissions
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and obligations, permissions and prohibitions, and obligations and prohibitions; and (ii)
has to rely on the ‘test of violation’, since the criterion of ‘joint compliance’, which is
regularly employed in legal theory and domestic law and which has also been used in
WTO panel practice, does not produce unequivocal results [8].

In the same context the author focuses on the clearest case of modern trade tension
between the US and China that challenged the WTO putting its flexibility in question
[9]. Trade aspects have been key between these two countries since the establishment of
diplomatic relations. The normalization of trade relations between them began in 2000
through the Clinton Act with China, and a year later, the US assisted China in joining
the WTO. Since 2006, China has become the largest US trading partner after Canada.

Already in 2008, China became the largest creditor to the United States, and the
economies of the two states became more and more interdependent, but some tensions
also appeared.

Under the Trump administration, the US imposed tariffs on Chinese products,
accusing China of stealing intellectual and technological property and forcing foreign
companies to transfer technology.

The trade war has negatively impacted both economies, leading to a higher prices
for US consumers and contributing to a slowdown in China’s economic growth. In total,
the US currently applies tariffs exclusively to Chinese goods worth $362 billion, while
China applies tariffs exclusively to US goods worth $185 billion. China brought this case
to the WTO’s DSU, which recently ruled that tariffs imposed by the US in 2018 that
triggered the escalation in tensions between the two countries, were inconsistent with
the international trade rules as the US failed to justify the alleged technology theft. The
panel claims that the US did not provide evidence on how the Chinese goods and services
affected by the tariffs received benefits from the so-called unfair practices. Therefore,
the US could not prove that the tariffs were justified. The WTO stated that the ruling
only applies to the original case brought by China, as China’s retaliation has not been
challenged by Washington.

In January 2020, Trump and the Chinese Prime Minister signed an agreement to end
a two-year trade war. The agreement lowered tariffs on Chinese imports. China is also
committed to protecting intellectual property.

In September 2020, the WTO circulated the dispute panel report in the case brought
by China in “United States-Tariff Measures on Certain Goods from China”. The Panel
concludes that: conformity with the chapeau of measures that they have found not to be
provisionally justified under various subparagraphs of Article XX od DSU. The parties
have not reached a mutually satisfactory solution within the meaning of Article 12.7 of
the DSU, or otherwise relinquished their rights to pursueWTO dispute settlement action
on the measures at issue in this dispute. The document also states that the Panel is very
much aware of the wider context in which the WTO system currently operates, which
is one reflecting a range of unprecedented global trade tensions. Accordingly, recalling
Article 3.7 of the DSU that highlights that the aim of the dispute settlement system is to
achieve a positive solution to a dispute, the Panel expresses its ongoing encouragement
to the parties [10].

Ultimately, it can be stated that the trade war affected not only the two countries, but
also the global economic picture. The author believes that countries should reconsider
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their economic policies and choose to protect their own market, rather than intervene in
global trade processes.

The author attaches special importance to the role of the WTO in the process of
trade stability. He argues that the role of the WTO as the umpire in trade disputes has
been greatly threatened by the US-China trade war. With the burst of the US-China trade
war, it is observed that there is an urgent need for DSU reform particularly through
the incorporation of a retrospective monetary compensation. The author believes, that
although this would increase the trust of the member states in dispute settlement system
it may not be the only solution for preventing the trade wars. With the global tension
brought about by the trade war between the US and China there is a perfect timing
for reforms in the WTO to strengthen the multilateral trading system. Trade relations
should be conditional on shared approaches to governance. The benefits of multilateral
trade cooperation should be extended only to countries that adhere to the tenets of the
liberal international economic order, whichmeans societies that are democracies, respect
certain fundamental rights, have market-based and reform-oriented economies, and are
at peace [11].

The Author concludes that the international system, which was characterized by
unipolarity from the point of view of US leadership, today has changed and lost its
unipolar appearance. Since China’s rise to the pinnacle of power, the United States has
become a rival state that threatens its hegemony and maintains spheres of influence. The
world is no longer unipolar, heading to multipolarity. The author gives preference to
fair trade in conformity with trade standards, and engagement of developing countries
to promote their economic revival and welfare.

4 The Role of the WTO in the International Legal System

According to the author, the determination of the place of the World Trade Organization
in the international legal system serves only one purpose - to identify the international
legal framework under which international trade law develops as well as the volume of
international obligations of states in view of specific jurisdictions.

According to the literature, international trade law is an integral/subordinate part of
international law. This appears to be a special law in relation to general international law.
If international law is the primary source of international norms and principles, then the
constituent norms and principles of the WTO law itself derive from international law
[12].

While the WTO is a rules-based organization with its own legal framework, it is
not an isolated system and must operate within the broader context of international
law. At its core, the WTO is governed by a set of multilateral trade agreements that
have been negotiated and signed by member countries. These agreements establish a
set of rules and principles that govern international trade, such as non-discrimination,
reciprocity, and transparency. However, these agreements cannot address every potential
trade dispute that may arise, nor can they provide detailed guidance on how to interpret
and apply their provisions in every circumstance. To address these gaps, the WTO relies
on international law to supplement and interpret its own legal framework. For example,
when interpreting the WTO agreements, the DSB may consider the relevant provisions
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of other international agreements or customary international law. This approach allows
the WTO to draw on the broader body of international law to fill gaps in its own legal
framework and ensure that its decisions are consistent with international legal principles.

International law also plays a critical role in the resolution of disputes within the
WTO. When member countries bring a dispute to the DSB, the panel or appellate body
responsible for hearing the case must consider both the relevant provisions of the WTO
agreements and any relevant rules or principles of international law [13]. This ensures
that WTO decisions are based not only on the specific provisions of the agreements but
also on broader principles of international law, such as the principle of good faith, the
principle of estoppel, and the principle of non-retroactivity. International law provides
an important mechanism for enforcing WTO decisions. If a member country fails to
comply with a decision of the DSB, the complaining party may seek authorization from
the DSB to take countermeasures against the non-compliant country. However, any such
countermeasures must be consistent with international law, and the complaining party
must demonstrate that it has exhausted all other available means of resolving the dispute.

In addition, international law is the primary framework through which gaps in WTO
law are filled and decisions are made by the Dispute Resolution Body. The author
bases this point of view on the second part of Article 3 of the DSU which states that the
interpretation of treaties concluded under theWTOmust take into account the customary
approach of international law. A clear example of this is the classicUS-Shrimp case [14],
inwhich theAppellate Body stated thatArticle 31 of theViennaConvention had acquired
the status of a norm of customary law, in particular, this article of the Vienna Convention,
as a rule of general interpretation of the treaty norm,was used by all parties to the dispute,
including third parties. The rule acquired the status of a customary norm. Consequently,
since this rule is considered part of customary international law, it must necessarily be
applied by the Dispute Settlement Body when interpreting the agreement referred to in
the WTO founding treaty as stated in Article 3 of the DSU. Hence, the author concludes
that provision reaffirms the WTO’s view that WTO agreements should not be viewed
in “clinical isolation” from international public law. To further strengthen his position,
the author cites the case of Japan - Alcoholic Beverages II [15]. In the present case, the
Appellate Body has confirmed that Article 32 of the Vienna Convention had acquired the
status of a rule of customary international law, therefore Article 3.2 of the DSU obliges
the Appellate Body to interpret the constituent instruments of the WTO in accordance
with customary international law. This position further strengthens the author’s position
that international trade law is an integral part of international law.

Considering the information presented in this article and the analysis of specific
cases, the author comes to the conclusion that the WTO dispute settlement system, on
the one hand, obeys the rules of theWTO itself, and on the other hand, takes into account
the practice of international law when resolving disputes. This underlines the WTO’s
commitment to the international legal system. While the WTO has established its own
rules and procedures for dispute resolution, it also recognizes the importance of broader
principles of international law in shaping its decisions. This approach reflects a commit-
ment to the overarching goal of promoting a more stable and predictable global trading
system, while also upholding the principles of fairness and equity in international rela-
tions. By considering specific cases and examining the interplay between these two legal
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regimes, the author demonstrates the complexity of the issues at stake, and highlights
the importance of balancing competing interests and priorities in the pursuit of a more
just and sustainable global trade order.

5 Conclusion

The author believes that determining the place of the WTO in the international legal
system serves to identify the international legal framework within which international
trade law develops and the extent of international obligations of states within specific
legal contexts. While the WTO’s role in the global trade system is crucial, critiques of
the organization’s policies and practices persist. Consequently, an ongoing dialogue and
engagement among scholars, practitioners, and policymakers are necessary to ensure
that the WTO operates in a manner beneficial to all member states. The author also
contends that determining the place of the WTO in the international legal system helps
to identify the volume of international obligations of states in view of specific jurisdic-
tions. This assertion stems from the fact that the WTO is a legal entity that possesses
the power to enforce its rules and regulations. Therefore, the WTO’s decisions have a
significant impact on the legal obligations of member states in the international trade
arena. The norms of international law are an essential part of the WTO legal system and
are closely linked to the obligations of WTO members. The WTO system is designed to
ensure that trade flows smoothly, predictably, and freely, and is founded on the principles
of non-discrimination, transparency, and the rule of law. The author’s main argument
revolves around the idea that examining the evolution of the system through a law
and politics framework might yield better insights. This is primarily because, firstly, a
significant amount of politics, particularly in the form of consensus decision-making,
plays a crucial role in facilitating a robust dispute settlement mechanism (more politics
leads to more law). Secondly, the presence of strong politics is essential to support an
effective dispute settlement mechanism (more law requires more politics). Within this
context, the perceived imbalance between the judicial branch and the political branch of
the World Trade Organization (WTO), characterized by the automaticity in the dispute
resolution process versus consensus in the political decision-making process, becomes
logically explicable. If a robust dispute resolution system is in place, meaning there are
extensive legal provisions, a corresponding amount of political consensus is needed.
Therefore, consensus is a necessity. The WTO requires increased political engagement,
more contestation, and greater openness.

The author claims that conflicts arising from international agreements are common-
place in international law, but theWorld Trade Organization takes a cautious andmeticu-
lous approach in addressing such conflicts. It is recommended by the author that theWTO
should continue to adhere to this approach by adopting a narrow definition of conflict,
considering overlapping obligations, adhering to the principle of effective interpretation,
and presuming the absence of conflict in public international law unless proven other-
wise. Additionally, the author suggests that theWTO should actively promote coherence
and integration between various legal regimes to ensure the establishment of a unified
international legal system. The author’s recommendation is that the WTO should con-
tinue to implement its current approach to conflicts between international agreements.
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The author also proposes that theWTO takes steps to promote coherence and integration
between different legal regimes to ensure a unified system of international law. This will
help to address conflicts between agreements and maintain the smooth functioning of
the international trading system.
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Abstract. With the development of information technology, large volumes of data
are generated at all stages of the product life cycle, which need to be managed
- collected, transmitted, and processed - to support decision-making. Considera-
tion of the uncertainties associated with relevant information is important in risk
analysis and management. This is especially true in decision-making due to the
diversity of stakeholders at life cycle stages and the resulting different attitudes
towards expected benefits. The decision to use a medical device in the context of
a specific clinical procedure requires that residual risks be balanced against the
expected benefits of the procedure. In this paper, the uncertainties that arise are
modeled based on the Markov Chain theory. The maximum likelihood method is
used. The problem of refining estimates of the transition probabilities of a Markov
chain is formulated as a quadratic programming problem. The problem of con-
structing an algorithm is being solved, which allows using all the information to
estimate the values of transition probabilities and has an iterative structure of the
calculation process. Research results can be used to manage the risks associated
with the use of medical devices at life cycle stages.
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1 Introduction

Safety and quality are “non-negotiable issues” for medical devices [1, 2]. As information
technology develops, large volumes of data are generated that need to be managed—
collected, transmitted, and processed—to support decision-making in the creation of
high-quality medical devices [3], quality management [4], and safety of healthcare ser-
vices [5, 6]. All stakeholders should understand that the use of a medical device involves
a certain level of risk, even after the risks have been reduced to an acceptable level.
Risk management concepts [6, 7] are particularly important for medical devices due
to the diversity of stakeholders, including clinicians, healthcare delivery organizations,
governments, industry, patients, and members of the public. According to the require-
ments, each stakeholder may differently assess the acceptability of risks in relation to the
expected benefits. At the same time, regulatory requirements [5] are becoming increas-
ingly stringent throughout the entire life cycle of a medical device, including service life
and delivery. The decision to use amedical device in the context of a specific clinical pro-
cedure requires that residual risks be balanced against the quality of the evidence against
the expected benefits of the procedure. At the same time, the quality of data plays a
decisive role in the effectiveness of decision-making. Consideration of the uncertainties
associated with relevant information is important when analyzing and managing risks
for medical devices in accordance with ISO 14971 [8]. Therefore, the challenge arises
of constructing an algorithm to take into account all the uncertainties regarding the risks
associated with medical devices.

The purpose of the research in this work is to develop decision-support methods for
optimal management actions that take into account information uncertainty at the stages
of the life cycle of medical devices when using them for their intended purpose.

2 Review

With the widespread adoption of medical technologies, risk management has become
increasingly important to ensure the health and safety of patients [9]. To varying degrees,
countries around theworld pay active attention to adverse events associatedwithmedical
technologies [10]. Health information technology (HIT) is changing theway the industry
operates and has already begun to reduce waste and promote improved health outcomes
[11]. As information technology advances, large volumes of data are generated that need
to be managed—collected, transmitted, and processed—to support decision-making.
Since the purpose of decision-making is to rank alternative decisions with respect to
their expected utility, it is natural that additional information that can be obtained from
the available data should be used.

The paper [12] discusses the management of adverse events associated with medical
devices (MDAE), which is one of the most important aspects of improving the man-
agement of the quality and safety of medical care. MDAE monitoring is considered
an important part of medical device life cycle management in terms of early detection,
prevention and intervention of risks associated with medical devices. According to inter-
national legislation [13], medical devices are classified as low, medium and high risk
levels. Higher risk values indicate that the event should be treated more carefully.
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The classification of medical products is based on the vulnerability of the human
body, taking into account the potential risks associated with the products [3, 14, 15]. This
approach allows you to use a set of criteria that can be combined in different ways to
determine, for example, the duration of contact with the body, the degree of invasiveness
and the ratio of local and systemic effects. The risks associated with compatible medical
devices should be managed in a manner consistent with the characteristics and intended
use of the compatible medical devices [16].

For any particularmedical device, other standards or regulationsmay require specific
risk management techniques. In these cases, it is also necessary to follow the require-
ments set out in these documents. Decisions made by stakeholders regarding medical
devices are typically subject to significant uncertainty. This uncertainty, in turn, means
that we do not know with certainty what effect various alternative solutions will have,
and this poses a rather serious problem for decision-makers. The perceptions of each
stakeholder may vary depending on their cultural background, the socioeconomic and
educational level of the relevant society, and the actual and perceived health status of
the patient [17].

How risk is perceived also takes into account other factors, such as whether the
exposure to the hazard or hazardous situation is involuntary, preventable, arising from an
artificial source, due to negligence, arising from a poorly understood cause, or directed
at a vulnerable group in society. As a means of managing and reducing some of the
underlying uncertainties, decision-makers are increasingly using the ability to moni-
tor the performance of a medical device and the overall infrastructure through various
technological means. The key to this scenario is to consider all possible measurement
results based on a given probabilistic model of the results. Thus, optimizing decisions
about how to collect additional information is an effective means of helping to improve
decisions about how to collect information before it is actually acquired (Fig. 1).

An in-depth discussion of the representation of information in decision analysis is
provided by Nielsen et al. [18], in which information is divided into five types depending
on the relationship between information and decisions:

– information is current and accurate;
– information is relevant, but inaccurate;
– information is not important;
– information is relevant, but incorrect;
– the flow of information is interrupted or delayed

In this way, the information collected informs decisions about actual outcomes and
thus helps reduce the impact of epistemic uncertainty on the uncertainty associated
with the various available decision alternatives. In some cases, complete information of
interest may not be fully captured when making decisions. This should be adequately
taken into account when formulating decision-making scenarios in which information
must be divided into different types depending on the state at the time of decision-making
[5]. In addition, the optimal time for making a decision may be missed due to a time
delay in the information processing process and thereby lead to aggravation of losses
[12].
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Fig. 1. The decision algorithms in modern decision support system.

This point is worth paying attention to, since the amount of information obtained
frommeasurements of engineering structures can be quite significant, and processing the
information in real time may be almost impossible. Central is the question of how often
to process the collected information, as well as the impact of possible delays associated
with processing the information.

The concept of value of information (VoI) [12] provides a theoretical framework
for quantifying the potential benefits of additional information, derived from Bayesian
decision theory, which has received much attention in recent years. Based on the concept
of VoI, decision-makers can quantify the potential benefits of additional information
(Fig. 2) and thus determine whether appropriate information collection campaigns, such
as measurements, should be carried out.

Recently, widespread attention has been paid to VoI in sequential decision analysis to
model a life cycle management scenario, including development, production, operations
and maintenance.

To a certain extent, VoI analysis can also be considered as a special sensitivity analy-
sis that is used to obtain the optimal selection of information to reduce uncertainty in the
system. The question of how to properly model information is key in VoI analysis, and
two cases of information types are proposed [19]: perfect information, xp, and imper-
fect information, xip. The difference between the two types of information concerns
the uncertainty associated with the information itself. Perfect information, as the term
suggests, can directly reflect the true state of the variable θ without any uncertainty; this
would correspond to an ideal situation, but, as will be discussed later, is still a useful
consideration. Accordingly, imperfect information refers to the casewhere the additional
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information associated with the state of the target variable θ is either indirect or due to
random noise, as is usually the case in real experiments, sampling, etc.

Fig. 2. The assessment of the value.

Uncertainties arising from the measurement process as well as data analysis can be
modeled based on Markov Chain theory. Markov chains [20, 21] are widely used as a
decision-making model related to the formation of a maintenance strategy, inventory
management, product release management, quality control, etc. Successful solution of
problems is associated, first of all, with knowledge of the characteristics of Markov
chains in the form of a matrix of transition probabilities.

In this case, up to a certain point in time ti it is possible to observe the implementation
of random processes that describe the controlled parameters, and then information about
their behavior arrives discretely in the form of empirical unconditional distributions over
the states of the Markov chain.

Therefore, the task arises of constructing an algorithm that would allow the use
of all information to estimate the values of transition probabilities and would have an
iterative structure of the calculation process. Obviously, until moment ti, the transition
probabilities should be assessed on the basis of maximum likelihood. The question is
how to use the incoming additional (albeit poorer in comparison with the implemen-
tations of a random process) information about the behavior of the Markov chain to
correct the estimates found up to the moment ti. The need for such clarification may
arise for various reasons, due, for example, to changes in the operating conditions of
medical equipment, inaccuracy of preliminary estimates, the emergence of information
that directly or indirectly affects the values of some (not necessarily all) elements of the
transition probability matrix, etc.

The collection of all possible additional information can be modeled as a vector of
random variables X with a given (possibly subjective) probability distribution. In this
case, the potential benefits associated with collecting additional information are called
the expected value of information (EVI). Let us show that such a possibility exists, and
we will formulate the solution algorithm in the form of a mathematical programming
problem.
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3 Research Methodology

The set of all possible additional information can be modeled as a vector of random
variables X with a given (possibly subjective) probability distribution. In this case, the
potential benefits associated with collecting additional information are the expected
value of information (EVI).

Let us consider EVI, which is approximated by an ergodic Markov chain of the 1st
order and has a domain of definition divided into F disjoint segments − states 1,2,…,
F. Let n independent sequences of measurements be obtained at times tk−1 and tk ,
k = 1, 2, . . . . Estimates of the values of transition probabilities found based on the
maximum likelihood method have the form

p̃ij(tk) = nij(tk)

ni(tk−1)
= nij(tk)

∑F
s=1 nis(tk)

, (1)

and the values of estimates of the unconditional probabilities of being in state i atmoment
tk , i = 1, 2, . . . ,F .

∼
π i(tk) = ni(tk)

∑F
s=1 ns(tk)

= ni(tk)

n
, (2)

where nij(tk) is the number of realizations recorded at moment tk in state j, provided that
at moment tk−1 the initial state was i; ni(tk−1) – number of realizations at time tk−1 in
state i. From the normalization condition it is known that

∑F

i=1

∼
π i(tk) = 1 (3)

Let us assume that at the next time tk+1 based on the control results, only
∼
π j(tk+1),

j = 1, 2, . . . ,F can be estimated. For the ergodic chain under consideration, the system
of equations must be satisfied

∑F

i=1
πi(tk) · pij(tk) − πj(tk+1) = 0, j = 1, 2, . . . ,F (4)

However, if the unconditional probabilitiesπi(tk) andπj(tk+1) in Eq. (4) are replaced

by statistical estimates
∼
π i(tk)

∼
π j(tk+1), then in the general case the equality is violated.

Let there be corrections �pij(tk) such that (4) is satisfied. Then we get

∑F

i=1

∼
π i(tk) · [

p̃ij(tk) + �pij(tk)
] − ∼

π j(tk+1) = 0, j = 1, 2, . . . ,F (5)

Let’s denote

p̃ij(tk) + �pij(tk) = pij(tk+1) (6)

Let us impose conditions on the choice of corrections �pij(tk). Due to the fact that
pij(tk+1) are conditional probabilities, they should simultaneously.
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– to be non-negative

pij(tk+1) ≥ 0 for everyone i; j = 1, 2, . . . ,F (7)

– satisfy the requirement imposed on the elements of the row of the stochastic matrix

∑F

j=0
pij(tk+1) − 1 = 0, i = 1, 2, . . . ,F (8)

– satisfy the system of Eqs. (5) for the existence of an ergodic Markov chain

Since the number of independent Eqs. (5) and (8) is less than the number of
unknowns, there is an infinite set of values pij(tk+1) satisfying these conditions. To
reduce uncertainty, we choose corrections �pij(tk) so as to minimize the quadratic form

g∗ =
∑F

i=1

∑F

j=1

[
p∗
ij(tk+1) − p̃ij(tk)

]2 = min
i,j

∑F

i=1

∑F

j=1

[
pij(tk+1) − p̃ij(tk)

]2

(9)

Subject to the system of equations

∑F

j=1
pij(tk+1) − 1 = 0, i = 1, 2, . . . ,F (10)

∑F

i=1

∼
π i(tk) · pij(tk+1) − ∼

π j(tk+1) = 0, j = 1, 2, . . . ,F

pij(tk+1) ≥ 0 for everyone i; j = 1, 2, . . . ,F.
The formulated problem (9), (10) belongs to the class of quadratic programming

problems for which there are solution algorithms [20].
Note that the choice of the objective function in the form of quadratic (9) is not the

only possible one. Other options are

min
ij

∑

i

∑

j

[
pij(tk+1) − p̃ij(tk)

]
, (11)

(12)

Their study is an independent task.
The result of the solution will be the estimates of the elements of the transition

probability matrix, calculated taking into account additional information in the form of
an unconditional distribution over the states of the Markov chain at the moment tk+1.

In the above formulation, the question of the appropriateness of clarifying the esti-

mates is essential. It follows from the fact that the values of
∼
π j(tk+1) are statistical

estimates of the unconditional probabilities πj(tk+1), and, therefore, the violation of
equalities in the system of Eqs. (4) will be determined, with one on the other hand, by
significant differences in the values of pij at moments tk and tk+1 and, on the other hand,
by errors due to the finite number of measurements.
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Let us turn to the system of Eqs. (5) and transform it to the following form:
∑F

i=1

∼
π i(tk) · �pij(tk) = ∼

π j(tk+1) − π
∧

j(tk+1), j = 1, . . . ,F (13)

where

π
∧

j(tk+1) =
F∑

i=1

∼
π i(tk) · p̃ij(tk)

predicted value πj(tk+1);
∼
π j(tk+1) – estimate based on measurement results.

It is obvious that if the difference in (13) is determined only by errors due to a finite
number of observations, then there is no possibility for further refinement. Therefore,
it is advisable to introduce corrections �pij(tk) as long as the difference in (13) is
significant in a statistical sense.When the difference becomes insignificant, the pij values
found in the previous step are used for further calculations. To assess the significance of
the difference in (13), you can use the Smirnov criterion [22–25], which evaluates the
difference between two empirical distributions.

The algorithm for estimating and refining the values of transition probabilities con-
sists of three parts. In Part I, an assessment is carried out using the maximum likelihood
method using expressions (1) and (2), Part II checks the feasibility of clarifying the tran-
sition probabilities based on the Smirnov criterion, Part III is a quadratic programming
algorithm that allows you to solve problem (9)−(10).

Let us dwell in more detail on parts II and III. Checking the feasibility of specifying
pij is as follows.

Two hypotheses are considered:

– H0: distributions
∼
π j(tk+1) and π

∧

j(tk+1) do not differ from one another;

– H1: differences in the distributions
∼
π j(tk+1) and π

∧

j(tk+1) are significant;

For all j, the difference modules are calculated.
∣
∣δj

∣
∣ =∼

πj(tk+1) − π
∧

j(tk+1) (14)

and determine � = max
∣
∣δj

∣
∣.

At a given level of significance β is calculated

�β =
√

−1

2
· m + n

mn
· lnβ, (15)

where m, n is the number of implementations based on which the values of
∼
π j(tk+1) and

π
∧

j(tk+1). Were estimated.
If � > �β , then the hypothesis H0 is rejected and, therefore, it is necessary to

continue to refine the estimates of pij. If � ≤ �β , then hypothesis H0 is considered
true. In the latter case, for use at time tk+1, the values pij found at the previous time tk
are selected. However, it should be noted that obtaining such a result should not lead to
the exclusion of subsequent tests of hypotheses H0 and H1. After entering new values
πj(tk+s), s > 1, it is necessary to still use part II of the algorithm, since a significant
difference may appear. When solving a quadratic programming problem, the Lagrange
multiplier method is used.
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4 Results

At the moment tk m = 100 realizations, maximum likelihood estimates were obtained

‖pij(tk)‖ =
⎛

⎝
0.40 0.40 0.20
0.60 0.30 0.10
0.10 0.10 0.80

⎞

⎠

and the vector
{∼
π i(tk)

}
= {0.30; 0.60; 0.10}. At time tk+1, estimates of the vector values

{∼
π i(tk+1)

}
were obtained based on n = 50 measurements and amount to

{∼
π i(tk+1)

}
=

{0.10; 0.40; 0.50}. Predicted values of the vector
{∼
π i(tk+1)

}
= {0.490; 0.310; 0.20},

and accordingly
{∣
∣δj

∣
∣
} = {0.39; 0.09; 0.30}.

At β = 0.1, m = 100, n = 50

�β =
√

−1

2
· 100 + 50

100 · 50 · ln0.1 ≈ 0.19

Then � = max
j

∣
∣δj

∣
∣ = 0.39 > �β = 0.19, which means it is necessary to clarify the

values of transition probabilities at time tk+1. The calculation results using the quadratic
programming algorithm have the form

‖pij(tk)‖ =
⎛

⎝
0.291 0.390 0.319
0 0.471 0.529

0.129 0 0.871

⎞

⎠

Here are the final calculation results for a 4 × 4 matrix

‖pij(tk)‖ =

⎛

⎜
⎜
⎝

0.40 0.20
0.30 0.10

0.20 0.20
0.10 0.50

0.80 0.10
0.60 0.20

0.10 0
0.10 0.10

⎞

⎟
⎟
⎠

{∼
π i(tk)

}
= {0.30; 0.20; 0.10; 0.40}

If
{∼
π i(tk+1)

}
= {0.10; 0.40; 0.40; 0.10}, then

pij(tk+1) =

⎛

⎜
⎜
⎝

0 0.412 0.393 0.195
0 0.506 0.494 0
0 0 0.583 0.417

0.250 0.438 0.312 0

⎞

⎟
⎟
⎠

Thus, the use of additional information in the form of unconditional distributions
makes it possible to clarify the values of transition probabilities of 1st order Markov
chains.
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5 Conclusions

The paper examines the combination of a Markov decision process and the concept of
value of information to develop an optimal solution for managing the risks associated
with the use of medical devices at life cycle stages. Because the uses of medical devices
are diverse and interrelated within the context of a specific clinical procedure, informa-
tion is important to assess the conformity of medical devices. When operating medical
devices (devices, instruments, equipment) up to a certain point in time ti, it is possible
to observe the implementation of random processes describing the controlled param-
eters, and then information about their behavior is received discretely in the form of
empirical unconditional distributions over the states of the Markov chain. However, the
source of information may be unknown and may often come from possible competing or
alternative systems. The paper examines the problem of constructing an algorithm that
would allow the use of all information to estimate the values of transition probabilities
and would have an iterative structure of the calculation process. Until moment ti, transi-
tion probabilities are assessed on the basis of maximum likelihood. The need to clarify
incoming additional information arises for various reasons, due to changes in operating
conditions, inaccuracy of preliminary estimates, and the appearance of information that
directly or indirectly affects the values of some (not necessarily all) elements of the
transition probability matrix. A solution algorithm is formulated in the form of a math-
ematical programming problem. To this end, a new big data approach is presented as a
means of developing probabilistic representations that makes full use of prior available
knowledge and information collected through observations.
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Abstract. This study addresses the pressing issue of foreign influence risks in
academic and research institutions, crucial hubs for innovation and technological
progress. In navigating the delicate balance between openness and national inter-
ests, the research focuses on dependencies on foreign resources, technologies,
and intellectual property. Employing a comprehensive methodology, including
qualitative and quantitative approaches, the study conducts a systematic literature
review and comparative analysis across countries and regions.

The findings, validated through qualitative content analysis and triangula-
tion, offer practical insights to enhance internal due diligence processes and
establish screening measures. The aim is to protect research autonomy amidst
financial dilemmas, technological dependencies, and intelligence vulnerabilities.
In a rapidly evolving global landscape, these recommendations contribute to
safeguarding national security and maintaining a competitive edge.

Keywords: Foreign Influence · Risk Assessment · Academic Institutions

1 Introduction

Academic and research institutions are at the frontline of intellectual openness, scien-
tific novelty and international engagement. The challenge nowadays is that academia,
and scientific institutions drive innovation, research, and technological progress which
is instrumental for national interests and sovereignty [1]. Science has historically been
a domain marked by international competition, enabling nations with economic, tech-
nological, military, and other strategic advantages over their competitors. As a result,
science assumes a crucial role as a strategic element of national security. By fostering the
development of cutting-edge technologies and maintaining scientific prowess, nations
can safeguard their interests, effectively respond to threats, and maintain a competitive
edge in an ever-changing global landscape [2].The aim of this study is to evaluate differ-
ent approaches to the mitigation of risks of foreign influence in universities and scientific
institutions. The research will focus on analysing the dependence on foreign resources,
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technologies, raw materials and intellectual property. Through this analysis, the study
aims to provide suggestions on how to strengthen internal due diligence processes within
these institutions and establish screening measures to protect research autonomy.

Methodology and Methods. To assess the risks of foreign influence in academic
and research institutions, the article employs a comprehensive methodology that com-
bines qualitative and quantitative approaches. The study utilizes a multidisciplinary
framework, drawing on expertise from various fields such as international relations,
economics, security studies, and academia. The methodology begins with a systematic
literature review, encompassing relevant academic articles, reports, and case studies on
the subject.

The research also incorporates a comparative analysis of different countries and
regions to examine variations in the risks of foreign influence across contexts. This anal-
ysis considers factors such as national policies, regulatory frameworks, and geopolitical
dynamics. To ensure rigor and validity, the study employs qualitative content analysis.
The findings are then triangulated to ensure consistency and reliability across differ-
ent data sources. Overall, this mixed-methods approach allows for a comprehensive
assessment of the risks of foreign influence in academic and research institutions, con-
sidering various dimensions such as financial dilemmas, technological dependencies,
and intelligence vulnerabilities.

Research Results and Discussion. In the ever-evolving landscape of academia and
research institutions, the issue of foreign influence has gained significant attention. The
article delves into the multifaceted nature of several risks as Financial Dilemmas and
Technological Dependencies.

2 Financial Dilemmas

The innovation and advance in academic and research endeavours requires a consider-
able and solid financial basis. It is commonplace that the foreign funding becomes an
integral part of the financial portfolio of ambitious academic and research institutions.
However, the dependency of universities and scientific institutions on foreign funding
may create several risks depending on the context and funding sources involved: first, the
risks associated with diminished research autonomy; second, the risks linked to capac-
ity development; third, reputational and sanction-related risks, and fourth, the risks of
adverse foreign influence. Further four main financial dilemmas will be provided in the
context.

2.1 Risks of Diminished Research Autonomy

The loss of autonomy and control may occur when the institution becomes heavily
reliant on foreign funding. It could result in losing institutional autonomy and control
over research agendas because donors may impose their research priorities, redirect-
ing resources away from essential but less financially attractive areas of study, limiting
the institution’s ability to address local or societal needs and constraining intellectual
exploration. Donors may seek to advance their agendas, potentially leading to censor-
ship, self-censorship, or bias in research outcomes [3]. One instance that exemplifies
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the potential loss of scientific autonomy due to heavy reliance on foreign funding is
the controversy surrounding Confucius Institutes, funded by the Chinese government
and established in various universities worldwide to promote the Chinese language and
culture. However, there have been criticisms and concerns raised about Confucius Insti-
tutes imposing restrictions on specific sensitive topics, such as Tibet, Taiwan, and human
rights, to align with the political agenda of the Chinese government. Critics argue that
the financial dependence on the Chinese government may lead to donors imposing their
research priorities, diverting resources away from vital but less financially lucrative areas
of study [4].

2.2 Shifting Research Priorities

Foreign funding often comes with specific areas of interest or strategic goals, which
may not align with the institution’s broader research agenda. As a result, research efforts
could be redirected toward topics aligned with the funding priorities, narrowing focus
and neglecting less popular or commercially viable but equally valuable research fields.
This can lead to a distortion of research priorities, favouring commercially viable or
politically desirable topics for the funding source while neglecting other important areas
of scientific inquiry [5]. It may hinder the pursuit of long-term and fundamental scientific
knowledge in favor of short-term or applied research that aligns with the interests of the
funding sources. An example of foreign actors shifting research priorities is the concerns
ofHuawei Technologies Co., Ltd., about potential influence over research agendas due to
Huawei’s strategic goals and areas of interest. One such instance occurred in the United
Kingdom, where Huawei established research partnerships with several universities to
develop and explore 5G technology until the UK government reviewed Huawei’s role
due to national security concerns [6]. This decision led to a shift in research priorities,
with institutions having to reassess their collaborations and potentially redirect their
focus to alternative technologies or areas of study.

2.3 Risks of Capacity Development

Relying heavily on foreign funding sources can make universities and scientific insti-
tutions vulnerable to economic and geopolitical shifts. Changes in political alliances,
economic downturns, or shifts in foreign policies can result in sudden funding cuts or
the withdrawal of support, leading to financial instability and uncertainty [7]. A Harvard
Business Review points out that geopolitical risk has a negative impact on private-sector
innovation investment [8]. The presence of uncertainty related to geopolitical factors is
identified as a key driver behind this trend.Moreover, heavy dependence on foreign fund-
ingmay undermine and limits the capacity building and sustainability. If the resources are
primarily channeled through foreign institutions or researchers, limiting investment in
building local research capabilities, it can severely impact national scientific capabilities
in the long term.

2.4 Reputational and Sanction-Related Risks

Some funding sources may have ethical implications or conflicts of interest that can
impact research integrity [9]. For instance, funding from industries or corporations with
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vested interests in certain outcomes may influence research findings, potentially com-
promising scientific objectivity [10] and the public’s trust [11]. Sanction-related risks
receiving foreign funding refer to the potential negative consequences that can arise due
to economic sanctions imposed by one country or group of countries on another. For
example, during Russo-Ukrainian war, several Russian universities and research insti-
tutions were sanctioned [12]. It’s essential for scientific institutions to consider these
sanction-related risks and to navigate the legal and regulatory frameworks to ensure
compliance. Being associated with a sanctioned country may also result in reputational
risks for scientific institutions.

2.5 The Risks of Adverse Foreign Influence

The risks of hostile foreign influence in academic and research institutions refer to the
potential threats posed by foreign actors who seek to manipulate or exploit these institu-
tions for their own strategic or political objectives [13]. For instance, China’s military-
civil fusion doctrine blurs the boundaries between civilian and defense universities and
researchers, giving rise to concerns regarding transparency and accountability when it
comes toChinese institutions seeking international collaborations [14].Dependingon the
funding source, universities and scientific institutionsmay be subject to political pressure
or influence from the donor country, leading to restrictions on research topics, censorship
of findings, or interference in academic freedom, compromising the integrity and inde-
pendence of the institution [15]. Intellectual property theft from academic and research
institutions to gain unauthorized access to valuable intellectual property, research find-
ings, or sensitive technologies is very realistic [16]. Espionage and information gathering
from academic and research institutions allegedly occurs to gather classified or sensitive
information related to national security, defence, or strategic technologies [17]. This
challenge is also related to China’s National Intelligence Law, which requires entities
and individuals to cooperate with intelligence operations [14].

Recognising and effectively managing the financial risks associated with foreign
funding is therefore essential for universities and research institutions. By diversifying
funding sources, implementing transparent policies and safeguards, and fostering collab-
orations based on shared values and goals, the potential risks of dependence on foreign
funding can be mitigated.

Next step to assess the risks of Foreign Influence in Academic and Research
Institutions is Technological Dependencies approach.

2.6 Dependencies on Foreign Technologies

In today’s interconnected and technologically advanced global landscape, international
academic and scientific collaboration heavily relies on foreign technologies as well. And
this technological approach or challenge could be overviewed from the development
and as well risk perspective. In the article authors try provide broader interpretations of
foreign technologies and dependencies in the process of assessing the Risks of Foreign
Influence in Academic and Research Institutions.

The reliance on external sources for technologies, equipment, materials, and intel-
lectual properties brings forth significant risks for universities and scientific institutions.
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Interdependence in technologically “flat world” is a part and parcel of mutually ben-
eficial international academic and scientific engagement. However, overdependence of
universities and scientific institutions on foreign technologies, equipment, materials,
and intellectual properties exposes them to two primary risks. First, there are the risks
related to research capabilities. If access to critical technologies, equipment, or materi-
als is compromised or disrupted, it can hinder research projects, limit innovation, and
impede scientific progress. Second, similarly to financial dilemmas, the technological
dependencies ay create reputational and hostile foreign influence risks, including the
possibility of undue influence on research agendas, compromised academic freedom, or
the manipulation of research outcomes to align with foreign interests.

Heavily dependency on foreign know-how and intellectual property can make uni-
versities and scientific institutions vulnerable to geopolitical shifts, resulting in sudden
access denial to certain knowledge and intellectual properties. BREXIT has profoundly
affected British science, including reduced access to EU research funding, diminished
collaboration opportunities, and restrictions on the mobility of researchers. The with-
drawal from the EU has disrupted the flow of research funding and limited participation
in EU research programs, impacting the availability of resources for scientific projects.
Additionally, the exclusion from specific EU collaborations has hampered knowledge
exchange and hindered the ability of British scientists to engage in international scien-
tific partnerships [18]. Besides, the heavy reliance on foreign technologies, materials,
equipment, and personnel without sufficient investment in building local research capa-
bilities can have detrimental effects on national scientific capabilities in the long term.
Consequently, the nation may become overly dependent on external sources, leading
to a diminished ability to innovate, conduct cutting-edge research, and address critical
scientific challenges independently. This highlights the importance of balancing foreign
collaborations with strategic investments in local research capacity to ensure sustain-
able scientific progress and maintain scientific autonomy. One more important aspect
of Dependencies on Foreign Technologies is security of Supply of critical technologies,
equipment, or materials. When it is compromised or disrupted, it can hinder research
projects, limit innovation, and impede scientific progress. For example, in 2019, the
United States Geological Survey conducted a study on the criticality of rare earth ele-
ments, highlighting the need for a secure and diversified supply of these materials for the
country’s technological advancement and national security. The study emphasized the
importance of developing domestic production capabilities, promoting recycling, and
fostering international collaborations to ensure a stable supply of critical resources [19].

The reputational and risks of hostile foreign influence could be overwide as addi-
tional aspect of Dependencies on Foreign Technologies. Any critical dependencies on
foreign actors or foreign technologies can undermine the autonomy, competitiveness, and
resilience of scientific institutions while also compromising national security by creating
opportunities for foreign influence or disruption. One notable case illustrating the impact
of critical dependencies on foreign actors and technologies involves using Chinese-
made telecommunications equipment, specifically in developing and implementing 5G
networks. Several countries, including the United States and certain European nations,
have prohibited the use of equipment from Chinese companies like Huawei and ZTE
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due to concerns regarding potential foreign influence. This case underscores the signif-
icance of countries and scientific institutions carefully evaluating and managing their
reliance on foreign actors and technologies to safeguard autonomy, competitiveness, and
resilience [20]. It emphasizes the need to strike a balance between technological progress
and considerations of national security, taking into account the potential risks associated
with foreign influence or disruption. It must be noted, that for instance, reputational
risks arise when universities and scientific institutions utilize foreign technologies and
materials sourced or manufactured through practices involving human rights violations
[21], environmental insecurity, or violations of international sanctions and embargoes.
By engaging in such practices, institutions expose themselves to potential reputational
damage due to their association with unethical, harmful, or legally prohibited activi-
ties. Using prohibited technologies and materials can harm collaborations with partners
and may result in exclusion from international research networks, impeding scientific
progress.

Strategic dependencies must be noted as well in the context of foreign influence, as
dependencies on foreign technologies present significant risks [22]. For instance, relying
heavily on specific disruptive technologies like 5G networks, where viable alternatives
are scarce, can leave institutions strategically vulnerable [23]. Another example is the
storage of critical data on foreign-controlled cloud platforms. Such dependencies cre-
ate opportunities for political pressure or influence from the donor country, leading to
constraints on research topics, suppression.

It is vital for universities and scientific institutions to recognise and proactively man-
age the risks associated with dependence on foreign technology. By doing so, they can
effectively mitigate potential vulnerabilities and strive to improve their research capa-
bilities, maintain their reputations and protect themselves from undue foreign influence.
To this end, institutions may need to diversify their resource procurement strategies,
strengthen internal governance mechanisms, promote transparency in their operations,
and foster collaborations that prioritise research integrity and academic independence.
These measures will contribute to creating a resilient and robust research environment
that safeguards the institutions’ autonomy and enables them to excel in their pursuits.

2.7 Foreign Investment Screening

According to UNCTAD data, in total, from 1995 to 2022, at least 37 countries intro-
duced new regulatory frameworks for the screening of investments that include national
security consideration [24], some of nations also applied foreign investment screening
to scientific institutions and academia. Indicators of potential risks include investments
originating from a hostile foreign government or state-owned entity, investments from
entities involved in espionage or other hostile activities, and investments accompanied
by specific conditions or requirements that may influence the direction or outcome of
the research. Identifying foreign investment risks associated with foreign debts, invest-
ments, grants, joint funding, and other forms of foreign sources’ financial, intellectual
and technological support is essential in evaluating the foreign influence in universities
and scientific/research institutions.
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Numerous countries have initiated efforts to counter economic espionage and theft
of intellectual property. These initiatives specifically target the illicit acquisition of sen-
sitive research data from universities and research institutions [25]. In 2021, the UK
government adopted legislation [26] to protect academic freedom and research integrity,
including measures to increase transparency and disclosure of foreign funding sources
and to strengthen the powers of research institutions to prevent and respond to attempts
at foreign interference. UK established dedicated advisory body - the UK Research
Collaboration Advice Team to provide guidance and support to researchers and higher
education institutions who believe their work may have national security implications
[27].

Guidelines and recommendations tailored for scientific institutions and academia
play a vital role in promoting best practices and security awareness, fostering a culture
of vigilance and responsibility within the academic community [28]. In 2019, the UK’s
Universities Minister issued guidance for universities on managing risks associated with
foreign funding, including the need for due diligence, transparency, and disclosure. The
UK’s Trusted Research Guidance for Academia offers valuable insights and actionable
recommendations to assist scientific institutions in upholding security standards and
protecting sensitive research.

Mandatory screening for foreign investments in specific areas is crucial to ensure
national security. For instance in Latvia [29], legally identified sensitive domains such
as disruptive technologies, dual-use technologies [30], and other sensitive areas undergo
thorough scrutiny to mitigate potential risks and safeguard national interests. In today’s
context,where every invention canhavedual-use purposes, scientists play a crucial role in
identifying research projects critical to national security [31]. Identifying dependencies
on foreign technologies, software, hardware, rawmaterials, or intellectual properties that
could pose threats to scientific institutions and national security is a complex task [32].
These dependencies may be deeply ingrained within research and operational processes,
making them challenging to recognize and assess. It requires a comprehensive evalu-
ation of supply chains, research collaborations, licensing agreements, and technology
transfers to identify potential vulnerabilities. One example of measures taken to protect
national security is prohibiting using Huawei technologies in research. Several coun-
tries, including the United States [33] and some European nations, have implemented
restrictions on the use of Huawei equipment in sensitive research areas, particularly in
telecommunications and critical infrastructure [23]. An example of critical dependen-
cies on foreign minerals and raw materials necessary for research is the reliance on
rare earth elements in various scientific fields, including electronics, renewable energy,
and advanced materials [25]. Heavy dependence on China for these crucial materials
poses potential risks to research and development efforts in other nations. Disruptions
in the supply chain, export restrictions, or geopolitical tensions could result in limited
availability and increased costs, hampering scientific advancements and technological
innovation in affected countries.

Indirect strategic dependencies on foreign technologies may not be immediately
apparent but can have significant implications for scientific institutions and national
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security. For example, reliance on cloud computing services hosted by foreign com-
panies or utilizing software frameworks developed by foreign entities can create vul-
nerabilities and potential risks. Indirect dependencies introduce challenges in terms of
regulatory compliance, technological interoperability, and long-term sustainability. An
example of indirect dependencies can be seen in the efforts of Europe to reduce its
reliance on Chinese pharmaceutical products [7]. However, it is crucial to acknowledge
that India, often considered an alternative source, relies heavily on China for various
pharmaceutical inputs, including raw materials, active pharmaceutical ingredients, and
critical components necessary for medicine production. Contributions in kind, such as
donating equipment and technologies, or granting access to foreign data analytical capa-
bilities for research purposes, carry inherent risks.While these contributions can provide
valuable resources and expertise, they pose concerns regarding data security, intellectual
property protection, and potential influence or access to sensitive research findings. One
case that has attracted attention involves MGI (Molecular Genetics Instrumentation),
a subsidiary of the Chinese genomics firm BGI (Beijing Genomics Institute), and the
scrutiny of its donated genetic sequencing equipment to research institutions globally.
The donation of equipment by MGI has sparked concerns regarding data security, intel-
lectual property protection, and the potential for foreign influence or access to sensitive
research findings [34]. Experts have expressed apprehensions about the possibility of
the donated equipment facilitating data collection and the potential transfer of valuable
genetic information to MGI or its affiliated entities [35]. It is crucial for institutions to
carefully assess and address these risks by implementing robust safeguards andprotocols.

The purpose of foreign investment review is to make informed decisions that safe-
guard the integrity and autonomy of research, promote transparency, protect academic
independence and maintain research integrity. In many countries, foreign investment
screening in educational institutions includes a framework of regulations and guidelines
aimed at preserving the integrity of academic research by preventing undue foreign influ-
ence. This process involves assessing the risks associated with foreign investment, such
as the source of funding, purpose, conditions and potential impact on research outcomes.
Integrating risk assessment and raising awareness of strategic competitors and different
types of dependencies at all organizational levels is crucial.

3 Recommendations

Research provides recommendations for improving risks associated with hostile for-
eign influence and reducing dependencies on foreign funding and technologies while
maintaining academic and research excellence, which is part of national security.

A comprehensive system should be set by the regulations, implemented at all lev-
els and appropriately resourced. Setting clear guidelines and tasks for tracking foreign
investment sources, which are the primary sources of foreign funding for universities
and scientific institutions, including government grants, international foundations, phil-
anthropic organizations, corporate sponsorships, and collaborations with foreign insti-
tutions. Besides, structuring it as an in-house internal control system, approving the
regulation, allocating resources and defining responsibilities. Internal oversight mech-
anisms of the acceptance of foreign funding should not only consist of supervision or
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ethics boards but should be integrated into the risk assessment at all levels, also involving
non-academic staff and students and employees. It is important to provide and ensure
adequate education and training for scientists, academic personnel, and staff members
is crucial to raise awareness and understanding of the risks of hostile foreign influence.
By equipping individuals with the necessary knowledge and skills, they can become
more vigilant in identifying and addressing potential threats. These educational pro-
grams should be comprehensive and cover risk assessment, data security, intellectual
property protection, responsible research practices, and compliance with relevant reg-
ulations and policies. By fostering a culture of awareness and providing the tools and
resources necessary to navigate these risks, universities and scientific institutions can
enhance their resilience and safeguard their missions.

One more crucial recommendation is introducing robust compliance processes,
including conducting thorough due diligence on the origins of the technologies and
materials they utilize, ensuring compliance with ethical sourcing and sustainability and
international sanctions, and actively monitoring and reviewing supply chains to prevent
the use of prohibited resources.

Structuring systematic, regular cooperation with the relevant state institutions
responsible for national security is another way how to protect particular risks. National
security institutions using data-based analytical tools to identify fundingmarkers andpat-
terns have better toolboxes to timely indicate the trends in foreign investments, including
the total amount and the scale of dependence on foreign financing [36].

Diversifying funding sources, minimizing critical dependencies and strengthening
domestic research funding mechanisms. Universities and scientific institutions should
diversify funding sources, reducing over-reliance on a single foreign funding source by
actively seeking funding from a diverse range of domestic and international sources.

Besides, facilitate cooperation in basic science only with like-minded partners shar-
ing the same values [37]. Collaboration with a wide range of like-minded international
partners fosters creation of a resilient scientific technologic diverse ecosystem, helping
broaden research perspectives and reducing the risk of hostile influence on research
priorities.

It is important to foster public funding and support, as science is a part of national
sovereign capabilities. Increased public funding to create scientific technologic ecosys-
tems for research and higher education, reducing national dependencies on external
risks. As well as minimize critical dependencies on foreign equipment, software and
technologies, intellectual property, and skills by facilitating the creation of national
scientific capability. Vigilant monitoring, risk assessment, and proactive measures are
crucial in identifying and mitigating dependencies to safeguard scientific institutions
and national interests.

It is recommended towork onpolicy interventions to enhance technology sovereignty
and strategic autonomy and in specifically work on the protection measures like
export controls, foreign direct investment screening, negative lists, and research secu-
rity measures as well as to promote measures to strengthen domestic capabilities and
performance.

To execute government technology sovereignty concept to disrupt existing scientific
technologic ecosystems and facilitate cooperation in basic science onlywith like-minded
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nations, the private sector, scientists and academia have to create in-house comprehensive
risk assessment and screening systems. Other challenge is the dual-use nature of many
advancements, where everyday items can also be weaponized.

In contrast to the state control approach during the Cold War, the current land-
scape requires scientific institutions and academia to take on more responsibility for
self-control and self-evaluation, as the traditional mechanisms may not be sufficiently
forward-looking and adaptable.

By adopting these measures, universities and scientific institutions can successfully
navigate the complex interplay between national security, funding security, and academic
freedom. This proactive approach empowers institutions to enhance their resilience and
effectively assess and mitigate risks associated with foreign dependencies. Simultane-
ously, it allows institutions to maintain a diverse research portfolio that aligns with
national sovereignty and contributes to societal benefit. Through careful evaluation of
funding sources, robust risk management strategies, and the cultivation of strong part-
nerships, scientific institutions can strike a balance that safeguards both their integrity
and the broader interests of the nation they serve.
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Abstract. The article reveals the peculiarities of reading practices of Ukrainian
high school students compared to their communication on social networks. The
empirical part of the article is based on the results of a study conducted in
September-October 2023 using the method of in-depth semi-structured interviews
with tenUkrainian high school students. The participants of the study ranked social
network communication or movies in the first place, while literature was ranked
second or third, and video games were more often ranked fourth. It is noted that
high school students did not provide categorical comparative assessments of social
network communication and literature in an “either/or” format, as their contents
are completely different. High school students noted not only a negative but also a
positive impact of social network sites on their reading practices, since they have
the opportunity to find any necessary literature on the Internet; social networks
provide useful information about various literary texts. The results of the content
analysis of school textbooks on Ukrainian and foreign literature for 10th and 11th
grades revealed the absence of literaryworks of the genres preferred by high school
students. The genre attractiveness of the school literature curriculum can become
a powerful “pull” factor for students compared to the “push” influence of social
network sites. It is concluded that it is necessary to reform school curriculum of
Ukrainian and foreign literature to make them more consistent with the literary
genre preferences of Ukrainian high school students.

Keywords: Reading Practices · Literary Genre · Social Networks · High School
Students · Communication

1 Introduction

In a society of electronic media, reading practices are becoming less popular and are
increasingly replaced by communication on visualized social networks. According to
N.Mirzoeff, the fragmented culturewe call postmodernism can be better represented and
understood visually, whereas nineteenth-century culture was classically represented by
newspapers and novels [1, pp. 3–4]. Contemporary sociology of literature increasingly
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cites data on the catastrophic decline in the number of students who like to read and read
a lot, and this applies not only to reading practices related to the school curriculum but
also to independent (independent, leisure) reading practices [2–5]. One of the reasons
for these changes is the increased interest of students in social network communication,
which they spend a lot of time on every day. While Western sociology pays considerable
attention to the problemof the depopularization of reading practices and the development
of programs for the development of students’ reading skills, this issue is marginalized in
Ukrainian studies. Therefore, there is a need to study the reading practices of Ukrainian
students in comparison with their communication on social media and find out what
factors can influence the popularity of their reading practices. The purpose of the article
is 1) to identify the peculiarities of Ukrainian high school students’ reading practices in
comparisonwith their communicationon social networks; and2) tofindoutwhether there
is a correspondence between high school students’ genre preferences and the actual genre
content of the school curriculum in Ukrainian and foreign literature. We consider this
correspondence as a pull factor, while the priority of social network communication – as
a push factor for high school students’ reading practices.

The sociology of literature is understood as the study of the process of reading, which
includes the social interaction of readers, critics, and authors of literary texts, as well as
the study of the influence of sociocultural factors on the formation of reading practices
and the development of literary genres in a given society.Many sociologists study literary
works to identify sociological concepts and ideas that can influence the formation of a
certain style of thinking among readers. P. Bourdieu introduced the concept of “literary
field” (a type of the broader category of “social field”, which has many variations:
political, economic, artistic, scientific, religious, etc.). If the “field” is understood as a
relatively closed and autonomous subsystem that functions independently of external
influences and has its own regularities, rules and norms, hierarchy and dynamics of
development, then the “literary field” as a type of “field” aims to construct the cultural
tastes of the public (readers), which in turn can influence its thematic and genre diversity
[6]. The literary field is a dynamic structure that should respond to changes in the
preferences and tastes of the “consumers” of literary products and, on the other hand,
influence the formation of cultural tastes in this group.

The sociology of reading deserves special attention because it considers the process
of reading as an active interaction between the communicator (the author of the text) and
the receiver (the reader). In the modern sociology of reading, a great deal of attention is
paid to the study of the process of the formation of reading skills in children of preschool
age because such components of reading practices as love for books, reading speed, and
completeness of understanding of literary texts significantly affect the overall academic
performance of children at school [7, 8]. Research by J. Hattie, T. Dörfler, and C. Artelt
shows that differences in reading skills among students in primary school widen the gap
in students’ academic achievement. Moreover, parental involvement in this process is
considered to be themost important factor in the development of children’s reading skills
[9, 10]. When parents (especially mothers) spend a lot of time reading interesting books
with their children, it has a significant impact on the formation of their reading practices,
which then determines their academic success. As demonstrated by P. Bourdieu, S. Sirin,
and P. Davis-Kean, there is a certain relationship between parents’ cultural capital (their
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level of education and general cultural knowledge) and their children’s reading skills:
the higher the parents’ education, the higher their children’s reading skills and school
performance, which can be seen as an example of educational inequality that schooling
can help to correct [11–13].

C. Whitten, S. Labby, and S. Sullivan have found that students’ propensity to read
literature of their own choosing (pleasure reading) has a positive effect on their academic
performance, not only in the study of languages and literature but also in history and
mathematics [5]. C. Whitten, S. Labby, and S. Sullivan have shown that the practice of
“reading for pleasure” can partially neutralize the pattern according to which medium-
high socioeconomic status and a fairly high level of parental education influence the
academic performance of their children. It turned out that “reading for pleasure” practices
have an even greater impact on students’ academic achievement than their parents’ status
and education [5, p. 50], which in turn can help neutralize educational inequality among
students. At the same time, it has been found that the number of students who enjoy
independent reading is insignificant. In a study by C. Whitten, S. Labby and S. Sullivan,
which surveyed65American high school students aged15–17, only 29%of such students
were found [5, p. 54]. According to various studies, girls are more motivated to read
than boys [14–16].

M. Tegmark, T. Alatalo, M. Vinterk, and M. Winberg studied the impact of two
forms of reading motivation on students’ academic achievement: autonomous (self-
determined) and externally imposed (controlled). It is assumed that autonomous motiva-
tion is highly likely to predict success in reading, while controllingmotivation negatively
affects reading results [16, 17]. As indicators of autonomous motivation, M. Tegmark,
T. Alatalo, M. Vinterk, and M. Winberg used the following statements: “I read because
I know it is important to me”; “I read because I am a reader”. The following statements
were chosen as markers of externally controlled motivation to read: “I read so that I
don’t look bad in the eyes of others” and “I read because the teacher makes me read”
[4, p.102]. In their study (N = 259 Swedish students in grades 6 and 9), it was found
that students are mainly driven by externally controlled motivation to read literature,
and ninth graders are even more guided by it than sixth graders. Thus, in contrast to
independent (leisure) reading, which is driven by autonomous motivation, the practices
of in-class reading are more related to controlled motivation [4, p. 114]. It has also been
found that students would read much more if they were assigned interesting texts, had
the opportunity to choose literary works, and if more time was devoted to reading at
school [4, p. 101].

In the sociology of literature, there are three groups of factors that influence stu-
dents’ reading practices: the quality and content of literary texts (vocabulary, syntax,
plot, genre) [18–20]; students’ personal and social characteristics (memory, attention,
cognitive motivation, family influence) [21, 22]; and the context of learning (quality of
teaching and atmosphere at school) [22]. All three groups of factors are dynamic, i.e.
they can be changed: it is possible to change the curriculum of school and extracur-
ricular reading and make it more interesting so that students enjoy reading not only
the literature they choose but also the literature offered by the school curriculum; it is
possible to develop a student’s personal and cognitive abilities, and the school can play
a significant role in this process; it is possible to optimize the school atmosphere and
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improve the quality of teaching so that the teacher’s professional skills and effectiveness
can become a model for students. If children’s reading skills are not developed over
time, they may have long-term problems that become more difficult to solve the older
they get. For example, S. Main, S. Hill, A. Paolino, D. Smart, G. Youssef, A. Sanson,
and others have shown that poor reading skills are associated not only with students’
low academic achievement but also with their long-term future failure in professional
and social life [23, 24].

M. McLuhan explains why there is a connection between active reading practices
and academic achievement: reading shapes analytical thinking, teaches focusing on a
particular literary plot for a long time, and encourages reflection on what has been read
[25]. However, in the era of electronic media, reading practices are being replaced by
practices of perception of visual messages, which in turn form the so-called “mosaic
thinking”, which results in the child’s inability to focus for a long time on some seman-
tic object and a tendency to constantly change information content, which should be
visualized first and foremost [25].

2 Method of Research

Our studywas conducted using a semi-structured in-depth interviewwith ten high school
students studying at schools in Kharkiv (at the time of the interview, 5 of them were
in Kharkiv, 2 were in other cities of Ukraine, and 3 were abroad due to the Russian-
Ukrainian war). All study participants had a sufficient (7–9 points) and high (10–12
points) level of school performance: 6 study participants have a high level of school
performance, and 4 have a sufficient level. Most of them read on average 5–6 h a week
(although one high school student reads only 20 min a month, and one of the girls reads
5 h a day). The sample of the study consisted of boys and girls aged 15–17 (girls – 6,
boys – 4), because, according to E. Erikson’s identity theory, the period of adolescence
(15–19 years) is a key stage in the development of personality, when all previously
formed life norms and values (including those related to reading practices) are either
questioned or reasserted [26]. According to the theory of personality socialization by T.
Parsons [27], the age period from 15 to 18 years is formative, as during this time the
basic life values of a person are formed, which can change very slowly.

The average duration of the interviewwas 12min (minimum– 9,maximum– 18). All
interviews were conducted using the ZOOM platform because, although all respondents
are residents of Kharkiv, only five of themwere in the city at the time of our investigation,
and a real meeting with them could be dangerous. In order to meet the ethical standards
of conducting sociological research, participants were informed that they could stop
the interview at any time and not answer questions that might not be of interest to
them. Before the interview, almost all participants asked to read the text of the interview
and then agreed to participate in it. No participant refused to answer any questions,
so all interviews were completed. With the permission of the research participants, all
interviews were audio-recorded and then verbally transcribed. After all interview texts
were recorded, they were structured by coding each interview question; all interviews
were analyzed both individually and in comparison to each other. The responses of
the research participants to each interview question were collected in separate blocks,
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followed by qualitative content analysis and interpretation of their content. The empirical
material was collected from September 18 to October 9, 2023.

3 The Results of Research

3.1 Reading Practices and Communication on Social Networks

To find out whether social networking sites have really replaced reading practices in
modern society, high school students were asked to rank the following genres: litera-
ture, movies, video games, and social networking sites. The majority of students ranked
social networking sites or movies first, while literature was ranked second or third, and
video games were more often ranked fourth. Two girls prioritized literature, and two
boys prioritized video games. Students most often cited two reasons why social network
communication is important to them: 1) informational (due to the need to keep in touch
with friends, teachers, and parents in order to receive necessary information in a timely
manner) and 2) communicative (related to the need for social communication, especially
with friends, given the lack of time for real meetings). At the same time, high school
students did not provide categorical comparative assessments of social network commu-
nication and literature in an “either/or” format, as their contents are completely different
and therefore not comparable. To summarize the high school students’ responses, the
purpose of literature is to develop imaginative thinking, imagination, and memory; to
evoke vivid emotions; to provide certain standards of behavior and life values that can
be imitated in one’s own life; to increase vocabulary; to broaden one’s language skills
and horizons; and to shape one’s worldview; to enjoy and even get good grades when
reading school literature:

“I think that when you read fiction, but I’ll take fiction as an example… For example,
The Count of Monte Cristo… As for the character, I really liked the way he achieved his
goal and so on. So I really liked his character traits, and sometimes I use them – not
even sometimes, but in most situations in my life” (Artem, 16).

“Literature is sometimes needed not only for entertainment: when you have to read
something for school to get a good grade, to answer questions in class, but sometimes
just for fun, just to enjoy the book” (Inna, 16).

“I think that every book (no matter what genre it is, fiction or non-fiction) gives some
impetus for reflection… And I think that if you fantasize or imagine something, it cannot
affect you in a bad way, and every book develops us somehow” (Diana, 17).

“After reading, I learn some new words that make my speech more beautiful, and
in general, I learn some interesting facts that I can use later in communication and that
can make me more interesting to others. I think everyone should read because it helps
you be smart. You can’t just get knowledge from movies or video games” (Vivian, 17).

Despite the fact that social networks take up a lot of time in the daily lives of high
school students and despite the fact that, in their opinion, reading practices have actually
become less popular among modern teenagers, some study participants emphasized that
social networks cannot compete with literature (apparently due to the incompatibility
of their tasks, functions, and cultural significance). High school students noted not only
a negative but also a positive impact of social network sites on their reading practices,
since a modern person has the opportunity to find any necessary literature on the Internet
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and is not dependent on buying printed texts; in addition, social networks provide useful
information about various literary texts.

“I still like fiction more than any SMS. Because people on Viber don’t write me
anything as interesting” (Sofia, 16).

“The same social networks as Telegram, Instagram and TikTok have BookTok and
Bookstagram, and there are many people from different countries who share book rec-
ommendations… Social networks affect different people differently; for those who like
to read, they only have a good effect; for those who hate to read… Since they don’t like
to read anyway, the gadgets probably don’t affect them that much” (Diana, 17).

“A lot of people have started to read because books have become more accessible
to everyone. It’s not a problem to find the book you want” (Roman, 16).

When asked if their attitudes toward literature changed during adolescence (after the
age of 14), most high school students answered in the affirmative. High school students
began to value reading practices more; one of the reasons for this change is a more
conscious perception of reading practices as those that can no longer be completely
controlled from the outside (by teachers or parents) but are chosen independently for
the purpose of self-improvement. To use the terminology of M. Tegmark, T. Alatalo, M.
Vinterek, and M.Winberg [4], we can say that the study participants are guided more by
autonomous motivation for reading practices than by external control, and this should
have influenced their changed attitude toward fiction in adolescence. The majority of
high school students reported that they often chose books to read on their own (outside
the required curriculum), although some students reported that they were recommended
books by friends, parents, or teachers. Since the participants in our study have sufficient
and high academic performance, we can assume that there is a correlation between their
academic performance and regular reading practices (on average, they read 5–6 h per
week). However, this should be verified by quantitative research.

“When I was very young, I thought reading was boring, but with time, as I got older,
I started to like it, and now I read every night before going to bed” (Vivian, 17).

“I used to not like reading at all, but now sometimes I can take a book and sit for a
long time and read a lot” (Polina, 15).

However, our conclusion that high school students’ attitudes toward literature change
positively during adolescence needs additional verification, as it contradicts the results
of the study “Reading in the Context of Media Consumption and Life Construction” (N
= 1800 children), according to which “a loss of interest in reading is observed in high
school: children from the age of 14 start reading less often or stop reading altogether
(an increase in the share of answers ‘never’ and ‘several times a year’ at the expense
of the share of answers ‘daily’ and ‘several times a week’)” [28, p. 94]. The difference
in the data may have been influenced by the fact that we interviewed students with
good and high school grades, studying in secondary schools in Kharkiv, whose students
traditionally have a high level of knowledge. In the future, itwould be desirable to conduct
differentiated studies comparing the attitudes towards reading practices of students with
different academic performance attending schools with different profiles and levels.
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3.2 Reading Practices of Ukrainian High School Students and Genre Content
of the School Literature Curriculum

In our study, we tried to answer the question: is there a correspondence between the
literary preferences of high school students and the genre content of the Ukrainian
and foreign high school literature curricula? The answer to this question is important
because students choose and enjoy reading those literary works that belong to their
favorite genres, so the absence (or insignificant representation) of such works in the
school curriculum may explain why students have started to read less. This factor may
be no less important than the influence of modern technology and social networking
sites.

We asked two questions about this problem: “Which literary genres do you like
best?” and “Which literary genres do you think are most popular among your peers?”
As it turned out, the favorite literary genres of Ukrainian high school students are science
fiction, fantasy, thrillers, detective stories, and romance novels. Some studentsmentioned
classical drama and popular science literature (economics). In order to find out whether
these genres are represented in the school curriculum of Ukrainian and foreign literature
for grades 10 and 11, we conducted a content analysis of these programs based on the
following indicators: 1) the number of hours devoted to the study of literary works of
a given genre in the school curriculum; 2) the percentage of literary works of a given
genre (in relation to works of all genres) in the textbook (see Tables 1 and 2).

As can be seen, Ukrainian literature textbooks for 10th and 11th grades do not pre-
sent any genres that students like at all (except for Oles Honchar’s “Modry Kamen” in
the 11th grade textbook, which is written in the genre of a love story and is allocated 2
h (or 4.3% of the total study time in the discipline) (Table 1).

The textbooks of foreign literature for 10th and 11th grades also do not contain
the genres preferred by high school students. Thus, there is a discrepancy between the
literary genre preferences of Ukrainian high school students and the actual genre content
of the curriculum of Ukrainian and foreign literature for grades 10 and 11 (Table 2).

We believe that this discrepancy may have contributed to the fact that not all high
school students enjoy reading and to their negative attitudes toward the school literature
program. Although the school literature curriculum is interesting and may appeal to
literary experts, it does not take into account the literary tastes of those for whom it is
intended.

Most of the participants in our study noted two problems with the school literature
curriculum: first, that it is “boring”, and second, that it is imposed on students (forced to
read) without giving them the opportunity to choose more attractive texts and without
taking into account young people’s literary preferences.

“Many children and teenagers stop reading altogether because of school literature,
because they don’t like it” (Sofia, 16).

“I can say that the school curriculum puts pressure on what we read. In general, I
very, very rarely like books from school literature” (Vivian, 17).

“The school curriculum focuses on every student reading the same thing. But every-
one has a different opinion about it, because different people read different books, and the
school curriculum is the same, so many people may not like something” (Oleksandra, 15).
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Table 1. Literary works in textbooks on Ukrainian literature for 10th and 11th grades (according
to the program of R. Movchan), in number of hours of study per year and %.

Genres Textbook for 10th grade Textbook for 11th grade

Number of hours
to study

% to works in all
genres

Number of hours
to study

% to works in all
genres

A social
novel-chronicle

5 9.4 – –

A social and
psychological
novel

5 9.4 3 6.5

Comedy 4 7.5 – –

Poems 23 43.5 21 45.6

Psychological
short
story/narrative

13 24.5 2 4.3

A philosophical
short story

3 5.7 2 4.3

A marinist
novel

– – 3 6.6

Humor and
satire

– – 5 10.9

A prose poem – – 2 4.3

An adventure
novel

– – 3 6.6

Publicistics – – 3 6.6

A love story – – 2 4.3

Total 53 100 46 100

“I wouldn’t say that the school curriculum is oppressive; it’s usually interesting! But
of course, it’s much more interesting to read what you choose because you know your
taste” (Inna, 16).

“I think that before I started choosing my own books, I was under a lot of pressure
from the school curriculum. And I understand that it does not depend on the teachers.
But I remember when we were in the seventh grade, there was a story about the mermaid,
but it was very, very strange, and we were told that it was contemporary literature, but it
was probably the worst contemporary book I’ve ever read in my life… I think literature
in school is very pressured. It was not a very good experience for me. I did not read.
And one of the reasons is school literature. I was not interested in it. And it seemed to
me that there were no books in the world that I wanted to read because, at school, they
were uninteresting and sad” (Diana, 17).
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Table 2. Literary works in textbooks on foreign literature for 10th and 11th grades (according to
the program of O. Nikolenko), in number of hours per year and %.

Genres Textbook for 10th grade Textbook for 11th grade

Number of hours
to study

% to works in all
genres

Number of hours
to study

% to works in all
genres

An epic poem 2 6.7 – –

A poem 2 6.7 – –

Tragedy 3 10 3 11.5

A romantic
satirical story

3 10 – –

Poems 7 23.2 6 23

A social and
psychological
novel

6 20 – –

Drama 3 10 2 7.7

A historical and
psychological
novel

2 6.7 – –

A teenage story 2 6.7 – –

A philosophical
short story

– – 2 7.7

A philosophical
novel

– – 4 15.4

A dystopian
novel

– – 2 7.7

A story-parable – – 2 7.7

Story – – 5 19.3

Total 30 100 26 100

In an electronic media society, it is no longer possible to simply forbid students from
using electronic devices and communicating on social networking sites, forcing them to
read more. We believe that the best way to encourage reading is to provide students with
literary works that appeal to them in terms of genre, plot, and ideas. Perhaps the genre
attractiveness of the school literature curriculum can become a more powerful “pull”
factor for students than the “push” influence of social networking sites.

4 Conclusions

In order to prevent social network communication from completely replacing reading
practices andmaking themcompletely unpopular amongUkrainian high school students,
it is necessary to reform school curricula in Ukrainian and foreign literature and include
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more literary works of genres that high school students like (science fiction, fantasy,
detective stories, and lovenovels). The taskof the school literary curriculumshouldbenot
only to familiarize students with classical literary works for the purpose of their general
cultural development but also to engage students in reading because reading practice
develops analytical, critical, and imaginative thinking and, as Western researchers have
shown, correlates with children’s academic performance in the humanities and sciences.

Since students prefer to read books that they find on their own (guided by autonomous
rather than controlled motivation to read), it is advisable to provide students with more
opportunities to choose works from Ukrainian and foreign literature, which may help
ensure that not only leisure but also school reading practices are carried out “with plea-
sure” rather than under external coercion. In this case, the quality and effectiveness of
students’ reading practices can only increase.

In the future, it would be desirable to conduct a large-scale quantitative study of
Ukrainian schoolchildren’s reading practices,whichwould differentiate the effectiveness
of students’ reading practices depending on their age, gender, school performance, and
interest in the humanities or sciences. It is interesting to find out which agents of reading
skill development (parents, teachers, and friends) and at what age children are more
effective in shaping their reading skills. In addition, it is advisable to studywhether higher
education has a corrective function in the development of students’ reading practices;
whether students begin to read more and more regularly at university compared to the
school period of their lives; or, conversely, whether students who do not like to read
remain indifferent to reading practices in later periods of their lives.
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Abstract. The article presents a comparative analysis of the legal mechanism of
protection of the social rights system in Ukraine and the European Community.
The authors explored a number of key concepts, in particular, the concepts of
protection, social rights, protection of social rights in Ukraine and the EU. The
basic means of legal regulation of social rights at the international and national
levels are outlined. The peculiarities of normative consolidation of social rights
in the countries of the European Union, normative consolidation in the national
legislation for the purpose of adaptation of effective norms and mechanisms of
the developed countries are considered. It is claimed that the fundamental rights
and responsibilities, protection of such rights are enshrined in the Constitution
of Ukraine, the Law that has the highest force. The most important issues of
maintaining themaximumallowable level of implementation of a number of social
rights of citizens, in particular, in a pandemic, as well as the protection of social
rights of participants in the anti-terrorist operation were raised as relevant in this
work.
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1 Introduction

Human protection is the basis of the existence of any democratic society, and the for-
mation of a democratic state means the recognition of their absolute power as the main
goal of maintaining the proper state, further evolution and balance of interests of civil
society and the state.
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Ukraine is on the path to joining the European Union, in which countries have
developed models of social protection. This necessitates the study and generalization of
existing experience of developed countries for use in practice in domestic legislation.

2 Literature Review

Certain issues of the legal nature of social rights, their features and criteria for their
classification have been considered in the works of the following scholars: Byk T.,
Fedorova, A.L., Kovbasyuk Yu. V., Kovtun V.I., Rabinovich P.M., Skakun O., Turuta
O.V., Volkova O.M. and others.

Research on the protection of social human rights has always been of interest to
scientists in different periods of science development. However, the number of studies
of the mechanism of social rights protection on the example of Ukraine and the EU
is rather low. In addition, today, in the context of a full-scale war, the issue of social
rights protection has become more relevant, and the massive violations of human rights
in general raise serious concerns about the possibility of finding an effective mechanism
for their protection. Research on the recognition and prospects for the protection of
social rights in the context of full-scale wars and cataclysms is rather fragmented. There
are currently no conceptual studies on the development of an effective mechanism for
the protection of social human rights in the context of the Russian-Ukrainian war.

Scientific approaches and practical mechanisms for determining optimal mecha-
nisms for the protection of social human rights require further in-depth analysis and
development. It is important to study the experience of EU countries in this regard. The
issue of means of legal regulation of social rights at the international and national levels
is also important. The main goal of scholars today should be to identify ways to adapt
effective norms and mechanisms of developed countries.

3 Main Content Presentation

3.1 The Concept and Legal Nature of Social Rights

One of the principles of the United Nations is the obligation to raise the level and quali-
tative characteristics of life of the population, care and concern for those in need. Given
the European integration in Ukraine, most spheres of life are being reformed, includ-
ing social protection. However, reforms in the field of social protection are impossible
without improving or adjusting national legislation to bring it into line with existing
international instruments, as the perfection of the legal mechanism means its ability to
meet these needs [1].

In Art. 22 of theUniversal Declaration of HumanRights stipulates that “Everyone, as
a member of society, has the right to social security and is entitled to realization, through
national effort and international co-operation and in accordance with the organization
and resources of each State, of the economic, social and cultural rights indispensable for
his dignity and the free development of his personality” [2].

Social rights and mechanisms for their protection are increasingly being developed
at both the national and international universal and regional levels. At the beginning of
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the XXI century, most democracies in Europe and the world, declaring themselves the
rule of law or states that have embarked on this path of development, recognize and
consolidate the need to build a welfare state [3].

Despite the critical situation inUkraine in this area and the need for large-scale reform
of the social protection system, bringing domestic legislation in linewithEuropean social
standards. Therefore, the study of international mechanisms for the protection of social
human rights, international social standards and the process of their implementation in
Ukraine are important for the further development of the country. The creation of a social
sphere linked to a dignified life and well-being is one of the main tasks of the Council
of Europe, and social policy is enshrined in the Maastricht Treaty as one of the priorities
of the European Union. Strengthening the protection of social rights is also within the
UN [3].

A step towards adapting the institution of social policywas the ratification byUkraine
onSeptember 14, 2006 of theEuropean Social Charter (revised),which entered into force
onFebruary 1, 2007. The provisions of this Charter protect such important social rights as
the right to work safe and healthy working conditions, the right to fair remuneration, the
right to form organizations and to conclude collective agreements, the right of children
and adolescents to protection, the right to social security and health care, the right to
social andmedical assistance, the family’s right to social, legal and economic protection,
including children and adolescents, the right of men and women to equal opportunities
and equal treatment in matters of employment, the right to protection of migrant workers
and their families, etc. [4].

The Association Agreement between Ukraine, of the one part, and the European
Union, the European Atomic Energy Community and their Member States, of the other
part, prioritizes the gradual rapprochement of the Parties based on common values and
close privileged ties, as well as deepening Ukraine’s connection with EU policy and its
participation in programs and agencies [5].

Given the threats (terrorism, transnational crime, nuclear proliferation, environ-
mental issues, etc.), the issue of social rights has taken “almost central place”
[6].

It should be borne in mind that the definitions of “protection of social rights” and
“social protection” are interrelated, but not identical concepts [7]. The protection of social
human rights should be considered, first of all, on the protection of the whole complex
of human and civil rights - as the restoration of violated rights. The specialized literature
defines the social rights of a person as his “opportunities to exercise their abilities to
ensure a decent standard of living for themselves and their families, employment and
in cases provided by law opportunities to claim from the state certain material benefits”
[8].

Going directly to the protection of social rights, it is first necessary to find out what
they are. Thus, social rights in the scientific literature are considered as certain human
capabilities that are necessary for its existence and development in specific historical
conditions, are determined by the achieved level of human development and should be
common, equal for all people [9]. Or, as opportunities (freedom) of the individual and
the citizen to freely dispose of their labor, use it independently or in accordance with the
employment contract, i.e. the right to free labor (choice of activity, harmless working
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conditions, guaranteed minimum wage, etc.), the right to social provision, recreation,
education, decent standard of living, etc.” [10].

Social rights are also called the realization of which is connectedwith the satisfaction
of the most important social needs of a person: the right to work, to proper, safe and
healthy working conditions, to a salary not lower than that determined by law; the right
to timely remuneration for work; right to strike; on holiday; for housing; a sufficient
standard of living for themselves and their family members; the right to health care,
medical assistance and medical insurance; the right to social protection, including the
right to provide them in case of complete, partial or temporary disability, loss of bread-
winner, unemployment due to circumstances beyond their control, as well as in old age
and in other cases provided by law [11].

We consider the latter definition to be the most appropriate, as it most widely reveals
the concept of social rights. As for the concept of “protection”, it is often identified with
“protection”. Thus, the word “protection” is defined as patronage, protection, support
[12].

V.M. Vedyakhin, believes that the right should be protected not only in the case of an
offense, but also in the presence of a threat of violation of rights and legitimate interests
[13].

The concept of “protection” is defined as that “protects, serves as a defense; protects
by protecting”. And “protection” is explained by the concept of “protect” [14].

3.2 International Standards of Legal Regulation and Security of Social Rights

The concept of social human rights was mentioned in such international legal acts as
the Universal Declaration of Human Rights in 1948, the European Social Charter in
1961 (revised in 1990), the European Social Security Code in 1964, and the Interna-
tional Covenant on Civil and Political Rights. UN 1966, European Convention on Social
Security 1972, European Convention on the Legal Status of Migrant Workers 1977, etc.

According to these acts, the basic social rights include the right to social security,
work, leisure, adequate living standards, medical care, education, housing, the right of
working migrants as well as members of their families to security and behalf, and so on.

TheEuropeanSocialCharter (1961) supplemented its previousEuropeanConvention
on Human Rights. The Charter contains such social rights as: the right to work, fair
working conditions, fair remuneration, social service, social and medical aid, exercise
of social facilities, etc.

The ECС is a uniquemodern agreement not only for the scope of enshrined social and
economic rights, but also for the established control mechanism, which provides for two
main procedures: common to all participants - consideration of state reports and optional
- consideration of collective complaints, which is attended by 27 states. As a result of
consideration of the reports of the states, conclusions may be adopted by the European
Committee of Social Rights. In cases of inaction of states on the adopted negative
conclusions, the Committee of Ministers may adopt recommendations, pointing out the
inconsistencies established by the Committee on Social Rights with national provisions
or practices of the Charter. Based on the results of the review of collective complaints,
the European Committee of Social Rights can make a decision on the merits, and the
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Committee of Ministers in a resolution recommends the respondent state to bring its
legislation and/or practice in line with the Charter [15].

New modern views on the fundamental nature of social rights have made it possible
to develop and adopt in 2008 an Optional Protocol to the International Covenant on
Economic, Social andCulturalRights. For thefirst time at the universal level, the Protocol
provided for a procedure for dealing with complaints of violations of the rights enshrined
in the Covenant, in particular, the right to social security, including social insurance, fair
wages, paid leave and leave for womenwho have given birth, the right to safe and healthy
working environment, education, health, etc.

The Protocol provides that everyone has the right at the universal level to complain
about violations of fundamental social, economic and cultural rights. Applicants under
Article 2 of the Protocol may be any person, which sojourn under the jurisdiction of
a State Party or a group of persons or persons acting on their behalf; the procedure of
consideration of interstate communications is also fixed [3].

In 2009, the Protocol was signed by Ukraine, whose representatives proclaimed that
the accession of our country to this document demonstrates the continuity of Ukraine’s
desire to fully realize and guarantee human rights and freedoms, including economic,
social and cultural. However, the issue of ratification of the Protocol has not been consid-
ered for more than 4 years since its signing. Thus, states at the international level confirm
their understanding of human rights as a single set of civil, political, socio-economic
and other rights as indivisible and interdependent, which is reflected in international
instruments [3].

An important step towards the protection of social rights was the adoption of The
European Disability Strategy (2010) for 2010–2020. The main objectives of the Strategy
are: “1. Accessibility: to make goods and services accessible to people with disabilities
and to promote the market for assistive devices. 2. Participation: to ensure that peo-
ple with disabilities enjoy all the benefits of EU citizenship; remove obstacles to equal
participation in public life and leisure; promote the provision of quality community-
based services. 3. Equality: combating discrimination on the grounds of disability and
promoting equal opportunities. 4. Employment: significantly increase the share of peo-
ple with disabilities working in the open labor market. 5. Education and training: to
promote inclusive education and lifelong learning for students and students with dis-
abilities. 6. Social protection: promoting decent living conditions, combating poverty
and social exclusion. 7. Health: Promote equal access to health care and facilities. 8.
External actions: promoting the rights of people with disabilities in the framework of
EU enlargement and international development programs” [16].

Also important is the development of the European Pillar of Social Rights in 2017.
“The main provisions of this declaration include: child care and child support. Children
have the right to affordable and quality preschool education. Children have the right
to protection from poverty. Children from disadvantaged backgrounds have the right to
specific measures to promote equal opportunities; Social Protection. Regardless of the
type and duration of their employment, workers and, under comparable conditions, the
self-employed have the right to adequate social protection; unemployment benefits. The
unemployed have the right to adequate support for the revitalization of public employ-
ment services for (re) integration into the labor market and adequate unemployment
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benefits for a reasonable duration, in accordance with their contribution and national
eligibility rules. Such benefits are not an obstacle to a quick return to work; minimum
income. Everyone who lacks sufficient resources has the right to adequate assistance
with a minimum income that ensures a dignified life at all stages of life and effective
access to goods and services. For those who are able to work, the minimum income
benefit must be combined with incentives to (reintegration into the labor market; old-
age and retirement income. Retired workers and self-employed people are entitled to a
pension according to their contributions and ensuring an adequate income Women and
men have equal opportunities to acquire pension rights, everyone in old age has the right
to resources that ensure the dignity of life, health care. Everyone has the right to timely
access to quality, preventive and curative medical care of appropriate quality; inclusion
of people with disabilities. People with disabilities have the right to income support
that provides a decent life, services that enable them to participate in the labor market
and society, and a work environment adapted to their needs. Long-term care. Everyone
has the right to affordable, long-term care services, including childcare and community-
based services. Housing and assistance to the homeless. Access to social housing or
housing assistance of adequate quality should be provided for those in need. Vulnerable
people have the right to appropriate assistance and protection from forced evictions. The
homeless will be provided with appropriate shelters and services to promote their social
inclusion. Access to basic services Everyone has the right to access basic services of
adequate quality, including water, sanitation, energy, transport, financial services and
digital communications. For those in need, there should be support for access to such
services” [17].

3.3 National Mechanisms for the Protection of Social Rights

The formal definition of the goals of Ukraine’s social policy integration into EU stan-
dards was facilitated by the adoption of the Partnership and Cooperation Agreement
between Ukraine and the European Communities and their Member States (1994), the
EU Common Position on Ukraine (1994), and the EU Common Strategy on Ukraine.
1999), the EU-Ukraine Action Plan (2005), the EU-Ukraine AssociationAgenda (2009),
the Joint Declaration of the Prague Partnership on the Eastern Partnership (2009), and
other Council Decisions EU declarations and EU documents, which provided for the
creation of the foundations of mutually beneficial socio-economic, scientific, technical,
cultural cooperation with Ukraine [5].

One of the first legal acts that actually legalized the legal basis for the functioning of
mechanisms for the security of social human rights in Ukraine, was the Law of the USSR
“OnEconomic Independence of theUkrainian SSR” from 03.08.1990№ 142-XII, which
among the main goals of economic independence ensuring social protection of every
citizen of Ukraine, and also provided that the state provides social protection of citizens.
Among the further stages of the formation of mechanisms for the protection of social
human rights is the Concept of social security of the population of Ukraine, approved
by the Verkhovna Rada of 21.12.1993 № 3758-XII, which laid the foundations of legal
and regulatory framework for social security and compliance with state guarantees of
social and economic rights. citizens [7].
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The function of guaranteeing the protection of human and civil rights, freedoms
follows from the task of the Constitutional Court of Ukraine (Article 147 of the Con-
stitution, Article 2 of the Law “On the Constitutional Court of Ukraine” of 16.10.1996
№ 422/96-VR): to guarantee the supremacy of the Constitution throughout the country,
including norms on human rights and freedoms. The role of the Court in the protection
of constitutional rights and freedoms of man and citizen is more clearly stated in the
article on the constitutional appeal (Article 42 of the Law “On the CCU”). Finally, an
important guarantee of human and civil rights and freedoms are the norms enshrined in
the Constitution (Articles 157, 159) on the establishment by the Court of preliminary
control over the compliance of a bill amending the Constitution [7].

Social rights and their protection in Ukraine are defined in the Constitution of
Ukraine. Thus, in Part 4 of Art. 13 of the Constitution of Ukraine states: “The state
provides protection of the rights of all subjects of property and economic rights, social
orientation of the economy. It should be noted that the norms of the Constitution of
Ukraine contain both elements of social rights and directly establish them. Yes, Art. 23
“Everyone has the right to the free development of his personality, provided that the
rights and freedoms of others are not violated, and has responsibilities to a society in
which the free and comprehensive development of his personality is ensured”, Art. 28
“Everyone has the right to respect for his dignity”, 36 “Citizens of Ukraine have the
right to freedom of association in political parties and public organizations to exercise
and protect their rights and freedoms and to satisfy political, economic, social, cultural
and other interests, except for restrictions established by law in the interests of national
security and public order, public health or protection of the rights and freedoms of oth-
ers”, Art. 39 “Citizens have the right to assemble peacefully, without weapons and to
hold meetings, rallies, marches and demonstrations, which are notified in advance by
the executive authorities or local governments”, Art. 41 “Everyone has the right to own,
use and dispose of their property, the results of their intellectual, creative activities” and
so on.

It is necessary to name separately Art. 46 of the Constitution, which stipulates that
citizens have the right to social protection, which includes the right to provide them in
case of complete, partial or temporary disability, loss of breadwinner, unemployment due
to circumstances beyond their control, as well as in old age and in other cases provided by
law; Art. 47 Everyone has the right to housing. The state creates conditions under which
every citizen will be able to build housing, buy it or rent it; Art. 48 Everyone has the right
to an adequate standard of living for himself and his family, including adequate food,
clothing and shelter; Art. 49 Everyone has the right to health care, medical assistance
and medical insurance [18].

3.4 Social Protection of Certain Categories of Citizens

Today, the main problems that need to be addressed immediately in the outlined issues
are the protection of social rights of members in the anti-terrorist operation (ATO), today
called the Joint Forces Operation (JFO).

Legal regulation of social support ofATOparticipants is aimed at forming an effective
system of ensuring their social rights and freedoms, in particular regarding psychological
support, financial assistance, spa treatment, guarantees of education, prosthetics in case
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of loss of functional properties of limbs, provision of vehicles, benefits in the payment
of certain types of services, pensions, housing or land, observance of labor rights, in
particular regarding the preservation of jobs and average earnings while participating in
the anti-terrorist operation, etc. [19].

However, in the regulations providing for social protection of ATO participants,
according to experts, there is a coexistence of “Soviet” (social security, benefits, social
and compensation benefits) and the latest European approach (social services, social
work). Most social standards remain declarations due to the obsolescence and ineffec-
tiveness of existing social protection mechanisms, non-targeting, equalizing and incon-
sistency of the social protection system with the real needs of Ukrainian society, inef-
ficiency and non-transparency of the system of budget financing of social expenditures
of the state, debatable direct effect of constitutional norms on social rights [19].

Constitutional regulation of social protection of anti-terrorist operation participants
is carried out on the basis of the Constitution of Ukraine. It defines the guarantees of
social protection of this category of persons: “The state provides social protection to
citizens of Ukraine who are serving in the Armed Forces of Ukraine and other military
formations, as well asmembers of their families”. These constitutional provisions are the
legal basis for other legislative acts on social protection of ATO participants. Despite the
fact that the norms of the Constitution of Ukraine are norms of direct action, they cannot
regulate in detail all aspects of social protection of anti-terrorist operation participants.
Therefore, the norms enshrined in the Constitution of Ukraine are further developed
and specified in laws, decrees of the President of Ukraine, resolutions of the Cabinet of
Ministers of Ukraine, orders of ministries and other regulations [19].

The existing array of normative legal acts, even sectoral ones, does not regulate all
issues related to social protection of anti-terrorist operation participants. Among them
are the following: - Lack of the Concept of medical, socio-psychological rehabilitation
and professional adaptation of ATO participants; - lack of a national program aimed at
social protection of ATO participants; - lack of a mechanism for social and psycholog-
ical rehabilitation of anti-terrorist operation participants and members of their families
and its legal regulation; - Lack of a single mechanism for accounting for anti-terrorist
operation participants and related problems, in particular for identifying familymembers
of deceased anti-terrorist operation participants from the general mass of combatants,
for identifying disabled people due to participation in anti-terrorist operation from the
total number of war participants, etc. In addition to the above issues, among the areas of
further research should be offered the study of international experience in this area, as
well as a study of the institutional structure of the process of social protection of ATO
participants and their families [20].

For example, the issue of providing land plots to certain named persons is problem-
atic. In particular, the Law of Ukraine “On the Status of War Veterans, Guarantees of
Their Social Protection” establishes that combatants and persons equated to them are
entitled, in particular, to such benefits as priority housing for persons in need of better
living conditions and priority allotment land plots for individual housing construction,
horticulture and gardening, priority repair of houses and apartments of these persons
and providing them with fuel [21].
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Also, a key, important point remains the protection of official rights in a pandemic.
It is known that the whole world has been affected by coronavirus respiratory disease.

The right of every citizen to health care and medical assistance is established by
Article 46 of the Constitution of Ukraine. In particular, health care is provided by state
funding of relevant socio-economic, health and health prevention programs. The state
ensures sanitary and epidemiological well-being.

Also, the state provides systematic scientifically based prevention, treatment, local-
ization and elimination of mass infectious diseases. Legal, organizational and financial
principles of executive bodies, local governments, enterprises, institutions and organiza-
tions aimed at preventing the spread and spread of infectious humandiseases, localization
and elimination of outbreaks and epidemics, rights, duties and responsibilities of legal
entities and individuals in the field of protection of the population from infectious dis-
eases are defined by the Law of Ukraine “On protection of the population from infectious
diseases”.

Thus, the protection of the population from infectious diseases is determined by one
of the priority activities of the executive authorities and local governments.

In the field of protection of the population from infectious diseases, the Cabinet
of Ministers of Ukraine develops and implements relevant state target programs, pro-
vides financing and logistics of health care facilities, institutions and institutions of the
State Sanitary and Epidemiological Service, enterprises, institutions and organizations
involved in activities. And work related to the elimination of epidemics, coordinates the
implementation of these measures and works, as well as resolves other issues within the
powers defined by law.

At the same time, in this area, local governments provide preventive and anti-
epidemic measures in settlements, places of public recreation and recreational areas,
as well as work to eliminate epidemics and outbreaks of infectious diseases and address
issues of financial and logistical support of these activities and works.

In addition, local governments take comprehensivemeasures to eliminate epidemics,
outbreaks of infectious diseases and their consequences, and ensure participation in the
fight against infectious diseases of health care facilities and institutions of all forms of
ownership, as well as resolve other issues within the powers defined by law.

The specially authorized central executive body for health protection in the field of
protection of the population from infectious diseases develops, approves and puts into
effect sanitary and anti-epidemic rules and norms,methods of examination and treatment
of patients, diagnostics and prevention of infectious diseases, other normative legal acts
[22].

The Regulation on the Ministry of Health of Ukraine, approved by the Resolution
of the Cabinet of Ministers of Ukraine of November 2, 2006 No. 1542 stipulates that
the Ministry of Health prepares proposals to ensure sanitary and epidemic well-being
of the population, prevention of introduction and spread on the territory of Ukraine.
Dangerous (including quarantine) and dangerous infectious diseases, as well as controls
the elimination of the causes and conditions of occurrence and spread of infectious
diseases, mass non-communicable diseases, poisoning and radiation damage to humans
[22].
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Under these conditions, the Law of Ukraine № 540-IX of 24.06.2020 “On Amend-
ments to Certain Legislative Acts of Ukraine Aimed at Providing Additional Social and
Economic Guarantees in Connection with the Spread of Coronavirus Disease (COVID-
19)” was adopted (Section IX of the Final and Transitional Provisions) of the Cabinet of
Ministers of Ukraine: to take measures to prevent a reduction in pension payments, as
well as to index pensions, after the completion of measures to prevent the emergence and
spread of coronavirus disease (COVID-19), provided for in the quarantine established by
the Cabinet of Ministers of Ukraine. “Take measures to prevent reduction of state social
assistance payments, as well as indexation of payments, after completion of measures
to prevent the emergence and spread of coronavirus disease (COVID-19) provided by
the Cabinet of Ministers of Ukraine” [23].

In addition, the Law of Ukraine “On Amendments to Certain Legislative Acts of
Ukraine Aimed at Providing Additional Social and Economic Guarantees in Connec-
tion with the Spread of Coronavirus Disease (COVID-19)” contains the following key
provisions:

1) the Cabinet of Ministers will set a surcharge of up to 300% of salaries for medical
and other workers directly involved in the elimination of coronavirus disease among
people, and for social protection workers who provide services to citizens who are
at home - up to 100% of salary;

2) limits have been raised for groups of single tax payers of natural persons -
entrepreneurs: the first group - from UAH 300,000 to UAH 1 million, the second
group - from UAH 1.5 to 5 million, the third group - from UAH 5 to 7 million;

3) operations on importation into the customs territory of Ukraine of drugs, medical
devices and equipment for counteracting COVID-19 and their supply are exempt
from VAT;

4) temporarily, until May 31, 2020, the excise tax is levied at the rate of 0 hryvnias per
1 L of 100% alcohol from ethyl alcohol used for the production of disinfectants;

5) payment for land and real estate tax are not paid from March 1 to March 31, 2020;
6) penalties for non-payment or late payment of the single social contribution (SSC),

failure to submit (late submission) of reports on the payment of SSC are not applied
from March 1 to May 31;

7) during the quarantine period, the participants in the court case may participate in
the court session by videoconference outside the court premises using their own
technical means;

8) the right of the court during quarantine to make a decision on restricting the access
of persons who are not participants in the trial to the court hearing, if participation
in the court hearing will endanger the life or health of the person;

9) for the period of quarantine, it is prohibited to increase the interest rate under the
loan agreement;

10) rules of remoteworkof employees are introduced: the general normofworkinghours
is provided by the Labor Code of Ukraine, employees distribute working hours at
their discretion, remote work does not entail any restrictions on labor rights, salary
reduction;

11) at the request of the employer, partial unemployment benefitswill be paid to employ-
ees who have not been fired, but whose salary and working hours have been reduced
by the employer (only for small and medium enterprises);
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12) the payment of state aid to low-income families, other types of state aid, disability
pension for the period of quarantine continues;

13) for the period of quarantine, the Government will have the right to set maximum
prices for anti-epidemic goods and social goods;

14) for the period of quarantine local councils, their executive committees will have the
right to hold remote meetings by videoconference or audioconference, the agenda
of which may include only issues of urgent changes to the local budget, other issues
of urgent emergency response or liquidation as soon as possible particularly severe
emergencies caused by outbreaks, epidemics and pandemics;

15) journalists are guaranteed, as before, unimpeded movement on the territory of
Ukraine, including in the territories where an emergency situation has been declared
[24]

4 Conclusions

Today, the importance of social rights, the development of an effective mechanism for
their implementation and consolidation at the legislative level does not raise questions.
Ukraine, committing itself to approximation and adaptation of national legislation to EU
legislation, has made gradual convergence a priority, based on common values and close
privileged ties, as well as deepening Ukraine’s ties with EU policy and its participation
in programs and programs agencies.

Resolving the issue of the proper provision of social rights by states is necessary for
millions of people in each country. The implementation of international social standards
and the recognition by states of mandatory complaint handling procedures should help
to increase the level of social protection of people.

Thus, the need to reform social legislation considering its standards is one of the
urgent problems of our state, the delay in carrying out reforms can not only negatively
affect the economy, but also the future of the state as a whole.
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1 Introduction

Business activities in special circumstances include situations when business entities
operate in unusual, unpredictable, including crisis circumstances. These actions may be
related to natural disasters, epidemics, military conflicts and other events that affect the
normal course of business activities.

Due to the military aggression of the Russian Federation, martial law was intro-
duced in Ukraine on February 24, 2022. That is why the Russian-Ukrainian war directly
became the starting point for changes in the legislative regulation of all spheres of society,
including economic activity. Today, the state’s efforts are aimed at achieving the main
goal of the Ukrainian people - protecting the sovereignty, territorial integrity and invi-
olability of Ukraine. At the same time, it is important to combine the effective work of
both the physical defense of the state and the work of the “economic front”, as these two
components of the state’s functioning are interconnected. Without the economy, there is
no economic independence, and without the military, there is no physical and territorial
independence of the state as the main feature of statehood in a particular country.

Therefore, the issue of the functioning of the national economy in wartime is no less
important than the issue of Ukraine’s defense capability. Thus, in view of the above, it is
extremely important that the state provides proper legal regulation of economic activity
during martial law, as this is the basis of national defense capabilities. At the same time,
the spread of epidemics and other kinds of crises also pose challenges to the effective
functioning of the economic system of the State.

Therefore, the purpose of this article is to analyze and develop proposals for improv-
ing the legal regulation of economic activity in special conditions, which is extremely
important for providing state support and guarantees to economic entities in such specific
circumstances.

2 Literature Review

Anumber of scientists - specialists in the field of economic law - have dealtwith the issues
of legal support of legal regulation of economic activity. Thus, the issues of regulation
of economic activity are the subject of works by O. A. Kolesnikov, O. V. Serhiyko, O.
F. Safronova and others. The following scholars have studied the problematic aspects
of self-regulation of economic activity: O. O. Bakalinska, O. A. Belyanevych, V. I.
Polyukhovych, O. V. Kolohoydy, V. I. Polyukhovych, V. S. Shcherbyna and others. A
significant contribution to the formation of theoretical, methodological and practical
aspects of ensuring the socio-economic development of the country on the basis of state
regulation of economic activity was made by such leading scholars as: R. P. Boichuk,
O. M. Vinnik, D. V. Zadikhailo, V. K. Mamutov, O. P. Podtserkovnyi, V. A. Ustymenko,
V. S. Shcherbyna and many others.

Certain aspects of economic activity in special economic entities were dealt with by
such scientists as: Prof. Zeldina O.R., whose scientific work is devoted to the problems
of the special economic regime, certain elements of the special economic regime and
the special regime of innovation activity were analyzed in the works of V. E. Vakim, A.
V. Matvieieva, the issues of legal support of production and economic activity of state
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specialized agricultural enterprises - in the work of T. V. Lyamtseva, the peculiarities of
economic activity in the conditions of a pandemic - in the works of A. V. Zamryga, A.
V. Matvieieva, O. O. Savchuk and others.

Some issues of regulation of economic activity during the legal regime of martial
law are devoted to the work of L. A. Pankova, M.M. Prokhorenko. However, today there
is no understanding either at the legislative or at the scientific and theoretical levels of
the main approaches to legal support for economic activity in special conditions, what is
the difference between ensuring economic activity in a pandemic and martial law, which
measures are more effective in the face of certain challenges.

3 Main Content Presentation

3.1 State Influence on Business Development

Economic Today, it is important to identify potential challenges and threats to business
activities, as any business activity directly affects the welfare of the population, the
prosperity of the state and its economic security. First of all, it is important to pay
attention to the scientific and theoretical basis of economic activity and analyze various
regimes of state support for economic activity.

Economic activity is understood as the activity of business entities in the sphere of
social production aimed at manufacturing and selling products, performing works or
providing services of a costly nature that have price certainty [1].

As R. P. Boichuk rightly notes, the purpose of the state in the context of commodity-
money relations is to improve the welfare of its citizens, and the main thing in its
activities is to create conditions for effective entrepreneurial activity, organize a favorable
economic environment, not to create barriers to business, not to interferewith commercial
and other initiative activities [2, p. 58]. Only under such economic and legal frameworks
can all socio-economic problems be successfully resolved and the economy developed.
The problem of determining the place, role and importance of the state in shaping the
rules of modernmarket mechanisms is becoming increasingly acute. The Constitution of
Ukraine stipulates that Ukraine should be a social community in which the state should
not oppose the interests of private individuals and structures, but create themost favorable
conditions for their development. Limitation of state power in a state governed by the
rule of law is one of the basic postulates. This is the basis for the regulatory regulation
of the private law and public law spheres of social relations, since the state’s activities in
the field of public relations and in the field of economic turnover require clear, complete
and even “rigid” regulation, namely, limitation by law.

The legal means for this purpose includes the following: clear regulation of the
exercise by the state of its functions in cases where public authority is exercised in
relations with entities pursuing their private interests, inclusion of structural elements of
a private law nature in the scope of solving state-important tasks.

When it comes to the state regulatory policy in general, its important component
is not only to reduce state interference in the activities of business entities, but also to
remove obstacles to the development of economic activity carried out within the limits,
in the manner and in the manner established by the Constitution and laws of Ukraine.
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A multicomponent understanding of social justice, including respect for the dignity
of all people, meeting the needs of the present generation without compromising the
ability of future generations to meet their own needs, non-discrimination in the use of
opportunities to improve living conditions, implementation of the principles of universal
participation, promotion of decent work, raising the minimum level of social protection,
and broad involvement of people who are “on themargins of these processes” is declared
by the UN. Correlating justice with law and business, the UN focuses on partnerships
that will ensure sustainable development goals only with the active participation of
governments, parliaments, employers, workers, civil society and the private sector [3].

It should be emphasized that state regulation of economic activity is a rule-making
process aimed at forming a legal regime of restrictions on free private initiative in the
field of economic activity of independent entities. The tools of this policy are evidence
bases (statistical studies, analysis of the effectiveness of existing regulations, results of
pilot projects and analysis of foreign experience), methodological guidance (methods of
drafting laws, “green” and “white” books, compilations of sustainable, best practices,
etc.) and officially approved procedures for assessing the regulatory impact and rules
for drafting regulations. Such procedures must necessarily include a comparison of sev-
eral regulatory options, arguments in favor of the proposed options, and an analysis of
existing best international practices. This policy, as A. A. Voloshynska writes, implies
that “the main criterion for choosing a particular set of measures or instruments is a
scientific analysis of facts, not the beliefs of legislators, considerations of an ideological
or opportunistic nature.“[4] It is impossible to ensure conditions for economic develop-
ment, social justice, national security, etc. without analyzing “what positive law should
be in terms of substantive tasks of society and the state”.

The effectiveness of the state’s means (economic, legal, organizational and admin-
istrative) depends on the efficiency of the use of legal instruments. For example, the
Commercial Code of Ukraine (hereinafter - the CCU) provides for special business
regimes at the legislative level (Chapter 8). These include: special (free) economic zones;
concessions; exclusive (maritime) economic zone of Ukraine; on the state border of
Ukraine; in sanitary protection and other security zones, specially protected territories
and objects; economic activity in certain sectors of the national economy; economic
activity in the territory of priority development; economic activity in the conditions of
a state of emergency, environmental emergency; economic activity in the conditions of
martial law.

A special regime exists when: 1) there is a need to introduce special business con-
ditions; 2) the state has introduced or established a special legal regime under a special
procedure; 3) special rules of law are implemented, as opposed to general rules, since
the effect of general rules of law is not sufficient to achieve the purpose of introducing a
special legal regime. Regulatory regulation of economic activity during a special period
and further proper application and implementation of the rules of law in this area make
it possible to introduce effective conditions for economic activity that allow achieving
the goal of introducing such regimes [5, p. 153].

The main tasks facing the state that creates a free economic zone are usually the
following: 1) solving the problem of employment by creating new jobs; 2) intensification
of foreign economic relations, i.e. improvement of foreign trade; 3) creation of favorable
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conditions for the development of small and medium-sized businesses in the region;
4) development of a system of benefits in the region for investors and enterprises; 5)
international labor cooperation; 6) exchange of scientific and technical developments; 7)
development of foreign direct investment [6]. The formation of special economic zones
involves defining clear geographical boundaries, establishing a special economic regime
and providing preferential conditions for residents.

Concessions are one of the key forms of cooperation between the state and enterprises
in the modern economy. They are a specific type of agreement that entitles companies
to exploit natural resources or infrastructure under certain conditions and for a specified
period of time. In effect, the state transfers to private enterprises the right to develop
and use natural resources, infrastructure or other public facilities. These may include
mining, construction andmanagement of infrastructure facilities, and provision of public
services. Procedural conditions for concession activities by entities are set out in the Law
of Ukraine “On Concession” [7].

The exclusive (maritime) economic zone of Ukraine is the maritime areas externally
adjacent to the territorial sea of Ukraine, including the areas around the islands belonging
to it, which constitute the exclusive (maritime) economic zone of Ukraine. The width of
the exclusive (maritime) economic zone is up to 200 nautical miles, measured from the
same baselines as the territorial sea of Ukraine [8]. It is an important component of the
national economic and geopolitical strategy.

The state border of Ukraine is an integral part of the sovereignty of each country
and defines its territorial boundaries. Conducting economic activity on the state border
of Ukraine has its own peculiarities and requirements. This is primarily due to the need
to ensure national security and prevent the illegal transportation of goods and people
across the border.

Modern society faces challenges of environmental, social and economic security.
Conducting business activities in sanitary protection zones around specially protected
sites is a complex issue that requires a balance between economic and social needs and
the preservation of natural resources and public health. Sanitary protection zones and
other protection zones are a necessary element of the state policy to ensure environmental
safety. Their creation and regulation is aimed at minimizing the impact of industrial and
other economic facilities on the environment and human health. Economic activities
in these zones are subject to strict environmental safety standards and requirements.
Conducting business activities in sanitary protection and security zones is accompanied
by a number of challenges and risks. These include the neglect and failure to comply
with environmental regulations, insufficient control and oversight, and potential conflicts
with stakeholders, including civil society organizations and government authorities.

Special economic regimes in certain sectors of the economy are an important tool for
achieving specific economic, social and strategic goals. Their implementation requires
careful analysis, justification and effective control in order to maximize the benefits for
society as a whole.

The special regime of business in the priority territory provides for simplification of
administrative and tax obligations for companies operating in the designated territory.
This includes a reduction in corporate income tax, export and import privileges for raw
materials, and simplified permitting procedures.
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The special regime allows companies to actively introduce and develop new tech-
nologies and innovative approaches to production. This contributes to international com-
petitiveness and ensures sustainable development of the region. The special economic
regime in the territory of priority development is an important tool for stimulating eco-
nomic development and increasing the competitiveness of regions. Its successful imple-
mentation requires careful planning, effective monitoring and consideration of potential
risks. All this helps to build a sustainable and competitive regional economic space.

The challenges of doing business in special circumstances include those associated
with volatile market conditions, unpredictable legislation, as well as restrictions on
financing and access to resources. These aspects can complicate strategic planning and
development of the enterprise, requiring business leaders to be flexible and manage risks
effectively.

3.2 Peculiarities of Conducting Business During a Pandemic

The state is facing significant challenges in the context of the pandemic, as the pro-
cess of building business relationships is changing dramatically. In particular, since the
beginning of the pandemic related to the spread of the COVID-19 virus in Ukraine, a
significant number of businesses have stopped operating due to the inability to conduct
business as a result of quarantine, including beauty salons and cosmetic offices, gyms
and group exercise facilities, shops (except for household and grocery stores), markets,
cafes and restaurants (except for delivery), long-distance carriers, etc. Some businesses
aremoving exclusively to the online space, which has also reduced themarkets for goods
and services and, accordingly, the amount of income from commercial activities. At the
same time, the obligations of enterprises and private entrepreneurs remain, and contracts
or the law provide for liability for their failure to fulfil them. That is why forcemajeure in
the current circumstances can become a kind of life-saving tool for Ukrainian business.

Thus, fromMarch 2020 toMarch 2021, 215.3 thousand (sole proprietorships) closed
inUkraine. This is almost 50 thousandmore closed businesses than in the samemonths of
2019–2020. Most businesses closed in the areas of warehousing and transport (almost
11 thousand), wholesale trade (5.6 thousand), and broadcasting (2.69 thousand). The
number of people who decided to start a sole proprietorship during the quarantine was
240.9 thousand, which is 5 thousand less than in the same months before the quarantine.
The largest number of new sole proprietorshipswere opened in the fields of programming
(over 30 thousand), information (6.39 thousand), and other individual services (5.44
thousand). Also, sole proprietorships were actively opened in the delivery and healthcare
sectors [9].

The innovations introduced by the Law of Ukraine “OnAmendments to Certain Leg-
islative Acts of Ukraine Aimed at Preventing the Occurrence and Spread of Coronavirus
Disease (COVID-19)” are an additional regulatory basis that business entities can refer
to as a basis for non-fulfilment of obligations and simplify the procedure for recognizing
such circumstances as force majeure by the CCI of Ukraine. Experts emphasize that the
mere existence of quarantine as a special circumstance in the life of a country or region
is not force majeure. Quarantine will become a force majeure event only if a person
proves that it is impossible to fulfil the obligations under the terms of the contract due
to it.
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The main challenges that business entities face today in carrying out their business
activities and which require immediate resolution, including at the legislative level, are:
receiving visitors, in particular, to catering establishments (restaurants, cafes, etc.), shop-
ping and entertainment centers, other entertainment establishments, as well as trade and
catering activities with the use of targeted delivery of orders, provided that the relevant
personnel are provided with means of individual protection. Thus, it can be concluded
that if a business activity is related to direct customer service (cafes, restaurants, cof-
fee shops, fitness centers, shopping malls, retail and consumer services, etc., except as
expressly provided), it is prohibited for the period of strict quarantine.

According to the Federation ofEmployers ofUkraine, the situationwith the operation
of enterpriseswas extremely dire (Fig. 1Operations of enterprises under quarantine) [10]
(Fig. 1).

Fig. 1. Operations of enterprises under quarantine

In terms of assistance from the Ukrainian government, Ukraine has introduced five
business support programs: 1) loan repayment holidays; 2) tax preferences; 3) support for
small andmedium-sized businesses; 4) support for agribusiness; and 5) information sup-
port for business. The essence of these programs is as follows: The NBU recommended
that banks introduce a special grace period for servicing loans during the quarantine
period for households and businesses, namely, full or partial exemption from paying the
principal of the loan during the quarantine with a corresponding extension of the loan.
This ban applies to all retail loans. It is also prohibited to impose fines and penalties for
late payment during this period. Small and medium-sized business owners with employ-
eeswill be providedwith partial unemployment benefits.Micro, small andmedium-sized
enterprises have the opportunity to participate in programs financed from the state and
local budgets, in particular the Affordable Loans 5–7-9% program.

Tax preferences: exemption from accrual and payment of land tax for land used
in business activities, real estate tax for residential premises for March; restriction on
the application of most fines for violation of tax laws; moratorium on documentary
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and factual audits (except for VAT refund audits); increase in annual income limits for
individual entrepreneurs of groups 1, 2 and 3; - VAT exemption on imports of goods
necessary to combat the coronavirus. In addition, the Cabinet of Ministers of Ukraine
has allocated UAH 4.7 billion in the 2021 state budget to support the agricultural sector.
State aid is to be provided under the following programs: cheaper purchase of agricultural
machinery and equipment; cheaper loans; and farmdevelopment. It is expected that about
9 thousand agricultural enterprises will receive assistance under these programs [11].

The rapid spread of the COVID-19 pandemic has proved to be a global challenge
for the whole world, including the European Union.

In order to slowdown and stop the spread of the coronavirus disease, the EUcountries
also promptly introduced strict quarantine restrictions.

For example, the speed of the spread of COVID-19 in Italy forced the government to
introduce the strictest quarantine and isolation measures in the European Union, starting
in February 2020 [12, p. 10]. On twelfth March of the same year, shops, restaurants and
bars were completely closed, most production was suspended, except for vital ones, and
only pharmacies, grocery stores and waste disposal services were allowed to operate. To
support businesses, the Italian government has taken all possible measures to support
credit offers to free up liquidity for businesses and households.

In Germany, the government has imposed strict bans on public events, gatherings of
more than two people who are not members of the same family, non-food stores, beauty
salons, fitness clubs, restaurants and hairdressers to combat the coronavirus disease.
The government has also introduced a significant stimulus package to help businesses
maintain economic stability. For example, six hundred billion euros were allocated to
create a fund to provide loans and nationalize large enterprises that were particularly
hard hit by the crisis, and one hundred and fifty-six billion euros to help small businesses
and citizens [13, p. 17].

Slovakia responded to the spread of the coronavirus faster and more decisively than
other EU countries, introducing a state of emergency at an early stage of the virus’s
spread [12, p. 24]. Only grocery stores, pharmacies, petrol stations and post offices were
allowed to operate only if they complied with all hygiene standards.

The government also approved an economic program aimed at supporting
entrepreneurship in the face of recession.

As for Poland, the country’s policywas aimed at halting the spread of the coronavirus
disease as soon as possible: on 8 March, a special law was enacted to prevent the spread
of COVID-19 and to allow remote work, exempting microfirms (up to nine people) from
social security contributions for the period from March to May 2020.

In Hungary, at the beginning of the pandemic, restaurants and non-food stores were
not closed, but only had limited opening hours, and public events were also allowed,
provided that the number of visitors did not exceed 100 people. But over time, the
government tightened quarantine measures. To support entrepreneurship, the Hungarian
government has introduced an economic program that includes tax exemptions for small
and medium-sized businesses in certain sectors, deferred tax collection, exemption of
media companies from advertising tax, and deferred interest on all loans for individuals
and companies.
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TheCzechRepublic, on the other hand, took toughmeasures and imposed a complete
lockdown after the spread of COVID-19. It was compulsory to wear masks, walk in
groups of no more than two people and keep a distance.

Most European Union countries responded quickly to the COVID-19 pandemic and
imposed strict quarantine restrictions, which, unfortunately, had a negative impact on
the business sector, which is now struggling to be saved by introducing a number of
measures to support entrepreneurship, but still limiting the activities of enterprises to
overcome the coronavirus disease. These measures are quite logical, since the shift in the
focus of the state’s financial plan to meet basic needs in the context of the coronavirus
pandemic and the increase in social spending for budget “assistance packages” used by
Austria, Italy, Spain, Germany, France and other EU countries are the most appropriate
in today’s conditions [14, p. 170].

It is worth noting that Ukraine lags far behind in terms of the level of state sup-
port for market participants. In order to support the economic sphere, the state should
provide the participants of economic turnover with the much-needed basic elements of
development: liberalization of the fiscal system based on the principles of necessity,
sufficiency, reasonableness and proportionality with the conditions of competitors from
other countries in taxation, technical regulation, and access to financial resources. One
of the main reasons for the slow economic development is the lack of large financial
institutions and the absence of adequate regulatory structures to prevent financial abuse.
In this regard, the question of the nature of the limits of public law impact of the state
and its legal institutions on modern economic relations is particularly relevant. The state
is called upon to ensure the functioning of the economic complex as a whole, both
institutionally and by replacing private capital where it is unable or uninterested to act,
to eliminate market shortcomings and to act for the benefit of society. In addition, the
overall economic situation in the world demonstrates the ineffectiveness of models of
building market mechanisms, according to which the state is assigned only an indirect
role in regulating economic processes.

We should agree with the conclusions of A. Matvieieva and O. Savchuk that eco-
nomic activity in a pandemic is regulated by general legislation, considering the specifics
established by special legislation. The establishment of a special economic regimemakes
it possible to prevent the spread of acute respiratory disease caused by the coronavirus in
the country. By its legal nature, the special regime of economic activity in a pandemic is
restrictive. However, it contains some legal means of incentive orientation [15, p. 463].

Thus, to summarize the above, it should be noted that due to the introduction of
quarantine in Ukraine, business entities had to adapt to the conditions determined by
the authorities, consider the prohibitions or recommendations on the conditions of con-
ducting economic activities, take into account the massive spread of the coronavirus
infectious disease COVID-19 and provide their employees with safe working condi-
tions. We believe that these actions are appropriate in terms of protecting human life and
health, although at the same time, the state should not forget that it is business entities
that ensure the development of the national economy, pay taxes and fees, and therefore
their daily activities should not be subject to unreasonable restrictions and measures of
influence.
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3.3 Economic Activity During Martial Law

Economic security as the ability of the national economy tomaintain resilience and invul-
nerability to internal and external threats, to ensure high competitiveness in the global
economic environment, and to ensure sustainable and balanced growth are important
criteria for assessing the quality parameters of the national economy and the strategic
effectiveness of the state’s economic policy in the economic sphere. Therefore, the ongo-
ing expert and analytical monitoring of the levels and threats to economic security and
its components remains highly relevant, and in the context of the sharp expansion and
intensification of threats caused by Russia’s full-scale aggression against Ukraine, it is
of particular importance.

In the first months of the full-scale war, Ukraine’s economic security was largely
ensured by the pre-war reserves and safety margin accumulated in the pre-war period,
prompt consolidation of society’s efforts at the regional and local levels, self-organization
and cohesion of Ukrainian citizens in the face of the existential threat of Russian
aggression, and unprecedented international support.

With the transition of Russian aggression into a protracted war of attrition, the direct
impact of hostilities on the economy has intensifiedwith targeted attacks on the country’s
critical infrastructure, depletion of financial reserves of the population and businesses,
growing economic imbalances that emerged during thewar period, and the use of various
hybrid instruments of influence by the enemy [16].

Therefore, it is quite important to determine the instruments of influence on economic
activity under martial law. The conditions of martial law are exceptional in the history of
countries and societies, and they require the introduction of a special economic regime
to ensure the functioning of the state and its economy in the face of a threat to national
security. Martial law is an exceptional situation where restrictions on civil liberties and
rights are usually applied to ensure the security of the country. However, this regime
also has a serious impact on the economy and business activities. A special economic
regime arises under martial law to coordinate and regulate economic processes in order
to maintain the stability and functioning of the state.

One of the main aspects of the special economic regime is centralized management
and control over economic activities. The state makes important decisions on resource
allocation, price regulation, division of labor and other aspects of economic life. This
ensures that resources are allocated to the most important needs, including defense,
infrastructure and social programs.

The second important aspect is themobilization of economic resources and industrial
capacity for the production of military equipment andmachinery. Martial law conditions
often require an increase in the production of weapons, ammunition and other important
goods. This can be achieved by imposing restrictions on civilian products and resources,
as well as by actively using the public and private sectors to produce military goods.

A separate aspect of the special economic regime under martial law is to ensure
national security and restore damaged infrastructure. The state has to restore and
strengthen critical infrastructure, such as energy systems, transport networks and
communications, to ensure the functioning of society in the context of a military conflict.
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In accordance with the Decree of the President of Ukraine of 24 February 2022 No.
64 “On the Introduction ofMartial Law in Ukraine”, the Cabinet ofMinisters of Ukraine
decides to establish that:

1) during the period of martial law, the right to conduct economic activity may be
acquired by business entities on the basis of free submission to licensing authorities,
permitting authorities and public (electronic public) service providers of a declaration
on conducting economic activity containing information in accordance with Annex
1, without obtaining permits (permits, licenses or other results of public services),
except for the types of economic activity listed in Annex 2.

2) the declaration may be submitted at the choice of the business entity regardless of
the declared (registered) location (place of residence), place of business or location
of the relevant object;

3) business entities that have acquired the right to carry out economic activities on the
basis of a declaration, in the absence of relevant permits (permits, licenses and/or
other results of public service provision), shall immediately, but not later than three
months after the termination or cancellation of martial law, apply to the relevant
licensing authorities, permitting authorities and public (electronic public) service
providers and obtain relevant permits in accordance with the procedure, terms and
conditions prescribed by law

4) for the period of martial law, the time limits for applying for public services deter-
mined by law are suspended. From the date of termination or cancellation of mar-
tial law, the said terms shall be extended considering the time elapsed before their
suspension;

5) the validity periods of existing fixed-term licenses and permits shall be automatically
extended for the period ofmartial lawand threemonths from the date of its termination
or cancellation, and periodic payments thereunder shall be postponed for the period
specified in this sub-clause (except for the validity period of licenses in the field of
organizing and conducting gambling activities and payments for such licenses)

6) the validity period of valid certificates of registration of business entities as entities
engaged in international transfers of goods, certificates of authority to conduct non-
state expert examination of goods in the field of state export control and certificates
of state certification of the internal company export control system established by the
entity engaged in international transfers of goods issued by the State Export Control
Service shall be automatically extended for the period ofmartial law and threemonths
from the date of its termination or cancellation [17].

It should be noted that the peculiarity of economic activity in the context of the
introduction of the legal regime of martial law is to grant the relevant public authorities,
military command,military administrations and local self-government bodies the powers
defined by the Law of Ukraine “On the Legal Regime of Martial Law” of 12 May 2015,
the exercise of which may be carried out by restricting the constitutional rights and
freedoms of man and citizen and the rights and legitimate interests of legal entities.

Thus, the special economic regime under martial law is a necessary tool to ensure
economic stability and national security in emergency situations. It requires an integrated
approach to economic management, centralized control and coordination of resources
to achieve the country’s strategic goals during martial law.
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4 Conclusions

One of the most pressing and unresolved issues in the field of business operations under
special conditions is the identification and implementation of effective management
strategies in the face of uncertainty and risk. Due to the increasing complexity of mod-
ern business, business structures face complex challenges that require systemic solutions.
Changes in the technological landscape and the continuous development of new inno-
vations create gaps in the ability of businesses to adapt to rapid changes in the modern
business environment. Uncertainty about the adoption and implementation of techno-
logical solutions can lead to a loss of competitiveness and failure to achieve strategic
goals.

Another unresolved issue is the balance between business operations and sustain-
ability in the face of growing social, environmental and ethical demands. Businesses face
the challenge of integrating sustainability principles into their strategy while ensuring
economic efficiency. At the global level, instability in the global economy, trade wars
and other geopolitical factors pose additional challenges for businesses operating inter-
nationally. Risk management in the context of global instability requires new strategies
and methods.

The problems of legal regulation of economic activity under special conditions are
as follows: 1) regulations do not contain mechanisms for responding to emergencies,
which complicates the normal functioning of enterprises; 2) in the event of emergen-
cies, enterprises may become vulnerable to tax and other authorities, which may lead
to unpredictable financial losses; 3) in crisis situations, compliance with information
disclosure requirements may become problematic, which complicates the control and
supervision of enterprises.
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Abstract. The article analyses the conceptual approaches to the study of online
dispute resolution and its role in the settlement of agro-export disputes. Agro-
export relations play an important role in the development of international trade
and logistics relations. The share of agricultural exports is over 40% of total
national exports. This is the reason for the relevance of studying the issues of
alternative dispute resolution in agro-export disputes. It is substantiated that online
dispute resolution in the field of agribusiness is an independent alternative type of
dispute resolution at the level of mediation, arbitration, etc., which involves the
use of capabilities and tools of modern Internet technologies and is available to
a wide range of persons - agribusiness entities, their contractual counterparties,
consumers of products, regardless of their status and jurisdiction, and at the same
time is characterized by special rules, procedures and procedural rules.
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1 Introduction

In contrast to the traditional judicial resolution of disputes, alternative dispute resolution
(hereinafter referred to as ADR) methods have been developing in recent years, which
are territorially unlimited and available to all disputes, regardless of industry affiliation.
In accordance with the norms of international and national legislation, the parties to
commercial contracts in case of non-fulfillment or improper fulfillment of the terms of
such contracts can go to court or use alternative methods of conflict resolution. The
attractiveness of alternative methods of resolving agricultural export disputes directly
depends on the possibility of actual implementation and realization of the agreements
reached, taking into account the presence of the so-called international (foreign) element
in such a dispute, the subjection of the subjects of the dispute to different jurisdictions,
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which determines the difference in the legislative regulation of the order and methods
of dispute resolution in different countries of the world, which in turn leads to difficul-
ties during the execution of the agreement and the resolution of disputes. The use of
alternative methods of dispute settlement has a positive effect, since it is such methods
that allow shortening the time for consideration of cases, reducing court costs, reduc-
ing the workload of courts, and achieving a balance of interests of conflicting parties
[1, p. 312]. Alternative methods of dispute resolution include: mediation, arbitration,
intermediation, negotiations, conciliation, arbitration court, online dispute resolution,
etc. (Fig. 1).

Fig. 1. Types of alternative dispute resolution methods

2 Literature Review

Many domestic and foreign scholars have paid attention to the study of online dispute
resolution as a type of alternative dispute resolution, includingY.Y.Bakai,N.V.Vasylyna,
O.A. Telychko, V.A. Rekun, A. Lodder, E. Heuvel, M.V. Mykytyn, I. Manevy, V.Y.
Polatai, F. Petrauskas, T.A. Tsuvina, V. Tan, C. Rule and others.

Researchers have studied the possibility of introducing online dispute resolution as
an alternative dispute resolution method, as well as certain issues of the online dispute
resolution procedure and its advantages over litigation.

At the same time, despite a sufficiently in-depth study of this issue in general, the
issue of the prospects for introducing online dispute resolution procedures in the field
of agribusiness in the context of its digital transformation and, in particular, in relation
to the resolution of agro-export disputes has remained unaddressed by lawyers, which
is why this study is relevant.
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3 Main Content Presentation

3.1 Online Dispute Resolution as a Type of Alternative Dispute Resolution

The trend of introducing IT technologies into the daily life of society leads to the
inevitability of using their capabilities in the justice system by the courts and in the
field of out-of-court settlement of disputes. In this regard, we should agree that it is IT
technologies that can become the basis for a quick and less expensive dispute resolution,
provide a communication and information platform for establishing partnerships, resolv-
ing and settling disagreements, fixing agreements, including in a non-documentary form
[2, p. 117].

It is worth noting that the use of the Internet and the latest information and com-
munication technologies for the consideration of disputes between agribusiness entities
has significantly intensified in recent years. The primary cause of this was the spread of
the global COVID-19 pandemic, restrictions on free movement, the ban on international
air travel, the introduction of a self-isolation regime upon arrival in other countries, and
later military actions on the territory of Ukraine. In this regard, GAFTA Rules No. 125
were amended to introduce the possibility of conducting hearings of this specialized
international commercial arbitration remotely, online.

The opinion of scientists is reasonable, pointing out that the development of informa-
tion technologies, the digitalization of the economy, the intensification of trade relations
in the cross-border space, the increase of financial and trade transactions carried out
using computer networks, as well as the need to find adequate and effective ways to
settle disputes in the era of combining the traditional and digital economy create pre-
requisites for the development of an electronic system of alternative dispute resolution
mechanisms [3, p. 29]. Nowadays, this trend is extremely relevant for resolving disputes
in the field of agricultural exports.

In the scientific space there are such concepts as online dispute resolution, elec-
tronic dispute resolution, electronic online dispute resolution, Internet dispute resolu-
tion, online alternative dispute resolution, which are essentially the same and are used
as synonyms.

At the same time, today there is no single scientific thought regarding the legal nature
of this concept. Thus, A. Lodder defines online dispute resolution (hereinafter referred
to as ODR) exclusively as a way of using alternative methods of dispute resolution with
the help of information and communication technology tools, although they include
online court proceedings and other special forms of dispute resolution [4, p. 144]. At the
same time, E. Heuvel noted that online dispute resolution is the use of communication
networks to resolve disputes using alternative dispute resolution methods [5, p. 14].

Other representatives of the legal doctrine believe thatODR includes technicalmeans
and mechanisms that are not dispute resolution methods and are aimed solely at creating
the necessary conditions under which alternative dispute resolution methods become
more accessible to users of relevant networks, systems, platforms, etc. calling ODR
electronic ADR enforcement mechanisms [6, p. 15]. It is difficult to agree with this
point of view, since ODR cannot be reduced only to technical means and mechanisms
aimed exclusively at creating the necessary conditions for dispute resolution, because
this would lead to an unjustified narrowing of this concept.
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I. Manevy notes that ODR is the use of Internet capabilities to implement alternative
dispute resolution procedures in virtual space [7, p. 23].

At the same time, V.Yu. Polatai considers electronic dispute resolution as one of the
varieties of alternative dispute resolution, which is a set of methods for settling disputes
(conflicts) with the use of Internet technologies, and at the same time as the development
of programs and computer networks for resolving disputes using methods of alternative
dispute resolution [8].

According to F. Petrauskas, ODR arose as a result of the synergy between ADR and
information and communication technologies and is currently developing and function-
ing independently as a method of resolving disputes that have arisen on the Internet
and for which traditional means of resolution have proved insufficiently effective or
unavailable at all [9].

Thus, the analysis of scientific opinionsmakes it possible to conclude that foreign and
domestic scientists consider ODR as a form of ADR, namely, as an external expression
of actions and decisions that have legal significance, aimed at resolving a dispute using
ADR, and as one of the types of ADR (Fig. 2).

Fig. 2. Statistic of ODR Sites for Each Case Type

3.2 Peculiarities of Using Online Dispute Resolution with the Participation
of Agribusiness Entities

In our opinion, ODR in the field of agribusiness is an independent alternative type
of dispute resolution along with mediation, arbitration, etc., using the capabilities and
tools of modern Internet technologies available to a wide range of people – agribusiness
entities, their counterparties under contracts, consumers of products, regardless of their
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status and jurisdiction, and is characterized by special rules, procedures and procedural
norms.

At the legislative level, ODR has found its way into Directive 2013/11/EU and Reg-
ulation No. 524/2013 of the European Parliament and of the Council of 21 May 2013
on online dispute resolution and consumer disputes and amending Regulation (EU) No.
2006/20 of theDirective 2009/22/EU.Themain goal of thementionednormative legal act
is to achieve a high level of consumer protection by providing them with the opportunity
to submit complaints on a voluntary basis to institutions that use independent, trans-
parent, efficient, fast and fair alternative dispute resolution methods to resolve disputes.
In addition, consumers can carry out alternative settlement of all types of contractual
disputes that arise with sellers (traders), both on the territory of one state and outside
its borders. EU Regulation No. 524/2013 defines an online dispute resolution proce-
dure, which is a centralized, multilingual, interactive website that allows consumers to
resolve their disputes online. According to Art. 1 of the Regulation, the main goal is to
create a European ODR platform to achieve a high level of consumer rights protection,
a transparent and effective system of alternative dispute resolution between consumers
and online sellers.

Therefore, EU legislation defines a model of ODR dispute settlement using the
services of ADR entities, in particular, arbitrators, mediators, etc., using ODR platforms,
in the form of an interactive website, which, in turn, will allow to resolve domestic and
cross-border disputes simply, effectively, quickly, inexpensively without going to court.

The existence of online dispute resolution platforms creates the prerequisites for
a technical revolution in this area. Such systems work according to the principle of a
one-stop shop, namely, they make it possible to submit an application for consideration
of the dispute and evidence, inform the participants of the process about their rights and
obligations, conduct negotiations, etc.

For example, the Modria platform provides online dispute resolution services to any
parties by conducting online negotiations and reaching a compromise solution that will
suit both sides of the negotiations. More than 60 million cases are resolved each year
through this platform, 90% of which are done automatically.

The French platform Demander Justice contains instructions for the preparation
of claims and online dispute resolution, provides online dispute resolution services, is
designed to facilitate access to justice for all citizens and receive quality legal assistance.
The Canadian resource Civil Resolution Tribunal – Canada’s primary online arbitration
court – deals with small disputes with an amount of no more than $5,000. The Dutch
Rechtwijzer platform, developed by the Dutch Legal Aid Board as part of a public-
private partnership, allows the parties to jointly draw up a dispute settlement agreement
and, if necessary, involve a third party – a mediator.

Ukraine is no exception, where the Pinky Solutions ODR platform has been created
today, the purpose of which is online dispute resolution using Internet technologies,
which allows you to avoid lengthy court processes and save time and money. Such
procedures can be applied to a wide range of problems: from e-commerce to labor
disputes and domestic disputes.
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As T.A. Tsuvina rightly notes, online ADR is beginning to integrate into the online
platforms of formal justice, becoming part of them,which is an indicator of the hybridiza-
tion of the processes of formal and informal justice. The above indicates the creation
of a new architectonics of the dispute resolution system. Firstly, consensual principles
prevail in it, which makes it possible to settle the dispute at the earliest stages due to
the fact that negotiations, mediation and other conciliation procedures are built into the
dispute resolution process. Secondly, at the center of such a system are the users of
the platform – the parties to the dispute, their interests and convenience, in particular,
some systems provide for the possibility of leaving feedback from the parties, which are
later used by developers for their improvement. Thirdly, the creation of online courts
increases the efficiency of the judiciary and saves state resources due to the automation
of processes. Fourthly, the use of such systems is less expensive for the parties due to
lower court fee rates and the opportunity to represent their interests independently, with-
out a professional representative, because the system is understandable and designed for
a user who is not a specialist in the field of law. Fifthly, such a system is able to provide
equal access to justice, because the simplicity and high degree of its algorithmization
can balance the positions of the parties and eliminate, or at least mitigate the so-called
procedural advantages of one of the parties, associated, for example, with its large finan-
cial resources, the frequency of going to court, awareness in the field of law, etc. [10,
p. 71].

In addition, ODR is a system that allows parties to resolve their dispute from start to
finish, i.e., from the filing of a claim or claim to the resolution of the dispute, in an online
forum. Therefore, ODR should be distinguished from: 1) systems that allow electronic
submission of documents to the court (e-filing) or online casemanagement and electronic
evidence disclosure system (e-discovery); 2) online information platforms; 3) platforms
for online storage and search of documents on the Internet [11, p. 104].

Among the main advantages of using ODR, there are such things as confidentiality,
which is ensured by the possibility not to raise the issue of the quality of goods and ser-
vices provided for public discussion, and therefore to ensure the preservation of business
reputation, because agreed decisions and agreements, unlike court decisions, are not sub-
ject to public publication; trust formed between the consumer and the supplier of goods
and services thanks to the positive experience of dispute settlement; neutrality, which is
ensured thanks to appropriate algorithms of IT technologies with minimal intervention
of the human factor; availability due to fixed payment, without additional payments and
fees; efficiency, which is manifested in shortened terms of dispute settlement, namely
from a few hours to 60 days [2, pp. 115–116].

C. Rule’s opinion is appropriate that online dispute resolution is currently defined
as one of the main trends in the reform of both private and public dispute resolution
systems, because information and communication technologies are currently so firmly
embedded in our lives that they have become recognized as the “new normal” [12, p. 8].

The foregoing makes it possible to highlight the features inherent in ODR in the field
of agribusiness:

– online dispute resolution is an out-of-court method of resolving disputes that does
not deprive the parties of the right to go to court;
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– transboundary nature of the procedure – since the Internet is a global system, any enti-
ties can enter into such legal relations, regardless of their legal status and jurisdiction,
without the territorial limitation of a certain state;

– promptness of dispute resolution compared to other alternative dispute resolution
methods;

– is used to resolve disputes that have arisen both online and offline;
– cost-effectiveness – saving time and money;
– algorithmization and the presence of such stages as:

• filing a complaint by the applicant through the online platform;
• attraction of the defendant by e-mail;
• conducting online negotiations;
• possible involvement of a mediator, arbitrator, intermediator, other disinterested

person, etc.;
• the achievement of a legally formalized agreement.

4 Conclusions

Thus, access to justice is the cornerstone of any democratic state based on the rule of
law, and a necessary condition for the effective use and protection of their rights by citi-
zens and business entities. At the same time, the use of information and communication
technologies can improve access to justice, because they not only have the potential to
simplify and speed up procedures, but also to increase the consistency and predictability
of results, their flexibility [13]. The use of modern technologies will make it possible
to shorten the time for consideration of cases, expand access to justice, speed up the
receipt and execution of court decisions, reduce the workload of courts, simplify mech-
anisms for resolving disputes, reduce court costs, submit online applications to the court
about rights violations, and ensure easy access to justice. The development of modern
technologies and the expansion of Internet capabilities directly led to the use of online
tools to create a new institution that has most advantages over existing legal institutions.
One of the areas where the introduction of ODR in modern conditions is particularly
relevant is agribusiness. Nowadays, Ukraine is at the stage of forming the fundamental
foundations of the concept of online dispute resolution, including with the participa-
tion of agribusiness entities, with the aim of establishing this type of alternative dispute
resolution as an effective instrument for resolving disputes both within the state and in
relations with foreign counterparties.
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Abstract. The planning of innovative changes in socio-economic systems should
focus on the effective utilization of the existing potential for innovative devel-
opment. This research proposes a method for strategic planning of innovative
changes, which enables the determination of development goals, approaches to
problem-solving, and a system of indicators to optimize plans for innovative
change. The stages of organizing innovative activities, aligned with the mech-
anism of project development and implementation, are identified. The technique
is improved through a system of analytical indicators that assess the state of inno-
vative activity and the scientific and technical level of innovations. The establish-
ment of admissible sets of elementary processes and their combinations leading
to innovative changes is also discussed. The planning algorithm is adapted to the
type of innovative behavior and the state of the innovation potential within the
socio-economic system. The potential for innovation in socio-economic systems
is exemplified by the case of Ukraine, with the determination of the strategy for
its innovative development in relation to the potentially optimal state.

Keywords: innovation · innovation changes · planning · indicators of planning ·
innovative behavior · innovation activity

1 Introduction

Innovation planning plays a crucial role in enabling organizations and individuals to
identify and prioritize new ideas, technologies, and processes that drive growth and
enhance competitiveness. This research paper aims to provide a comprehensive overview
of innovation planning in the field of computer science, including its definitions, benefits,
and best practices.

Objectives include determination of the foundations of innovative activity in the
conditions of functional digitalization of production, based on the activation of the
implementation of information and communication technologies of the digital economy
to ensure the development of economic systems.

While there are various models concerning innovation changes, they all share a com-
mon understanding that innovation activities can be broadly described and visualized
through process models. Although innovation studies are not a new topic, an increasing
number of studies are being conducted in response to evolving innovation forms and
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changing global situations. Some models describe the life cycle of innovation as a func-
tion consisting of three distinct phases: emergence, growth, and maturity (Howard and
Guile, Mitrova and Perani and Sirilli [1]). Other studies emphasize the characteristics of
innovation defined by different stages of development. Linear models of innovation typ-
ically distinguish the discovery (invention), definition of possible application spheres,
development, design, and use as phases of the innovation process (Schomberg, L. V. and
Blok V. [2]; Ahn J., Duval R.A. and Sever C [3]; Robert A., [4]; Carayannis et al. [5]).

In the context of computer science, it is essential to establish a clear definition of
innovation planning. Innovation planning refers to the process of identifying, evaluat-
ing, and prioritizing potential technological, organizational, or business innovations that
drive growth and success. This process involves a range of activities such as brainstorm-
ing sessions, idea generation workshops, market research, and the development of plans
and strategies for implementing and scaling new innovations. This paper presents a dis-
cussion on the necessity and constant refinement of the development strategy, including
innovative design, based on planning and environmental forecasting.

Organizations may encounter several key challenges when implementing innova-
tion planning. One challenge is the difficulty of identifying and prioritizing the most
promising ideas and technologies, particularly in fast-moving industries where trends
and technologies rapidly change. Organizations should adopt a proactive approach to
innovation planning by continuously monitoring market trends and actively seeking out
new ideas and technologies to drive growth and success. Another challenge is the inher-
ent risk associated with innovation. While innovation can bring significant benefits, it
also carries a level of risk as new ideas and technologiesmay not always succeed. Organi-
zations should carefully assess the potential risks and rewards of each innovation before
allocating resources for implementation. Additionally, the allocation of resources for
innovation poses another challenge, especially for organizations with limited resources.
Implementing new ideas and technologies often requires significant investments in terms
of time and money.

To overcome these challenges, organizations need to prioritize their innovation
efforts and allocate resources to initiatives that offer the highest potential for success.
Adopting a structured and systematic approach to innovation planning is crucial. This
approach can involve the use of tools and techniques such as roadmapping, which visu-
alizes an organization’s innovation goals and plans. Roadmapping helps identify key
milestones, resources, dependencies, track progress, and adjust plans as necessary. In
summary, innovation planning is a critical aspect of computer science that helps organi-
zations and individuals identify and prioritize new ideas, technologies, and processes to
drive growth and enhance competitiveness.While innovation planning brings significant
benefits, it also presents challenges, including the difficulty of identifying and prioritiz-
ing promising ideas and technologies, the risks associated with innovation, and the need
to allocate resources effectively. To address these challenges, organizations should adopt
a structured and systematic approach to innovation planning, such as roadmapping, to
track progress and adjust plans accordingly [6, 7].
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2 Materials and Methods

In the process of planning innovations, themain focus is onmaking a reasonable choice of
the main directions of innovation [8]. Strategy, in the context of innovation management,
refers to a conscious and thoughtful set of norms and rules that underlie the development
and adoption of strategic decisions affecting the future state of an enterprise. It serves
as a means of connecting an enterprise with the external environment. The development
of measures and plans, such as programs and projects, is an essential aspect of strategy
to achieve the intended goals. These plans should consider the scientific, technical,
and production potential of an enterprise, as well as its market and sales opportunities.
The management of the innovation process entails the crucial task of developing and
implementing the innovation strategy of the economic entity, which is subordinate to the
general strategy. The innovation strategy establishes the goals of innovation, determines
the means to achieve them, and identifies the sources of funds for innovation (Fig. 1)
[9].

Primary innovation structures, attack strategies, defense strategies

Implementation of the strategy: through consumers, through 
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Fig. 1. Aspects of strategic innovative planning [10]
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Projects involving innovative changes are characterized by significant information
complexity and a high degree of uncertainty in the initial stages. Efficient managing of
such projects requires well-structured information about the upcoming work stages [11].

At this stage, it becomes necessary to establish permissible sets of elementary pro-
cesses and their combinations that lead to the emergence of innovative products of
appropriate quality. From these permissible sets, a realized set of innovations is selected,
forming an innovative change [12]. When considering an individual enterprise as the
object at the first level, it becomes part of a higher-level set with specific characteristics
at the subsequent level.

The innovative behavior of socio-economic systems (CES) is diverse, and vari-
ous classification features can be used to analyze it. According to L. G. Ramenskiy,
there are four types of innovative behavior for enterprises based on their goals: violets,
commutants, patents, and explorative.

Socio-economic systems are classified as complex systems. Planning complex sys-
tems in the economy requires considering several properties to ensure the adequacy of
the constructed plans. Table 1 presents the most important properties and characteristics
of complex systems in the economy.

Each stage of the planning process corresponds to specific features of the state of the
socio-economic system,which in turn characterize the type and strategy of the innovation
system.

Patent Stage: Patent systems, also referred to as “sly foxes,” can vary in size. The
strategy at this stage is to differentiate products and focus maximum effort on a narrow
market segment. Patents leverage differences in product quality, services, and adver-
tising. The primary focus is to determine and deliver consumer value. Development in
this stage can take two directions: stagnation or moderate growth within the occupied
market segment. If the market segment’s volume stagnates, the system’s growth stops;
otherwise, it expands in size; change of strategy and transformation into a larger violet
system.

Violet Stage: Systems exhibiting innovative violet behavior are characterized by a
large number of employees, multiple branches and subsidiaries, and a wide range of
products. These systems make significant investments in R&D and maintain extensive
marketing networks. Violet products are known for their excellent quality, standardiza-
tion, unification, andmanufacturability, resulting in lower prices due tomass production.
Typical representatives of this type are multinational companies that create oligopolistic
markets. Violets can further evolve into “proud lions,” “mighty elephants,” and “hulking
hippos” based on their evolutionary development stages.

Proud lions focus on a narrow but massive range of highly demanded goods, dis-
playing the most dynamic pace of development, large-scale production, and R&D
expenditures.

Mighty elephants exhibit average dynamic development and extended diversification
to compensate for a potential loss of a leader’s position in the region, aiming for stability
[11]. This type prefers implementing successful innovations rather than creating them
from scratch.
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Hulking hippos comprise small systems oriented towards meeting local and national
needs, characterized by wide diversification. They transit smoothly to the commuta-
tive behavioral type, actively participating in the routinization of new products through
imitative activity, as imitation is cheaper than independent innovation.

Table 1. System object properties [13–17]

Properties Characteristics of Complex Systems in the Economy:

Integrity A change in any component of the system affects the
other components and the system as a whole. The
system exhibits unity among its elements,
self-preservation in content, and self-reproduction in
form. A system with signs of self-organization
becomes more stable and gains the ability to develop

Hierarchy The components of the system are strictly
subordinated, forming a systemic structure with levels
of constituent parts. Each system can be considered
as an element of a higher-level system (supersystem)
and as a subsystem. Elements can belong to multiple
subsystems through interconnections

Integrity or synergy
(emergence)

The system possesses properties that are absent in its
individual elements. Synergistic relationships
between the elements result in an overall effect
greater than the sum of the effects of the individual
elements

Openness The system functions through the exchange of energy
and information flows with other systems and its
environment

Dynamism The system undergoes changes in parameters and
structure under the influence of external factors. It
has a purpose and functions that involve interactions
with other systems and the environment, as well as
overcoming internal contradictions

Resilience and adaptability The system can maintain its structure, functionality,
and purposeful existence in the presence of internal
contradictions and external influences. However, the
equilibrium of a system is relatively stable, and the
significant influence of the external environment can
lead to the emergence of multiple centers of
disequilibrium

(continued)
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Table 1. (continued)

Properties Characteristics of Complex Systems in the Economy:

Fractality The functioning and development of the system are
independent of the scale of observation. Changes in
higher-level systems result in similar changes in the
subsystems. The functioning of the components is
interconnected, and the violation of functional
complementarity disrupts the integrity of the system

Self-organization and self-development The system has the ability to change its internal
structure under the influence of internal or external
factors. This process involves the formation of
dissipative structures and the pursuit of dynamic
equilibrium

Non-linearity
(randomness and uncertainty)

Complex systems exhibit a probabilistic nature due to
the interaction of numerous external and internal
factors. Economic and mathematical models based on
probability theory are often used to study them. The
development of a system is characterized by cyclical
periods of progress and degradation. As the
complexity of the system increases, cross-cyclic
phenomena may occur, where the phases of
development of some components overlap with the
regression of others. It is challenging to isolate and
study phenomena in such systems in their purest form
due to their interaction with the environment

Commutative Stage: This stage involves the ability to search for strategic partners
through engagement with switching systems. Small firms, which cater to local, narrow-
group, or even individual demands, play a unifying and connecting role in the economy.
These firms undertake tasks that are not of interest to violets, patents, or exporters,
hence the term “commutants.” They facilitate the diffusion of innovations while also
routinizing them. Small firms actively promote new products, technologies, and services
based on innovations, accelerating the diffusion process. The commutative stage also
encompasses a venture type of behavior observed in systems with flexible and mobile
structures. These systems excel in the speed of new product development, surpassing
the capabilities of large enterprises. These ventures often engage in product production
and transfer their developments to other systems. Due to their small scale, these systems
have a limited number of employees.

Each system type (violent, commutators, patents, ventures, and explorative) pos-
sesses unique characteristics and varying degrees of strategy implementation to achieve
product competitiveness (refer to Table 2 for details).

To remain competitive in a specific market segment, when technology advance-
ments or production organization improvements are not possible, enterprises often have
to reduce the price of their goods and decrease profit margins. Switching enterprises and
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Table 2. Analysis of innovative strategies [18, 19]

Type of innovative behavior Characteristic Features

Venture Systems with flexible and
mobile structures operate at
the stages of growth of
inventive activity

They do not organize the
production of products, but
transfer their developments to
other systems. The number of
employees is small

Explorative Medium or small systems that
enter the market with a
fundamentally new product,
subsequently forming a new
industry

They are distinguished by their
dedication, high professional
level of employees and leaders,
high expenditures on R&D, the
results of which are
qualitatively new products and
new technologies

Violent Large systems that carry out
mass production, operating in
the market with their own or
acquired new products, are
ahead of the competition
thanks to mass production and
the effect of scale. They are
characterized by forceful
competitive and innovative
behavior

The systems are large in size,
have a large number of
employees, many branches and
subsidiaries, and a full range of
products. They are
distinguished by high costs
from R&D, production,
marketing and distribution
networks. High quality
products thanks to the high
level of standardization and
unification. Many violets are
TNCs, create an oligopolistic
market

Patent Large, medium, small systems
produce new or modernized
products with unique
characteristics and adapted to
narrow segments of a wide
market

In specialized production, the
stock of competitiveness of a
product is ensured by the
consumer value of the product
and full compliance with
consumer expectations

Commute Small systems carry out the
diffusion of innovations
created by other innovative
organizations, adapting them
to the requirements of the
local market

Satisfying the local needs of
local markets or even individual
demand, “bind the economy
across the entire space”
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patents, while maintaining production costs, can enhance the quality of manufactured
goods by introducing innovations [20–23].Violent strategies involve implementing inno-
vative approaches to enhance technology, production organization, labor, and manage-
ment. Those who fail to innovate in a timely manner in terms of products and processes
are eventually ousted from the market according to the objective law of competition.

The variety of corporate strategies and organizational forms of business entities
offers numerous strategic positions and options for selecting competitive strategies with
an innovative focus. To navigate this decision space effectively, it is crucial to adequately
assess the firm’s position in the market and identify its strategic competitive behavior.

3 Results

The effectiveness of managing the organization of innovative activities within business
entities is evident through the synergistic interaction of various stages associatedwith the
process of developing, implementing, and promoting innovations. Additionally, these
stages are closely connected with changing the mental resource of employees, includ-
ing the formation of corporate culture, business image, labor motivation system for
innovation development and implementation, and corporate social responsibility.

Six stages of organizing innovative activity have been identified, aligned with the
mechanism of developing and implementing investment projects:

1) planning of idea carriers;
2) determination of basic and functional strategies, as well as establishing a system of

goals for their implementation;
3) assessment of innovative potential;
4) formation of the structure, regulations, and criteria for implementing and controlling

innovations;
5) development and examination of innovative projects;
6) preparation of an innovation program and an innovation budget, including an

assessment of innovation effectiveness.

The success of an innovation project is reflected in the interdependence between
technology, operating costs, sales volume, and the price of a new product or service
being offered. This is manifested through growth rates of economic value added and
financial efficiency. From a societal perspective, the resource intensity of the innovation
program decreases.

Table 3 presents a general grouping of the developed system of analytical indicators
that enable the assessment of an economic entity’s innovation activity. These indicators
cover the scientific and technical level of innovation, the specific manifestation of the
innovation process, and different aspects of evaluating innovation effectiveness.

The socio-economic system (SES) has been chosen as the subject of research, and it
is important to consider multiple levels within the SES: macro-level: this represents the
country as a whole (concept); meso-level: this refers to regions (plan); micro-level: this
pertains to individual enterprises (program).
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Table 3. The system of analytical indicators for assessing innovative activities [21]

Complex criterions (Кi) Number of indicators Of these, by stages of
innovation

I II III

1. Scientific and technical level of
innovation (K1)

19 5 9 5

1.1. Progressiveness 7 2 4 1

1.2. Technicality 5 2 3 –

1.3. Competitiveness 1 – – –

1.4. Legal security 4 1 1 2

1.5. Manufacturability 2 – 1 1

2. Innovative process (K2) 25 9 11 5

2.1. Innovative activity 2 – – 2

2.2. Intensity 4 1 3 –

2.3. Saturation 7 2 4 1

2.4. Complexity 5 3 – 2

2.5. Duration 3 1 2 –

2.6. Completeness of coverage 4 2 2 –

3. Effectiveness of innovation̆ activity
(K3)

16 1 1 14

3.1. Commercialization 1 – – 1

3.2. Wide range and versatility of
application

1 – – 1

3.3. Financial 6 – – 6

3.4. Investment 4 – – 4

3.5. Incentives 3 – – 3

All groups 60 15 21 24

Creating a computer-mathematical model for innovation planning in computer sci-
ence can involve the use of optimization techniques. Optimization techniques are math-
ematical approaches that aim to find the best solution to a given problem by maximizing
or minimizing a specific objective function.

One approach to developing a computer-mathematical model for innovation plan-
ning is utilizing linear programming. Linear programming involves optimizing a linear
objective function while adhering to a set of linear constraints. In the context of inno-
vation planning, the objective function could represent the expected value or impact
of a specific innovation, while the constraints could reflect the available resources and
limitations of the organization.
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The integral indicatorR, which represents the quality index of the evaluated program,
can be defined as the sum of the products of the values of complex criteria (Ki) and their
corresponding weight characteristics (vi), as shown in formula (1):

R =
∑n

i=1
vi · Ki (1)

Here:
vi - weight characteristics of the importance of complex criteria Ki;
i - number of the complex criterion;
Ki - values of complex criteria.
Complex criteria Ki are typically derived from mathematical operations performed

on a group of p initial indicators bij, where j = 1, 2, . . . , p, which describe the object
being evaluated. The formulation for complex criteria is given as:

Ki =
p∑

j=1

wij · bij

To assess the compliance of programs (plans), a set of complex criteria can be
selected based on a system of analytical indicators for assessing innovative activities
(Table 4). Weight characteristics of importance are then assigned to each complex cri-
terion, considering the number of indicators included in each group. The obtained data
is as follows:

K1 - scientific and technical level of innovation, v1 = 0.317;
K2 - innovation process, v2 = 0.417;
K3 - efficiency of innovation activity, v3 = 0.266;
To normalize the real assessment according to the b_ij criterion, the formula (2) is

used:

bij = a′
ij − a(min)

aij(max) − aij(min)
(2)

Here:
a′ - is an expert assessment set for the ij particular criterion for assessing bij on a

point scale;
aij(max) - is the maximum possible value of the expert assessment for a particular

criterion for assessing bij on a point scale;
aij(min) - is the minimum possible value of the expert assessment for a particular

criterion for assessing bij on a point scale.
Weighting coefficients wij are then established for specific assessment criteria,

considering their partial contribution to the overall assessment (Tables 4, 5 and 6).
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Table 4. Scoring system for a complex criterion К1

Weight coefficient wij Private criterion bij Essence of a particular
criterion

The value of a
particular criterion

w11 = 0,368 b11
Progressiveness

average performance 10

dynamic reproduction 5

steadiness 0

w12 = 0,263 b12
Technicality

average performance 10

dynamic reproduction 5

steadiness 0

w13 = 0,053 b13
Competitiveness

average performance 10

dynamic reproduction 5

steadiness 0

w14 = 0,211 b14
Legal security

average performance 10

dynamic reproduction 5

steadiness 0

w15 = 0,105 b15
Manufacturability

average performance 10

dynamic reproduction 5

steadiness 0

Table 5. Scoring system for a complex criterion К2

Weight coefficient
wij

Private criterion bij Essence of a particular
criterion

The value of a
particular criterion

w21 = 0,08 b21
Innovative activity

average performance 10

dynamic reproduction 5

steadiness 0

w22 = 0,16 b22
Intensity

average performance 10

dynamic reproduction 5

steadiness 0

w23 = 0,25 b23
Saturation

average performance 10

dynamic reproduction 5

steadiness 0

w24 = 0,2 b24
Complexity

average performance 10

dynamic reproduction 5

steadiness 0

(continued)
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Table 5. (continued)

Weight coefficient
wij

Private criterion bij Essence of a particular
criterion

The value of a
particular criterion

w25 = 0,12 b25
Duration

average performance 10

dynamic reproduction 5

steadiness 0

w26 = 0,16 b26
Completeness of
coverage

average performance 10

dynamic reproduction 5

steadiness 0

Table 6. Scoring system for a complex criterion К3

Weight coefficient wij Private criterion bij Essence of a
particular criterion

The value of a
particular criterion

w31 = 0,0625 b31
Commercialization

average performance 10

dynamic
reproduction

5

steadiness 0

w32 = 0,0625 b32
Wide range and
versatility of
application

average performance 10

dynamic
reproduction

5

steadiness 0

w33 = 0,375 b33
Wide range and
versatility of
application

average performance 10

dynamic
reproduction

5

steadiness 0

w34 = 0,25 b34
Investment

average performance 10

dynamic
reproduction

5

steadiness 0

w34 = 0,1875 b35
Incentives

average performance 10

dynamic
reproduction

5

steadiness 0

The normalization of the obtained assessments was carried out by an expert assess-
ment method. The values of complex criteria for various types of innovative behavior
are provided in Table 7.
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To assess the complex coefficients of the criteria, the classification of the system of
indicators is used, given in Table 8.

The values of the complex coefficients show that venture capitalists, violets, and
exporters have a significant scientific and technical level of innovation (K1), violets are
far superior to all in the innovation process (K2), switches have the lowest indicator
of the innovation process, and the efficiency of innovation (K3) has a spread the least
significant by types of behavior.

The calculated integral indicators for various types of innovative behavior are given
in Table 9.

Table 7. Complex criteria values

Ki Venture Violent Patent Explorative Commute

K1 0,7895 0,7370 0,4475 0,7365 0,2635

K2 0,4650 0,8500 0,5450 0,4800 0,1800

K3 0,7500 0,6250 0,5938 0,7813 0,5313

Table 8. Criteria significance level classification

Significance level of the criterion Complex criterion value

Absolutely significant 1–0,99

Significant in the long run 0,85–0,98

Significant in the medium term 0,75–0,84

Relatively significant 0,65–0,74

Insignificantly <0,65

Table 9. Integral indicator

Venture Violent Patent Explorative Commute

0,643677 0,754329 0,527060 0,641443 0,299902

The integral indicator, which serves as a comprehensive measure for assessing the
level of innovativeness, holds significant importance for violets but is least relevant for
commutants (see Fig. 2).

In the field of computer science, there exist several key metrics that organizations
can utilize to gauge the effectiveness of their innovation planning endeavors. One such
metric is the quantity of new ideas or technologies generated. This metric aids organiza-
tions in tracking the output of their innovation planning efforts and evaluating whether
they are generating a sufficient volume of ideas. Another metric is the success rate of new
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ideas or technologies, which enables organizations to assess the quality of their ideas
and identify areas for improvement. Additionally, the impact of new ideas or technolo-
gies on the organization is a vital metric that involves measuring their financial impact,
operational efficiency, and customer satisfaction. Furthermore, the level of employee
engagement in the innovation process serves as a fourth metric, which helps organiza-
tions evaluate the level of buy-in and support for innovation among employees while
identifying potential barriers to innovation. To summarize, organizations can employ
several key metrics, including the quantity of new ideas or technologies generated, the
success rate of these ideas or technologies, their impact on the organization, and the
level of employee engagement, to effectively measure the effectiveness of their innova-
tion planning efforts in computer science. By tracking these metrics, organizations can
gain valuable insights and identify areas for improvement.

Through our analysis, we have discovered that the choice of an innovative behavior
model for a firm’s planning depends on environmental factors. Once a certain level is
reached, welfare no longer plays a primary role in determining the model of innovative
behavior within the socio-economic system.On the contrary, the endowment of scientific
research potential becomes the determining factor for the type of innovative behavior
in systems with a sufficient level of welfare. Even against the backdrop of relatively
high welfare, a relatively low level of research resources prevents the acquisition of a
specific role function. For further calculations, we present an innovative model based
on generalized average data, which incorporates all the criteria of the considered socio-
economic systems.

Fig. 2. The results of strategies for various states of the socio-economic system

Now, let us proceed with calculating the potential of socio-economic systems for
innovation using Ukraine as an example. The innovative potential of socio-economic
systems comprises three main components: financial, material and technical, and
personnel.
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For the calculation of Ukraine’s innovative potential in socio-economic systems, we
propose the use of two indicators for each component

1. Personnel Component. The following indicators characterize the proportion of
individuals engaged in innovative activities within the total population:

1.1. Number of individuals employed in science and scientific services as a percentage
of the total labor force (P).

1.2. Employment in medium and high-tech production as a percentage of the total labor
force (F).

2. Financial Component. Indicators within this group characterize the physical vol-
umes of financing in the innovation sphere, such as the share of investments relative
to GDP and the share of investments in the total volume:

2.1. Total expenditures on research and development (R&D) as a percentage of GDP
(E).

2.2. Share of the volume of sold innovative products (goods and services) in the total
volume of sold products (goods and services) of industrial enterprises, expressed
as a percentage (I).

3. Material and Technical Component. Indicators within this group characterize the
number of organizations involved in scientific activities and possessing a material
and technical basis for innovation:

3.1. Share of industrial enterprises that have introduced innovations (products and/or
technological processes) in the total number of industrial enterprises, expressed as
a percentage (T).

3.2. Number of registered patent applications for inventions and utility models per year,
per total workforce (Y).

All data are given for the period 2013–2022 in Table 10.
The constructed innovative profile ofUkrainewas analyzed using an optimal strategy,

which was derived from all considered socio-economic systems based on the highest
integral indicator of viability and overall performance, visually resembling the optimal
strategy (see Fig. 3).

This approach enables the determination of the type of innovative behavior by con-
sidering a set of criteria. It also aids in identifying the diffusion process, which results
from the increased production of innovative products consumed by the market.

The strategy for the innovative development of Ukraine, in relation to the potentially
optimal state, is characterized by a lag in terms of the financial component and well-
being level. In conditions of a lowfinancial component, the innovation process is formally
restricted. The absence of a deficit in research resources encourages the active utilization
of closed innovations aimed at improving and modernizing already existing products
within the domestic market. As prosperity grows, it becomes possible to independently
create new innovations not only for the domestic market but also for the international
market.

Understanding the growth rate of costs in the R&D cycle and their share in
the total investment in technological development for new product production and
commercialization is crucial for effective innovation management and planning.



Forecasting Innovative Changes in Managing Socio-Economic Systems 169

Table 10. Innovative parameters for calculating the socio-economic system of Ukraine

Year 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

1. Personnel component

The number of
people
employed in
science and
scientific
services
(thousands of
people) – x1

19261,4 19314,2 18073,3 16443,2 16276,9 16156,4 16360,9 16578,3 16590,2 16602

Employment
in high-tech
production
(thousands of
people) – x2

504,1 493,6 456,0 422,9 428,1 415,8 437,9 421,6 418,7 415,7

2. Financial component

Total
expenditures
on R&D
(mln.UAH)
– x3

9419,9 10248,5 9487,5 11003,6 11530,7 13379,3 16773,7 16773,7 16891,1 17009,4

Costs for
innovations,
(mln.UAH)
– x4

11480,6 9562,6 7695,9 13813,7 23229,5 9117,5 12180,1 14220,9 14320,5 14420,7

3. Logistics

Share of
industrial
enterprises
that
introduced
innovations
– x5

2181 2002 1729 1655 1503 1376 1491 1503 1493 1482

Number of
registered
patent
applications
for inventions
and utility
models per
year – x6

44876 45910 50234 63266 73690 73411 83654 82914 83495 84079

The assessment of the scientific and technical factors pertaining toUkraine’s national
security should be conducted with the aim of achieving conditions that would allow the
country to secure a prominent position in the global economy.

In order to address this optimization problem, the model can identify a set of inno-
vations that maximize the expected value or impact, taking into account the available
resources and limitations. Alternatively, decision analysis techniques like decision trees
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Fig. 3. Presents a comparative analysis of the strategies for Ukraine.

or expected value analysis can be employed. These techniques involve evaluating poten-
tial outcomes associated with different decisions and their corresponding probabilities,
ultimately selecting the decision with the highest expected value [24]. Within the con-
text of innovation planning, decision analysis techniques can be used to assess potential
outcomes of various innovations and identify those that offer the greatest expected value
or impact.

To summarize, a computer-mathematical model for innovation planning in computer
science can be created using optimization techniques such as linear programming or
decision analysis. By defining an objective function and constraints, and solving the
optimization problem, the model can identify a set of innovations that maximize the
expected value or impact considering the available resources and limitations.

4 Conclusions

Planning for innovative changes is an integral part of competitive strategy development.
The planning process for innovative changes should encompass multiple stages. The
organization of innovative activities should be aligned with the mechanisms for devel-
oping and implementing investment projects. Projects involving innovative changes are
characterized by significant information complexity and a high degree of uncertainty.
To effectively manage such innovative projects, well-structured information regarding
the upcoming tasks is essential. The choice of an innovative behavior model depends
on environmental factors. The evaluation of program (plan) compliance is based on a
system of analytical indicators designed for assessing innovative activities comprehen-
sively. The conducted studies provide a basis for developing fundamental models of
innovative systems and modeling methods to address planning problems. Consequently,
the research formulates the problem of planning innovation activity as an optimiza-
tion problem for the allocation of limited resources. Additionally, a search method for
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solving the optimization problem of planning innovation activity is proposed. In future
studies, it is planned to develop algorithms for analyzing incentive mechanisms for inno-
vative development of both large companies and enterprise personnel, as well as develop
proposals for improving the methods for determining priorities for the development of
innovations.
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Abstract. Issues of wastewater treatment, biotechnologies of food industry enter-
prises are considered. It was determined that the problems of wastewater treatment
of food enterprises, which have a multicomponent and polydisperse composition,
are highly concentrated, which can have a negative impact on the environment.
The qualitative and quantitative composition of wastewater from food industry
enterprises is given, the existing technologies of wastewater treatment are given,
the biochemical processes of purification are described, and theways of improving
the technology of biological wastewater treatment by using their further treatment
on a bioplateau are substantiated. Biological technologies for further purifica-
tion of wastewater in a bioplateau from organic pollutants, nitrates, phosphates
with artificial and natural aeration are described. Permanent control of wastewa-
ter treatment is offered, as well as initial control of the quality of treated water,
environmental protection measures are described.

Keywords: wastewater · biotechnology · innovative technologies · sustainable
development

1 Introduction

1.1 The Relevance of the Topic

Enterprise wastewater belongs to the category of highly concentrated and has unstable
indicators in terms of quality and quantity. Such wastewater is a complex polydisperse
systems and contains impurities of different natures: fat, milk, scales, wool, blood, pieces
of tissue, salts, insoluble mineral impurities, etc. The analysis of literary sources showed
that in Ukraine and leading European countries intensive search for the most rational
and highly effective methods and technologies of wastewater treatment and retreatment
is underway. The most common solutions in this area are a combination of classical
cleaning methods (mechanical, physical-chemical, biological, etc.) with ecologically
innovative methods of additional cleaning on a bioplateau.
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1.2 Goal

On the basis of the study of existingmethods, to propose the improvement of the technol-
ogy of biological purification of wastewater of food industry enterprises from nitrogen
and phosphorus compounds with the help of nitrifying bacteria of the Nitrosomonas
and Nitrospira groups and higher aquatic plants to increase the efficiency of wastewater
treatment.

To achieve the goal, the following tasks must be solved:

– describe the qualitative and quantitative composition of wastewater;
– describe the qualitative and quantitative composition of wastewater and the existing

technology of its biological treatment;
– describe the technological process of biological wastewater treatment;
– characterize raw materials and materials used in wastewater treatment;
– propose changes in wastewater treatment technology;
– consider the biochemical processes that take place in the process of wastewater

treatment;
– carry out economic calculations of the wastewater treatment efficiency;
– consider environmental protection measures.

1.3 Research Methodology

The methodological basis of the work is the dialectical method, the use of which allows
studying the object and subject of research in their epistemological unity, interrelation-
ship, and differences. The method of writing an article consists of the use of several
basic methods of scientific knowledge. Using the historical method, the historical and
general theoretical questions of the essence of scientific approaches and the practice of
applying wastewater treatment methods were clarified. The use of methods of analy-
sis and synthesis made it possible to separate the most effective and environmentally
friendly methods of wastewater treatment. The logical-semantic method determined the
relationships and mutual influences of the method of using the bioplateau with other
environmentally friendly methods of wastewater treatment. Scientific abstraction and
generalization of scientific-theoretical information as a process of establishing general
properties and features made it possible to reach and formulate final conclusions regard-
ing the subject of research. The research also used methods of analysis of statistical and
environmental information with open access and the results of a survey of entrepreneurs
and enterprise managers according to the methodology developed to assess the situation
from the “basic level” - the judgments and expectations of the main economic agents:
entrepreneurs and enterprise managers (the field stage of the third monthly survey held
July 4–14, 2022 for the entire territory of Ukraine) [1].

1.4 Literature Review

The analysis of literary sources showed that in Ukraine and leading European coun-
tries intensive search for the most rational and highly effective cleaning methods and
technologies is conducted. The most common solutions in this area are a combination



Combined Anaerobic and Aerobic Technology 175

of classical cleaning methods (mechanical, physical-chemical, biological, etc.) with
ecologically innovative methods of additional cleaning on a bioplateau.

Thus, investigating the problem of environmental deterioration due to the presence
of highly concentrated wastewater contaminated with organic compounds at enterprises
processing livestock products [2], the authors determine that the problem of wastewater
treatment has not only an ecological basis, but is also caused by the inefficient operation
of the treatment facilities themselves, because outdated technologies are used and the
equipment is worn out. The researchers found out that traditional methods using aer-
ation tanks cannot meet the required indicators of wastewater treatment, so this study
considered the advantages of the biological method of wastewater treatment, the con-
ditions and requirements for its use. The research identified a number of problems that
are solved by involving associations of microorganisms and characterized the known
effective associations of microorganisms that are immobilized on a carrier in order to
increase the biomass that directly participates in the cleaning process.With high levels of
pollution, the researchers suggested intensifying the processes of biological purification
by switching the treatment plant to biosorption mode, which increases the efficiency
of purification by increasing the concentration of activated sludge when introducing
carriers with immobilized microorganisms. Examples of technology modifications, in
which the parameters of immobilization of microorganisms, the mode of air supply,
are changed, the expediency of using certain selected genera of microorganisms and
their combination with other types of biological agents are indicated. The authors found
that the advantages of this method are cheapness and environmental friendliness, since
disposal technologies do not require significant structural changes to already existing
wastewater treatment lines, and various wastes of natural and artificial origin can be used
as carriers. It should be noted that the technologically proposed method of purification
can be implemented only with a preliminary selection of the most effective composition
of microorganisms, by growing (immobilizing) their biomass on a carrier separately
from the bioreactor, in which the purification process directly takes place. Correct work
in the aeration tank also involves periodic replacement or cleaning of carriers from spent
microflora. Another group of scientists [3] investigated modern trends and prospects
of wastewater treatment technology of wineries. The water footprint of wineries usu-
ally exceeds 1 L of water/liter of wine. In a European context, this equates to over
one hundred million hectoliters of water annually, most of which eventually becomes
wastewater. Winery wastewater is known to contain high organic loads, which are most
often quantified by chemical oxygen consumption (COC). Especially during the grape
harvest season, the discharge of wastewater from a winery with extreme COC values
can paralyze municipal wastewater treatment plants. As a result, treatment facilities set
strict limits on wastewater parameters. This forces wineries to either transport wastewa-
ter to specialized facilities capable of treating the wastewater end, or invest in their own
treatment facilities. Because wine has historically been produced by small wineries,
either option is an economic challenge for these often family-owned businesses. This
work reflects the need for reliable wastewater treatment technologies that can handle
the fluctuations in winery wastewater parameters throughout the year and the aforemen-
tioned peaks. Technologies are classified into physico-chemical, biological, membrane,
progressive oxidation and combined processes. There are a number of cleaning methods
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that have shown an COC removal rate of over 90%. However, they vary significantly
in size, process flexibility, and maintenance complexity. Some alternative processes are
also critically evaluated in the context of the circular economy and water reuse, which
can further improve the economic process for small and medium-sized wineries.

Presenting the results of the study of wastewater treatment conditions on the example
of a meat processing enterprise [4], the researchers indicated that for local wastewater
treatment of food industry enterprises, physico-chemical cleaning methods are widely
used, which, with correctly selected reagents and their doses, allow to achieve high
cleaning efficiency. At the same time, the doses of reagents and the conditions of their
use can differ dramatically at enterprises, so the regularities of the cleaning process must
be studied on a specific drain. The work investigates the regularities of the process of
coagulation of wastewater using coagulants and flocculants of different chemical com-
position using the example of wastewater from a turkey meat processing enterprise. The
regularities of the wastewater coagulation process in a wide range of medium pH values
were studied. It was experimentally established that the optimal pH of the environment
for the use of polyaluminum chloride is within 5.9 ÷ 6.4, iron chloride 6.2 ÷ 6.7, iron
sulfate 5.1 ÷ 5.7. The regularities of the effect of the coagulant dose on the efficiency
of removing suspended substances from wastewater and the reduction of color were
established. Based on the obtained data, the authors determine the most optimal doses
of coagulants. The rational dose of polyaluminum chloride was 140 mg/l, iron sulfate –
110 mg/l, and iron chloride – 80 mg/l. The regularities of the wastewater flocculation
process using flocculants of different charge and molecular weight were studied. The
most effective types of flocculants were determined and the optimal doses of reagents
were determined. Rational conditions for physical and chemical treatment of wastewater
using coagulants and flocculants have been determined. The obtained data make it possi-
ble to optimize the operation of local treatment facilities of the processing enterprise: to
increase productivity, as well as to reduce operating costs. Selected binary combinations
of reagents make it possible to achieve an efficiency of 99.4% removal of suspended
substances and 82.4% color reduction.

When considering the possibility of improving the technology of wastewater treat-
ment of food industry enterprises, researchers [5] investigated the feasibility of replacing
conventional membranes for FPW treatment with low-cost dynamic membranes (DM)
as an alternative. The DMAnaerobic Bioreactor (DAnMBR) was operated for 90 days to
evaluate the treatment efficiency with real FPW at different organic load levels (OLR) of
3.5, 5.0, 6.5 and 7.0 g COD (Chemical Oxygen Demand)/l day After the reactor reached
a steady state of 90% COC removal, the reactor feed was gradually supplemented with
FPW from 10% to 90% as COC to allow the methanogenic bacteria to adapt to any
potential inhibitory effects from its persistent content. The bioreactor demonstrated sta-
ble performance at an OLR of 5.0 g COC/L per day with 97.5% COC removal and
achieved 20 mg/L Total Suspended Solids (TSS). A significant correlation was found
between the fractions of COCs removed through acidogenesis and methanogenesis with
different OLRs, indicating that increased scavenging efficiency is beneficial for the activ-
ity ofmethanogenic archaea.Methane gas yield reached amaximumof 0.40 Lmethane/g
COC added at OLR 3.5 and 5.0 g COC/L day. The average permeate flow in these studies
is about 60 l/m2 h. DMbecame contaminated after 57 days (at a flow rate of 27.16 l/m2 h,
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an immediate drop to 2.16 l/m2 h) when operating at 3.5 g HSC/l day. After fouling, the
membrane was physically cleaned, backwashed on the place for 5 min, and reused with-
out any chemical cleaning. Improved filtration resistance is facilitated by the appearance
of DM fouling caused by the release of solublemicrobial products (SMP) and extracellu-
lar polymeric substances (EPS), as well as an increase in the protein/carbohydrate (P/C)
ratio of the mixed solution. Determination of the economic efficiency of the proposed
dynamic anaerobic membrane bioreactor (DAnMBR) remains unresolved.

The review of the literature on the topic also gives reasons to claim that a cost-
effective and environmentally acceptable solution to the modern existing problem of
cleaning highly concentrated wastewater of food industry enterprises can be a com-
bined anaerobic-aerobic cleaning technology. The use of anaerobic-aerobic methods of
wastewater treatment is effective, since using only the anaerobic stage of treatment, it
is impossible to achieve strict standards, both when discharging treated wastewater into
treatment facilities and into surface reservoirs. In this case, the anaerobic method of
purification is used as the first biological stage, while one or two stages of the bioplateau
are used as platforms for further purification [6, 7, 10].

2 Main Content Presentation

Protection of the natural environment and rational use of nature are the basis of sustain-
able development and ensuring environmental safety. The introduction of environmental
measures and technologies, innovative solutions in environmental protection is a con-
scious direction of European development both at the state and regional levels, including
the local level and the level of specific enterprises. Food industry enterprises are those
that have a certain negative impact on the environment and require the development and
implementation of a number of environmental protection measures.

Considering the negative impact of food industry enterprises, it is necessary to
develop new and improve existing technological solutions and approaches, based on
leading European practices, to preserve and improve the environment safe for human
life and health on the basis of sustainable development and environmental safety.

Of the physico-chemical methods of wastewater treatment, the most effective for
food industry enterprises is the pressure flotation method. This method allows for a
high degree of purification from undissolved impurities, suspended substances, fats and
surfactants, which are contained in high concentrations and are characteristic of food
industry enterprises. The difference of this method lies in the high efficiency of capturing
pollution particles with small air bubbles, as a result of which float complexes are formed
that are easily removed.

To intensify the speed of flotation extraction of particles due to their thickening,
it is advisable to use coagulation and flotation. The type and doses of reagents are
selected based on the results of previous experimental work. This method makes it
possible to increase the efficiency of sewage treatment by 15–20%. Its advantage lies
in the high degree of purification and continuity of the process. In turn, the simplicity
and compactness of the installation allows you to significantly reduce construction and
installation work and place it near the enterprise.
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The main drawback of this solution is an insufficiently high degree of purification
according to COC and BOC, since most of the biogenic elements in wastewater are in
dissolved form. In addition, during the cleaning process, a large amount of floating sludge
is formed, which requires subsequent stabilization and dehydration, which consumes
expensive reagents. The use of the flotation method does not allow to fully ensure the
given degree of purification; therefore, it is necessary to use biological aerobic and
anaerobic methods.

Aerobic treatment, used for food enterprises, provides a high degree of wastewater
treatment, characterized by a low (up to 2000 mg/l) MPC (Maximum permissible con-
centrations) value. These can be confectionery factories, cheese factories, dairies, ice
cream factories, sausage factories, plants for the productionof vegetable oils andproducts
based on them, soybean processing plants, etc. During biological purification, proteins,
fats, carbohydrates, surface-active substances, tartaric acid and other compounds are
destroyed by bacteria, which are both immobilized and free-floating in aerobic condi-
tions, but optimal conditions must be created for the development of microbial cultures.
In this direction, the most promising are aeration tanks working with high doses of
activated sludge and pure oxygen.

A feature of aerobic cleaning methods is the provision of water biocenoses with
oxygen for the oxidation of pollutants contained in water with the emission of car-
bon dioxide, mineral compounds and biomass. Thanks to the latest developments and
the technology of supplying the oxidant in aerobic reactors, oxygen-poor zones and
oxygen-enriched zones are created. Thanks to this, an oxidation reactions necessary for
the selection and accumulation of polyphosphate-forming microflora, decomposition of
nitrates (with repeated return of activated sludge), and oxidation processes, which allow
reducing MPC and BOC, occur at the same time.

Despite all the positive qualities of this method, aerobic biological treatment has a
number of significant disadvantages associated with higher costs for aeration and dis-
posal of excess activated sludge. In addition to the extreme economic inefficiency of this
method, the variable composition of wastewater and the high concentration of pollutants
more than 2000 mg/l of MPC often lead to overloading of aerobic biological treatment
facilities, as a result of which pollution enters the environment without hindrance.

The advantages of the aerobic method include: the possibility of working at low
concentrations of COC, BOC pollutants in wastewater, reducing the content of nitrogen
and phosphorus compounds, the possibility of using several stages of purification to
achieve the required MPC values, relatively small investment costs.

The advantages of the combined technology in comparison with traditional aerobic
treatment are as follows: a high degree of purification of wastewater with high concen-
trations of organic pollutants COC > 2000 mg/l, a small increase in excess biomass is
5–10 times less during aerobic treatment (biomass is stable, does not rot at storage),
resistance to long interruptions in the supply of wastewater, low operating costs. The
main disadvantage of this technology is high capital investment.

Microorganisms are the main objects of wastewater treatment biotechnologies. In
purification systems, a biological method is used to purify water from organic substances
using a system of mixed microflora (aerobic bacteria, algae, protozoa, bacteriophages,
fungi), activated sludge, and biofilms that oxidize incoming substances. Representatives
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of themicrobialmixture contribute to the intensification of naturalwater purification pro-
cesses. But at the same time, it should be remembered that the condition for sustainable
work of the microbial community is the stability of the composition of the environment.

At the heart of aerobic methods is the use of groups of microorganisms, for the vital
activity of which a constant supply of oxygen and maintenance of the temperature of
the environment at the level of 20–40 °С are mandatory. Violation of oxygen and tem-
perature conditions leads to changes in the composition and number of microorganisms.
Purification of wastewater under aerobic conditions is carried out using biofilters or by
cultivating microorganisms in activated sludge, the biocenosis of which consists of var-
ious groups of living organisms (bacteria, worms, fungi, algae, crustaceans). Activated
sludge is an amphoteric colloid with a pH value of 4–9, and its dry matter includes
70–90% organic and 10–30% inorganic substances. The main purpose of aerobic clean-
ing methods is the oxidative mineralization of carbon-containing organic compounds
and the transformation of reduced forms of nitrogen into oxidized ones (nitrification of
nitrogen with the formation of nitrite and nitrate ions).

Under the action of exoenzymes, amino acid chains are split and transferred to a
state convenient for absorption by cells. As a result of intracellular processes, amino
acids with the participation of endoenzymes are further destroyed with the release of
free ammonia (ammonification process), namely:

NH2R−CH + 0, 5O2RCOCOOH + NH3.COOH

Ammonifying bacteria (mainly of the genusBacillus: B. subtilis, B.megaterium) and
non-spore forms - representatives of the genera Pseudomonas, Micrococcus, Mycobac-
terium, Proteus, Arthrobacter are characterized by the consumption of many organic
compounds. Despite the fact that these microbial organisms mainly utilize proteins, they
are also able to biochemically convert organic acids and carbohydrates.

Aerobic methods are also usually divided by the type of tank in which the oxidation
of pollutants takes place. Reservoirs can be bioengineering structures in the form of
biological ponds (so-called bioplateaus, filtration fields), and special devices are also
used - biofilters and aeration tanks. In biological ponds (bioplateau), aerobic oxidation
(mineralization process) of organic compounds takes place with the participation of
microorganisms, algae, and higher aquatic plants (reed, cattail, rush, duckweed, water
spinach, water hyacinth, etc.). Favorable conditions for the effective course of oxidizing
reactions in artificially created hydrobiocenoses are the insignificant depth of the reser-
voir, the absence of current, a large number of microalgae that saturate the water with
oxygen, a sufficient number of protozoa that feed on bacteria, etc.

Filtration fields are specialized plots of land set aside for discharge of polluted
wastewater and inhabited by soil aerobic microorganisms that biochemically convert
harmful organic substances into water and carbon dioxide. Large-scale use of biological
ponds and filtration fields is limited by the seasonal nature of their work, low throughput,
as well as the need to set aside significant land areas and constantly control the level of
groundwater. In this regard, in practice artificial structures such as reservoirs (biofilters,
aerotanks) have become widespread. Biological filters (biofilters) are special types of
bioreactors with volumetric loading of the filter element, on which the immobilized
(fixed on a stationary carrier) biomass has the form of a film.
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Aerotanks belong to homogeneous bioreactors. Their typical design is a deep rein-
forced concrete hermetic rectangular tankwith a height of 3–6m, equippedwith aeration
devices and connected to a sump. The air tank is divided by partitions into 3–4 corridors.
The types of aeration tanks are determined mainly by the method of oxygen supply,
the design of the reactor itself, and the volume of loaded material. Water purification
in the aeration tank occurs in the process of flowing through it an aerated mixture of
wastewater and activated sludge.

Thus, filamentous bacteria present in the flocculating mixture of activated sludge
destroy organic substances and ensure their rapid deposition in sedimentation tanks,
where compacted sludge is formed. The role of nitrifying bacteria (Nitrosomonas,
Nitrobacter) is reduced to the oxidative transformation of reduced forms of nitrogen
according to the following reactions:

Nitrosomonas NH3 + O2NO2−Nitrobacter NO2−+ O2NO3−
Therefore, when there are nitrite and nitrate ions in the water at the exit from the

aeration tank, this indicates a deep level of its purification.
In anaerobic methods, it is provided that wastewater treatment takes place without

access of oxygen and for this purpose, as a rule, methane fermentation is used. The
advantage of this method is a high level of conversion of pollutants with the formation
of an additional product - biogas. The fermentation process is carried out in closed
tanks - methane tanks (septic tanks). Methane tanks are hermetic mixing reactors filled
with immobilized activated sludge, sludge ponds or other structures. Methane tanks are
designed both for sewage treatment and for the generation of methane - a valuable gas
with a high heat-generating capacity.

The characteristics of microorganisms participating in wastewater treatment and
the biochemical scheme are important for understanding the processes of wastewater
treatment. At the same time, we must take into account that many agents participate
in these processes, including heterotrophic bacteria, cyanobacteria, fungi and protozoa
(flagellates, ciliates, sarcoids, and amoebae), as well as multicellular organisms (nema-
todes, worms, and rotifers) [6, 7]. The most active fat mineralizers are Pseudomonas
fluorescens. PS pyacyanea., Bacillus fluorescens, Ps. liquefaciens, Achromobacter
lipolyticum, which have the ability to split them [8–10].

Biochemical processes in the application of aerobic wastewater treatment methods
consist of two stages: 1) adsorption of easily oxidizable substances with intensive use
of oxygen; 2) post-oxidation of slowly oxidizing organic substances, regeneration of
activated sludge.

An important role in these processes is played by the cycle of tricarboxylic acids
(the Krebs cycle, or the citric acid cycle), consisting of a series of consecutive reactions
catalyzed by ten different enzymes. It is a central part of the general path of catabolism,
a biochemical cyclic process of aerobic organisms, during which the transformation of
two- and three-carbon compounds, which are formed as intermediate products in living
organisms during the breakdown of carbohydrates, fats and proteins, takes place, to CO2.
At the same time, the released hydrogen goes into the chain of tissue respiration, where
it is further oxidized to water, taking part in the direct synthesis of the universal source
of energy - ATP. The well-known sequence of reactions of the cycle of tricarboxylic
acids is as Fig. 1.
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During water purification, denitrification processes occur under the action of nitrify-
ing nitrifying bacteria. The first stage - ammonium nitritation - is carried out by oxidizing
bacteria and oxidizing archaea - the genus Nitrosomonas and Nitrosococcus. The sec-
ond stage of nitrification is nitrite nitration by oxidizing bacteria belonging to the genus
Nitrobacter andNitrospira. Nitrification is the final stage of nitrogen-containingmineral-
ization of organic substances. Decomposition of organic compounds can occur due to the
formation of amino acids, which further release ammonia. Acetyl-CoA is also subjected
to oxidative decarboxylation,which condenseswith oxalic-acetic acid to form citric acid,
which isomerizes into cis-aconic acid, and then into isolicimonic acid. This process pro-
ceeds in two stages: first, the dehydrogenation of isolitric acid from oxalosuccinic acid
takes place, which then decarboxylates, turning into ketoglutaric acid. Next, oxidative
decarboxylation of ketoglutaric acid occurs and succinyl-CoA is formed, which turns
into free succinic acid. This is followed by the dehydrogenation of succinic acid with the
formation of fumaric acid, which turns into malic acid. After dehydrogenation, oxalic-
acetic acid is produced, and it can condense again with acetyl-CoA (СН3-СО-S-КоА)
[8, 10].

Fig. 1. Sequence of reactions of the cycle of tricarboxylic acids
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3 Conclusions

The proposed method of wastewater treatment is a combined biotechnological process
based on the ability of microorganisms to assimilate organic substances, which are
components of polluted wastewater, as sources of nutrition. At the end of the biologi-
cal treatment, the organic pollution of the wastewater becomes harmless and oxidation
products - H2O, CO2, NO3-, SO42-, etc. Microorganisms in the course of this receive
everything necessary for their vital activities - solar energy and substances for construc-
tive metabolism, cell regeneration and biomass growth. As a result, they remove debris
from the water, which are then removed with gaseous metabolic products and their own
biomass in the form of activated sludge [11]. It should also be borne inmind that the treat-
ment scheme must be selected taking into account the features and capabilities of urban
water treatment facilities, as the discharge of insufficiently treated sewageof this category
can have a significant negative impact on the operation of urbanwater treatment facilities
[12]. Thus, the ecological problems of wastewater treatment of food industries can be
partially solved with the simultaneous step-by-step application of physico-chemical and
biological methods. A combination of physico-chemical (pressure flotation, treatment
with reagents) and biological (oxidation of microflora in anaerobic and aerobic condi-
tions) methods is necessary for a complex and energy-efficient solution to this problem.
Such a combination eliminates the shortcomings of each of the methods and allows the
most effective solution to the task.
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Abstract. The article states that war is perhaps the most potent catalyst for bring-
ing societal issues to the front and revealing gaps in legislation that require not only
prompt but also efficient responses from legislators. Thus, the majority of crim-
inal law issues related to investigating and countering collaborationist activities
remain unresolved and demand thorough investigation and coverage. It is pointed
out that criminalizing collaborationist activities amidst the Russian-Ukrainian war
is a necessary criminal law measure to punish a person (citizens of Ukraine) for
unlawful actions in favor of the enemy (aggressor) state and to the detriment of
our country. Criminalized actions which by their content are manifested in collab-
orationist activities (a new Article 1111 of the CC of Ukraine) are akin to actions
that, according to Article 111 of the CC of Ukraine, should be considered high
treason. However, it should be taken into account that one of the differentiating
features of the elements of these crimes is the period of an act: before occupation
of territory: it is regarded as high treason; after occupation: it is collaborationism.
It is noted that the new legal constructs of the elements of crimes against national
security in Articles 111 (High Treason), 1111 (Collaborationist Activities), 1112

(Aiding theAggressor state) of the Criminal Code ofUkraine raisemany questions
regarding their differentiation. The paper outlines the expediency of differentiat-
ing such collaborationist activities as transferring material resources and aiding
the aggressor state. The latter encompasses voluntary collection, preparation, and
transfer of material resources or other assets to representatives of the aggressor
state, its armed formations, or the occupation administration of the aggressor state
based on whether material resources are in possession of a person or not. It has
been determined that in cases where any crime envisaged in Parts 1–8 of Article
1111 of the Criminal Code of Ukraine was interrupted at the stage of preparation
or attempt, and there was voluntary renunciation, the person is not subject to crim-
inal liability (except in situations where actions actually committed by this person
contain elements of another criminal offense). It has been proven that collabora-
tion with the invader must receive appropriate legal assessment, and persons who
have committed such crimes should be held criminally liable for collaborationist
activities.
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1 Introduction

1.1 Research Problem Formulation

The Ukrainian Criminal Code (hereinafter referred to as the CC of Ukraine) comprises
crimes against the fundamentals of Ukrainian national security, such as: actions aimed
at forceful change or overthrow of the constitutional order or take-over of government
(Article 109 of the CC Ukraine); trespass against territorial integrity and inviolability of
Ukraine (Article 110 of the CCUkraine); financing of actions committed for the purpose
of forcible change or overthrow of the constitutional order or take-over of government,
change of boundaries of the territory or state border of Ukraine (Article 1102 of the
CC Ukraine); high treason (Article 111 of the CC Ukraine); sabotage (Article 113 of
the CC Ukraine); espionage (Article 114 of the CC Ukraine). The indicated crimes
are generally perceived as high treason. Along with this, the general understanding of
the high treason concept should encompass crimes like collaborationist activities (Art.
1111 of the CC Ukraine) and aiding the aggressor state (Art. 1112 of the CC Ukraine).
The emergence of such a socially-dangerous phenomenon as wartime collaboration in
Ukrainian society was triggered by the full-scale Russian-Ukrainian war on February 24,
2022. It is important to emphasize that war may be the most potent catalyst for bringing
societal issues to the forefront and revealing gaps in legislation that necessitate not only
prompt but also efficient responses from legislators.

Against the backdrop of the war, the state was forced to introduce amendments and
additions to the CC of Ukraine regarding the criminal behavior of Ukrainian citizens
who knowingly and voluntarily began collaborating with the enemy. During detention,
collaborators exhibited overtly aggressive and violent behavior towards the Ukrainian
population, exposing their preference for a “Russianworld” andharboring hatred towards
everything national. Due to the prevalence of collaborationist activities among authori-
ties, law enforcement agencies, educators, and citizens who remained on the territories
occupied by the Russian Federation, there arose a need to strengthen criminal liability
for treason and collaborations.

Accordingly, the aforementioned permits placing on the agenda the necessity to
conduct research into the criminal law aspects of wartime collaboration in the Criminal
Code of Ukraine.

1.2 Analysis of Essential Research and Publications

Criminalization of collaborations in Ukraine is viewed as a relatively new legal phe-
nomenon that has nevertheless attracted the attention of legal scholars. For instance, I.
Bohatyriov has considered the criminal law and criminological scale of wartime collab-
oration in Ukraine under martial law and demonstrated that both internal and external
factors of the Russian-Ukrainian war can influence the activities of collaborationists [1].

V. Krishhak notes that crimes against the fundamentals of national security have
always been and remain the most dangerous for social relations. He argues that during
martial law there is a necessity to increase accountability for crimes falling under this
category. In addition, he outlines the results of analyzing peculiarities of criminal law
innovations concerning liability for collaborationist activities [2].
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O. V. Kuzmenko has analyzed forensic characteristics of criminal offenses envisaged
in the recently introduced Article 1111 Collaborationist Activities of the Criminal Code
of Ukraine and determined that specific forensic investigation methodologies for crimes
falling within this category rely on their forensic characteristics. He emphasized that
having knowledge of specific elements (such as the method of committing a criminal
offense and the perpetrator’s identity) would assist investigators in formulating relevant
investigative hypotheses, determining the course of investigation, and delineating the
circle of individuals involved in this crime [3].

I. A. Skichko has conducted research on the interaction within collaborationist activ-
ities in the context of pre-trial investigation. She addressed the subject as both a general
legal and a purely forensic category. The researcher provided a definition of interaction,
characterized its types, and determined that the scope and number of forces and means
involved in investigative (search) actions depend on the degree of social danger or the
specifics of the offense. I. A. Skichko justified that interaction is a form of communica-
tion during the pre-trial investigation of a criminal offense. Interaction is implemented
by legitimately involving a broad range of authorized individuals to solve tasks of a
criminal proceeding, among which the primary one is efficient and prompt prosecution
of guilty parties [4].

The article by K. Yanishevska and A. Krysko studies the general-theoretical concept
of wartime collaboration and its genesis: its emergence and development during the
Second World War and transformation in the context of the realities of the modern
Ukrainian state. The researchers have analyzed the main features of this phenomenon,
namely: the presence of subjects engaged in collaborationist activities and a clearly
defined nature of the intent to harm not only the state’s sovereignty but also the territorial
integrity of Ukraine through various forms of collaborationism. Individual types of
collaborationist activities have been also systematized and outlined.

However, most of the criminal law-related issues concerning the investigation and
counteraction of collaborationist activities remain unresolved and require in-depth
research and coverage.

The Article Purpose is to outline the criminal law aspect of wartime collaboration
in the Criminal Code of Ukraine and to identify possible ways to improve the legal
constructs regulating it.

2 Main Content Presentation

The increase in the number of crimes involving collaborationist activities registered and
investigated by law enforcement agencies is associated with the armed aggression of the
Russian Federation, which resulted in the occupation of part of Ukraine. The beginning
of the full-scale Russian-Ukrainian war specifically has emphasized the issue of proving
crimes within this category. During identification and investigation of crimes related to
collaborationist activities, it was determined that not only Russian agents but also our
citizens were involved in their commission on Ukrainian territory. The current situation
has demanded not only an improvement in the process of proving such crimes but also
comprehensive coverage of the criminal law aspect concerning wartime collaboration
in criminal legislation.
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The assertion that the most harmful crimes to modern society are crimes against the
fundamentals of national security stems from the fact that they pose a real threat to state
security, defense capability, independence, and constitutional order.

A collaborator is a person who knowingly collaborates with an occupying civil
administration or military authority, thus causing harm to his/her own state. General
national law defines collaborationist activities as betrayal of citizens and betrayal of the
interests of his/her own state.

All crimes involving collaborationist activities exist on the same plane as high treason
and aiding the aggressor state, and only in specific cases they are dully qualified: in the
absence of high treason. They logically may form numerous ideal and real aggregates.
The practical understanding of collaborative activity is complicated by the fact that the
legislator has not explained the wartime collaboration concept, but only outlined certain
areas of manifestation of this process.

As defined in Encyclopedia of Modern Ukraine: “Wartime collaboration (from
French “collaboration” is cooperation, collaboration) is a conscious, voluntary, and
deliberate cooperation with the enemy in his/her interests and to the detriment of one’s
own state and its allies. In the legislation of most countries, wartime collaboration is
classified as a crime against one’s own state, treason, and certain legal rules stipulate
long-term imprisonment or death penalty depending on the extent of harm inflicted by
the collaborator” [6].

Wartime collaboration is also defined as “a specific formof high treason that occurs in
the territories occupied by the enemy during an international armed conflict and involves
cooperation of population with the invader” [7].

Let’s note that the collaboration term refers to actions carried out:

– under occupation. However, this does not mean that a crime of this category cannot be
perpetrated outside the occupied territory. An example could be conducting economic
activities in cooperation with the aggressor state (Part 4 of Article 1111 of the CC of
Ukraine) while being outside Ukraine;

– in the form of cooperation with the aggressor state, such cooperation is characterized
by voluntariness, although this attribute is addressed in Article 1111 of the Criminal
Code of Ukraine only in relation to five specific forms of this offence. Cooperation
may be aimed at supporting armed aggression and temporary occupation, avoiding
individual responsibility for the commission of armed aggression and occupation,
etc.;

– by representatives of Ukrainian population: both its citizens and stateless persons or
foreigners;

– with an intention to cause harm to the state of Ukraine, its patriots, or allies.

The mentioned features do not provide a full capability to differentiate these actions
from those specified in Articles 111 and 4362 of the CC of Ukraine. Despite the fact that
cooperation with the aggressor state and/or its occupation administration is outlined only
in Parts 4 and 6 of Article 1111 of the CC of Ukraine, overt or covert cooperation with
the aggressor state (including through the establishment of bodies and organizations in
the occupied territories) is defined as a mandatory feature of the offense in all other parts
of this article.
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Part 1 of Article 1111 of the CC of Ukraine delineates various forms utilized to carry
out these actions, such as:

– public denial by a citizen ofUkraine of carrying out armed aggression againstUkraine,
establishing and confirming temporary occupation of part of the territory of Ukraine;

– public calls by a citizen of Ukraine to support decisions and/or actions of the aggres-
sor state, armed groups, and/or occupation administration of the aggressor state, to
cooperate with the aggressor state, armed formations, and/or occupation administra-
tion of the aggressor state, not to recognise the extension of the state sovereignty of
Ukraine over the temporarily occupied territories of Ukraine [8].

Сurrently, scholars define thewartime collaboration concept as: “a substantive socio-
psychological and ethical phenomenon that encompasses certain forms of treasonous
collaboration of individual population members with occupation authorities, their rep-
resentatives, or the aggressor country through various actions in all areas of human life
(economic, social, educational, political,military, etc.). The overall purpose of collabora-
tionist activities is to inflict the greatest possible harm upon the country by undermining
its state sovereignty, territorial integrity and security» [9].

Having analyzed the above, it is reasonable to agree with Ye. Pysmenskyi who has
identified the main features and common features of collaborationist activities, namely:

– the presence of subjects in this activity: collaborators, who can be individual citizens
or groups collaborating with the aggressor state or its representatives to cause harm
to the state sovereignty of their own country;

– direct collaboration involving the agressor state or its representatives;
– distinct intention to cause harm to the territorial integrity and state sovereignty through

various forms of collaborationist activities.

It is worth pointing out that the international legal definition of collaborationist
activities can be set out as follows: collaborationist activity is a conscious, voluntary
cooperation of a person or a group of people with the occupation authorities to carry out
hostile actions against their own country, its people, and interests. Such activities may
include:

– aiding occupation authorities;
– undergoing military service in the units of the invaders;
– collecting and transferring information;
– disclosing military and state secrets;
– collaborating with occupation authorities in all areas of human activity;
– conducting educational activities according to the syllabus of the occupying country;
– propagating occupation ideology, etc.

It should not be forgotten that collaborationism falls under the jurisdiction of inter-
national law and national legislation of countries that observe the principles of human
rights and democracy, as it was and remains a crime against humanity, peace, security
and well-being of mankind.

Given that collaboration poses a direct threat to Ukraine’s national security, includ-
ing its state sovereignty, territorial integrity, constitutional order, and other vital national
interests, the proposed amendment to Article 1111 of the Criminal Code of Ukraine is
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both timely and justified. It is crucial to emphasize that criminalizing collaborationist
activities amid the Russian-Ukrainian war serves as a necessary criminal law mea-
sure to prosecute persons (Ukrainian citizens) for illegal actions benefiting the enemy
(aggressor) state at the expense of our own country.

Article 1111 of the CC of Ukraine comprises 8 parts, each encompassing multiple
elements of crimes, punishments for their commission, and a comment. Criminalized
actions which by their content are manifested in collaborationist activities are akin to
actions that, according to Article 111 of the CC of Ukraine, should be considered high
treason. However, it is essential to remember that one of the key features of these crimes
is the time of their commission:

– it is regarded as an act of high treason before territory occupation;
– it is considered collaboration after occupation.

It is important to emphasize that this feature cannot be universally considered or
applied to all cases.

The analysis of Article 1111 of the Criminal Code of Ukraine demonstrates that
the legislator does not provide a definition for the collaborator term; instead, he/she
introduces an article titled On Collaborationist Activities. Based on the content of this
article, collaborationist activities of Ukrainian citizens during martial law are only pos-
sible within the territories occupied by the aggressor state. Explaining the content of
the amended article and several provisions of the Criminal Code of Ukraine, it is worth
pointing out that according to the legislation, collaborationist activity is recognized as
follows:

– “public denial by a Ukrainian citizen of the armed aggression against Ukraine, estab-
lishment and approval of the temporary occupation of part of Ukraine’s territory, or
public appeals by aUkrainian citizen to support decisions and/or actions of the aggres-
sor state, armed formations, or occupation administration of the aggressor state, to
collaborate with the aggressor state, armed formations, or the occupation adminis-
tration of the aggressor state, or to deny the extension of Ukraine’s state sovereignty
over temporarily occupied territories of Ukraine…” (Part 1 of Article 1111 of the CC
of Ukraine);

– “voluntary occupation by a Ukrainian citizen of a position unrelated to fulfillment
of organizational or administrative and economic functions within illegal authorities
established in the temporarily occupied territory, including within the occupation
administration of the aggressor state…” (Part 2 of Article 1111 of the CC of Ukraine);

– “participation of a Ukrainian citizen in propagandistic activities within educational
institutions, irrespective of ownership type or form, with the aim of promoting armed
aggression against Ukraine, establishing and endorsing the temporary occupation of
part of Ukraine’s territory, evading responsibility for the armed aggression by the
aggressor state against Ukraine, as well as any actions by Ukrainian citizens aimed
at implementing the educational standards of the aggressor state within educational
institutions…” (Part 3 of Article 1111 of the CC of Ukraine);

– “transfer of material resources to illegal armed or military formations established
in the temporarily occupied territory, and/or to armed or military formations of the
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aggressor state, and/or conducting economic activities in cooperationwith the aggres-
sor state, illegal authorities established in the temporarily occupied territory, including
the occupation administration of the aggressor state…” (Part 4 of Article 1111 of the
CC of Ukraine);

– “voluntary occupation by a Ukrainian citizen of a position related to perform-
ing organizational-managerial or administrative-economic functions within illegal
authorities established in the temporarily occupied territory, including within the
occupation administration of the aggressor state, or voluntary election to such author-
ities, as well as involvement in organizing and conducting illegal elections and/or
referendums in the temporarily occupied territory or public calls for holding such
illegal elections and/or referendums in the temporarily occupied territory…” (Part 5
of Article 1111 of the СС of Ukraine);

– “organizing and conducting events of a political nature, engaging in awareness-raising
activities in collaborationwith the aggressor state and/or its occupation administration
to support the aggressor state, its occupation administration, or armed formations,
and/or avoiding responsibility for their armed aggression against Ukraine. Active
involvement in such activities without showing signs of high treason…” (Part 6 of
Article 1111 of the CC of Ukraine);

– “voluntary occupation by a Ukrainian citizen of positions within illegal judicial or
law enforcement agencies established in the temporarily occupied territory, as well
as voluntary participation of a Ukrainian citizen in illegal armed or military forma-
tions created in the temporarily occupied territory, and/or in armed formations of the
aggressor state, or aiding such formations in conducting hostilities against the Armed
Forces of Ukraine and other military formations created in accordance with the laws
of Ukraine or against volunteer formations formed or self-organized to protect the
independence, sovereignty, and territorial integrity of Ukraine…” (Part 7 of Article
1111 of the CC of Ukraine);

– “the actions or decisions of persons specified in Parts 5–7 of this Article that have
led to the death of people or caused other grave consequences…” (Part 8 of Article
1111 of the Ukrainian Criminal Code) [8].

Let’s note that the new legal constructs of crime elements against national security
in Articles 111 (High Treason), 1111 (Collaborationist Activities), 1112 (Aiding the
Aggressor state) of the Criminal Code of Ukraine raise many questions regarding their
differentiation. When analyzing the eight parts of Article 1111 of the Criminal Code of
Ukraine, we can identify at least 24 distinct crime elements within them, without explic-
itly delineating subjects involved in criminal interaction (aggressor state, occupation
administration, illegal armed formations, etc.).

In order to fully understand the reasoning behind the punishment of these crimes
outlined by the legislator, wartime collaboration should also be interpreted as high trea-
son due to the confluence of grave circumstances committed in the occupied territory. In
terms of the scope of manifestation, it is essential to emphasize that the legislator iden-
tifies specific activities as well as occupation of positions as forms of collaborationism.
However, the legislator does not classify positions as collaborationist activities; instead,
the emphasis is placed on the purpose, motives behind these actions, and, in certain
instances, their resulting consequences [7].
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Notably, to address specific existing issues in theVerkhovnaRada ofUkraine, around
eight draft laws have been registered on:

– strengthening responsibility for actions stipulated in Parts 1 and 2 of Article 1111 of
the CC of Ukraine;

– clarifying the intent in Part 4 of Article 1111 of the CC of Ukraine;
– defining a list of economic activity areas that should not be viewed as a crime within

the meaning of Part 4 of Article 1111 of the CC of Ukraine;
– criminalizing specific areas of activity for officials in institutions not directly asso-

ciated with government authorities, such as notaries, registrars, and lawyers, who
provide public services.

The work of the legislators continues; however, progress, in our opinion, is quite
slow, and time passes. It should also be taken into account that changes require caution
regarding the retroactive effect of the law and considering the absence of a consistent
judicial practice of the Supreme Court on these matters. Recent practical developments
suggest that judges of the Supreme Court of Ukraine acknowledge the potential occur-
rence of crimes which involve both collaboration and high treason. Specifically, such
a combined crime may occur when an individual, following his/her appointment to a
position, exploits his/her power to undermine Ukraine’s security.

What is more, there is a possibility of a perfect combination of high treason and
collaboration when a person is appointed to a position in the occupation authorities
or law enforcement, and this position involves a professional oath of allegiance to the
Ukrainian people. Furthermore, transfer of material resources (Part 4 of Article 1111 of
the CC of Ukraine) and collection, preparation, and transfer of material resources (Part
1 of Article 1112 of the CC of Ukraine) raise numerous questions concerning various
sanctions. In the first case, it may be interpreted as the transfer of one’s resources that
a person may use or possess. In the second case, it relates to resources that a person
does not directly own. In other words, this can be interpreted as active actions aimed at
collecting and transferring material resources not only to illegal military formations in
temporarily occupied territories but also to armed or military formations of the aggressor
country [10].

It is expedient to differentiate between such collaborationist activities as transferring
material resources and aiding the aggressor state. The latter involves voluntary collection,
preparation, and transfer of material resources or other assets to representatives of the
aggressor state, its armed formations, or the occupation administration of the aggressor
state based on whether a person owns the material resources or not.

As we see, the questions exist but currently do not provide a final answer regarding
qualification correctness. It is worth agreeing with practices [7] demonstrating that ele-
ments of crimes of this category can be differentiated based on the intent of a person.
In the first case (Part 4 of Article 1111 of the CC of Ukraine), such transfer occurs due
to coincidental circumstances and adherence to the rules set by the invader in order to
preserve one’s or others’ livelihoods. In the other case (Part 1 of Article 1111 of the CC
of Ukraine), the transfer of material resources is aimed at aiding the aggressor state and
inflicting harm to Ukraine.
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Let us stress that the definition of economic activity types in interaction with the
occupation state requires clarification, as well as whether criminal liability for tax pay-
ments is envisaged in Part 4 of Article 1111 of the CC of Ukraine. For instance, Article
48 IV of the Hague Convention (IV) respecting the Laws and Customs of War on Land
and its annex: Regulations concerning the Laws and Customs of War on Land defines:
“If, in the territory occupied, the occupant collects the taxes, dues, and tolls imposed
for the benefit of the State, he shall do so, as far as is possible, in accordance with the
rules of assessment and incidence in force, and shall in consequence be bound to defray
the expenses of the administration of the occupied territory to the same extent as the
legitimate Government was so bound” [11].

Let us point out that criminal liability under Parts 1, 2 of Article 1111 of the CC
of Ukraine occurs for collaboration as a misdemeanor, while under Parts 3–8 of this
Article, criminal liability arises for committing a grave and particularly grave crime.
Let’s specify punishments for crimes envisaged in Article 1111 of the CC of Ukraine:

– if, at the time of committing a criminal offense outlined in Parts 1–8 of Article 1111

of the CC of Ukraine, a person does not hold any specific position or engage in
certain types of activities, the court may establish a corresponding prohibition “for
the future” regarding holding a specific position or engaging in certain activities for
a period determined by the court;

– the deprivation of the right to hold certain positions or engage in certain activities
applies to minors only as an additional punishment. Consequently, there might be
situations where the court cannot impose any punishment on a minor (aged 16 to 18)
for a criminal offense outlined in Parts 1 and 2 of Article 1111 of the Criminal Code
of Ukraine. In such cases, the court is left with one option: to discharge a person from
punishment based on Part 4 of Article 74 of the CC of Ukraine;

– the punishment system set out in Parts 1–8 of Article 1111 of the Criminal Code of
Ukraine is generally ambiguous and lacks clarity. It is unclear why collaborationist
activities result in different punishments, with some offenders facing up to 3 years
imprisonment and others receiving sentences of 12–15 years.

Let’s note that Article 1111 of the CC of Ukraine lacks a provision similar to Part
3 of Article 111, which states: “a citizen of Ukraine shall be discharged from criminal
liability if he/she:

– has not taken any action upon receiving an assignment;
– has voluntarily notified the authorities of his/her connection with the enemy and the

received assignment” or to Part 6 of Article 260 of the CC of Ukraine: “A person who
was a member of groups specified in this Article shall be discharged from criminal
liability under this Article for any actions provided for by part 1 or 2 of this Article,
if he/she:

• has voluntarily abandoned any such group;
• has reported its existence to government authorities or local governments” [8].

However, Art. 17 of the CC of Ukraine stipulates voluntary renunciation in an
unconsummated criminal offence and lists its features:
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– the voluntary renunciation shall mean discontinuation of the preparation for crime or
a criminal attempt by a person of his/her own will;

– final discontinuation of his/her own will;
– a person has realised that the criminal offence may be consummated.

Therefore, in cases where any crime envisaged in Parts 1–8 of Article 1111 of the
Criminal Code of Ukraine was interrupted at the stage of preparation or attempt, and
there was voluntary renunciation, the person is not subject to criminal liability (except
in situations where the actions actually committed by this person contain elements of
another criminal offense).

In addition, criminal liability for collaborationist activities is excluded by legislation
if such actions have been taken by a person in response to or in connection with illegal
actions:

– resulting from physical coercion inflicted upon a person or his/her family members,
supported by relevant evidence;

– stemming from threats of murder or violence where there were justifiable grounds
for fearing such threats, and if there is substantial evidence;

– aimed at averting imminent danger that could not be prevented by alternative means
in the given circumstances, and if the resulting harm is equal to or less than the
harm prevented (e.g., in cases of emergency), which is substantiated by appropriate
evidence, etc.

– arising from other overt and covert actions directed towards the individual and his/her
close ones, etc.

We firmly believe it is crucial to precisely define the subjects involved in this category
of crime, the unlawfulness of their actions, and other circumstances that might lead to
the manipulation of specific provisions within the legal regulation due to gaps, fostering
conditions for courts to abuse their authority when delivering judgments. Thus, coop-
eration with the invader must receive the appropriate legal assessment, while persons
who have committed such crimes should bear criminal responsibility for collaborationist
activities.

Let’s note that as of March 2023, a total of 1804 persons faced prosecution under
Article 1111 of the Criminal Code of Ukraine. Among them, proceedings involving
605 persons were in the stage of special pre-trial investigation, while 453 proceedings
were suspended due to wanted status. Additionally, 1081 criminal cases were sent to the
court, with 515 cases undergoing special pre-trial investigation. Since the enforcement
of Article 1112 of the Criminal Code of Ukraine on April 23, 2022, there have been 465
criminal proceedings, with 31 cases referred to court. Out of 82 persons prosecuted under
special pre-trial investigation, proceedings involving 29 individuals were investigated,
while proceedings concerning 17 persons were suspended due to their wanted status [7].

As we can see from the provided statistics, the number of investigated proceed-
ings could have been significantly higher. On this matter, it is important to support
A. Kovalenko, who rightly points out: “Due to the occupation of parts of Ukraine’s
regions, investigative authorities may lack the physical ability to conduct searches at the
residences of certain individuals” [12, pp. 63–64]. Consequently, the utilization of an
extensive array of procedural tools may not always be feasible in criminal proceedings
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linked to the specified category of crimes due to their commission in the temporarily
occupied territories of Ukraine and the presence of witnesses, evidence, documents,
physical evidence, as well as the suspects themselves involved in such crimes on these
territories.

3 Conclusions

The provisions outlined in this article and characterizing the criminal-legal scope of
collaborationist activities in Ukraine during martial law stress the urgent need for fur-
ther scientific research in order to improve legislation in this area as well as for the
development of measures to prevent and counteract collaborationism within Ukrainian
society. In view of the fact that collaborationist activities undermine the national security
of Ukraine, pose a direct threat to its state sovereignty, territorial integrity, constitutional
order and other national interests, the amendment of Article 1111 of the Criminal Code
of Ukraine is appropriate, timely and justified.
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Abstract. Digital Services Act (DSA) is one of the first and one of the most
comprehensive legal acts in the world regulating relationships between digital
platforms and their users. It sets fundamental principles on how platforms should
act to combat illegal content while respecting human rights standards. However, it
is disputablewhetherDSAcanminimize all risks posed by various types of content
usually shared by users on various platforms. These concerns become extremely
apparent in times of sharp social conflicts andwarswhen disinformation, fakes and
hate speech are used as a powerful weapon of information war. In this research
these concerns are analyzed from substantive and procedural perspectives. For
this purpose, both substantive and procedural provisions of the DSA are critically
analyzed. Concerning substantive provisions, the authors discuss what types of
content the DSA aims to combat and what instruments are used for this purpose.
Procedural provisions are those which establish mechanisms for platform users
to appeal against platform’s decisions. The authors analyze these provisions from
access to justice and fair trial perspectives.

Keywords: Digital Services Act · online platforms · illegal content ·
disinformation · contract law · harmful content · contracts of adhesion · internal
complaint-handling system · out-of-court dispute settlement · access to court ·
access to justice · fair trial

1 Introduction

The role of online platforms in the modern world is extremely important. Not only do
they allow people from various parts of the globe to communicate with each other, share
their thoughts and opinions, and offer their goods and services beyond the borders, they
also determine what sort of content placed by their users is good or bad, permissible or
not. The activity conducted by platforms for these purposes is called content moderation:
by virtue of algorithms and human analysis platforms detect content which is illegal,
harmful or which does not comply with the platforms’ terms and conditions and make
decisions regarding this content (hide the content for a wide audience, block or delete
the content or even the user’s account).
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Considering the scale of lots of modern online platforms in terms of the number
of their users (like Facebook, TikTok or YouTube) content moderation provided by
platforms is very important since it can stop socially dangerous and illegal content from
spreading. However, social events which happened during the recent 4–5 years show
that efforts made by platforms are not enough to moderate content of this kind and to
prevent sharp social conflicts and crisis on the vine. The wars in Ukraine and in Israel
have shown how rapidly fakes, disinformation, hate speech and anti-Semitic narratives
can share around the globe and to which dramatic consequences they may lead in offline
world.

Although most of the countries currently do not provide any regulation concerning
content moderation conducted by platforms, some jurisdictions have already made sig-
nificant efforts to find optimal regulatory solutions. One of the most prominent examples
is Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19Octo-
ber 2022 on a Single Market for Digital Services and amending Directive 2000/31/EC
(Digital Services Act) [1]. Not only is this legal act the most comprehensive in the world,
it is also the broadest in terms of scope of its application: it encompasses all 27 Member
States of the European Union (EU) and is also applied to providers of intermediary
services residing in other countries all over the world if they target their services on
European market and European consumers (article 2). However, the DSA has already
gained some criticism from both academics and practical lawyers in Europe even before
it was adopted. There are both substantive and procedural provisions in the DSA which
have been criticized: substantive ones – for the lack of mechanisms capable of combat-
ing fakes and harmful content, procedural – for the possible lack of effectiveness of the
mechanisms of out-of-court dispute resolution which is a basic model chosen in DSA
to resolve disputes between platforms and users.

1.1 Literature Review

Content moderation is one of the most widely discussed issues in modern academic lit-
erature. Researchers provide the analysis of these issues from various perspectives. Kyle
Langvardt provides general analysis on content moderation suggesting a general frame-
work on these issues [2]. Evelyn Douek regards content moderation from international
law perspective focusing on problems of application of international law approaches [3].
StephenMacedo looks at contentmoderation issues through the lens of constitutional law
coming to the conclusion that classical constitutional law approaches are hardly appli-
cable to these issues since platforms are private, not public entities [4]. Barrie Sander
regards content moderation issues from human rights perspective (right to freedom of
expression, right to human dignity etc.) suggesting possible ways to apply human rights
standards to these issues [5]. Meanwhile,Niva Elkin-Korenand et al. [6] and MarkMac-
Carthy [7] analyse content moderation practices from private law perspectives focusing
on contract law and consumer law approaches to these issues respectively.

In light of the recent adoption of the Digital Services Act (DSA) more and more
research publications focusing on the analysis of this Regulation have begun to appear.
Some of these papers provide a comprehensive analysis on the DSA [8–10], while others
focus on particular aspects of this Regulation [11, 12]. However, considering the scope
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and the complexity of DSA there are still a lot of issues which have to be raised and
discussed.

This paper aims to provide a comprehensive critical analysis of substantive and
procedural provisions laid down in DSA and to evaluate whether these provisions are
capable to combat content which does not qualify as illegal, but still is socially dangerous
(disinformation and content harmful for certain social groups) in the modern world. The
authors will focus on the problems raised in the article in light of the challenges brought
about by the military conflicts and wars which recently emerged or escalated in various
parts of the world, in particular, in Ukraine and Israel.

2 Main Content Presentation

2.1 Digital Fight with Harmful Content and DSA: Substantive Provisions

The Web 2.0 architecture made it possible for people around the world not only to
get information in digital environment, but also to freely share information online with
others (both publicly and privately). This made various digital platforms, especially
social media ones, extremely popular and attracting millions of users around the world.
The main side effect of this tendency is the spreading of terabytes of illegal, harmful or
false information all over the world, which becomes especially dangerous in times of
social conflicts and crises.

Informational dangers become themost evident duringwars and armed conflicts, and
although modern wars mostly have a local character, these dangers concern lots of soci-
eties and jurisdictions influencing international and domestical policies around the globe.
Themost prominent example in this regard is the full-scale invasion ofUkraine starting in
February 2022, which has been associated with massive Russian information campaign
deployed on various online platforms purporting to spread fakes, hateful expressions and
dangerous incitements concerning Ukraine and Ukrainians online. The study prepared
by Directorate General for Communications Networks, Content and Technology in the
EU considers this Russian campaign as a significant risk for European public safety,
fundamental rights and civic discourse. It also finds that the Kremlin’s campaign is an
integral part of Russia’s military agenda and causes risks to the electoral processes inside
the European Union [14, p. 10]. The other example in this regard is the armed conflict
in Israel starting in October 2023. It has been accompanied with lots of fakes gaining
millions of reviews on various platforms all over the world (there is even a special page
on Wikipedia named “Disinformation in the 2023 Israel–Hamas war” which contains
information on dozens of online posts which were detected to be fakes). Meanwhile,
the spreading of anti-Semitic expressions and incitements to violence online has given
rise to various anti-Semitic incidents all over the world (the one in Dagestan (Russian
Federation) [15], attack on Jewish cemetery in Vienna [16] etc.).

In light of these facts the role of regulatory mechanisms to combat information risks
becomes extremely important. As mentioned, in the EU this role was mostly assigned
to the Digital Services Act (DSA). DSA focuses on combating primarily illegal content
on various online platforms. The notion of ‘illegal content’ first of all encompasses any
information which is not in compliance with the EU law or the law of any Member State
in itself (Article 3 (h) of DSA). For example, this is illegal hate speech, terrorist content
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or unlawful discriminatory content. Second, ‘illegal content’ also involves information
that is not in compliance with the EU law or the law of any Member State in relation to
an activity (Article 3 (h) of DSA). This includes sharing of images depicting child sexual
abuse, unlawful non-consensual sharing of private images, the sale of non-compliant or
counterfeit products etc. (paragraph 12 of the preamble to DSA).

However, the notion of illegal content does not involve various kinds of contentwhich
does not qualify as illegal one, but which is dangerous for certain social groups or the
whole societies and states, like disinformation and content that is harmful for somepeople
or social groups. Spreadingdisinformation generally is not considered as a violation since
usually it is regarded as amanifestation of the right to freedom of expression constituting
one of the fundamental human rights in democratic societies. Besides, illegal content
does not encompass lots of manifestations of antipathy to some people or social groups
expressed in a way which does not qualify as illegal hate speech, but which still may
give rise to dangers for these people (especially when posted by famous influencers
or politicians) (for further mentioning – ‘harmful content’). Graphically the correlation
between these notions can be depicted in the following way (Fig. 1):

Harmful content

Disinfor-
mation

Illegal 
content

Fig. 1. .

Thus,mechanisms introduced by theDSA to combat illegal content are not applicable
to disinformation and harmful content which does not qualify as illegal content. In
particular, platforms are not obliged to take any actions considering these kinds of content
or accounts which share it if they receive notices from other users (article 16 of theDSA).
Besides, national competent authorities may not order platforms to act against such
content: DSA gives national judicial and administrative authorities of Member States a
power to order to act against illegal content (article 9), but this provision does not allow
these authorities to interpret the term “illegal content” broader than it is defined in the
DSA.

On the other hand, it cannot be said that DSA leaves disinformation and harm-
ful content without any attention. It introduces some mechanisms concerning these
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issues attempting to mitigate them carefully. However, these mechanisms relate only
to so-called very large online platforms (VLOPs) and very large online search engines
(VLOSEs), i.e. platforms which have more than 45 millions of users in the EU (article
33).

First, there are mechanisms which come down to the obligation of VLOPs and
VLOSEs to put in place risk assessment (article 34) and risk mitigation (article 35)
measures. Disinformation and harmful content constitute a so-called ‘fourth category
of risks’ under DSA. VLOPs and VLOSEs are obliged to carry out risk assessment
concerning these kinds of content once a year and put in place adequate measures to
mitigate them.

Second, DSA provides a framework for combatting disinformation by virtue of self-
and co-regulation. In particular, article 45 says that the Commission and the Board
shall encourage and facilitate the drawing up of voluntary codes of conduct at Union
level. Where significant systemic risk emerge and concern several VLOPs and VLOSes,
the Commission may invite the providers of such platforms and other stakeholders
to participate in the drawing up of codes of conduct as well as a regular reporting
framework on any measures taken and their outcomes. Some Codes of this kind have
already been adopted: these are Code of Conduct on Countering Illegal Hate Speech
Online 2016 [17] and Code of Practice on Online Disinformation 2018 (and the renewed
Code of 2021 [18]). The Codes were developed by the leading tech companies on the
European Commission’s initiative. The monitoring and assessment of compliance by
the signatories of these Codes are given to the signatories themselves, however, the
Commission retains the right to prepare its own assessments.

Third, DSA also introduces special crisis response mechanisms. The notion of “cri-
sis” is defined rather broadly: a crisis shall be deemed to have occurred where extraor-
dinary circumstances lead to a serious threat to public security or public health in the
Union or in significant parts of it (article 36 (2) of DSA). If a crisis occurs, the European
Commission upon the Board’s recommendation may adopt a decision, requiring one or
more providers of VLOPs orVLOSEs to take one ormore of the actions, like: assessment
of how the use of their services contribute to a serious threat, application of effective
measures to prevent or to limit such contribution, reporting to the Commission on the
impact of the specificmeasures taken. If the Commission considers that the implemented
measures are not effective or proportionate it may adopt a decision requiring the provider
to review the identification or application of those specific measures.

However, neither of these mechanisms introduced by DSA are effective enough
to combat disinformation and harmful content. VLOPs’ and VLOSEs’ obligations on
risk assessment and risk mitigation (articles 34, 35) are more about self-monitoring of
these risks and their mitigation by platforms. However, state or European authorities
are neither empowered nor able to detect underassessment or undermitigation of risks
by platforms and sanction them for this. Self- and co-regulatory mechanisms, although
beingflexible andmarket-based, are not obligatory for the platforms. First, platformsmay
avoid adhering to the Codes of conduct or withdraw from them (like Twitter withdrew
from Code on disinformation recently). Second, neither Member States’ bodies, nor
European authorities may oblige platforms to adhere to the Codes: it is only said in
the preamble to DSA that refusal without proper explanations by an online platform to
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participate in the application of a code of conduct could be taken into account when
determining whether the online platform has infringed the obligations laid down by the
Regulation (recital 104). However, it does not mean that the platform may be sanctioned
for not adhering to the Code of conduct. Finally, crisis response mechanisms also leave
a room for platforms to choose their own approach to combatting disinformation and
harmful content even in times of the hardest crises. Basically, platforms may choose
remedies to mitigate risks in times of crises on their own, and even if the Commission
identifies that these remedies are not sufficient, it may only oblige platforms to review
the remedies, but not to apply an exact remedy identified by the Commission.

In the end, the policy to combat disinformation and harmful content depend mostly
on terms and conditions developed by this or that platform and applicable only within a
particular platform to the relationships with its users. As the war in Ukraine has shown,
various platforms have chosen different strategies to combat dangerous disinformation
campaigns coordinated by Russia and harmful content: some of them have been making
rather radical steps suspending the Russia-affiliated accounts (like Meta and Alpha-
bet), while others have been applying laissez-faire approach giving content moderation
issues away mostly to the users themselves (like Telegram and recently Twitter (“X”).
The study prepared by Directorate-General for Communications Networks, Content and
Technology in the EU also stresses on the lack of uniformity between platforms in terms
of combating disinformation campaigns concerning the war in Ukraine [14, p. 10].

Regarding terms and conditions developed by platforms, it can be said that they are
contracts by their nature (between platforms and their users) and thus they are products
of freedom of contract and of party autonomy. DSA does not regulate what can and what
cannot be included into terms and conditions. Instead,DSAprovides formal requirements
to terms and conditions: they shall be set out in clear, plain, intelligible, user-friendly
and unambiguous language, and shall be publicly available in an easily accessible and
machine-readable format (article 14 (1). Besides DSA imposes obligations concerning
the way terms and conditions shall be disclosed for users, amended and notified of to
users. This approach lying in the basis of DSA is explainable: any regulatory act cannot
interfere into the substance of contract relationship or dictate what shall and shall not be
included in a contract. However, terms and conditions developed by platforms (especially
VLOPs and VLOSEs) go beyond a classical concept of contract and start being onerous
regulators of relationships between millions of users. First, they are drafted by entities
which are very powerful from social, political and economical perspectives. Second,
their content may not be suggested by users: users may only agree with them (and then
join a platform) or disagree (and then remain aside the platform). Third, compliance
with the terms is monitored and assessed only by one party – by a platform, while users
are those under monitoring and assessment.

In this context what could help combatting dangerous content falling out of the con-
cept of “illegal” is some kind of liability regime.Undoubtedly, the issue of liability is very
ambiguous issue for platforms which shall be treated very carefully by platforms. Gen-
erally, platforms are shielded from liability under the so-called ‘safe harbor’ regime.
Although there are some nuanced amendments into provisions setting this regime in
DSA, generally this regime remains the same. On the one hand, platforms do not bear
liability for not reacting to the content placed by third parties (users), unless they have
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actual or constructive knowledge of the illegality of the content and act not expeditiously
to remove or to disable access to the illegal content (article 6). On the other hand, plat-
forms are not liable if they in good faith and in a diligent manner carry out voluntary
own-initiative investigations into, or take other measures aimed at detecting, identifying
and removing, or disabling access to, illegal content (so-called ‘Good Samaritan prin-
ciple’, article 7). However, both provisions use the term ‘illegal content’ as a basic one.
Thus, platforms cannot be held liable for combatting or not combatting disinformation
and other harmful content at all.

Undoubtedly, DSA’s substantive provisions reflex democratic and human rights
based approach to combatting various types of content which may harm some persons
or the whole society. More radical approaches could lead to imbalance and authoritar-
ian policy concerning platforms, which is inappropriate. However, as is seen from this
analysis, DSA does not have effective mechanisms to mitigate risks concerning disinfor-
mation and harmful content, which can be very high. The main problem is that platforms
remain ‘sovereigns’ in digital space [20, p. 203] and there are no effectivemechanisms to
make them collaborate with each other and develop joint policies on combatting various
types of content, which may do harm.

2.2 Digital Fight with Harmful Content and DSA: Procedural Provisions

Numerous questions also arise regarding the procedural aspects of the issue, particularly
concerning the effort to offer effective remedies in relevant disputes. The DSA outlines
three types of dispute resolutionmethods: an internal complaint-handling system (Article
20 of the DSA), out-of-court dispute settlement (Article 21 of the DSA) and court
protection (Paragraph 1, Article 21 of the DSA).

First of all platforms should offer users the opportunity to file a complaint regarding
specific types of decisions made by the platform based on the illegality of content or
its non-compliance with terms and conditions, in particular: “(a) decisions whether or
not to remove or disable access to or restrict visibility of the information; (b) decisions
whether or not to suspend or terminate the provision of the service, in whole or in part,
to the recipients; (c) decisions whether or not to suspend or terminate the recipients’
account; (d) decisions whether or not to suspend, terminate or otherwise restrict the
ability to monetize information provided by the recipients” (Article 20 of the DSA).

Such internal complaint-handling system give the platforms the opportunity to
change their own decisions, providing a review mechanism without usage of other ADR
methods and court litigation [21, p. 12]. There should be the possibility to lodge a com-
plaint electronically and free of charge for a period of at least six months from the date
when the recipient of the service was informed about such a decision of the platform.
The internal complained-handling system should meet some minimum requirements,
such as: а) accessibility; b) user-friendliness; c) effectiveness, i.e. it should enable and
facilitate the submission of complaints. The complaint should be handled by the online
platforms “in a timely, non-discriminatory, diligent and non-arbitrary manner”. If a deci-
sion is deemed groundless, the platform should satisfy the complaint. Such a decision
should be reasoned, made under human control rather than just automatically, and the
person who made a complaint should be informed about the decision without unduly
delay.
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Taking into account that internal complaint-handling systems are under the platforms
control and may lack independence and impartiality, the DSA strengthens the system by
incorporating an external review of decisions via out-of-court dispute settlement. The
latter is facilitated by a certified out-of-court dispute settlement body, serving as the third
neutral party, whose task is to address and resolve disputes arising between the platforms
and users in regard of the decisions made by the platforms. Users have the option to
choose whether they prefer to utilize the internal complaint-handling system or out-of-
court dispute settlement. This safeguard does notmandate the prior exhaustion of internal
complaint-handling mechanisms, though it also does not preclude their utilization. The
platforms are obliged to provide an access to such mechanisms.

While in the initial draft of the DSA these bodies were granted the authority to issue
binding decisions, thereby excluding court jurisdiction [22, pp. 438–440], the final text
of the DSA clarifies that out-of-court dispute settlement bodies do not preclude court
jurisdiction and cannot render binding decisions for the parties involved in the dispute.
In fact, out-of-court dispute settlement bodies are not considered even ‘de facto’ courts
[23, 24, p. 25]. Such solution seems to be more reasonable in view of the provisions
of the Council of Europe and EU standards on access to justice and fair trial (para 1
Article 6 of the European Convention on Human Rights (the ECHR), Article 47 of the
EU Charter of Fundamental Rights) taking into account following considerations.

First of all, para 1 Article 6 of the ECHR enshrines the right to a fair trial, and access
to court is one of its parts. The European Court on Human Rights (the ECtHR) stated
that a right to access to court is not absolute and can be restricted taking into account that
the right of access to court is not absolute and should be regulated by the state, which is
permitted indirectly and this regulationmay vary in time and place according to the needs
and resources of society and individuals [25]. It means that in practice some disputes
may be excluded from the court’s jurisdiction but for such restrictions, a proportionality
principle should be met. In this regard, the ECtHR evaluates: a) whether the aim of the
restriction of the right to access to court was legitimate; b) what particular measures
were used to restrict the right to access to court, and whether they were minimally
burdensome and necessary in a democratic society; c)whether therewas a reasonable and
proportionate relationship between the measures taken and the aim set; d) determining
whether the restriction in question does not contradict the very essence of the right to a
fair trial, since a person cannot be deprived of the right to access to court as a result of a
restriction, but theremust always be alternativeways to protect violated rights, freedoms,
and interests if certain cases are excluded from the jurisdiction of ordinary courts [26–28].
At the same time in caseswhen somedisputes are excluded from the court jurisdiction and
refer to some other quasi-judicial organs the ECtHR points out that such organs become
“a court” in the sense of the ECHR and shouldmeet all minimal standards of a fair trial in
terms of para 1 article 6 of the ECHR [29]. It means that in case of the binding nature of
the out-of-court settlement and its decisions the body which provides such a settlement
should also provide the participants with such guarantees as a reasonable time of a trial,
publicity, independence, and impartiality of the court, established by law, fair hearing
(equality of arms, adversarial principle, due notification, right to be heard, etc.). Taking
into account the current development of technologies, the nature of disputes covered by
the DSA and their number the creation of a new set of courts for DSA purposes seems
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to be expensive, time-consuming, and unrealistic. Therefore, DSA has chosen the way
of redress mechanisms diversification to provide different “paths to justice” [30, p. 48].
This decision reflects the recent trends of the expansion of alternative dispute resolution
(ADR) methods and the so-called privatization of the civil justice sector in terms of the
international standard of access to justice [31].

The DSA incorporates quality control measures for alternative dispute resolution in
this area, requiring out-of-court dispute settlement bodies to obtain certification from the
Digital Service Coordinator (the DSC) of the Member State in which they are situated.
This certification is time-limited and can be granted for a maximum period of five years.
According to Article 21 of the DSA, to obtain a certificate, such a body must fulfill the
following criteria:

– impartiality and independence, including financial independence from providers of
online platforms and recipients of the services provided for these platforms;

– expertise, i.e. the body should have necessary expertise in specific areas of illegal
content or in the application and enforcement of terms and conditions of one or more
types of online platforms as well as skills for resolution of the disputes;

– non-linked remuneration, which means that the members of the body involved in the
out-of-court settlement procedure should obtain its remuneration for the procedure
but not for the results of the case;

– accessibility through electronic means of communication, including the initiation of
the procedure and the submitting of the necessary documents online;

– efficiency, which means that the body should provide the service of settling disputes
in a swift, efficient and cost-effective manner;

– compliance with rules, which are clear, fair, accessible, and in strict accordance with
the law provisions.

All these requirements seem to be justified, but at the same time, they are not strict
enough to be brought to life without further detailing. For example, what does the clear
and fair procedure mean in terms of Article 21 of the DSA? It seems that clear proce-
dure refers to the principle of legal certainty and mean predictability of the procedure
rules, which should be given to the DSC for certification. The notion of fair procedure
is more complicated, because usually right to a fair trial is connected with the judicial
guarantees in terms of para 1 Article 6 of the ECHR, but they can be hardly applicable
in this case because the out-of-court dispute settlement bodies are neither courts nor
even quasi-judicial organs. There are some requirements for particular ADR methods in
other EU instruments. In particular, the Directive 2013/11/EU of the European Parlia-
ment and of the Council of 21 May 2013 on alternative dispute resolution for consumer
disputes and amendingRegulation (EC)№ 2006/2004 andDirective 2009/22/EC (Direc-
tive on Consumer ADR), which in Article 9 contains some parameters of the fairness
of ADR methods in consumer disputes. Some provisions also included in the Regula-
tion (EU) 2019/1150 of the European Parliament and of the Council of 20 June 2019
on promoting fairness and transparency for business users of online intermediation ser-
vices pays a lot of attention to the effective dispute resolution system between providers
of online intermediation services and business users. In particular, the Regulation (EU)
2019/1150 prescribes three-level dispute resolution system, which consists of internal
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complaint-handling system (Article 11), mediation (Article 12–13) and judicial pro-
ceedings by representative organizations or associations and by public bodies (Article
14). Some requirements to mediators we can see in Article 12 of the Regulation (EU)
2019/1150 – the mediators must be independent and impartial, affordable for business
users, capable of providing services in the relevant language, easily accessible either
physically or remotely, able to offer services promptly, and possess a sufficient under-
standing of general business-to-business commercial relations for effective contribution
to dispute resolution. On the one hand abovementioned criteria can indeed serve as cer-
tain guidelines for the out-of-court dispute settlement procedures, on the other hand they
oriented to the specific types of cases which are different from the disputes, covered by
the DSA. It seems that there should be own set of rules for quality and fairness standards
for out-of-court dispute settlement to unify the criteria for the standardization process in
all EUMember States. This is especially important given that these bodies will settle the
disputes not only on the private content policies connected with the terms and conditions
of the platforms, but also disputes concerning the illegal content which also could affect
public interests and interests of third persons. Otherwise the redress mechanisms would
be ineffective or all these disputes will migrate to the courts.

3 Conclusion

DSA is an important step towards the creation of a comprehensive regulatory framework
for online platforms in democratic societies. It sets fundamental principles on how online
platforms should act to combat illegal content while respecting human rights standards.

However, approaches chosen in the DSA have some vulnerabilities, which become
especially conspicuous in times of sharp social crises, conflicts, and wars. Considering
substantial provisions of the DSA, their main vulnerability is a lack of instruments to
combat disinformation and other types of harmful content. Although these types of
content are not illegal, they may be not less dangerous for the societies and states. DSA
does not directly oblige platforms to combat these types of content, neither does it put any
liability on platforms for not combatting disinformation and harmful content placed by
their users. The only instrument which DSA suggests is self- and co-regulation meaning
that platforms are highly recommended to adhere to the codes of conduct and implement
their provisions in their practices. However, this instrument relies on voluntary decisions
of platform operators, and cannot be said to be effective enough.

Procedural perspective of content moderation under DSA looks like a beautiful
showcase, which however hides a number of challenges. On the one hand the DSA
opens the door for the three-level dispute-resolution system, which covers an internal
complaint-handling system, out-of-court dispute settlement and court litigation, and
let the users choose the best option in his or her particular case following the best
traditions of access to justice standards. But on the other hand, such regulation has so
framework character thatwe hardly could put together puzzles of the out-of-court dispute
settlement mosaic. A great discretion powers given to the DSC looks more like shifting
responsibility from the EU level to the Member States concerning the organization
of dispute settlement area for such disputes with the lack of useful mechanisms for
implementation. It seems that in this regard, standardized criteria for certification of
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the out-of-court dispute settlement bodies should be developed as well as the criteria
for fairness of the procedure should be clarified more precisely taking into account the
specifics of the disputes.
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1 Introduction

National sustainability, according to the Concept for Ensuring the National Sustain-
ability System, is defined as “a set of purposeful actions, methods and mechanisms of
interaction between public authorities, local self-government bodies, enterprises, insti-
tutions, organizations, civil society institutions guaranteeing safety and continuity of the
functioning of main fields of life of society and the state before, during and after crisis
situation onset [1]”.

Concept adoption has set a number of theoretical and applied tasks for scientific
society:

– formation of mechanisms for organizing and coordinating actions to form innovative
approaches to technical, engineering, institutional level, safety and security of critical
infrastructure facilities.

– formation of a methodological level of national security risk assessment, the state
of relevant capabilities in order to prepare, adopt and implement strategic decisions
aimed at building sustainability of aerospace complex objects of Ukraine;

– at coordination level of the activities of the subjects of system of national sustain-
ability, formation of effective system of communication between public authorities,
local self-government bodies and population.

This became the lever for formation of theoretical and legal basis of national sta-
bility system in the period remaining before the attack of armed forces of the Russian
Federation.

Oneof sustainability systemcomponents of aerospace complex ofUkraine is creation
of its information security system. Taking into account the opinions of EU founders, it
is possible to determine that space technologies contribute to:

– development of space cartography;
– space communications;
– development of key sectors of critical infrastructure, including transport, IT, telecom-

munications;
– ensure development of security and defense sector with advanced weapons, commu-

nication services and current information.

In all these technologies, information terabytes circulate, that requires the use of fuses
to destroy it, twisting something. As can be seen, the main component of effectiveness
and stability of these complexes in a changing situation of the war period is the level of
information security of each object and business entity, as well as resistance to various
terrorist threats [2, pp. 166–174]. What has been identified in current conditions has a
number of gaps.

The next component is system formation of measures for monitoring environment of
aerospace complex objects and the axis that can create a security threat to these objects.
Analysis of practice of using profiling indicates that as a rule it is used at air transport
facilities and insufficiently developed methods of its use in ensuring detection of threats
to the ground infrastructure of space activities.
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Taking all this into account, it can be argued that currently there are issues of
conducting research on current state and prospects in the following areas:

1. Theoretical and legal basis for formation of a model of stability of the aerospace
complex with allocation of its place in the system of national stability of Ukraine.

2. Legal and managerial issues of ensuring information security of business entities in
the field of space activities.

3. Formation of a system of coordination and interaction of national and interna-
tional security entities of aerospace industry entities within the framework of system
formation of national sustainability.

4. Legal issues of system formation of normative regulation of the system of stability
of objects of the aerospace complex.

5. Legal and organizational problems of monitoring security threats to objects of
aerospace complex of Ukraine using the profiling method.

2 Literature Review

Solution of these tasks is not possible without the implementation of scientific research
in general humanitarian, legal and managerial and applied formation fields of a system
of critical infrastructure stability of Ukraine in general and the objects of the aerospace
complex, in particular.

Formation of basic foundations of sustainability and sustainable development of
social systems was the report prepared by a commission headed by Dr. Gro Harlem
Brundtland, for the first-time concept of sustainable development is used. This document
contains the general principles of sustainable development:

Sustainable development should the central guiding UN principle, governments,
private institutions, organizations and enterprises.

At the heart of sustainable development is a saving attitude towards available global
resources and ecological potential and reproduction of the environment that are still
undergoing destruction and overexploitation.

While addressing pressing environmental challenges is important, a strategy to pre-
vent them early is the most effective and cost-effective means of achieving sustainable
development.

The most important goals of environmental policy should include preserving peace,
intensifying economic growth, changing its quality, solving poverty problems, meeting
the urgent needs of people, demographic problems, preserving and strengthening the
natural resource base, reorienting technology and taking into account risk factors, as well
as an integrated approach to environmental and economic issues in decision-making.

Equitable distribution of environmental costs and economic development benefits
between and within countries, as well as between present and future generations, is one
of the key factors in achieving sustainable development [2, p. 41].

In recent years, the problems of sustainability at the national, regional, sectoral and
facility levels are reflected in the works of Ukrainian and foreign scientists P. Martin-
Brin and J. M. Anderis, M. Walsh-Deeley and W. Wolford, J. Walker and M. Cooper H.
G. Bola, R. Biggs, L. P. Burbo, B. Oetzold, M. Keck, M.S. Nazarov, O. O. Reznikova,
M. Schluter, M. Shun [3, 4, pp. 173–182, 5, pp. 143–160, 6, pp. 64–69, 7, 8, pp. 3–17,
9].
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Analysis of scientific achievements of these and other scientists shows that the prob-
lems of building models and forming systems for ensuring national sustainability are
developed only at the general fragmentary level.

Regarding the direction of information security of the aerospace complex, in this
case, it should be based on the statement that information security as a component of
security of space activities consists of a triad:

– activities to ensure assistance provision to entities to achieve their goals:

• protection of intellectual property rights, state, military and commercial secrets;
• ensuring the receipt of complete, timely, reliable, holistic information available;
• compliance with the legislative regime for circulation of restricted information:

confidential; state secrets; official information.

– support means: set of material, spiritual, financial, legal, organizational and technical
means of carrying out activities to ensure;

– support subjects: individuals, organizations, state bodies that carry out activities to
ensure space activities [10, p. 194]”.

At the same time, themeans of ensuring information security of space activities at the
present stage of development of science and technology, and in the future, the subjects
can include artificial intelligence. These prospects determine a number of challenges,
philosophical, ethical, moral and legal content. On the one hand, taking into account
the views of transhumanists, that the entry of society into information form of existence
against the use background of computers and the World Wide Web has created the
prerequisites for managing a person using algorithms that operate artificial intelligence.

We agreewith opinions of scientists that there are a number of security, moral, ethical
and legal problems of the use of androids in various fields of activity, including space,
starting with scientific, research, production, maintenance work, ending with provision
of various levels of information security [11, pp. 61–74, 12, pp. 116–120].

This is confirmed by the proposals provided in the article by Dr. Antonia Russo and
Prof. Gianluca Lax «Our analysis has highlighted some future directions to follow. A
first direction concerns applying artificial intelligence techniques to the field of satellite
communication with the purpose of making communication systems more efficient and
secure. Another interesting direction regards the next frontiers of artificial intelligence
for navigation in terms of the global navigation satellite systems» [13].

Analysis of research papers in recent years indicates that in addition to the above, it
is necessary to add the following conditions for the construction of artificial intelligence
( ): “how to construct this intelligence in such a way that no group of people can gain
advantages over other people with its help, and that artificial intelligence does not direct
its force against humanity, but, on the contrary, is used for its benefit” [14].

Statement of the research task. It should be noted that inUkraine, research on national
sustainability began not so long ago that became the basis for systematic research on
theoretical and legal problems of the formation of technical, managerial and tactical
principles of the sustainability model of objects of aerospace complex of Ukraine.
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3 Main Content Presentation

In order to clarify the content of the problems associated with the issue of forming a
sustainability model for the aerospace complex of Ukraine, it is necessary to understand
the current content of space activities. In this regard, one should consider the opinion of
O. P. Fedorov that “Until recently, in various international documents, space activities
were defined as activities for the exploration and use of outer space related to creation and
use of space facilities…. Now space activities include a wide range of industries that use
space technologies and information (communications, navigation, space observations,
technology transfer, information services, etc.) and which are not directly related to
space facilities” [15, p. 5].

3.1 Sustainability of Objects of the Aerospace Complex

There is no unanimous opinion in domestic scientific community on development of
theoretical foundations of themodel of stability of aerospace complex objects ofUkraine.

Considering the issue of sustainability of a particular industry, we consider it neces-
sary to proceed from the content of the concept of national sustainability. Thus, in his
report, Academician S. I. Pyrozhkov, Vice President of the National Academy of Sci-
ences of Ukraine, indicated that this term means ability of the State in interaction with
society to maintain resistance to external and internal aggressive influences, respond
promptly to asymmetric threats, as well as to recover from devastating consequences of
aggressive actions of any nature. He further points out that “national resilience” covers
counteraction in all fields: political, economic, military-political, social, environmental
ones etc., so the main thing is not only to be able to resist, but to work proactively [16].

Generally theoretical approaches to sustainability as a component of security system
are reflected in a number of regulatory legal acts of a programmatic nature: strategies,
concepts, doctrines: The concept of ensuring the national system of sustainability [1];
“Strategy for ensuring state security [17]; Concept of combating terrorism [18]; Military
doctrine of Ukraine [19], Information security strategy [20]? Cybersecurity Strategy of
Ukraine] Cybersecurity Strategy of Ukraine [21], etc.

Research on modern regulatory framework and program documents on the tasks of
forming a strategy in the field of the national sustainability system indicates that there
is no proper scientific justification for the formation of the conceptual theoretical and
legal foundations of this process, the choice of a certain model for ensuring national
sustainability, key tasks that need to be solved, especially regarding the objects of the
aerospace complex [1].

The period of Russia armed aggression showed that the aerospace industry forms
the national stability of Ukraine and is the lever for shaping our victory on the basis of
existing space technologies. Currently, the opinion has been formed that, in addition to
certain vulnerabilities of space activities, an updated strategy is being developed within
the framework of the development of national space capabilities and increasing the
resilience of critical infrastructure for the security and defense of Ukraine, Europe and
the whole world.
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Despite cyberattacks against the space and aviation infrastructure of Ukraine and
other countries before and after the start of the full-scale aggression on February 24,
2022, in 2022 alone, the global space budget grew by 9% to an absolute figure of 103
billion euros. Among these expenditures, the financing of “military” space increased by
16% and amounted to 48 billion euros, proportion in growth rates is an indication of
what priorities humanity now provides in development of space technologies. Currently,
about 5,500 satellites orbit the Earth, and almost 10% (about 500 units) are owned or
operated by military organizations [22].

Significant impact of the aerospace complex on national security becomes the basis
for the fact that there are challenges to formation of a managerial and legal model for
aerospace industry security of Ukraine as a component of critical infrastructure.

At the same time, with regard to safety and risk monitoring in aerospace sector, a
number of studies have been carried out, starting with general legal aspects and ending
with doctrinal aspects of aerospace complex sustainability [23, pp. 9–16; 24], etc.

It should be agreedwith scientistswho consider activities in outer space to be risky. In
addition, in its opinion, it creates threats of a global security nature, associated both with
the use of relevant objects in open space and cyberattacks on relevant communication
satellites, as well as identified man-made threats from an aggressive space environment
[25, pp. 17–30].

In addition, taking into account that business entities of the aerospace complex carry
out:

General scientific reconnaissance: research aimed at the use of outer space; research
and design regarding the construction of space objects of space and ground-based
activities;

Production activities in the field of construction of space objects (including their
units and components) of space and ground-based;

Operational and technical maintenance and repair of space objects (including their
units and components) of space and ground-based;

Ensuring launch of spacecrafts and their components [26].
All production cycles at the facilities of the aerospace complex and tests of rocket

and space technology, units and components create a number of risks and security threats
of local, regional and global nature [27, pp. 24–31].

Since the beginning of Russia full-scale aggression, the importance of the aerospace
complex in the system of national stability has become actualized. Yuliia Svyrydenko,
First Deputy Prime Minister – Minister of Economy of Ukraine at the opening of the
World Economic Forum in Davos presented an action plan, the implementation of which
will help maintain the stability and stability of the economic system during the war,
indicating that one of the steps “should be the development of four key sectors:

Military-industrial complex and aerospace industry. We are talking about the pro-
duction of modern weapons, the creation of joint ventures with NATO countries for the
transfer of technology and the subsequent supply of weapons to these States.

Metallurgy and Mechanical Engineering: Ukraine needs to restore the plants, carry
out their environmental modernization to achieve the decarbonization goals of global
steel industry.
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Agriculture and food industry. The goal of Ukraine is to get into the TOP 5 countries
not only in terms of volume, but in terms of value of agricultural exports. Therefore, it
is important to develop the processing of agricultural raw materials in order to increase
the monetary value of exports.

IT industry: Ukraine has great potential in this area. The task of the Government is
to help IT outsourcers become owners and developers of products” [28].

In our opinion, one of the gaps in the system construction of national stability in
general and the stability of aerospace complex objects in particular is the implementation
of reactive managerial, administrative and crime detection and investigation measures
by law enforcement agencies in order to minimize risks and threats to the objects of
the aerospace complex. We should support the opinion of scientists who believe that
the direction of the National Police of Ukraine as a basic element of national stability
should be taken into account during the development and implementation of the Concept
of ensuring national stability [29, p. 198]. Taking into account the goals of sustainable
development of Ukraine for the period until 2030 regarding creation of sustainable
infrastructure, the promotion of comprehensive and sustainable industrialization and
innovations, the tasks of ensuring the stability of the aerospace complex facilities by the
forces of NPU, SBU, SBGS, the State Customs Service during the fight against crime
and neutralization of security threats.

In fact, implementation of this goal exacerbates the contradictions between the target
indicators, defined concepts and other program documents of Ukraine [31, p. 36.] in
wartime and it is necessary to formmodels of an adequate response to threats in the field
of destabilizing role of threats from criminal communities.

Moreover, it should be borne in mind that the signs of sustainability of economic
objects are:

– ability to adapt to work in difficult destabilizing conditions;
– ability to adequately respond to all constituent elements to risks and threats [32].
– Taking into account the subjectivity and objectivity of the aerospace complex of

Ukraine, the modern scientific community defines sustainability as ability to function
and develop in a changing internal and external environment.

– Thus, the signs of sustainability at the level of specific facilities, industries and the
state as a whole:

– ability to function reliably in normal mode;
– adapt to ever-changing conditions;
– resist and quickly recover after the implementation of threats of any kind: natural and

anthropogenic ones, threats caused by illegal actions and other threats;
– equilibrium ratio of external and internal threats determining its dynamic development

We support the view that stability formation of system-object depends on the ability
of security entities to form a system for monitoring risks and security threats, building
an organizational and tactical model for preventing, deterring, neutralizing or mitigating
the consequences of terrorist actions aimed at destroying, disabling or maliciously using
critical infrastructure in general and objects of the aerospace complex of Ukraine in
general.
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As a result, sustainability model of any aerospace complex of Ukraine consists of:
regulatory support systems;
systems of bodies: subjects of protection;
systems for monitoring risk assessment and identifying threats to various types of

security of facilities [33];
systems of algorithms of actions in regular and emergency circumstances.

3.2 Legal Problems of the Sustainability of the Aerospace Complex

According to scientists, specialists of theMinistry of Strategic Industries of Ukraine and
the SSAU, the basis of stability of the aerospace complex is the adoption of the laws:On
State Regulation in the Field of Satellite Navigation andOn State Regulation in the Field
of Remote Sensing of the Earth. The latest projects were agreed upon before the start of
the Russian aggression in 2021. At the same time, we agree that the prospects for the
development of national activity in the spheres of remote sensing of theEarth and satellite
navigation require the introduction of new space concepts and terms into national space
law: aerospace object of remote sensing of the Earth, remote sensing of the Earth, activity
on remote sensing of the Earth, operator of aerospace objects of remote sensing of the
Earth, space systems of remote sensing of the Earth, user of remote sensing data of the
Earth, national market of space information technologies, satellite navigation, satellite
communication, global navigation satellite systems, national satellite communication
[23, pp. 9–16, 24] etc.

TheLawofUkraine:OnSpaceActivity does not take into accountmodern challenges
and threats in the field of national sustainability of space activities, the vast majority
are norms that do not have an appropriate legal mechanism for their implementation,
especially regarding existing risks and security threats.

Formative drafts of legislative acts on the construction of legal bases for sustainabil-
ity of aerospace facilities should be taken into account that they should create a regu-
latory basis for their ability to function and develop in a changing internal and external
environment, in a balanced and uncertain number of internal and external threats.

Legal principles of using artificial intelligence in the model of stability and
information security of the aerospace complex.

Ensuring implementation of these tasks must be associated with the concept of
information security and sustainability of space activities in general and the aerospace
complex in general. This is impossiblewithout introduction of innovative space technolo-
gies based on artificial intelligence and is determined by the fact that «The challenges to
achieving ambitious exploration goals are driven largely by the need to enable reliable,
safe and sustained operations of crew and machines in the harsh environment of space.
These challenges require solutions that will provide benefits on Earth even before being
employed in orbit, and they include: • Development of highly reliable human and robotic
systems interacting with each other on Earth and in space with limited maintenance;

Long travel time and operation in confined spacecraft and shelters;
New transportation capabilities (e.g., launch, rendezvous, docking, refuelling,

landing);
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Operations in extremely hostile environments; Autonomous operations with limited
communications and logistical supplies from Earth; Miniaturization of components and
development of new in-situ capabilities» [34, pp. 15–16].

Research on components of space activities and legislation in thefield of its regulation
allows us to state that at this stage of human development, the question arises of how
to realize the potential of artificial intelligence in the technological chain of object-
computer-artificial intelligence - personwith provisionof processingofmanydata related
to space activities:

– in the production of space and ground-based facilities, artificial intelligence-enabled
equipment is used to optimize the production and support performance of tasks
performed by people;

– management of space and ground-based facilities;
– satellite communication support;
– solving communication, monitoring tasks related to the receipt and processing of

significant amounts of information.
– In addition to the above, artificial intelligence should solve the issue of stability at

the level of specific subjects-objects of space activity:
– ability to function reliably in normal mode;
– adapt to ever-changing conditions;
– to resist and quickly recover after the implementation of threats of any kind: natural

and man-made, threats caused by illegal actions, and other threats [35, pp. 17–18].

In accordance with the Concept for the Development of Artificial Intelligence in
Ukraine, “Priority areas in which the tasks of the state policy for the development of the
field of artificial intelligence are implemented are: education and vocational training,
science, economics, cybersecurity, information security, defense, public administration,
legal regulation and ethics, justice [36]”.

Implementation of these tasks is determined by activities of sustainability entities
using artificial intelligence tools and robotics within the framework of the system for
monitoring risks and security threats, building a managerial and tactical model for pre-
venting, deterring, neutralizing or mitigating the consequences of terrorist actions aimed
at destroying, disabling or maliciously using critical infrastructure in general and objects
of space activity of Ukraine, in general [2]. At the same time, scientists are of the opin-
ion that there are a number of risks for humanity associated with uncontrolled, or with
violation of the principles of morality and ethics of the use of artificial intelligence
technologies:

– loss of jobs by people on the basis of automation of routine repetitive operations;
– violation of privacy, almost to its complete destruction;
– deepfakes (synthesis of the words: deep learning and fake is a technique for synthe-

sizing an image or audio of a series of human speech based on artificial intelligence;
it is used to combine and superimpose existing images and videos on the original
images or videos”);

– automated weapons that will kiss living objects without intervention of human
operators;

– erroneously biased solutions of systems due to curvature of the initial training data
(algorithmic bias) [37].
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The last two risks are the most dangerous in the context of the Russian invasion. All
these risks are directly related to the views of transhumanist representative Professor
Nick Bostrom, head of the Oxford Institute for the Future of Humanity, on downloading
the human mind to a computer and creating and creating “fast supermind”. He notes
that the speed of the superintelligence is ten thousand times higher than the speed of the
biological brain [38].

As it is seen, all these risks can be interpreted as threats to national security and
its subsystem of information security of space activities. To avoid these problematic
issues, one should agree with the European legislator who developed and published the
Recommendations on Ethics for Robust Artificial Intelligence (hereinafter referred to
as the Recommendations) (European Commission, 2019).

The Recommendations define a system of principles for the of artificial intelligence
formation: respect for human autonomy, prevention of harm, justice and explanation. In
fact, these Recommendations create the conditions for the implementation of a system
of artificial intelligence control methods proposed by Nick Bostrom:

isolation methods: place artificial intelligence in an environment where it will not be
able to harm humanity;

stimulating control methods are to create conditions under which artificial intelli-
gence will be beneficial to people;

methods of delaying development, consciously limiting the intellectual capabilities
of the system or its access to information;

stretchingmethods are specific equipment thatmakes it possible to diagnose artificial
intelligence, including without its knowledge [38].

These methods, in accordance with the Recommendations, form a reliable artificial
intelligence that has three components that should be present throughout the life cycle
of the system:

1. Legality;
2. Ethics
3. Reliability

We agree with the view that the goal of reliable artificial intelligence can be achieved
only when a person takes responsibility for the formation of such reliability at various
stages of development, circulation and use of artificial intelligence technologies [39,
pp. 95–96].

Thus, a number of challenges arise regarding the use of artificial intelligence in
general and in space activities in particular:

– threat to personal data;
– protection of the rights and freedoms of persons subject to influence of artificial

intelligence;
– insufficient level of regulation of the use and control of artificial intelligence in general

and ensuring the information security of space activities, in particular.

Research on modern research papers indicates that basis of such risks is:

– lack of researches on legal phenomenon of artificial intelligence and its status in
implementation of tasks at different levels;
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– there is no single categorical apparatus;
– general legal and scientific approaches to the definition of the concept of artificial

intelligence and its place in modern system of social relations have not been formed
[40, pp. 310–313].

These problematic issues are inherent not only in Ukraine, but also in global chal-
lenges to human security. This is evidenced by the fact that the countries of the world
have signed the “Bletchley Declaration”, which defining basic principles and goals of
working together to understand and address the risks associated with the development
of advanced artificial intelligence technologies [41]. In fact, the Declaration became the
basis of the global security strategy in the field of using artificial intelligence. It is based
on the principles of legality, ethics and reliability.

4 Conclusions

In accordance with performed researches, we can state that the legal regulation of
formation of a sustainability model for aerospace complex of Ukraine should consist of
the following steps:

Establishment in current aviation and space legislation of national interests that
determine the content of the right to protect the sustainable development of aerospace
complex of the State.

Modernization of national space legislation, taking into account the tasks of build-
ing the sustainability of Ukrainian space infrastructure facilities and the provisions of
updated international treaties and legislation of other partner countries of Ukraine.

Amendment of legislation in the field of air transport and space activities in order
to harmonize functions: tasks as a result of coordination of activities of subjects of
counteraction to crime in this area.

In accordance with the Roadmap for the Regulation of Artificial Intelligence in
Ukraine, develop and adopt a law on artificial intelligence in order to consolidate the
principle of balanced use of artificial intelligence systems, protect the rights of citizens
and support the innovative development ofUkraine in general and the aerospace complex
in particular.

Ensuring activities of state bodies vested with the authority to ensure sustainability
and security in the field of critical infrastructure in general and the aerospace complex,
in particular, regulated at the level of central executive bodies.

In the field of ensuring the formation of the organizational and scientific component
of the sustainability model of business entities and aerospace facilities, it is necessary
to:

Carry out theoretical research in order to develop a legal concept of sustainability
of aerospace complex objects, taking into account its place in the system of national
sustainability, and to develop on its basis amodel for the codification of space legislation.

In accordance with modern threats and security challenges, determine the theoretical
and legal foundations of the concept, doctrine, strategy and policy for the use of artificial
intelligence with the definition of its legal personality and the likelihood of liability for
reliability requirements.
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Conduct scientific research at the fundamental and applied level to determine the
theoretical and applied algorithms for detecting and neutralizing threats from the use of
artificial intelligence in the defense sector, aviation and space activities on the basis of
the use of various methods of artificial intelligence control.

In order to ensure the effective component of the sustainability of business entities
and aerospace facilities, conduct criminological research on the awareness of current
threats and challenges, as well as opportunities to counteract them with a system of
forces andmeasures of preventive neutralizing influence on certain criminogenic entities
and factors of negative security nature.

Develop a managerial model of State monitoring and forecasting system for the
development of national space activities, taking into account defense vectors, risks and
security threats in order to solve the following tasks:

– timely identification of threats and risks arising from the misconduct of public rela-
tions entities in general and business entities of the aerospace complex of Ukraine,
in particular;

– formation of legal relations between aviation and space entities, which are regulated
by law.

In order to ensure unified methodological approaches to the formation of the orga-
nizational component of the stability of objects of the aerospace complex of Ukraine,
develop and implement a unified methodology for assessing security risks and the state
of relevant capabilities by analogy with existing one in civil aviation.

Taking into account the experience of countering hybrid threats during the period of
repelling Russia’s aggression, to develop models of interaction at the interagency and
interstate levels in the field of sustainability, taking into account global and regional
security processes.
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Abstract. This research topic is the definition and classification of force majeure
circumstances in aviation, their legal regulation. Special attention is paid to
research on the impact of force majeure on legal relations arising in aviation
activities, and managing these circumstances by means of planning, forecasting,
and the use of alternative measures to deal with negative consequences.

In recent decades, of aviation activity importance in the world economy has
been constantly growing that is due to technological development and the latest
developments in aviation industry. Aviation activity increases the country invest-
ment attractiveness, expands opportunities for international companies to operate
in Ukraine, promotes development of international trade and tourism, as it ensures
extremely fast delivery of valuable and perishable goods to their destination. Con-
sidering that force majeure circumstances in the aviation industry are unforeseen
events or circumstances that arise beyond the will and control of the air carrier and
can affect the normal of aviation processes course, it is important to consider the
aspect of legal regulation of this institution of aviation (air) law in combinationwith
safety in the air. Such force majeure circumstances as weather conditions, geopo-
litical conflicts, technical problems and other unforeseen events can significantly
affect operation of airlines and airports.

The main conclusion of performed research is that despite great negative con-
sequences that force majeure has for the implementation of aviation activities and
therefore for implementation of contractual obligations based precisely on imple-
mentation of such transportation by air transport, aswell as despite recognition of a
certain case by the authorized by State authorities as a force majeure circumstance
in general, party that lost opportunity to fulfill the obligation should prove influ-
ence of the forcemajeure on the non-fulfillment of corresponding obligation. Force
majeure circumstances, such as natural disasters, technical issues or socio-political
events, can significantly affect functioning of aviation enterprises and global avia-
tion system as a whole. Cooperation between States, aviation institutions and air-
line companies are essential for effective management of force majeure situations.
There is specialized legislation and international agreements regulating responsi-
bility and actions of airlines during force majeure circumstances determining the
rights and obligations of participants in aviation relations in such situations.
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Obtained results can be used in theoretical legal researches, as well as in
legislative and practical activities.

Keywords: force majeure circumstances · aviation activity · civil aviation ·
cooperation of international organizations · aviation risks · International Civil
Aviation Organization (ICAO) · violation contractual obligations · aviation force
majeure · exemption from liability · force majeure management

1 Introduction

This research consists of legislation analysis regulating force majeure in aviation indus-
try, as well as the methods and strategies used for their prediction and management.
The topic is relevant in the context of emergency situations, such as pandemics, natu-
ral disasters and geopolitical, military conflicts, that can have a serious impact on the
aviation industry. Understanding and effectively managing force majeure in aviation
industry is an important task to ensure safety, reliability and efficiency of legal relations
arising in the aviation industry. Therefore, research on force majeure issue as a circum-
stance that can release a party to a contract from responsibility for non-fulfillment of
the terms of the contract is an extremely important aspect, because occurrence of such
a phenomenon does not depend on the parties to any contract, but can affect their legal
relations. This article purpose is to determine specifics of the legal regulation of force
majeure in aviation, in particular, in contracts for transportation of cargo and passengers
by air concluded for implementation of economic activities of airlines, air carriers and
other subjects of the aviation industry. Force majeure can have a significant impact on
aviation operations, including financial costs, loss of profits, as well as reputational risks,
lead to changes in schedules, routes. Therefore, monitoring and analysis of factors that
can lead to force majeure is important to ensure the safety and efficiency of aviation
activities.

1.1 Literature Review

Forcemajeure analysis in science and practice of law enforcement aswithinUkraine as in
EU countries is a necessary direction of research caused by the present. Research papers
of Ukrainian and foreign scientists, as well as practicing lawyers, made a significant
contribution to research on this issue. In particular, it is worth highlighting research
papers of O. Kuzhko, V. Slobodianiuk, D. Lazebnyi, A. Melnichenko, O. Melnyk et al.

Occurrence issues of risks in transport were actively studied by domestic and foreign
scientists. Among domestic authors, S.I. Andrusenko, S.M. Boniar, N.V. Tarelnyk, T.M.
Berdychevska, O.S. Buhaychuk, V.B. Budnychenko, A.S. Dorosh, Ye.B. Demchenko,
Yu. Konovalenko, R.V. Markul, V.S. Podpisnov, M.M. Tarashevskyi et al. dealt with
these issues. Interesting issues are raised in the work of B. Vandeskyi, who analyzes
risks, the level of trust and reputational influence in Norwegian offshore supply chain
[1]. Among foreign researchers, it is especially necessary to note the research paper by
K. Lianh et al. [2] regarding the analysis of cargo theft risks in supply chains, as well as
research by I. Tseremohlu et al. [3], where the authors proposed a combined forecasting
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model for air cargo loading based on risk minimization. Rybchuk A.V. [4], and Proboiv
O.V. [5] studied specifics and issues of international tourism industry in global pandemic
conditions.

Despite increased attention of scientists to forcemajeure in one or another field,many
theoretical and practical issues are still debatable. As well, research on force majeure
in aviation activity, during transportation by air during performance of contractual
obligations including from foreign sources is overlooked.

2 Presentation of the Main Content

Aviation activity occupies important place in world economy, importance of aviation
activity is constantly growing which is due to technological development and the lat-
est developments in aviation industry. At the expense of aviation activity, investment
attractiveness of the country increases, opportunities for the activities of international
companies, tourism and international trade on the territory of Ukraine are expanded,
since aviation activity ensures extremely fast delivery of valuable and perishable goods
to their destination.

The Convention for the Unification of certain rules relating to international carriage
by air (Warsaw Convention) dated on 1929 [5], Convention on International Civil Avi-
ation (Chicago Convention) of 1944 [6], Convention on the International Recognition
of Rights in Aircraft (Geneva Convention) are devoted to legal regulation of aviation
activities) 1948 [7], Convention on Damage Caused by Foreign Aircraft to Third Parties
on the Surface (Rome Convention) dated on 1952 [8], Convention on Offences and Cer-
tain Other Acts Committed on Board Aircraft (Tokyo Convention) dated on 1963 [9],
Convention for the Suppression of Unlawful Seizure of Aircraft (Hague Hijacking Con-
vention) dated on 1970 [10], Convention for the Suppression of Unlawful Acts against
the Safety of Civil Aviation (Montreal Convention) dated on 1971 [11], Protocol for the
Suppression of Unlawful Acts of Violence at Airports serving International Civil Avi-
ation (Montreal Protocol) dated on 1988 [12], Treaty on Open Skies (Helsinki Treaty)
dated on 1992 [13], as well as provisions of Air Code of Ukraine [14], Laws of Ukraine:
On Transport [ 15], On state program of civil aviation safety [16], etc.

According to Article 1 of Air Code of Ukraine dated on 19.05.2011, aviation activity
is activity of individuals and legal entities in the field of aviation and/or institution
of air traffic of Ukraine. Order of the Minister of Defense of Ukraine №. 256 dated
on 05/19/2010: On approval of the Rules for the investigation of aviation events and
incidents in the aviation of the Armed Forces of Ukraine defines aviation activity as an
activity related to airspace use with aircraft use [17].

Studying and analyzing doctrinal definition of aviation activity developed by national
or international aviation institutions, government agencies and organizations regulating
aviation industry, in order to ensure the safety, development and coordination of aviation
activity, it is possible to single out certain risks that aviation activity has. These can be
aviation safety risks, technical risks, weather risks, errors of pilots, controllers, flight
personnel and other participants in the aviation process that can lead to accidents. Avia-
tion activity is associated with economic risks, changes in the economy, including rising
prices for fuel and other resources which can affect the financial stability of airlines and
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lead to their bankruptcy or reorganization. The COVID-19 pandemic has significantly
affected the aviation industry and led to emergence of new risks that have arisen due to the
coronavirus spread. Restrictions on international and domestic routes, border closures
and reduced international and domestic travel have led to a sharp decline in demand for
air travel. This led to significant financial losses for airlines and airports [18]. Overall,
the COVID-19 pandemic has created a challenging situation for the aviation industry
and forced industry players to adapt to new realities. Risk management and search for
innovative solutions have become key tasks for the recovery and stabilization of aviation
activities in pandemic conditions.

On 24.02.2022, military aggression of Russian Federation against Ukraine spread to
entire territory of Ukraine, in connection with which the Decree of President of Ukraine
№ 64/2022: On imposition of martial law in Ukraine dated on 02/24/2022 imposed
martial law on the entire territory of Ukraine [19]. Subsequently, the Verkhovna Rada of
Ukraine approved the above-mentioned Decree of the President of Ukraine by the Law
of Ukraine: On Approval of the Decree of the President of Ukraine № 2102-IX dated
on 24.02.2022, 2022. As a result of the full-scale invasion of the aggressor country on
the territory of Ukraine, all spheres of life “froze” or began to function differently. One
of the important areas of economic development in Ukraine was the air transportation
industry. The war that currently is taking place on the territory of Ukraine has quite
strongly undermined development of this industry, and not only in Ukraine. In particular,
in international aspect, delivery routes, logistics companies, etc. overlap. Consequently,
all of the above aviation risks require careful planning and coordination by civil aviation
organizations or the military to ensure safety and stability of aviation operations in a
conflict condition.

In our opinion, aviation risks are closely related to force majeure. However, force
majeure in aviation activities has its own characteristics and properties. Connection
between aviation risks and forcemajeure is that forcemajeure can create aviation risks or
exacerbate existing risks. For example, a pandemic (force majeure) can reduce demand
for air travel and increase the risk of financial instability for airlines. Weather disas-
ters, considered as force majeure, can cause weather risks such as flight delays and
cancellations.

Aviation industry typically has contingency plans and risk management strategies to
deal with events related to both aviation risks and force majeure. For example, airlines
can have plans to deal with situations where flights cannot take place due to weather
conditions or other extraordinary circumstances. In such cases, it is important to comply
with safety requirements and minimize risks to passengers and crew.

Force majeure is an event or condition beyond the control and ability of the party
responsible for the performance of contractual obligations. Force majeure concept def-
inition of the of is contained in the Law of Ukraine: On the Chambers of Commerce
and Industry in Ukraine establishing in Part 2 of Art. 14–1 that such circumstances
are extraordinary and unavoidable circumstances that objectively make it impossible
to fulfill the obligations provided for in the contract terms (contract, agreement, etc.),
obligations according to legislative and other regulatory acts [21].

In aviation, force majeure circumstances can have serious consequences for both air
carriers and passengers, etc. In current international practice, the application of force
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majeure is regulated by several normative acts. The norm established by Art. 79 of
the Vienna Convention (United Nations Convention on Contracts for the International
Sale of Good) [22]. This provision exempts a party to a contract from liability for non-
fulfilment of its terms if it is proved that non-performance was caused by an obstacle
beyond control of the party and it would be unreasonable to expect this obstacle to be
taken into account at the time of the conclusion of the contract, and to avoid or it was
impossible to overcome this obstacle (fulfill obligations in alternative way). Proving
these circumstances rests with the party that violated the obligation.

Principles ofUNIDRUA in the edition of 2016) [23], Principles of EuropeanContract
Law [24, 25 P.78] and a number of other acts contain provisions similar in content to
the above-mentioned norms.

In order to perform themain goal of this research, it is necessary to define the concept
of force majeure specifically in aviation activities and to determine which events in
this field will have signs of force majeure. First of all, it is clear that force majeure
circumstances in aviation activity are unforeseen events or circumstances that arise
beyond the control and influence of aviation activity subjects and can complicate or
even lead to the impossibility of fulfilling an agreement or obligations related to aviation
activity. Force majeure circumstances can be of different nature and their classification
can be determined depending on the context and sub-sector of this activity.

Thus, it is possible to systematize force majeure in aviation activities into natu-
ral force majeure circumstances, technical, personal (human), political (geopolitical),
economic ones.

Natural forcemajeure includesweather disasters such as hurricanes, tornadoes, heavy
snowfalls, thunderstorms, thunderstorms, heavy fog and other weather phenomena that
may affect the safety of flights and lead to flight delays or cancellations; natural disasters
such as earthquakes, floods, forest fires, volcanic eruptions and other natural disasters
that may affect airport infrastructure and navigation systems and epidemics and pan-
demics. As the COVID-19 pandemic has indicated, epidemics and pandemics can lead
to restrictions on air traffic and lead to reduced demand for air travel.

Technical force majeure includes accidents and incidents with aircraft and certain
technical failures in navigation systems. Unforeseen technical malfunctions or aircraft
accidents can affect safety of flights and require immediate intervention. Failures in
navigation systems used for air traffic control and aircraft orientation can endanger all
participants in air transportation.

Personal (human) force majeure includes behavior and actions of the crew and pas-
sengers that create an emergency situation, as well as acts of terrorism that can affect
flight safety and airport infrastructure.

Political (geopolitical) force majeure includes armed conflicts and military actions
that can lead to the closure of airspace, restrictions on flights and disruptions in aviation
infrastructure. Economic crises, airline bankruptcies or other financial difficulties that
can lead to limitation of aviation operations are classified as economic force majeure.

This is only a general overview of force majeure in aviation, and each of the fol-
lowing has a negative impact on. Thus, f for instance, main negative consequences of
the COVID-19 pandemic are a reduction in demand for air passenger transportation
due to restrictions and bans introduced by almost all countries of the world including
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Ukraine. This led to a sharp reduction in the volume of air transportation of passengers
and led to the unprofitable operation of airlines, airports, and all sectors of service of
transport processes, because the operating costs of companies increased or remained
at the previous level, and revenues decreased by 3–5 times. According to International
Civil Aviation Organization (ICAO), in 2020 air transport had losses in the amount of
$370 billion. Such consequences also occurred in some countries of the world. In the
same year, China civil aviation had losses in the amount of $5.6 billion, the losses of the
US aviation companies together amount to more than $40 billion, the aviation business
was operating in almost all countries of the world in 2020 with loss [26].

Force majeure circumstances can have a significant impact on aviation activities,
and lead to restriction or suspension of flights. Weather disasters, military conflicts or
epidemics can lead to restrictions in the use of airspace or even to complete cessation of
aviation operations in certain regions. Thus, on February 24, 2022, in connection with
the military invasion of the Russian Federation, in accordance with the requirements of
the Air Code of Ukraine and the Regulations on the Use of the Airspace of Ukraine,
State Aviation Service of Ukraine took measures to close the airspace of Ukraine for
civilian airspace users. Provision of air navigation services in the airspace of Ukraine has
been suspended. As well, force majeure can lead to flight delays and cancellations due
to weather conditions, infrastructure problems or other negative impacts that complicate
aviation operations, causing significant financial losses to aviation organizations such as
airlines and airports. The reduction in demand for air travel during COVID-19 pandemic
is an example of such losses.

Force majeure can affect flight schedules and flight sequences, forcing airlines to
re-plan routes and flight schedules to avoid restrictions and risks. Natural disasters or
military operations can lead to disruptions in aviation infrastructure, such as destruction
of airports or navigation systems. This can significantly complicate flights. Therefore,
depending on nature and scale of force majeure circumstances, aviation institutions
should develop contingency plans and response strategies to ensure the safety, reliability
and stability of aviation operations during adverse events.

As already mentioned, important component of risk management, including force
majeure in aviation, is development and implementation of emergency plans and strate-
gies for responding to force majeure in order to ensure the safety, reliability and stability
of aviation activities.

On November 29, 2018, agreement was concluded in Brussels between the airspace
management unit of Ukraine (Ukraerorukh) and the European Organization for the
Safety of Air Navigation (Eurocontrol) regarding coordination procedures and actions
in emergency situations while ensuring flexible airspace [27].

In addition, noting the intention of Ukraine to incorporate into its aviation legislation
the relevant requirements and standards of the European Union, including taking into
account the further development of the EU legislative framework and wishing to ensure
the highest level of flight safety and aviation safety of international air transportation
and confirming the deep concern in in connection with actions or threats directed against
the safety of aircraft, which endanger the safety of people or property, negatively affect
the operation of aircraft and undermine the confidence of passengers in the safety of
civil aviation On October 12, 2021, an Agreement was concluded between Ukraine, on
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the one hand, and by the European Union and its member states, on the other hand, on
European Common Aviation Area (hereinafter referred to as ECAA) [28].

The purpose of this Agreement is gradual establishment of an Agreement between
Ukraine and the European Union and its member states based on identical rules in the
field of flight safety, aviation security, air traffic management, environmental protection,
consumer rights protection, computer systems booking, and on identical rules regarding
social aspects. According to Clause 1 of the criteria specified in Article 26(4) of the
Agreement, aid for compensation for damage caused by natural disasters or emergency
situations is compatible with proper functioning of this Agreement.

Based on provisions of paragraph b) of Article 9 of the Convention on International
Civil Aviation dated on 1944, each Contracting State also reserves the right immediately
in exceptional circumstances or during emergency state or in the interests of public safety
to temporarily restrict or prohibit flights over its territory or any which part thereof, pro-
vided that such restriction or prohibition applies to aircraft of all other States, regardless
of their nationality.

Therefore, force majeure management in aviation activities is an important part
of ensuring the safety, reliability and stability of aviation operations. Development of
emergency plans can be called the key aspects of force majeure management in the
aviation industry. Thus, aviation institutions such as airlines, airports and air navigation
services must develop andmaintain contingency plans for various types of force majeure
including natural disasters, technical failures and others.

Staff of aviation organizations must be trained and prepared to respond to force
majeure circumstances. This includes conducting drills, simulations and evacuation
exercises. Thus, Jason Kelly, president of the Crisis Advisors company that provides
emergency response training for airlines, noted that airlines should be ready to respond
immediately to an air crash, serious incident, in-flight emergency, ground incident, secu-
rity incident or other type of emergency. Emergency situation. Crisis management of an
aviation accident or incident is a very complex and fast process,when commanddecisions
must be made by the airline management quickly, correctly and decisively. After a plane
crash, there is no time to train airline staff in emergency response or develop policies.
Thus, most emergency response planning and training activities should be conducted
early and on a regular basis [30].

Force majeure Management is a comprehensive procedure that requires planning,
preparation, cooperation and rapid response to unforeseen events. Compliancewith these
principles helps to reduce risks and ensure safety of aviation activities. Force majeure
management requires clear planning and coordination between the various structures of
the aviation industry. Flexibility and adaptability, ability to respond quickly to chang-
ing circumstances and take alternative measures, such as rerouting flights or providing
substitute services is a component of force majeure management procedure.

The bottom line that needs to be analyzed and determined in the context of this topic
is the factor of force majeure on aviation activities that leads to cancellation or delay of
flights due to badweather conditions, technical issues or security restrictions, to financial
losses, because air carriers lose profits due to flight cancellations and compensation to
passengers and negative impact on reputation, given that non-compliance with flight
schedules and unpredictability can affect passenger confidence and the image of airlines.
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Therefore, the issue of compensation for flight delay or cancellation is relevant and
requires special attention in research on force majeure in aviation.

The main special industry regulatory legal act regulating general conditions of pas-
senger and baggage transportation by air transport, ensuring flight safety and passenger
service quality is the Rules of Air Transportation and Passenger and Baggage Service
(hereinafter referred to as Aviation Rules). Thus, Aviation Rules of Ukraine while defin-
ing and relating concepts of flight delay or flight cancellation, contain inaccuratewording
regarding time: “two hours or more”, “three hours or more”, “four hours or more” [31].

Aviation rules were developed taking into account the provisions of the Montreal
Convention, the Warsaw Convention, the Hague Protocol and the rules of the Inter-
national Air Transport Association (IATA). While developing the Aviation Rules, the
provisions of EU Regulation 261/20042: On establishing general rules in the field of
compensation and assistance to passengers in the event of denied boarding, cancella-
tion or long flight delay and on the repeal of Regulation (EEC) N 295/91 (hereinafter
referred to as Regulation 261/2004) that is valid on the territory of the European Union
and which is governed by all airlines registered in the EU or operating flights from
European airports and other air carriers during flights to/or from Europe.

Instead, EU Regulation No. 261/2004 on introduction of common rules for compen-
sation and assistance to passengers in case of refusal of transportation and cancellation
or long delay of flights, and cancellation of Regulation (EEC)No. 295/91 in case of flight
delay absolutely and clearly defines the terms [32]. For example, a delay in the case of
a flight distance of up to 1,500 km is two hours from the scheduled time of departure.
The Aviation Rules of Ukraine do not clearly define criteria for delimiting flight delay
periods, instead of which the concept of “reasonable periods” is included.

Here, delay in the case of a flight distance of up to 1,500 km is two hours or more,
without determining its upper limit. This is a certain gap in the awarding of compensation,
since it is disproportionate to equate the passenger’s losses in the event of a flight delay
of two hours and, for example, eight hours.

The official interpretation of the relationship between the terms: “flight delay” and
“flight cancellation” during passenger compensation is established in the decisions of
the European Court (Fourth Chamber) in the cases № C-402/07 Christopher Sturgeon
and others against the airline Condor Flugdienst GmbH and No. C- 432/07, Stephan
Beck, Cornelia Lepushyts against Air France SA. In accordance with these judicial acts,
articles 5, 6 and 7 ofRegulationNo. 261/2004 to resolve the issue of compensation should
be applied as follows: passengers whose flights are delayed are equated to passengers
whose flights are canceled if the delay is equal to or exceeds three hours, i.e. passengers
reach their final destination three or more hours later than specified in the air carrier’s
flight schedule [33]. Thus, according to the decisions of the European Court of Justice
in cases№ C-402/07 and № C-432/07, a flight delay of three or more hours is equated in
terms of civil law consequences to flight cancellation and entitles the tourist to similar
compensation in the amount of: 250 euros for flights with a flight distance of up to
1,500 km; 400 euros for flights with a flight distance of 1,500 to 3,500 km; 600 euros for
all other flights. If the flight delay is less than three hours, then, applying the interpretation
from the above-mentioned judgments of the European Court and the provisions of point
a) paragraph 1 of Article 8 of Regulation No. 261/2004, the passenger has the right



Force Majeure Circumstances in Aviation Activities 231

to be provided with soft drinks and food while waiting for the departure of the flight,
for accommodation in a hotel, if the waiting time in the event of a change of route is
one or more nights, or for reimbursement of the full cost of a flight ticket. Ukrainian
legislation, in contrast to the legislation of the European Union, establishes the right to
receive monetary compensation in the maximum amount of the ticket price, regardless
of the flight delay time.

The definition of the delay concept in transportation of a passenger and the delivery of
his luggage delays, theMontreal Convention and theWarsawConvention, do not provide
a definition of the delay concept, although in the preparatory content of the Montreal
Conference it was proposed to define it as “failure to carry out the transportation of a
passenger or the delivery of luggage or cargo to the immediate or final destination within
the time that can reasonably be expected from a diligent carrier, taking into account all
the relevant circumstances” [34].

Aviation regulations determine responsibility of the carrier for non-fulfillment or
improper fulfillment of the terms of the contract of carriage of a passenger by air, in
particular, responsibility for denied boarding, delay or cancellation of a flight [31]. The
rights of passengers in case of denied boarding, delay or cancellation of a flight are
defined by Section XV of the Aviation Rules. The provisions of Section XV of Aviation
Rules apply to passengers of scheduled and charter flights who are refused carriage
or whose flight is canceled or delayed, provided that the passenger has a confirmed
reservation for relevant flight and except in the case of cancellation, is present for check-
in at the time provided by the rules air carrier and notified in writing, or, if the check-in
time is not specified, not later than 45 min before the departure or booking time of the
flight that was delayed/transferred by the air carrier or aircraft charterer (tour operator)
to another flight, regardless of the reasons [35, C 102].

Air carrier has the right to deny boarding to passengers incase event of overbook-
ing, i.e., in the case of a so-called “overbooked flight”. The overbooking concept is a
relatively new phenomenon in the field of civil aviation. The analysis of the passenger
air transportation market proved that any flight always has a few percent of passengers
who after booking a flight, do not arrive for departure on the specified date for personal
reasons. In order not to fly on a half-empty plane, airlines sell more tickets than the
aircraft can hold. As well, the overbooking concept is used in the case when, before
departure, carriers change a technically defective aircraft to a new one, which is inferior
in passenger capacity to the first one [34].

It is important to note that the protection of passengers’ rights in case of flight delay or
cancellation under Regulation№ 261/2004 does not apply to flights outside the European
Union. That is, the protection of passengers’ rights under the Regulation will not work
on the territory of the European Union if the flight was from outside the European Union
to the interior of the European Union and the operator was not an airline of European
Union. It is possible to use the rights in accordance with the laws of the European Union
on the rights of air passengers in cases where the transportation is carried out within
the European Union and does not depend on the airline that is its operator; if the flight
arrives in the European Union and the operator is a company from the European Union;
if the flight departs from the European Union to a country other than the European Union
and it does not matter which airline is its operator [32].
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In order to receive compensation for damages under Regulation 261/2004, it is nec-
essary to submit a corresponding application on the airline website and fill out a special
form. For this purpose, it is necessary to save all documents that confirm the fact of the
delay or cancellation of the flight. If the transfer from one flight to another is on the same
reservation and the passenger is late for the second flight due to cancellation of the first,
the carrier should either reimburse the cost of tickets for the entire reservation chain, or
offer an alternative to reach the destination. If the flight was canceled at the airport and
the passenger is waiting for an alternative flight, he should be provided with the same
conditions as in the case of a delayed departure [32].

Some countries and regions may set their own mandatory standards and regulations
for handling passenger delays. These rules can complement international standards and
provide additional rights and protection to passengers. For example, the European Union
(EU) has its own rules on passenger rights, including rules for handling flight delays. One
such initiative is Regulation (EC) № 261/2004 defining the rights of passengers in case
of flight cancellations and significant delays. According to this regulation, passengers
whose flights are cancelled or delayed for a certain time can be entitled to compensation,
food and beverages, hotel rooms and reorientation to another flight.

Some other countries and regions may have their own laws or regulations relating
to passenger handling in case of flight delays. These rules may be country-specific and
may vary in scope and responsibilities.

It will not be superfluous to note that effective solutions to problems in the avia-
tion industry require close cooperation between various interested parties, including air
carriers, government authorities of the aviation industry, airports, passengers and other
organizations. The interaction between them plays an important role in ensuring the
safety, reliability and stability of aviation operations, which positively affects the man-
agement and forecasting of force majeure in aviation activities. Cooperation in the field
of prevention of force majeure in aviation activities is of great importance for ensuring
safety and reliability of aviation operations. It is known that forcemajeure circumstances
mentioned above can become serious threats to aviation safety and workflow. Interaction
between all interested parties in the field of prevention and of forcemajeuremanagement
in aviation activities contributes to increasing safety and stability of aviation operations
and ensures the protection of passengers and staff.

Thus, one of the key aspects of preventing force majeure is meteorological obser-
vation and forecasting. Meteorological services cooperate with aviation institutions to
provide information on weather, storms, turbulence and other meteorological conditions
that can affect flight safety. These services serve as aerodromes as air routes [37].

In accordance with Article 7, part two of Article 45 of the Air Code of Ukraine
[14], the Rules of State Aviation of Ukraine, approved by the order of the Ministry of
Defense of Ukraine dated January 5, 2015 № 2 registered with the Ministry of Justice of
Ukraine on January 26, 2015 under No. 82/26527 [38], taking into account the standards
and recommended practice of the International Civil Aviation Organization (hereinafter
referred to as ICAO), the European Organization for the Safety of Air Navigation (here-
inafter referred to as Eurocontrol) and Technical Regulations of the World Meteorolog-
ical Organization [39], the Rules of Meteorological Support of Flights of State Aviation
of Ukraine have been adopted in Ukraine [37]. It is these rules that determine the content,
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purpose and procedure of meteorological support for flights of state aviation aircraft, the
main types and terminology of aviation weather forecasts, the duties of officials of the
meteorological service of aviation entities and are mandatory for the management and
implementation of all services of the entity’s objects of aviation activity.

As well, in their cooperation on forecasting and force majeure management, aviation
institutions use incident detection systems, such as radars and other technologies, to
detect possible threats, such as drones, other aircraft or objects that may cause force
majeure. Various aviation organizations, such as air navigation services, airports, airlines
and others, should cooperate and exchange information on possible force majeure. This
can include sharing weather data, airport infrastructure, aircraft movements, etc. After
force majeure situations, it is important to analyze them to study the causes and develop
measures to prevent similar situations in the future.

Talking into account that force majeure is grounds for exemption from liability
for breach of assumed obligations, aviation force majeure is not an exception. Special
attention should be paid to the regulation of this legal phenomenon in contractual terms.
Thus, in accordance with Part 1 of Art. 141 of the Law of Ukraine: On the Chambers
of Commerce and Industry in Ukraine, the Chamber of Commerce and Industry of
Ukraine and the regional chambers of commerce and industry authorized by it certify
force majeure circumstances (circumstances of force majeure) and issue a certificate of
such circumstances within seven days from the date of the subject application business
activity. Article 617 of the Civil Code of Ukraine [40] stipulates that a person who has
violated an obligation is released from responsibility for obligation violation an if he
proves that this violation occurred as a result of an accident or force majeure.

As well, in accordance with the provisions of Article 218 of Economic Code of
Ukraine, unless otherwise provided by law or agreement, a business entity shall bear
economic and legal liability for violation of an economic obligation, unless it proves
that proper fulfillment of the obligation was impossible due to force majeure, that is
extraordinary and inevitable circumstances under these economic activity conditions
[41].

Usually, contracts of carriage and aviation agreements contain provisions regarding
forcemajeure and procedures to be followed in the event of their occurrence. The contract
can contain a clause exempting the parties from liability in case of force majeure. This
means that parties will not be liable for failure to fulfill their obligations, if this is impos-
sible due to force majeure. The contract terms should require the parties to notify each
other of force majeure circumstances and their impact on the performance of the agree-
ment. This can help the parties to interact and find a solution in case of force majeure.
Thus, force majeure can lead to postponement or cancellation of aviation operations,
such as flights. Provisions in the contract can regulate issues regarding refunds, transfer
to another flight or other alternative options for passengers. Contracts can determine
methods of cooperation and dispute resolution in the event of force majeure. This can
include negotiations, search for alternative solutions and other cooperation mechanisms.

It is important to note that content and scope of force majeure provisions can vary
from one contract to another. International conventions, such as theMontreal Convention
of 1999, contain provisions on liability of air carriers in case of forcemajeure. According
to these documents, air carriers may be exempted from liability for certain losses if it



234 F. Nataliia et al.

can be proved that these losses were caused by force majeure that could not have been
avoided, as we noted above.

In order to be successfully released from liability, air carriers should usually pro-
vide evidence that force majeure was unforeseeable, could not have been avoided and
prevented normal performance of carriage contract. In particular, relevant documenta-
tion that shows that the event was unforeseeable at the time of contract conclusion or
planning of aviation operations. Reports of meteorological services, news about extraor-
dinary events, information about other unforeseen circumstances can be important evi-
dence. If similar force majeure circumstances have occurred earlier, previous reports and
analyzes of these events can confirm their unpredictability. If other cases of a similar
nature have already occurred, this can indicate that the situation was unpredictable. Tes-
timony from experts, such as meteorologists, geologists, engineers or other specialists,
can be important to prove that circumstances were unforeseeable. Experts can provide
their assessments and analysis confirming the unpredictability of the event. Information
found in publicly available sources, such as mass media, official government statements
or other communications, may serve as evidence of force majeure. Gathering and pre-
senting this evidence can be a difficult task and in many cases the case can be resolved
in court or other arbitral body.

In general, addressing liability issues in case of force majeure in aviation activities
can be comprehensive and requires compliancewith international and national regulatory
requirements. Detailed situation analysis to determine whether force majeure circum-
stances belong to the category that can relieve the parties from liability, the collection
of evidence confirming the unpredictability and impossibility of avoiding such circum-
stances. In cases where the parties cannot reach an agreement on liability, the case can be
referred to arbitration or court. In these processes, all evidence and arguments of the par-
ties will be considered, and the court will decide whether force majeure circumstances
are grounds for exemption from liability.

Thus, force majeure in air transportation contracts is an important legal concept that
defines the circumstances that, in accordance with legislation and international conven-
tions, can exempt the parties from responsibility for non-fulfillment of their obligations.
Air transportation contracts often contain provisions regulating the of force majeure
impact on the parties’ liability and the terms of dispute resolution in such situations.
Defining and establishing force majeure is an important task to ensure justice and under-
stand the legal consequences of events beyond the control of the parties. Significantly,
force majeure is an important tool to ensure the stability and reliability of air transport
in the event of unforeseen circumstances and it can be different in different aviation
agreements and contexts.

3 Conclusions

Despite significant negative consequences of forcemajeure in implementation of aviation
activities and therefore for implementation of contractual obligations based precisely on
the implementation of such transportation by air transport, as well as despite recognition
of a certain event by authorized state bodies as a forcemajeure circumstance in in general,
the party that lost the opportunity to fulfill the obligation must prove the influence of
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force majeure on non-fulfillment of the corresponding obligation. Force majeure in
aviation is an important aspect that can significantly affect the safety and reliability of
aviation operations. The main types of force majeure include natural disasters, technical
malfunctions, strikes, acts of terrorism, pandemics and other unforeseen events. Aviation
institutions and air carriers must have plans and procedures for managing force majeure
situations in order to ensure the safety of passengers and personnel. It was determined
that an important part of resolving issues of responsibility in case of force majeure is
compliance with international conventions and national legislation.

Cooperation between aviation organizations, meteorological services and other
stakeholders plays an important role in prevention and force majeure management.
Taking into account that force majeure can cause significant changes in air transport
schedules, they require reorganization of logistics and planning. Contracts of air car-
riage usually establish liability conditions and procedures for resolving disputes related
to force majeure. However, analysis and study of previous force majeure cases helps to
improve plans and procedures for crisis management in the aviation industry. In addition,
force majeure can affect legal relationships and liability in the field of aviation, so it is
important to consider international conventions and agreements that regulate this field
and develop dispute resolution strategies in accordance with.

By properly responding to force majeure and ensuring the highest level of safety, the
aviation industry can overcome challenges while maintaining a high standard of quality
and passenger confidence. It is important to constantly update approaches and respond
to new challenges in order to ensure stability and development of the aviation industry
in the future.
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Abstract. The presented work analyzes the existing methods of cleaning com-
bined wastewater. It is indicated that the most common solutions in the field of
highly concentrated wastewater treatment methods and technologies are the com-
bination of classical treatment methods (mechanical, physico-chemical, biologi-
cal, etc.) with innovative methods (reverse osmosis, ultrafiltration, microfiltration,
electrodialysis, improvement of biological methods, etc.). Based on the analy-
sis of existing methods, it is proven that phytotechnological methods using their
ecological and energy-saving potential and the advantages of such technologies
for sustainable development are promising methods of wastewater treatment. The
ecological expediency and effectiveness of innovative methods of cleaning com-
bined wastewater using biofilm and bioplateau (swamps) to ensure the sustainable
development of urbanized and industrially saturated territories are considered and
proven.

Keywords: wastewater · biotechnology · innovative technologies · sustainable
development

1 Introduction

1.1 The Relevance of the Topic

The need to organize and ensure a balanced use of nature, improve the quality of the
environment, and reduce the impact of production implies the social and economic devel-
opment of society. Inefficient use of water, pollution of water bodies will threaten the
food security of mankind, the health of ecosystems and access to high-quality drinking
water [1, c. 23].

Today, there are many definitions of wastewater concepts, while they are divided
into wastewater from enterprises, domestic consumers, municipal wastewater, etc.When
researching and choosing a method of cleaning and further cleaning, it should be taken
into account that these waters have a changed composition, both chemical and physical.
Wastewater is a complex multi-component substance mixture that contains impurities
of organic and mineral origin, they can be in an undissolved, colloidal and dissolved
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state. The degree of their pollution, which is estimated by the concentration - the mass
of impurities per unit volume of mg/l or g/m3, will depend on the multicomponent com-
position. To determine the quantitative and qualitative indicators of the multicomponent
composition, measurements, analysis and evaluation are carried out, namely: sanitary
and chemical analyzes to determine the amount of COC (chemical oxygen consumption
- the total concentration of organic substances); BOC (concentration of organic com-
pounds that are oxidized biologically); concentration of suspended substances; active
reactions of the environment; color intensity; degree of mineralization; concentration of
biogenic elements (nitrogen, phosphorus, potassium), etc. [2].

Wastewater is treated at mechanical and biochemical (biological) treatment facil-
ities. Wastewater treatment technology is developing in the direction of intensifica-
tion of biochemical treatment processes, sequential implementation of biochemical and
physico-chemical treatment processes, the purpose of which is the reuse of deeply puri-
fied wastewater at industrial enterprises. For a complex and energy-efficient solution
to this problem, a combination of physico-chemical (pressure flotation, treatment with
reagents) and biological (oxidation of microorganisms orium in anaerobic and aero-
bic conditions) methods. Such a combination eliminates the shortcomings of each of
the methods and makes it possible to solve the given tasks in the most effective way.
Promising methods of wastewater treatment are phytotechnological methods using their
ecological and energy-saving potential and the advantages of such technologies for
sustainable development.

1.2 Research Methodology

The methodological basis of the work is the dialectical method, the use of which allows
studying the object and subject of research in their epistemological unity, interconnec-
tion and differences. The methodology of the article is based on the use of several basic
methods of scientific knowledge. The historical method was used to clarify the histori-
cal and general theoretical issues of the essence of scientific approaches and practice of
applying wastewater treatment methods. The use of the methods of analysis and synthe-
sis made it possible to identify the most effective and environmentally friendly methods
of wastewater treatment. The logical and semantic method identified the interrelation-
ships and interactions of the method of using biofilms, bio-plateaus, mochars and other
phytobiological methods of treatment with other environmentally friendly methods of
wastewater treatment. Scientific abstraction and generalisation of scientific and theoret-
ical information as a process of establishing common properties and features allowed us
to reach and formulate final conclusions about the subject of the study.

2 Main Content Presentation

Biochemical cleaning methods are based on the use of the vital activity of microor-
ganisms that oxidize organic substances found in wastewater in colloidal and dissolved
states. Biochemical methods can almost completely get rid of organic impurities that
remain in water after mechanical cleaning.

Facilities for biological (biochemical) wastewater treatment can be divided into two
main types:
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– structures inwhich biological treatment is carried out under conditions close to natural
ones (filtration fields and biological ponds). Wastewater is cleaned on them quite
slowly due to the oxygen supply in the soil and in the water of biological ponds, and
also as a result of the vitality of micro-organisms-mineralizers that oxidize in soil and
water organic pollution;

– facilities in which wastewater treatment is carried out in artificially created conditions
(biological filters and aerotanks). In these structures, conditions are artificially created
under which wastewater treatment processes are much more intensive [3].

Purified wastewater should be disinfected before discharge to the reservoir to destroy
and destroy disease-causing microorganisms that remain. Since the requirements for the
level of wastewater treatment are increasing, they are subjected to additional treatment.

Biologicalwater purificationwas, is andwill be themainmethodof protecting natural
waters from chemical and biological pollution. Hydrobionts take part in the permanent
and eternal self-purification of water from the moment of their appearance in the water.
Absolutely all of them owe their existence to an incomprehensible, worthy of wonder, a
mad urge to reproduce, as well as to those organic substances that enter the water from
the soil or air orwater occur as a result of photosynthesis andwhich from the human point
of view are substances that pollute water, and for hydrobionts -heterotrophs, they are
the only source of nutrition. Biotechnology of water purification in all highly developed
countries is the most high-tonnage not only among biotechnologies (as old as baking
bread, production of fermentedmilk products and fermentation products; new ones, such
as the biosynthesis of medicines such as antibiotics, interferon, or insulin), and among
the well-known technological ones in general.

Like any other biotechnology, biological methods of water purification are based
on the use of certain living organisms, their complexes - biocenoses. Five such bio-
cenoses in water purification are currently known: a) biofilm; b) activated sludge; c)
anaerobic microorganisms, especially granular sludge; d) selected microorganisms -
destroyers of certain pollutants; e) hydrobiocenoses,which constitute a spatial succession
(bioconveyor) [4].

These biological groups are the basis of all existing biotechnological water purifica-
tion: the most diverse biofilters (with gravel, sand or synthetic loading; vertical or they
are horizontal, which are called “wetlands” - swamps (bioplato), immersed in water,
or intensively ventilated, etc.); aerotanks, oxygen tanks of various types and calibers
(extruders, mixers, circulation, shafts, towers, etc.), bacterial bioreactors, a number of
anaerobic structures with an upward or downward flow, with or without recirculation;
finally, direct flow microbial, zoo and phytoreactors. Man has invented a great number
of technical devices, structures, devices for biological water purification, but all of them
rely on the five types of biological agents listed above, which have always existed live
in nature. In any stream, stones and other solid objects are slippery from the biofilm;
there is no lake without silt at the bottom - the upper layer is aerobic, the lower layer
is anaerobic; the best bacteria-destructors live in soil irrigated with polluted water; in
every river that is intensively polluted by organic substances, you can observe a spatial
succession of hydrobionts, which ensures the gradual self-purification of the water in
it. The principle technological scheme of mechanical-biological-chemical wastewater
treatment is based on the realization that biological treatment is the basis, the core of
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the outwardly simple to primitiveness, but in fact and the extremely complex process of
transforming a dirty, toxic liquid - industrial or domestic wastewater - into clean, eco-
logically safe, biologically pure water. The complete set of this traditional, one might
even say classical, process includes the following three stages: primary – mechanical
cleaning; secondary – own biological purification; tertiary – physico-chemical treatment
of wastewater (Fig. 1).

Fig. 1. General scheme ofwastewater treatment 1 –methane tank; 2 –mud playgrounds; 3 –waste
water; 4 – grids; 5 – sand catcher; 6 – primary spacer; 7 – bioreactor (air tank); 8 – secondary
spacer; 9 – container for chlorination; 10– contact tank; 11– container for flocculation-coagulation;
12 – spacer; 13 – sand filter; 14 – filter with activated carbon; 15 – sediment thickener

During mechanical cleaning, wastewater 3 passes through grates 4, where coarse
mechanical impurities are retained, then through a sand trap 5, where sand is separated,
andfinallyflows into primary reservoirs,where, thanks to the forces of gravity, everything
heavier than water settles on the bottom, is collected and pumped into methane tanks 1
for fermentation or after a certain period of time (sometimes once a quarter) is released
to sludge fields with drainage 2, and everything that is easier than water - rises to the
surface of the water, where it is collected by special devices in a bunker and is also sent
to the methane tank [5].

Biological processes occur in water at all stages of its passage through treatment
plants. Moreover, they begin at the moment of wastewater generation, continue during
the collection and transportation of thiswater to treatment facilities (in sewage networks),
and do not stop after any, even the most thorough cleaning and disinfection of water.

However, the most noticeable biological treatment of wastewater occurs only at the
second - biological - stage, where the already mentioned biofilm, active aerobic or gran-
ular anaerobic and silts, specially selected destructive microorganisms or formed in the
trophic chain of hydrobiocenosis in conditions specially created for them in appropri-
ate structures multiply intensively, consuming organic compounds and other substances
from the water, which we consider as pollution. Biomass of hydrobionts, which grows
during water purification, is separated in the so-called secondary separators 8, from
where it is fed either to methane tanks/or to sludge fields 2.

Tertiary water purification consists mainly in an attempt to decontaminate the water -
to destroy the potentially epidemically dangerous organisms and germs (causing agents
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of diseases of the alimentary canal - cholera, dysentery, hepatitis, etc.). For this, chlo-
rination is used mainly, sometimes – irradiation with ultraviolet light, even less often –
ozonation. In the case of treatment of sewage treated with chlorine 9, they are kept for
20–30 min in contact tanks 10, after which they are discharged into open reservoirs. It
has been experimentally proven that such water treatment, which contains significant
amounts (tens of milligrams per liter) of organic substances (and this includes all without
exception, even the most accuratly treated wastewater and the vast majority of surface
natural waters), leads to the formation of awide variety of chlorinated organic substances
- from very harmful chloroform to hypertoxic dioxins, among which are very active and
deadly mutagens. Therefore, some scientists consider the chlorination of waste water to
be absolutely unacceptable, even a criminal act. For complete, reliable and safe water
purification, various schemes are being developed around the world, the most typical of
which include the processes of treatment with flocculants and coagulants 11, mainte-
nance 12, filtering through sand 13 and, finally, through activated carbon 14. Precipitates
formed as a result of coagulation and retention, thickened in centrifuges, filter presses
or drum vacuum filters 15 and stored in beams, ravines or landfills.

Biofilters do not require special costs for aeration. However, it is believed that the
biofilter cannot function normally without recirculation of the liquid being purified,
because the bulk of the water passes through the biofilter very quickly, and in such a
short period of time all the dirt does not have time to settle on the biofilm that is on the
nozzle. However, recirculation has its drawbacks, associated not only with significant
consumption of electricity for water circulation, but also with an increase in the volume
of the radiators, an increase in the load on the biofilter for pollution, tendency to clogging
of the load, and most importantly - with the equalization of the qualitative composition
of the biocenoses of the biofilm by the entire height of the biofilter. It is worth noting that
the biofilm on sand grains plays perhaps the most important role in the purification of
drinking water from dissolved organic compounds during its passage through the sand
layer, especially in and so-called slow filters [5].

A relatively new type of treatment plant, which is gaining increasing popularity in the
USA, Great Britain, the Netherlands and other countries, can be considered a peculiar
type of biofilter, these arewetlands. Swampor bioplato (Fig. 2) is an engineering structure
in the ground, a “lying biofilter” with a gravel load 2, placed with a small thickness (up
to 1 m) on reliable waterproofing with synthetic films:

Wastewater 4, after careful mechanical cleaning, is distributed across the width of
the swamp by a perforated pipe 3 and very slowly seeps through the vegetation over a
long period of time (1–3 days) and loading film 2, on which, in addition, aquatic plants 5
grow densely - rye, comfrey, water pepper, sardines, etc., which contribute to the aeration
of the water being purified, remove biogenic elements from it, in particular phosphorus,
potassium, nitrogen, as well as heavy metals, and thanks to their intelligence these root
systems increase the surface of the biofilm.

Naturally purified water is collected by a perforated pipe 6 and discharged into the
nearest stream. Such a treatment plant does not require any energy costs for aeration,
watermovement, it is easy tomaintain, ecologically flawless and should occupy a suitable
place in the system wastewater treatment in Ukraine.
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Fig. 2. – Bioplato (Swamps) 1 – waterproofing; 2 – game load; 3 – distribution pipe; 4 – waste
water; 5 – aquatic plants; 6 – pipe for collecting purified water

The biofilm is the basis of the functioning of another type of treatment facilities,
united under the general name “rotating biocontactors”. These are metal or plastic discs,
drumsmade of various syntheticmaterials, in the formof sheets of slate, fiber cords glued
together at different angles, half-immersed in waste water. “eyes” that are intensively
overgrown with a biofilm. These discs or drums are attached to a shaft that rotates slowly
(1–4 revolutions per minute), and the biofilm that grows on the developed surface of
the biocontactors is constantly immersed in the sewage air, stirring and sorbing and
adsorbing dissolved and suspended organic substances, then it rises into the air, where
it is well aerated and oxidizes (decomposes, mineralizes) the specified pollution. Part of
the biomass is broken down by water, suspended in it, and also takes part in cleaning.
Surplus biomass is carried out with purified water into the secondary separator, where
it settles.

Biofilm has a number of indisputable advantages. It is very resistant to any changes in
the composition and quantity of wastewater, is not afraid of volley discharges, withstands
the short-term negative effect of toxic substances, quickly restores its cleaning functions
after removal from drilling factors.

Active sludge is an autoflocculated biomass of microorganisms, bacteria, actino-
mycetes, fungi, and protozoa, which is dominated by capsule, gram-negative, stick-
shaped, monotrichial bacteria the first is Zoogloea ramigera, and the most common are
bacteria of the genus Pseudomonas. In addition, sludge is inhabited by representatives of
the genera Bacillus, Arthrobacter, Corynebacterium, Micrococcus, Nocardia, Sarcina,
Mycobacterium and many others, as well as Actinomyces, fungi of the genera Mucor,
Rhizopus, Aspergillus, Penicillium, Fusarium, Trichoderma.

The most common protozoa in activated sludge are flagellates (Mastigophora),
sarcodina (Sarcodina), ciliata (Ciliata), suckers (Suctoria) and infusoria (Infusoria).
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The composition of active sludge varies significantly depending on the nature of
wastewater, sludge loading, aeration, and other technological parameters. Since the com-
position of wastewater is constantly changing, the composition of sludge is constantly
changing, even in a certain place of the same air tank. In the aerotank-extruder, which
works stably and cleans the water well, the active silts that are contained in it at the
beginning and at the end are very different, and it is hard to believe that these biocenoses
are the same structures. After all, there is nothing surprising in this, since the water after
cleaning with activated sludge is also a little similar to the wastewater that is used for
cleaning.

The biofilm of a biofilter that works normally is even thinner than active sludge. In
addition to all those microorganisms that inhabit active sludge, algae, various worms
and even fly larvae (Psychodidae, Chizonomidae) get into it [6].

An inhabited sludge,which is contained in thementhins, is derived from the bactaries,
which are given three in the field of physiological groups: hydrolytic, acid-forming and
intrinsically methanogenic.

Hydrolytic bacteria are able to split complex polymermolecules of proteins, carbohy-
drates, nucleic acids, lipids into appropriatemonomers. This includes bacteria of the gen-
era Clostridium, Peptococcus, Bacteroides, Butyrivibrio, Eubacterium, Bifidobacteria,
Bacillus, etc.

Acid-forming (heteroacetogenic) bacteria transform fatty acids, some alcohols, and
aromatic compounds into acetic acid. They include bacteria of the genera Acetobac-
terium, Synthrobacter, Synthrophomonas, etc.

Methanogenic bacteria transform acetic acid into methane and carbon dioxide
(IV), synthesize methane from hydrogen and carbon dioxide (IV). These are bacteria
of the genera Methanobacterium, Methanospirillum, Methanococcus, Methanosarcina,
Methanothrix, Methanogenium, Methanobrevibacter and others (a total of 13 genera are
currently known).

Dense sludge that settles well has a sludge index of about 60 ml/g, less dense sludge
is 80–90ml/g, and a sludge index higher than 300ml/g indicates a violation of the normal
operation of the treatment plant.

The rate of sedimentation of activated sludge depends on its density, which is deter-
mined by the composition of the microflora. Small microorganisms form dense activated
sludge that settles quickly, and long filamentous and branched organisms create loose
sludge that settles poorly [6].

Microbiocenoses of biological treatment plants are formed by autoselection, in
which the composition of treated wastewater and the mechanical and physico-chemical
parameters of treatment.

Higher plants, algae, and microorganisms are also used to clean wastewater in bio-
platos, which carry out the process of filtration, sedimentation, and adsorption. In order
to achieve the best cleaning result, a bio-plate is offered for the cleaning of reservoirs,
which includes phytoblocks and microbial elements made in a single body. The phyto-
block consists of plants embedded in a highly porous filler with immobilized bacteria
[7].

Combined type of bioplat with a phytoblock for the use of a microbial element
for water purification. The combined type of bioplato with phytoblock for the use of a
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microbial element for water purification contains a combined ecological floating layer
and a microbial element, and the combined ecological the floating layer contains the
surface block of aquatic plants, the middle block of aquatic animals, and the lower block
of the artificial environment from top to bottom (Fig. 3).

In the figure (Fig. 3), the block of aquatic plants consists of higher aquatic plants (1)
and conductive material (2) for fixing aquatic plants; the installation for aquatic animals
is used for aquaculture of molluscs of predatory aquatic animals (3); in the artificial
environment block, the artificial environment made of nanoparticles of activated carbon
(4) is enriched with a large number of microbes to form a highly efficient biomembrane
cleaning zone, bacteria of the Nitrosomonas group and Nitrospira; combined ecological
device with a floating bed for the use of a microbial element for water purification is
characterized by the fact that the conductive material (2) is discharged from the device
through a conductive wire (5) for grinding of the air cathode electrode of the microbial
layer. The combined type of bioplato with phytoblock to use the microbial element
to purify water can significantly improve water quality and can process energy, and is
applicable to a large scale new, modeled and mechanical works.

Fig. 3. – Phytoblock combined bioplat

Nitrogen compounds (ammonium and nitrites) enter the phytoblock together with
wastewater. Nitrifying bacteria of the Nitrosomonas and Nitrospira groups transform
toxic nitrogen compounds (ammonium and nitrites) into safer nitrates in the course of
bacterial metabolism. Phytoblock plants assimilate nitrification nitrates formed during
the reaction, the concentration of organic substances decreases at the expense of work.

As already mentioned, wastewater is a mixture of domestic and industrial wastew-
ater. In the process of treating these waters at treatment facilities, a significant part of
undissolved pollution falls out in remote facilities, forming sediment. This sediment has
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high humidity. Depending on the type of buildings in which this sediment is formed
and its composition, the humidity varies between 90–99.5%. The sediment consists of
organic and mineral substances. To estimate the ratio of these substances, the concept of
salinity is used, which characterizes the amount of mineral substances in the sediment.
It is expressed in percentages. The salinity of urban sewage sludge is 25–35%. Organic
substances are called ashless. 65–75% of it is contained in urban sewage sludge [8].

Wastewater contains thousands of different organic compounds. It is impossible to
determine each of them separately, therefore, group analyzes are carried out for both
dominant and minor components of flows. Domestic wastewater usually has a pH of
7.2–7.6, i.e., a weakly alkaline reaction. Some types of industrial wastewater can have a
strongly acidic or strongly alkaline reaction. For the possibility of biological purification
of such waters, their preliminary neutralization is necessary [9].

Chemical analyzes are carried out quite quickly, but they do not always allow to
measure what is necessary. Chemical oxygen consumption (COC) is characterized by
the amount of oxygen (or oxidizing agent in terms of oxygen) in mg/dm3, necessary for
the complete oxidation of inorganic substances contained in the sample. The presence
of heavy oxygen substances in wastewater inhibits the speed of the process, which is
recently taken into account in calculations.

Oxidability by potassium permanganate conditionally characterizes the content of
easily oxidizable organic and mineral substances.

The method is based on the oxidation of substances present in a water sample by
potassium permanganate in a sulfuric acid medium during boiling. This method can also
serve as a conditional quantitative characteristic of the content of organic substances
in the sample. It is necessary to keep in mind that permanganate in reaction conditions
oxidizes not only organic but also inorganic compounds, such as iron (II) ions, sulfides,
nitrites, chlorides.

Oxidability by potassium permanganate indicates the presence of substances and
their concentration during treatment with strong oxidants. The value of the KSC param-
eter is most evident when determining the propensity of wastewater pollution to bio-
chemical oxidation by estimating the ratio BOC/COC = 0.7–0.8, and for biochemicaly
cleaned - 0.4–0.1. If the BOC of the treated water does not reach the required value
(15–20 g/m3), but the BOC/COC ratio is less than 0.4, then the efficiency of the work
of the biochemical treatment plant cannot be demonstrated, but you need to achieve the
desired effect of the post-cleaning work and decontamination [10].

Bichromate oxidation is always much higher than permanganate and more objec-
tively characterizes the degree of water pollution by organic impurities. This chemical
oxidation, which is carried out under harsher conditions, is compared to permanganate
oxidation with the use of a stronger oxidizing agent - potassium bichromate. It is often
used as a measure of the content of organic substances in water. Oxidation with potas-
sium bichromate is more complete, even some inorganic substances are oxidized (N02-,
S2-, S2O3-, Fe2+, SO32-). Ammonia and ammonium ions, which are formed during the
oxidation of organic nitrogen, are not oxidized. Some nitrogen-containing substances,
such as trimethylamine, which is usually present in fish factory effluents, and cyclic
nitrogen compounds, such as pyridine, are also not oxidized in COC analysis. In gen-
eral, the analysis of COC as a whole allows to estimate the content of organic matter in
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urban sewage, possibly in the range of 90–95% of the theoretical oxygen consumption,
necessary for complete oxidation of all present organic substances [10, 11].

Microorganisms present in water in the process of life use dissolved oxygen to oxi-
dize organic and inorganic compounds. The amount of oxygen consumed in a certain
period of time in the process of biochemical oxidation of substances contained in the
analyzed water under anaerobic conditions is called biochemical oxygen consumption.
This indicator is a somewhat conventional measure of water pollution by organic com-
pounds that are quite easily subjected to biochemical degradation. Biochemical oxidation
of compounds of different classes takes place at different rates - there are compounds
that are easily oxidized (alcohols, phenols), at the same time, surface-active substances,
hydroquinone, etc. in. Thus, complete oxidation of all organic substances takes a consid-
erable amount of time. It is believed that 99% of organic compounds are oxidized within
20 days of the process. Such a long analysis is, of course, very inconvenient, therefore
the value of BOC5 (biochemical oxygen consumption for 5 days of oxidation) is more
often used. Although the BOC determination methods are standardized for natural and
wastewater, all of them have been implemented for a long time and characterize the
content of organic substances very tentatively [8].

BOC analysis was developed in England at the end of the 19th century. Its idea is
that microorganisms contained in water consume oxygen, and the required amount of
oxygen is a measure of pollution. Since oxygen consumption increases with increasing
temperature and duration of the reaction, it was initially accepted to conduct analyzes
at 18 °C (65 °F) for 5 days. Now the standard analysis temperature is 20 °C. BOC
characterizes the content of biodegradable substances in water, that is, those that can
be oxidized biochemically. This quality indicator is used in the analysis of wastewater
to determine the possibility of its biochemical treatment: the content of biodegradable
substances in wastewater must be at least 70% of the total of organic pollution.

The oxidation of various organic substances requires a different amount of oxygen
per 1 g of the substance, and this means that BOC gives only an approximate estimate
of the mass of the oxidized substance.

Total oxygen consumption (TOC) can be determined by carrying out oxidation at
high temperature in the presence of a suitable catalyst. Under the specified conditions,
it is possible to oxidize some organic substances that are not oxidized during the usual
COC analysis. In addition, in this case, ammonium is also oxidized. Thus, the TOC
indicator is usually a little higher than the COC indicator.

Total organic carbon(TOC) is an important indicator of the analytical series. In this
analysis, organic substances are oxidized to CO2 when heated. The difference in the
CO2 concentration before and after oxidation is used to calculate the CO2. The TOC
parameter is not directly related to other characteristics of an organic substance: it shows
the number of carbon atoms, but not the degree of their oxidation and, therefore, nothing
tells how much oxygen should be consumed for oxidation. The values of TOC, BOC
and BOC20 for some substances are presented in the Table 1.

The main condition for purification in biological ponds is that the parameters of
wastewater should not exceed 200 mg/l of total BOC - the same for ponds with the
use of natural aeration, but with artificial aeration above 500 mg/l is allowed. Taking
into account the pre-treatment system, the wastewater considered in the work can be
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Table 1. Carbon content, TOC, BOC and BOC20 for some organic substances [12]

Substance Formula Carbon, % TOC1 BOC BOC20

g O2/g substance

1 2 3 4 5 6

Methane СН4 75 4 – –

Ethan С2Н6 80 3,74 – –

Hexane С6Н14 84 3,54 – –

Ethylene С2Н4 86 3,43 – –

Acetylene С2Н2 92 3,07 – –

Trichloromethane СНСl3 10 0,36 – –

Tetrachloromethane CCl4 8 0,21 – –

Ethyl ether C4H10O 65 2,59 – –

Acetone C3H6O 62 2,21 0,54 –

Formic acid CH2O2 26 0,35 0,09 0,25

Acetic acid C2H4O2 40 1,07 0,70 0,90

Propionic acid C3H6O2 49 1,52 1,30 1,40

Butyric acid C4H8O2 55 1,82 1,15 1,45

Valerian acid C5H10O2 59 2,04 1,40 1,90

Palmitic acid C16H32O2 75 2,88 1,68 1,84

Stearic acid C18H36O2 76 2,93 1,13 1,59

Oxalic acid C2H2O4 27 0,18 0,10 0,12

Succinic acid C4H6O4 41 0,95 0,64 0,84

Malic acid C4H4O4 41 0,83 – –

Lactic acid C3H6O3 40 1,07 0,54 0,96

Tartaric acid C4H6O6 31 0,53 0,35 0,46

Citric acid C6H8O7 37 0,75 0,46 0,67

Glycine C2H5O2N 31 0,962 0,55 –

Alanin C3H7O2N 40 1,352 0,94 –

Valin C5H11O2N 51 1,842 – –

Glutamic acid C5H9O4N 41 1,142 – –

Tyrosine C9H11O3N 60 1,812 – –

Methanol CH4O 37 1,50 0,96 1,26

Ethanol C2H6O 52 2,09 1,35 1,80

Isopropanol C3H8O 60 2,40 1,42 –

Amyl alcohol C5H12O 68 2,73 1,27 1,73
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directed to further treatment. Biological ponds should be arranged on non-filtering or
weakly filtering soils. Anti-filtration measures should be implemented in soils that are
unfavorable for filtration. The efficiency of cleaningwith suspended liquids on structures
of this type is on average from 70% to 80%, respectively. Organic substances provide
very good conditions for the decomposition of organic substances, as evidenced by
the concentration of dissolved oxygen in wastewater, the BOC5 removal effect of 95%
and 87% respectively, COC −89% and 91%, respectively. The experience of different
countries of the world shows that the removal efficiency of BOC5 and COC in vertical
bio-plats ranges from 87% to 96% and from 82% to 87%, respectively [See for example:
14–19].

Phytotechnology can also be used to clean surface runoff from agricultural lands,
built-up areas and streets, collector drains, quarries, etc. industrial wastewater, wastew-
ater from animal husbandry complexes, filtrate from landfills of solid household waste,
during the treatment of industrial wastewater and its mixtures with household wastewa-
ter with water, phytotechnology is used as a further purification. Phytotechnology is also
used for the intensification of the work of sludge fields of city sewage treatment plants.
Cultivation of the most water-rich vegetation on the mud maps due to transpiration con-
tributes to intensive drying of the mud sediment, acceleration of the turnover of the mud
maps, and also mud purification on the basis of biological self-cleaning processes.

The biobotanical method of wastewater purification is based on the use of higher
aquatic plants in the purification process.When cleaningwastewater, such types of higher
aquatic plants are most often used, such as reed, lake reed, narrow-leaved and broad-
leaved cattail, combed and curly reed, spirodella multibark nna, elodea, water hyacinth
(eichhornia), yellow cassia, susak, common arrowroot, amphibious buckwheat, Rizuha
morska, urut, hara, iris, etc. [19].

3 Conclusions

Taking into account what is stated in the article, the following conclusions can be made:

– wastewater is a mixture of domestic and industrial wastewater, therefore it contains
thousands of different organic and inorganic compounds. It is impossible to determine
each of them separately, therefore, group analyzes are carried out for both dominant
and minor components of flows;

– the content of total organic carbon in different types of water characterizes pollution
by harmful organic compounds. This parameter is one of the key parameters for
quality control of natural, potable, water supply, technological, and sewage water;

– wastewater contains impurities of mineral and organic origin.Mineral pollution in the
form of undissolved substances makes up 5%, suspensions −5%, colloids −2% and
soluble substances −30%. For organic substances, these percentages are as follows:
insoluble −15%, suspensions −15%, colloids −8% and soluble −20%;

– whenwater containing organic substances enters the reservoir, oxidizability increases,
BOC (biological oxygen consumption), the concentration of dissolved oxygen
decreases;

– wastewater is treated at mechanical and biochemical (biological) treatment facilities;
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– waste water treatment technology is promising, which is developing in the direction
of intensification of biological treatment processes, sequential implementation of
biological treatment processes, until the main purpose of which is the reuse of treated
wastewater.

Treatment plants based on phytotechnology in different countries have different
names: Constructed wetland, Reed bed, Artificial wetland, bioplato, bioengineering
structures, biological fields, etc. The use of phytotechnology ismost suitable for the treat-
ment of domestic wastewater in small settlements, separately located houses, schools,
sanatoriums, camping sites in other places of rest of the population.

Therefore, the significant ecological and energy-saving potential and advantages of
phytotechnology for sustainable development become obvious. Phytotechnology is a
method of wastewater treatment based on the use of natural self-purification processes
of water bodies, using higher aquatic vegetation, aquatic microflora and microorgan-
isms that are widespread in the countries of Western Europe (Great Britain, Denmark,
Switzerland, Finland, Spain, France, Germany, Norway, Austria, Estonia), as well as
in the countries of North America, such as the USA and Canada, as well as in New
Zealand25].We hope thatUkrainewill not remain aloof from the processes of implemen-
tation and use of innovative ecological methods for economical use of nature, restoration
of the environment and sustainable development.
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Abstract. The outlined research encompasses an overview and analysis of var-
ious aspects of labor relations that have undergone substantial changes due to
integration of artificial intelligence into work processes. Authors refer to interna-
tional institutional acts, experiences from foreign countries, analytical, and sta-
tistical reports, enabling a comprehensive understanding of the current state of
legal regulation on labor in the context of adopting digital technologies, particu-
larly artificial intelligence. The study considers specific aspects of labor relations
affected by the evolution of artificial intelligence: employment, organization and
supervision of work processes, occupational safety and health, professional train-
ing. Authors come to the conclusion about the necessity of developing an ethical
code of conduct during implementation of AI technologies in labor processes.
It is proposed to introduce into labor legislation the obligation of the employer
to involve labour collective in adopting decisions regarding AI implementation
in workplaces and developing safety standards on AI technologies Emphasis is
placed on the necessity of prohibiting decisions that produce legal effects for the
life and work of workers and are based solely on AI conclusions. Furthermore, the
importance of developing and implementing a state support program for businesses
that educate their employees in digital skills at their own expense, by providing
specific financial or tax benefits, is highlighted.

Keywords: artificial intelligence · impact of artificial intelligence on labor
relations · acquisition of digital skills by employees · impact of artificial
intelligence on occupational safety · work organization using AI

1 Introduction

Implementation of new digital technologies alters economic structure, accelerates the
development of companies and their competitiveness, leads to the creation of new highly
productive jobs, and contributes to the emergence of new professions. Digital technolo-
gies transform the nature and content of work, enhance its intellectual aspect, and create
demand for workers with digital skills and creative thinking. Research conducted by
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the consulting companyMcKinsey indicates that generative AI, such as ChatGPT, could
annually add $2.6–4.4 trillion to global GDP. For comparison: throughout the year 2022,
global economy grew by $3.6 trillion [1].

Thus, production digitization logically entails changes in organization, management,
and control of work processes. The labormarket is changing. Artificial intelligence poses
newchallenges to labor law science. There is an urgent need to transform labor legislation
as the primary regulatory factor for labor. Within this research, we will examine those
areas of labor relations requiring the most significant legal changes due to the implemen-
tation of artificial intelligence technologies. In our view, these include: 1. Employment
relations; 2. Organization of work and control over labor processes; 3. Occupational
safety and health; 4. Training staff in digital skills. The study of these issues enabled us
to develop recommendations for further transformation of Ukrainian labor legislation
while observing international labor standards and the needs of digital society.

The impact of artificial intelligence on labor market and employment procedure.
Implementation of information technologies, including artificial intelligence tech-

nologies, is an integral part of the development of socio-economic, scientific-technical,
defense, legal, and other activities in areas of state significance. The OECD defines an AI
system as follows: “anAI system is amachine-based system that is capable of influencing
the environment by producing an output (predictions, recommendations, or decisions)
for a given set of objectives. It uses machine and/or human-based data and inputs to
(i) perceive real and/or virtual environments; (ii) abstract these perceptions into models
through analysis in an automatedmanner (e.g., withmachine learning), or manually; and
(iii) use model inference to formulate options for outcomes. AI systems are designed
to operate with varying levels of autonomy” [2]. Artificial intelligence will likely alter
the working environment for many people, transforming the content and appearance of
their workplaces, as well as how workers interact with each other and with machines.
That’s why, it is crucial to understand what digital technologies, artificial intelligence,
and robotization are for a modern human and how to cope with them in the work process.

In this context, indicative are the results of a survey (commissioned by ZN.UA)
conducted from June 23rd to 28th, 2023, using a face-to-face method in 22 regions of
Ukraine and in Kyiv. A total of 2018 respondents aged 18 and above were interviewed.
Nearly 34% of surveyed Ukrainians responded negatively to the question “Do you know
what artificial intelligence is?”. Only 24% are confident they have a good understand-
ing of what it entails, while another 42% have a rough idea about this technology. In
response to the question “Do you use ChatGPT or another AI-powered chatbot?” 64% of
respondents replied that they do not use such chatbots, 8.7% do not knowwhat it is at all,
while the rest primarily experiment with the technology: 10.2% of those surveyed use
them for familiarization purposes, and 12% for personal use. Only 5.6% use AI-powered
chatbots for educational purposes, and 8.6% for work-related tasks. Certainly, most of
these individuals fall within the age range of 18 to 39 [3].

General trends in implementing artificial intelligence at the company level in the
European Union and the United States are similar: 8% of all enterprises with more than
10 employees used AI technologies in 2021. At the same time, figures vary slightly in
the private sector. For example, the number of Americans using voice assistants (Siri,
Cortana, or Alexa) increased from 47 to 72% between 2017 and 2019. Around 80%
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of all U.S. companies employing AI did so to improve their product or service quality,
65% aimed at updating their existing procedures, and 54% focused on automating their
current processes [4].

TheWorld Economic Forum’s Future ofWork Report is based on data from a survey
of the world’s largest employers. Researchers have studied employers’ expectations for
the next five years. The survey involved 803 companies, collectively employing over
11 million workers, covering 27 sectors and 45 economies from all global regions.
Technology implementation will remain a key factor in business transformation over the
next five years. Over 85% of surveyed organizations consider the broader adoption of
new and advanced technologies and the expansion of digital access as trends likely to
drive transformation within their organizations. As part of technology implementation,
big data, cloud computing, and artificial intelligence have a high probability of adoption.
More than 75% of companies plan to implement these technologies within the next five
years. The impact of most technologies on jobs in the next five years is expected to be
positive. All technologies, excluding two types of robots, will contribute to creation of
net jobs (Fig. 1) [5].

Employers expect a structural job outflow of 23% in the labor market within the next
five years. This can be interpreted as a general measure of disruption, representing a mix
of new and reduced job opportunities. Respondents to this year’s Future of Jobs survey
expect above-average outflow rates in supply, transportation, media, entertainment, and
sports sectors, and lower than average in production, as well as in retail and wholesale
trade of consumer goods. Out of the 673 million jobs reflected in this report’s dataset,
respondents anticipate a structural increase of 69 million jobs and a reduction of 83
million jobs. This corresponds to a net loss of 14 million jobs, or 2% of the current
employment (Fig. 2).

However, artificial intelligence remains a lesser threat to job prospects in contrast to
other macroeconomic factors such as slowing economic growth, supply shortages, and
inflation.

Over the past five years, we have observed a significant amount of scientific and
statistical research on the impact of AI on the labor market. For instance, Acemoglu and
Restrepo [6] provide a theoretical basis for understanding the influence of new tech-
nologies on the labor market. They break down the impact of these new technologies on
labor into three broad effects: displacement effect, productivity effect, and augmentation
effect (new technologies may serve as a platform for creating new tasks in many service
sectors where human labor has an advantage over machines, increasing the demand for
workforce). Also, in literature, we see a division of researchers’ viewpoints regarding
consequences of implementing artificial intelligence in the labor market into two major
categories: a doomsayer’s perspective and an optimist’s perspective. The former believe
that AI labor replacement will harm employment: it will result in the disappearance
of a lot of professions, reduction of job positions, and increase in unemployment. The
optimists argue that AI productivity and the augmentation effect will be more than suffi-
cient to offset the displacement effect. Some researchers claim that artificial intelligence
automation is unlikely to have a negative impact on the job market due to its signifi-
cant positive side effects (the augmentation effect) that could counteract the negative
direct displacement effects in the labor market. They believe that automation will likely
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Fig. 1. Expected impact of technology adoption on jobs, 2023–2027

change, rather than destroy, jobs [7]. We have already discussed the impact of artificial
intelligence and robotization on the labor market and labor relations in previous stud-
ies. Therefore, we deem it appropriate to focus on the legal mechanisms for involving
artificial intelligence in the area of employment and employment provision in this paper.

As of today, the use of algorithms and artificial intelligence in staff selection has
become quite widespread. Major employers are already employing certain forms of
artificial intelligence in making hiring decisions. Artificial intelligence is beneficial in
various areas related to diverse hiring practices, including anonymizing resumes and
interviewees, conducting structured interviews, and employing neuroscience games to
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Fig. 2. The ratio of created to reduced job positions during the period of 2023–2027.

identify traits, skills, and behavior. Some companies conduct video interviews with
candidates and use artificial intelligence to analyze factors such as facial expressions,
eye contact and word choice that are unique to candidates. A survey conducted by the
Society for Human Resource Management in the US in February 2022 revealed that
79% of employers use artificial intelligence and/or automation for hiring and recruiting
staff [8]. At the same time, AI is primarily engaged in communication with candidates
and resume screening (Fig. 3). The priority for using AI is to save time and enhance the
quality of the final result in candidate selection (Fig. 4). Automated tools can be used at
various stages of the recruitment procedure, including skills assessment or personality
evaluation, and even for monitoring body language during interviews or reviewing social
media profiles. Chatbots for recruiters can provide real-time responses to candidates’
questions, generate proposals, ensure swift 24/7 feedback, and propose next steps for
employment. They can provide links to promising job descriptions, specify working
hours and the company’s location, and schedule interviews.

While technologies canmake processes better and faster, employers should be mind-
ful of some problematic aspects when using AI. Indeed, imperfect AI algorithms can
lead to negative outcomes and human rights violations in employment. Global practice
already has sufficient experience of failures resulting from errors in candidate selection
algorithms. There have been numerous court decisions regarding recognition of discrim-
ination, disclosure of personal data, and interference in personal life during employment
procedure. The main problems of using AI in the recruitment and employment process
are:

– potential bias. Artificial intelligence systems are only as good as the data they provide,
and incomplete or inaccurate data can lead to biased results. This may result in the
exclusion of qualified candidates based on factors such as race, gender, or age.

– potential breach of confidentiality. Artificial intelligence-based hiring systems may
require access to personal data, such as social media profiles or criminal records. This
could result in potential violations of privacy laws or other regulatory acts.

On the 19th of September, 2018, the European Economic and Social Committee
(EESC), an advisory body assisting the European Parliament, the European Council,
and the European Commission, published a conclusion titled Artificial intelligence:
anticipating its impact on jobs to ensure a fair transition. In this conclusion, it calls for
the ethical use of AI within economy. The EESC examines artificial intelligence systems
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Fig. 3. How organizations use AI in employee recruitment.

Fig. 4. Reasons for using AI in staff recruitment

that assess employee performance and facilitate the recruitment process. It notes that the
use of such systems should “guarantee the rights and freedoms regarding the processing
of workers’ data while observing the principles of non-discrimination”. The EESC also
addresses the issue of “algorithm bias”: the code indeed reflects the values of a person
who has created and developed it. Therefore, the dataset might reveal bias.

Certain countries across the world already have some experience in addressing
these issues at the legislative level. For example, Germany’s Works Constitution Act
(BetrVG) grants works councils the right to participate in establishing guiding princi-
ples for recruitment with the support of AI or if AI tools are used for automation of
recruitment procedure (Section 95 (2a) BetrVG).

USA. Two states – Maryland and Illinois – have adopted laws regulating the use
of artificial intelligence. The Illinois state law requires employers to inform applicants
about the use of artificial intelligence and secure the applicant’s consent. Legislation
proposed in the third state, California, takes a page from the European Union’s General
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Data Protection Regulation (GDPR), imposing responsibility on suppliers of AI tools.
The New York City Council has introduced legislation that came into effect on the 1st
of January, 2023, aimed at regulating artificial intelligence connected with typical staff
management technology. This presupposes the use of “automated decision-making tools
for employment” if such tools have not undergone bias testing. Before using such a tool
to assess a candidate or employee for employment decisions, the employer must first
notify a person of its use, define job qualifications and characteristics the tool will use
while assessment, and publish a brief summary of the bias audit on their website, along
with the date of tool deployment. A candidate or employee possesses the right to request
an alternative recruitment or placement procedure after being informed of the tool’s use.
In addition, in certain states within the US, there are laws aimed at protecting the rights
and freedoms of a man and a citizen while employment [9]. Currently, the U.S. does not
have federal laws concerning the use of artificial intelligence in employment decisions;
however, anti-discrimination laws are enforced, namely Title VII of the Civil Rights
Act (CRA), the Americans with Disabilities Act (ADA), and the Age Discrimination in
Employment Act (ADEA).

In Ukraine, there is no specific legislation regulating employers’ use of such
employee selectionmethods.Therefore, the process of searching, recruiting, and employ-
ing workers should comply with common rules in this area. Article 2–1 of the Labor
Code of Ukraine (LCU) envisages the following: “Any discrimination in the sphere
of work is prohibited, in particular violation of the principle of equality of rights and
opportunities…or other grounds not related to the nature of work or conditions of its
performance”. Accordingly, the violation of this right results in consideration of other
articles of the Labor Code (Articles 5–1, 22) regarding guarantees for employees against
unjustified refusal of employment: “Unjustified refusal of employment, meaning refusal
without any grounds or based on reasons unrelated to the qualifications or professional
qualities of the employee, or on other grounds not provided for by law, is prohibited”. The
state guarantees to able-bodied citizens permanently residing on the territory of Ukraine
legal protection against unjustified refusal of employment. What is more, it is important
to remember that among other principles of the development and use of artificial intel-
ligence technologies outlined in the Concept of Artificial Intelligence Development in
Ukraine, the following are specified:

• compliance of the activity and decision algorithms of artificial intelligence systems
with the requirements of personal data protection legislation, as well as adherence to
the constitutional right of each individual to non-interference in personal and family
life in connection with personal data processing;

• ensuring transparency and responsible disclosure of information about artificial
intelligence systems;

• ensuring the reliable and secure operation of artificial intelligence systems throughout
their life cycle, their continuous evaluation, and management of potential risks;

• placing responsibility on organizations and persons involved in the development,
deployment, or use of artificial intelligence systems for their proper functioning in
accordance with the specified principles.

Conclusion:Artificial intelligence systems also pose unique challenges for protecting
employees, namely related to confidentiality and discrimination, which require a careful
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analysis of existing laws to determine their efficiency in this new context. Furthermore,
to ensure fairness and prevent discrimination, clear guidelines on the use of artificial
intelligence in hiring, career advancement, and dismissal decisions are necessary.

2 Organization and Control of Labor Processes Using AI

Artificial intelligence (AI) technologies are slowly but steadily permeating the work-
place. More and more employers are using digital technologies and AI to organize work
and monitor its efficiency. Within the scope of this study, we will analyze the legal bases
for delegating managerial functions to these technologies and ensuring the exercise of
disciplinary powers.

One of the key aspects of labor relations involves mutual rights and obligations
established between an employer and an employee. For instance, the Labor Code of
Ukraine specifies that employees shall work honestly and conscientiously, timely and
accurately follow the orders of the owner or their authorised body, comply with labour
and technological discipline, the requirements of labour protection regulations, carefully
treat the property of the owner with whom the employment contract has been concluded
(Article 139 of the LC). Furthermore, labor discipline at enterprises is maintained by
creating necessary organizational and economic conditions for normal, highly productive
work, as well as fostering a conscientious attitude towards work through persuasion
methods, training, as well as incentives for conscientious work. The owner or their
authorised body must properly arrange the work of employees, create conditions for
productivity growth, ensure labour and production discipline, strictly complywith labour
laws and labour protection rules, pay attention to the needs and demands of employees,
improve their working and living conditions (Art. 141 of the LC).

Hence, labor relations encompass a certain degree of subordination that may require
application of disciplinary measures to guide an employee towards correcting results
or behavior by identifying problems, causes, and solutions. Disciplinary penalties can
lead to social and economic consequences that ultimately might result in the termination
of an employment contract. In light of this situation and considering the technological
advancements in theworkplace, it is not only advisable but necessary to ask the following:
can employers delegate some of their authority to AI tools or services, allowing them to
initiate disciplinary proceedings against employees without human intervention?

We already have sufficient experience with the misuse of AI algorithms for mon-
itoring and controlling human labor. One well-known case is that of Amazon, where
machines were granted unprecedented control over employees and the company was
accused of using technology to impose unjustifiably high demands on itsworkers. Similar
instances have been documented in European countries, prompting legislative initiatives
at both the pan-European and individual government levels.

Companies can employ artificial intelligence not only to study their employees’
professional contacts but also their profiles on social networks. Digital technologies
based on AI enable the use of new, continuous, and less costly forms of monitoring
and managing employees by collecting large amounts of real-time data about employ-
ees. These data can be collected during and outside working hours, at workplaces, as
well as beyond the workplace, sometimes beyond what is strictly necessary or legal.
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Employee data can be collected using mobile devices, portable or embedded monitor-
ing devices (can be found in clothing, PPE, or even implanted within the body). These
data include keystrokes, email content, visitedwebsites, phone call numbers and content,
social media information, GPS tracking for location, bodymovements, vital signs, stress
and fatigue indicators, facial microexpressions, voice tone, and mood analysis. Compa-
nies start monitoring how much time their employees spend on breaks. Thanks to the
implementation of digital technologies, employers know when their employees are dis-
tracted or behave inappropriately. Veriato, for example, has gone so far as to track every
keystroke its employees make on their keyboards to keep up to date with their activity
levels. Slack assists managers in evaluating how quickly employees complete tasks. The
startup Humanyze sells smart ID badges capable of tracking employees’ movements in
the office and assessing their level of interaction with colleagues. The number of such
tools is increasing every year. Artificial intelligence not only tracks, controls, and ana-
lyzes data but also gets involved in the processes of hiring, relocating, and disciplining
employees. Machines can accurately determine who deserves a promotion or a salary
increase and, conversely, document violations of work discipline and identify potential
candidates for dismissal. These trends exacerbate social tension and labor conflicts. All
of this necessitates the review of labor laws by governments and legislators, taking into
account digital challenges.

In May 2022, a study conducted by the Scientific Foresight Unit (STOA) under the
guidance of the European Parliamentary Research Service titled AI and digital tools in
workplacemanagement and evaluation: An assessment of the EU’s legal framework [10]
was published. This is highly interesting and informative research, the results of which
could be taken into consideration while shaping the modern national labor legislation
of Ukraine. For instance, researchers have analyzed various methods and algorithms for
assessingworkers’ performance efficiency and ratings ofworkers generatedwith the help
of AI algorithms. Conclusions are far from ideal. Facts of violating fundamental human
and citizen rights, restricting labor rights in pursuit of high ratings or “improvement of
working conditions” have been established. For example, the Oxford Internet Institute
employed an AI bot aimed at detecting instances of intimidation and persecution by
checking workplace emails. Initially seen as a good initiative, such a practice clearly
conflicts with workers’ rights to privacy. In other cases, taxi drivers, delivery personnel,
or household service workers were evaluated based on customer feedback, which may
not always be objective. Consequently, fearing a decrease in ratings, fine imposition,
or dismissal, they were compelled to give up their rights and not defend them against
clients. There are also instances where AI sets unachievable productivity goals using
subjective data, leading employees to shorten their break times or work overtime to
meet established work quotas.

Despite the fact that no active EU regulation specifically addresses the use of artificial
intelligence for workplace discipline, the General Data Protection Regulation (GDPR)
typically mandates companies to acquire consent prior to gathering data about individ-
uals. Article 22, paragraph 1 of the GDPR stipulates the following: “The data subject
shall have the right not to be subject to a decision based solely on automated processing,
which produces legal effects concerning him or her or similarly significantly affects him
or her”. The primary argument supporting this position is the absence of human judgment
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in AI, resulting in heightened scrutiny of these technologies. AI systems are generally
highly analytical and objective, a characteristic that may not always be advantageous
when making a proportional decision with legal effects. GDPR pertains to personal data
protection. Data is a crucial component of labor relations and is present at every stage of
interaction, fromhiring to employee dismissal. The second argument revolves around the
issue of AI legal standing. Because AI lacks the capacity to assume legal responsibility
for disciplinary actions or the termination of employment contracts, it cannot be deemed
a legally autonomous entity. Additionally, labor legislation in Europe (for example, in
Portugal, France, and Germany) specifically envisages that disciplinary powers should
be exercised by the employer or a superior hierarchical employee.

In 2021, Judges in the Netherlands ruled in favor of drivers using ride-sharing apps
who complained of being dismissed as a result of automated decision-making. Referring
to Article 22 of the GDPR, in February 2021, the AmsterdamDistrict Court decided that
one platformdeactivated drivers solely based on automated processing, andmandated the
company to reinstate the dismissed drivers and compensate them. Changes in Germany’s
recently amended law on labor councils include a provision granting councils increased
participation in decisions concerning the use of artificial intelligence at the workplace,
which also excludes uncontrolled legal effects resulting from automated decisions.

We agreewith EduardoMatos’s perspective that currently artificial intelligence is not
sufficiently advanced to guarantee its ability to analyze workplace events and continue
exercising employers’ disciplinary powers in an ethical, fair, and proportionate manner.
Therefore, ungrounded decisions made by autonomous systems should not produce
significant legal effects on company employees. Consequently, artificial intelligence
should not be granted, neither de facto nor de jure, the capability to autonomously
exercise the employer’s disciplinary powers. At most, the discussion should focus on
employers usingAI as a tool to aid inmaking decisions regarding disciplinary procedures
[11].

By signing the Association Agreement with the EU, Ukraine has agreed to ensure the
protection of personal data in accordance with the highest European and international
standards. According to Article 15 of the Agreement between the European Union and
Ukraine, Ukraine has committed “to ensure an adequate level of protection of personal
data in accordance with the highest European and international standards, including the
relevant Council of Europe instruments”. In this case, the highest European and interna-
tional standards refer to two documents. The first is the Convention for the Protection of
Individuals with regard to Automatic Processing of Personal Data, known as Convention
108+. The second is the General Data Protection Regulation (GDPR). Therefore, when
developing legal rules in the field of labor relations, it is necessary to consider the GDPR
provisions, including regarding the use of artificial intelligence.

From our standpoint, the current labor legislation needs to introduce a provision
requiring the employer not only to notify the employee about the use of AI technologies
while organizing and monitoring work but also about the criteria, algorithms, and other
methods for collecting, processing, and analyzing data serving as the basis for legally-
relevant decisions. Another important addition should be the obligation of the employer
to ensure compliance with fundamental human and labor rights and freedoms when
implementing digital technologies and AI in the work process.
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3 Artificial Intelligence in the Field of Occupational Safety

Ensuring an adequate level of occupational safety and health by the employer has already
become a widely accepted standard in legislation and labor protection rules. Safe work-
ing conditions are a key component of decent work for all employees [12]. Artificial
intelligence represents a powerful tool in occupational safety, showing considerable
potential in areas such as data and text analysis, risk management, video monitoring,
and training. Typically, AI is defined as the use of computers and/or machines attempt-
ing to replicate human decision-making, problem-solving, and other abilities. However,
although artificial intelligence can identify patterns and correlations, it lacks genuine
understanding of safety. Human knowledge and experience in this field remain crucial.

AI tools and methods can be applied in many safety scenarios. AI-supported safety
technologies include smart equipment, augmented reality (AR) and virtual reality (VR),
computer vision, robotics, drones, wearables, sensors, mobile applications, and analyt-
ical software. Hardware components collect data (such as sensors) or perform actions
(e.g., robots). Software components rely on machine learning to analyze patterns and
generate forecasts about safety threats.

There is an opinion that AI solutions are successful in many critical occupational
safety scenarios, including gathering, organizing, and analyzing substantial volumes of
data, providing and processing information from sources like legal texts, simulating
situations, and monitoring processes and resources.

One of the safety-related examples involves the use of cameras that can deter-
mine whether employees wear personal protective equipment (PPE). In particular, these
devices can monitor workers, especially those working at heights and required to wear
safety harnesses. “Cameras can not only detect whether workers are wearing harnesses
but also check whether they are properly secured (wear PPE)” [13]. AI-supported
cameras can track interactions between workers and equipment, evaluate the status of
machine safeguards, verify whether employees are in designated areas or outside them,
and perform ergonomic assessments. Devices can also be connected to sensors or worn
on helmets, vests, or other items. This continuous monitoring of employees means that
safety experts don’t have to rely solely on observation, inspections, or checks to ensure
that employees are wearing PPE or to identify other safety issues. Instead of occasional
checks,monitoring occurs continuously.What ismore, cameras and/or sensors andwear-
able devices can also generate heatmaps showing where high-risk activities are taking
place at the facility.

Another valuable function of using AI in the field of occupational safety is natural
language processing. Reading hundreds or thousands of reports that possibly contain
millions of words is a time-consuming task for humans. Comprehending all this data
requires even more time and “bandwidth”. Moreover, reports may consist of conver-
sational narratives or contain unstructured data. Natural language processing has the
capability to receive these reports and identify patterns or incidents occurring at specific
times or in specific parts of the facility. Artificial intelligence supports businesses by
almost instantly analyzing thousands of data elements and documents. This can assist
the employer in ensuring that workplaces comply with industry standards, thus saving a
substantial amount of time.
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These new forms of monitoring and managing employees can raise legal, regulatory,
and ethical issues in the field of occupational health and safety, particularly concerning
mental and physical health of workers.

Let’s refer to the experience of the European Union in researching the impact of
technology on occupational safety. Thus, in the European Commission’s document EU
strategic framework on health and safety at work 2021–2027: Occupational safety and
health in a changing world of work, it is stated that new technologies pose several
problems due to increased irregularity in when and where work is performed, as well as
risks associated with new tools and equipment. The Commission has also proposed to
revise the Machinery Directive [14], which addresses risks deriving from digitalisation
and the use of machinery that are also relevant to workers’ health and safety [12]. The
findings of the European Agency for Safety and Health atWork, published on October 8,
2022, are of particular interest. The agency has published the reportArtificial intelligence
for worker management: implications for occupational safety and health [15], along
with the analytical review Impact of artificial intelligence on occupational safety and
health dated January 7, 2021 [16]. The documents outline adverse consequences of
implementing automatic algorithms in production. For instance, employees may feel
that their privacy is being violated, leading to anxiety and stress. They might not have
the opportunity to take breaks when needed, which can result in accidents and health
issues. Irregular work schedules determined automatically by algorithms have various
negative effects on employees, including increased conflict between work and family,
workplace stress, and financial instability. Cobots’ utilization in shared workspaces can
increase the risk of accidents due to collisions or the equipment used by the cobots.
Overreliance on technology can also lead to deskilling. As cobots are connected to the
Internet of Things, issues related to cybersecurity as well as associated risks to functional
safety arise. Workers striving to match the pace and level of cobot performance may feel
pressure to reach a similar level of productivity.

AI has the potential to both create opportunities and introduce new challenges for
occupational safety and health. Robots integrating artificial intelligence become mobile,
intelligent, and ready for collaboration. Consequently, the implementation of AI-based
systems is expected across various sectors and environments, from production and
agriculture to the service industry and transportation.

The Occupational Safety and Health Summit held in Stockholm on May 15–16,
2023, has reached similar conclusions. The final version of conclusions acknowledges
the potential of artificial intelligence and robotics to create safer and healthierworkplaces
for everybody [17].

In the studies by American researchers titledOccupational Safety and Health Equity
Impacts of Artificial Intelligence: A Scoping Review, we can follow the trends and chal-
lenges of implementing artificial intelligence in the field of occupational safety. Among
other issues, the indicated paper notes the existence of a gap between the research on
artificial intelligence and occupational safety and health [18].

In our view, all documents and scientific developments in this field boil down to the
following recommendations and proposals:

Development of an ethical code to ensure fairness and equality while implementation
of artificial intelligence in labor relations.
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Introduction of educational programs that promote equal learning opportunities for
employees in working with AI, increase awareness, and enhance digital skills.

Invitation of all stakeholders including developers, employers, workers, and the
government to engage in social dialogue on occupational safety guarantees when
implementing technologies in the production process.

Mandatory involvement of trade unions and labor collectives in the process of imple-
menting AI into work processes, informing them about the principles and criteria of AI
algorithms’ operation.

Concerns about confidentiality can be alleviated by increasing transparency in power
structures, providing algorithmic audits and multidisciplinary approaches to the design,
implementation, maintenance, and evaluation of artificial intelligence.

Conclusions. Overall, the use of artificial intelligence in labor legislation and
employee protection can produce both positive and negative effects. AI technology can
improve efficiency at the workplace by automating certain tasks, allowing employees to
focus on higher-level tasks requiring human experience. At the same time, AI implemen-
tation raises legal issues due to the lack of a sufficient legal framework. Existing legal
acts predominately have declarative and recommendatory nature, which is insufficient
for the safe use of AI technologies in labor relations. In our opinion, standards and reg-
ulations regarding occupational safety and health should be reviewed and supplemented
considering the requirements of the digital society and humanity’s transition to the level
of Industry 5.0.

4 Impact of AI on the Level of Staff Qualification

Cooperation with advanced AI-based robots offers a collaborative learning model that
encompasses how employees interact, learn, and educate their robots for collaborative
work. Currently, HR’s scientific interest in artificial intelligence technology focuses on
using machine learning for HR activities, namely individual assessment, performance
forecasting, identifying training needs, measuring training efficiency, and defining team-
work patterns. Trends like globalization, robotization, and advancements in artificial
intelligence are changing the labor market’s skill requirements for employees. To gain
success and remain competitive, people must rely on their unique (for now) human
capacity for creativity, responsibility, and the ability to “learn and relearn” throughout
their lives.

Artificial Intelligence (AI) adds depth and scale to the challenges that technologies
face. Society needs to determine what AI expects from human intelligence, how to
collaborate with AI, and how human and artificial intelligence can complement each
other. Understanding this will help define the new knowledge and skills required for
employee training [19]. As artificial intelligence systems become capable of learning
in increasingly sophisticated ways, human intelligence also undergoes refinement [20].
Compared to other technologies, artificial intelligence has an unprecedented range of
applications that can be maximized only through the creativity and imagination of AI
users and designers. It is believed that these advancements will significantly influence
the demand for skills by 2030 [21].

Artificial intelligence is less likely to replace jobs that require creativity. Workers
engaged in roles demanding originality – “the ability to generate novel or clever ideas
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about a specific topic or situation or develop creative ways to solve a problem” – are
significantly less likely to be replaced by robots or AI algorithms. In other words, while
technology permeates many fields, it is unlikely to replace workers whose jobs involve
creating new ideas. Therefore, many employees will need to acquire creative skills in
order to adapt to modern technology trends [21].

Since digital technologies are increasingly applied in workplaces, the importance of
acquiring and retaining digital skills grows substantially for most employees. As stated
by the European Commission, the demand for workers with specialized digital skills is
increasing by approximately 4% annually [19]. Due to significant workplace restruc-
turing in response to the implementation of AI and ICT, many digital skills are rapidly
becoming outdated. As a result, employees must continually support their profession-
alism by acquiring new skills or improving existing ones to remain competitive. This
demands flexibility, a lifelong learning mindset, and inquisitiveness from employees.
Employers require workers who can adapt to technological changes. Experts recom-
mend focusing on acquiring “fusion skills”: a combination of creative, entrepreneurial,
and technical skills that enable employees to adapt and move into emerging professions
[21].

However, employer surveys indicate a perceived lack of employees’ desires to learn
and acquire relevant skills. On average, they consider that only about a quarter (26%)
of their employees are ready for AI implementation. Nearly every fourth employer
identifies workforce resistance as a key obstacle. However, as the research shows, 68%
of highly skilled workers and nearly half (48%) of their less skilled counterparts embrace
the introduction of AI and learning new skills. In general, 67% of employees deem it
important to develop their skills in working with smart machines. In turn, only 3% of
employers are ready to invest in such training. (Fig. 5) [22].

The issue of changes in the labor market and the workforce due to the introduction
of technology is the subject of increased attention from the International Labour Orga-
nization (ILO). This international organization has conducted dozens of studies in this
field over the last 10 years. For instance, in 2018, the report titled Global Skills Trends,
Training Needs and Lifelong Learning Strategies for the Future of Work was published
by the ILO and the OECD for the G20 Employment Working Group. Among other
things, it points out that initial acquisition of professional skills through basic training
for a single lifelong qualification is no longer sufficient and effective, increasingly being
at risk due to rapidly changing skill demands. Future education and education systems
must be flexible and prepare individuals for lifelong learning continuously. The majority
of ILO documents urge countries to provide “lifelong learning opportunities for youth
and adults that include formal, informal, and non-formal learning” [23].

A lasting impact of robotics and artificial intelligence on staff qualifications indi-
cates that researchers and practitioners should reconsider professional education at both
government and organizational levels. The foundation of organizational education lies
in adapting to changes within the organization at individual, group, and organizational
levels, facilitating knowledge creation and learning. The state should support businesses
in organizing and financing their employees’ training.

For example, consider the initiatives undertaken byFrench society in this area. France
has a long tradition of professional training and retraining of its staff, supported by both
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Fig. 5. Employee motivation prior to AI implementation in the workplace.

government and company-level practices. The challenge of adapting business to AI and
employees to the occupied position is addressed through specific legal instruments. One
of the most efficient among them is “forward-looking job and skill management policy
(GPEC)”. It is a crucial component of human resourcemanagement in companies, aiming
to bridge the gap between company needs and employee skills in line with the evolution
of job roles, while also engaging employees in career advancement projects [24]. The
obligation to implement the GPEC policy is enshrined in the French Labor Code. An
employer is obligated to ensure that their employees adapt to their job positions (L.6321–
1 of the French Labor Code). Additionally, upon hiring an employee, it is vital to inform
them that it would be advantageous to have discussions with their employer about career
development every two years (L. 6315–1 of the French Labor Code).Moreover, the Code
mandates that companies with more than 300 employees initiate discussions every three
years concerning job management, professional careers, and gender diversity, taking
into account the GPEC policy.

For companies with fewer than 300 employees, there is state support available for
retraining staff. For instance, the state assists in funding HR diagnostics and preparing
recommendations/action plans for the GPEC. In this case, the state covers 50% of the
costs up to a maximum of 15,000 euros.

State programs supporting employers who train their employees within their own
production facilities are not new in legal practice. Reimbursement packages or tax ben-
efits have always been effective tools in the mechanism of state regulation. From our
perspective, Ukraine should also introduce such methods into the system of professional
training and retraining of employees. Today, the national legislation contains a num-
ber of mandatory rules requiring certain categories of workers employed in particular
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branches of the national economy or professions (education, medicine, pharmacy, etc.)
to systematically undergo retraining and advanced training. However, the responsibility
for funding such training falls on the employer only in cases where the employer is under
state ownership. In the private sector, typically, the financial burden of professional skills
improvement rests with employees themselves. Nevertheless, the government acknowl-
edges the inevitability of transformational processes in Ukrainian society due to the
development of information technology and artificial intelligence. Hence, on March 3,
2021, by Cabinet of Ministers Order No. 167-r, the Concept for the Development of
Digital Competencies until 2025 was approved [25]. It states the following: “With the
increased pace of development in digital technologies and the implementation of inno-
vative solutions across all areas of public life, there arises a necessity to improve the
quality of employee training in order to create opportunities for the country’s economy
modernization in line with current requirements”. The Concept primarily focuses on
the development of digital technologies and the incorporation of innovations across all
areas of public life. It defines digital competence as a dynamic combination of knowl-
edge, skills, abilities, thinking patterns, perspectives, and other personal qualities in the
field of information and communication technologies, determining a person’s ability to
socialize successfully and engage in professional and/or further educational activities
with the use of such technologies.

Among the key provisions envisaged by the Concept, the following should be
highlighted:

• providing citizens with digital education using informational resources;
• establishing theUnified State Digital Education Portal calledDiia. Digital Education;
• ensuring legal regulation concerning the formation of state policies in the development

of digital skills and competencies;
• creating indicators for monitoring digital skills and competencies development.

The document specifies that the implementation of this Concept will have a posi-
tive impact in terms of ensuring legal regulation aimed at developing digital skills and
competencies, defining directions and main tasks in the specified field, improving the
level of digital literacy among the population, enhancing the efficiency of using digital
technologies and electronic services, raising the citizens’ security level in the digital
environment, and accelerating the processes of digital transformation in the economy
and society of Ukraine. All of the above will ultimately contribute to the development
of the digital economy and the country’s competitiveness as a whole.

The aforementioned provisions were planned to be implemented by 2025. By 2024,
the Ministry of Digital Transformation aimed to increase the digital literacy of 6 mil-
lion Ukrainians. It is crucial to note that the funding for all measures related to the
implementation of the Concept is allocated to government authorities.

In our opinion, the emergence of this document is the first step in shaping state
policy for the formation and support of digital skills among workers, which is an integral
component for the successful implementation of ICT into the economy and production.

Conclusions. With the rapid advancement of digital technologies and the implemen-
tation of innovative solutions and AI algorithms across all sectors of the economy, there
is a need to enhance the quality of training for professionals in the field of develop-
ing digital skills and competencies. We believe that the most effective way to address
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these challenges is through the implementation of comprehensive state regulation in
this area by establishing mandatory rules for professional training and financial support
(reimbursement or beneficiary programs) for businesses.

5 Conclusions

The use of artificial intelligence is expanding into more and more areas and sectors of
economy. The number of companies utilizing AI to varying degrees is growing expo-
nentially. Countries are developing national AI strategies while competing to attract
talent in this field. Ethical norms and limits of use are being established. In Ukraine, the
development of the digital economy will become possible through targeted state policy,
including in the area of labor. The initial steps on this path were the adoption by the
government of the Concept for the Development of the Digital Economy and Society
of Ukraine for 2018–2020 and the approval of the action plan for its implementation
[26], the Concept for the Development of Artificial Intelligence in Ukraine [27], and the
Concept for the Development of Digital Competencies and the approval of the action
plan for their implementation [25]. The next stage should involve the development of
relevant legislative initiatives in the field of labor relations. In our view, to fulfil the
goal of the state policy on digitalizing the economy in the labor sector, the following
recommendations should be put into action:

Develop an ethical code for the implementation and utilization of artificial intelli-
gence algorithms in the workplace. This task requires the involvement of AI experts,
manufacturers, representatives of employer associations, and trade unions. The discus-
sion must be broad-based, and the final document should reflect the interests of all
participants in the social dialogue.

Ukrainian labor legislation requires profound transformation considering the global
digitalization of the economy and society. Integration of AI necessitates amendments to
the Labor Code to ensure guarantees for employees against opaque and discriminatory
automated algorithms.Employersmust be obliged to informcandidates/employees about
AI application and its operating principles.

Legislation on occupational health and safety needs to be supplemented with stan-
dards for the safety of collaborative work between humans and robots. A prohibition
must be introduced against establishing work quotas (including performance quotas,
work schedules, and duration of work and rest) solely through automated algorithms
without any human input or involvement.

Enforce the prohibition on AI decisions that produce legal effects for the life, health,
and career of an employee.

Supplement legislation on conducting social dialogue with rules mandating the
involvement of labor collective in decisions regarding the implementation of AI in
workplaces and the development of its operating principles and criteria.

Enforce the employer’s responsibility for breaching rules concerning the handling
of employees’ personal data obtained during AI-related work processes.

Develop state programs that help employers establish their own training centers and
programs, or send their employees to upgrade digital skills at the employer’s expense.
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1 Introduction

Currently, Ukraine is experiencing worsening of the crime situation, with an increase
in the number of serious and increasingly serious crimes, including crimes against a
person’s life and health. Notably, crimes against sexual freedom and sexual inviola-
bility, especially those involving juveniles, hold a distinct place in this regrettable list.
Analysing the sad criminal statistics, it can be observed that these crimes too have a
tendency to increase.

Such crimes are characterized by exceptional amorality and cynicism amorality and
cynicism in the actions of the perpetrators towards their victims. Typically, these crimes
inflict deep moral and psychological traumas on the victims, causing serious harm to
their physical and mental health.

Summarizing researchers’ approaches to studying the origins of violence, par-
ticularly sexual violence against children, the following groups of reasons may be
distinguished:

– sociocultural factors: risks for children from families with low income, educational
and cultural background, who live in difficult living conditions, are part of commu-
nities or religious associations where violence is tolerated or the value of the child
is disregarded, where individuals, communities and larger social and cultural asso-
ciations are hushed up, and where topics related to sexual relationships, upbringing,
issues involving sexual identity and sexual satisfaction are taboo;
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– family factors: summarize observations regarding correlation between dysfunction-
ality, conflictuality in family relationships, instability in relationships among adult
family members, changes in family structure, and an increased risk for the child as a
potential victim of sexual violence;

– individual factors related to parents: indicate a higher risk of children experienc-
ing sexual violence when their parents or caregivers employ a parenting style char-
acterized by dominance over the child, excessive demands, neglect of the child’s
needs, children whose parents have emotional and behavioural disorders, exhibit
explosive (i.e., irritable-aggressive) personality traits, or are addicted to psychoactive
substances;

– individual factors concerning children indicate that there are much greater risks
for premature babies, unwanted children, those born after their parents have previ-
ously lost a child, children in large families, those with health disorders, behavioural
disorders, or a low level of social skill proficiency;

– crisis factors: point to a higher risk for children to become victims of violence during
periods of family troubles, economic and social upheaval, and wars. The impact of
the Russian-Ukrainian war, particularly Russia’s full-scale invasion of Ukraine, has
had a substantial effect in two aspects. Firstly, it addresses one of the methods used
in conducting warfare and suppressing civilian resistance, which includes sexual
violence against children by Russian soldiers during the occupation. Secondly, it
entails the growth in the level of aggression within a society undergoing prolonged
and severe upheaval.

Understanding the patterns of human existence as social beings and studying the
results of scientific research allows us to assume that these factors act in concert.

In a broad sense, sexual violence is understood as the use of a child by an adult or an
older child to satisfy their own sexual needs, with or without the use of violence, relying
on the child’s trust or their own capabilities. In Germany, for example, research by
foreign experts has shown that the victims of sexual violence can be very young children
(under the age of 5) as well as older children. In 42% of cases, sexual encroachments
begin from the age of 6–7, but can even occur against infants! The majority of child
sexual violence and exploitation take place between the ages of 7 and 13 (75%)1.

Crimes involving child sexual violence and exploitation are particularly dangerous
as they result in severe consequences and cause substantial harm to the life and health of
a juvenile. Experts point out that individuals who have experienced childhood violence
may sometimes subconsciously carry those “life experiences” into their adult lives. The
most common statistically recorded consequences for such persons include alcoholism,
drug addiction, domestic violence involving abusive behaviour towards familymembers,
and in some cases, even suicide2. In other words, adapting these children to normal life
becomes a very challenging, time-consuming, and not always successful task for a range
of professionals, including lawyers, juvenile prevention workers, medical professionals,
psychologists, psychiatrists, and others.

1 Keine Gewalt gegen Kinder. Bonn: Bundesministerium für Familie, Senioren, Frauen und
Jugend, 1998. 24 p.

2 Джужа А.О. Кримінально-правові та кримінологічні засади запобігання злочинам проти
статевої недоторканності дитини: монографія/НАВС. К., 2013. 193 c. C. 5.
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That’s why comprehensive strategies to end violence against children should encom-
pass all forms of violence, whether it is physical, emotional, sexual abuse, or neglect.
However, there is a need for a specific, coordinated focus on the issue of child sexual
violence and exploitation. In many parts of the world, sexual violence against children
remains a taboo, hidden, and stigmatized topic. Child sexual violence and exploitation
have unique driving forces, risks, and protective factors.

The research and policy on child maltreatment are primarily focused on caregivers
and families, and although many cases of sexual violence may occur in homes, perpetra-
tors and contexts of child sexual violence and exploitation are much more diverse. This
becomes a focal point in the context of child sexual violence and exploitation on the
Internet. While other strategies for preventing violence consider childhood sexual vio-
lence, there are significant gaps in knowledge and practices for protecting young children
and boys, along with children who are intersex or identify as non-binary. Peers make
up a significant portion of those responsible for acts of sexual violence against other
children and adolescents, but interventions are primarily intended for adult offenders.

Strategies for preventing child sexual abuse and exploitation, as well as responding to
them, should be based on the evidence ofmeeting the developmental and protective needs
of children as both victims and offenders, recognizing that a child can both experience
violence and harm others.

The international community is making significant efforts to combat child sexual
violence and exploitation. For example, the International Agreement to End Violence
against Children by 2030 has been adopted, and an interdepartmental package of seven
evidence-based prevention strategies, known as INSPIRE3, is being developed. The pro-
cess of creating the Global Partnership to End Violence Against Children is reaching
its conclusion. To address the issue of the rapidly growing illicit use of information and
communication technologies aimed at sexual exploitation of children, WePROTECT
Global Alliance has been formed, and countries are following its National Response
Model4. Efforts to combat violence against women and children are increasingly inter-
connected andmutually reinforcing, as indicated within the RESPECT3 framework. The
Oak Foundation has recently funded considerable work on preventing child5 sexual vio-
lence, leading to the development of a crucial index formeasuring the comprehensiveness
of national responses6.

3 WHO (2016) INSPIRE: Seven strategies for ending violence against children, World Health
Organisation: Geneva; WHO (2018) INSPIRE Handbook: action for implementing the seven
strategies for ending violence against children, Geneva, World Health Organisation.

4 Меры по прекращению сексуального насилия и эксплуатации детей. UNICEF (2020).
Опубликовано в рамках секции ЮНИСЕФ по защите интересов детей, программмное
подразделение 3, United Nations Plaza,Нью-Йорк 10017 Email: childprotection@unicef.org
Сайт: www.unicef.org © Детский фонд Организации Объединенных Наций (ЮНИСЕФ),
Декабрь, 2020. C.2.

5 Ligiero, D., Hart, C., Fulu, E., Thomas, A., & Radford, L. (2019)What works to prevent sexual
violence against children: Evidence Review. Together for Girls. www.togetherforgirls.org/svs
olutions.

6 Economist (2018) Out of the shadows: Shining the light on the response to child sexual abuse
and exploitation: A 40 country benchmarking index, Economist Intelligence Unit, London.
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When it comes to combating child sexual violence and exploitation in Ukraine, this
issue has become especially acute in the last twoyears as our country courageously resists
armed aggression from the Russian Federation. According to the data from criminal pro-
ceedings, children have become the most vulnerable group of victims, also because they
have been exposed to sexual violence by the aggressors. As reported by the Ministry
of Justice of Ukraine, Russian military forces have committed hundreds of sexual vio-
lence cases in the occupied territories since the beginning of the war. As stated by the
Prosecutor General of Ukraine, there are officially known cases of 175 such incidents.
Among the victims are not only women but also men and children (40 cases involving
men and 13 involving children aged 4 to 17: 12 girls and 1 boy). However, these are far
from all the cases7.

That’s why addressing the issue of combating child sexual violence and exploitation
in Ukraine and the world is highly relevant and requires further in-depth research.

2 Literature Review

Overall, many Ukrainian and foreign legal scholars, including O. M. Bandurka, O. I.
Buhera, D. O. Hnylitska, O. V. Hubanov, A. O. Dzhuzha, S. S. Kostenko, L. V. Levytska,
O. M. Lytvynov, A. S. Lukash, Yu. V. Orlov, M. O. Siemykin, O. S. Riabchuk, S. V.
Chmut, N. Ye. Filipenko, O. V. Shved, O. B. Shyhonin, and others, address the issue
of combating child sexual violence and exploitation in Ukraine and worldwide in their
research papers. However, most researchers have developed one or several aspects of the
raised issue without addressing the problem in a comprehensive and integrated manner.

Great theoretical and applied contributions to the prevention of child sexual violence
and exploitation have been made by both foreign and domestic psychologists and soci-
ologists, including Bessel van der Kolk, Judith Herman, Roland Summit, Patricia Riker,
Elaine Carmen, O. V. Baulin, M. O. Zhuravlova, T. P. Kryvak, O. O. Sadchenko, A.
V. Starushkevych, O. O. Slipets, O. V. Yudina, and others. However, many psycholog-
ical and sociological issues remain understudied and require thorough theoretical and
applied research.

Particularly underdeveloped are the issues related to combating child sexual abuse
and exploitation during armed conflicts.

3 Aim

The aim of the article is to consider the current Ukrainian and foreign experience in
combating child sexual violence and exploitation from the perspective of psychology
and law.

7 Валерія Коломієць: Сексуальне насильство під час війни — це воєнний злочин, який
не має строку давності. 16-05-202315. URI: https://minjust.gov.ua/news/ministry/valeriya-
kolomiets-seksualne-nasilstvo-pid-chas-viyni-tse-voenniy-zlochin-yakiy-ne-mae-stroku-dav
nosti.

https://minjust.gov.ua/news/ministry/valeriya-kolomiets-seksualne-nasilstvo-pid-chas-viyni-tse-voenniy-zlochin-yakiy-ne-mae-stroku-davnosti
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3.1 Results and Discussion

All manifestations of child sexual violence have a high level of latency. Very often, vic-
tims do not want publicity, fear, or feel ashamed of the events, and they do not turn to law
enforcement agencies. It is widely recognized that official data on the number of regis-
tered crimes do not even approximately reflect the true picture of criminal encroachments
on the sexual freedom or sexual inviolability of a child8.

As stated in documents by the World Health Organization (WHO), violence against
children includes all forms of violence against people under 18 years old perpetrated by
parents or other caregivers, peers, romantic partners, or strangers9.

A review of studies10 has demonstrated that every eighth child in the world (12.7%)
experiences sexual violence before reaching the age of 18.

UNICEF estimates that approximately one in 20 girls aged 15–19 (about 13 million)
have been coerced into sex in their lifetime11. Sexual violence against children has a
gendered nature, with approximately 90% of the perpetrators being males. Girls tend
to report significantly higher rates of victimization (2–3 times higher) compared to
boys. It has been found that victimization among boys is higher in certain contexts and
organizational settings12.

Globally, it is estimated that up to 1 billion children aged 2–17 years have experienced
physical, sexual, or emotional violence or neglect13. Themajority of child violence cases
involve, at least, one of the six main types of interpersonal violence that may occur at
various stages of the child’s development.

8 Див. дoклaднiшe: Cyп B. Злoчини пpoти cтaтeвoї cвoбoди тa cтaтeвoї нeдoтopкaннocтi
нeпoвнoлiтнix тa мaлoлiтнix: oкpeмi acпeкти визнaчeння пpaвoвoї пpиpoди тa нaпpямкiв
пpoфiлaктики/B. Cyп//Hoвiтнi кpимiнaльнo-пpaвoвi дocлiджeння – 2021: Aльмaнax
нayкoвиx пpaць/зa peд. пpoф. Є. Л. Стрельцова, проф. О. В. Козаченка, PhD О. М.
Мусиченко. Миколаїв: МІП НУ "ОЮА", 2021. C. 230-235. URI: https://hdl.handle.net/
11300/17612; Джужа А.О. Кримінально-правові та кримінологічні засади запобігання
злочинам проти статевої недоторканності дитини: монографія/НАВС. К., 2013. 193 с.;
Костенко С.С. Віктимологічна профілактика статевих злочинів щодо неповнолітніх:
Автореферат дисертації на здобуття наук. ступеня канд.юр. наук,Спеціальність 12.00.08
- кримінальне право та кримінологія, кримінально-виконавче право. 2004. 20 с. та ін.

9 Посібник INSPIRE. Дії для впровадження семи стратегій задля припинення насильства
стосовно дітей. URI: https://apps.who.int/iris/bitstream/handle/10665/272996/978924151
4095-ukr.pdf.

10 Stoltenborgh, M. van Ijzendoorn, M. Euser, E. & Bakermans-Kranenburg, M. ( 11) A Global
Perspective on Child Sexual Abuse: Meta-analysis of prevalence around the world, Child
Maltreatment, 16:2, Pp. 79-101.

11 UNICEF (2020) A new era for girls: Taking stock of 25 years of progress, UNICEF/
UNWomen/Plan International: New York.

12 Меры по прекращению сексуального насилия и эксплуатации детей. UNICEF (2020).
Опубликовано в рамках секции ЮНИСЕФ по защите интересов детей, программмное
подразделение 3, United Nations Plaza,Нью-Йорк 10017 Email: childprotection@unicef.org
Сайт: www.unicef.org © Детский фонд Организации Объединенных Наций (ЮНИСЕФ),
декабрь, 2020. C.5.

13 Susan Hillis, PhD; James Mercy, PhD; Adaugo Amobi, MD; Howard Kress, PhD Global
Prevalence of Past-year Violence Against Children: A Systematic Review and Minimum
Estimates. Pediatrics. Volume 137, Issue 3. March 2016. URI: https://publications.aap.org/
pediatrics/article-abstract/137/3/e20154079/81439/Global-Prevalence-of-Past-year-Violence-
Against?redirectedFrom=fulltext.

https://hdl.handle.net/11300/17612
https://apps.who.int/iris/bitstream/handle/10665/272996/9789241514095-ukr.pdf
mailto:childprotection@unicef.org
mailto:childprotection@unicef.org
mailto:childprotection@unicef.org
mailto:childprotection@unicef.org
mailto:childprotection@unicef.org
http://www.unicef.org
https://publications.aap.org/pediatrics/article-abstract/137/3/e20154079/81439/Global-Prevalence-of-Past-year-Violence-Against?redirectedFrom=fulltext
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Maltreatment, including severe punishment, encompasses physical, sexual, and psy-
chological/emotional violence, as well as neglect towards children of young age and
other age groups and adolescents by parents, caregivers, and other authoritative people,
primarily at home but also in such institutions as schools and orphanages.

Bullying, including cyberbullying, is unwanted aggressive behaviour by another
child or a group of children who are not siblings or in romantic relationships with the
victim. It involves repeatedly inflicting physical, psychological, or social harm and often
occurs in schools and other child-related institutions, as well as through the Internet.

Violence among adolescents and youth is violence among individuals aged 10–29
which predominantly takes place in communities among acquaintances and strangers.
It includes bullying and physical attacks with or without weapons (such as firearms and
knives) and may involve violence perpetrated by criminal groups.

Intimate partner violence (IPV), or domestic violence, encompasses physical, sex-
ual, and emotional violence by an intimate partner or ex-partner. While men can also
be victims of partner violence, women disproportionately suffer from it. This type of
violence typically occurs against girls and young women in child and early/forced mar-
riages. Among teenagers in romantic relationships but not yet married, this violence is
sometimes referred to as “dating violence”.

More and more pieces of evidence indicate that there are connections between inti-
mate partner violence and violence against children. These types of violence share sim-
ilar risk factors, such as family stress related to poverty or unemployment, high levels
of community violence, social isolation, mental health issues, and substance abuse14.
They also have similar negative medical and psychological effects for victims. Both are
influenced by social and gender norms that justify violence and punitive forms of child
discipline, reinforcing gender inequality15.

IPV and violence against children often occur repeatedly within families, and this
behaviour can be passed from generation to generation. If a child is a witness to IPV or
a victim of maltreatment, this increases the risk that the individual may either become
a perpetrator or a victim of violence in the future. Keeping in mind these connections
allows for a collective approach to address these issues and implement more effective
and efficient interventions16. Some programs that fight IPV such as SASA!, Soul City,
IMAGE, and Stepping Stones are included in INSPIRE. Other programs supporting
parents and caregivers also keep working to improve parental communication and rela-
tionships. Identifying cases of IPV and offering resources and referrals within healthcare
can be part of support and response efforts.

14 INSPIRE Посібник з показників та матриці результатів. Нью-Йорк:ЮНІСЕФ; 2018 рік.
15 Протокол міжгалузевого управління сексуальною наругою та насильством Зімбабве.
Хараре: Комітет Юридичних Послуг; 2012рік. URI: http://www.togetherforgirls.org/wp-
content/uploads/2017/10/Multi_Sectoral_Protocol_2012-Zimbabwe.pdf.

16 Marcy L, Messner L, Duffy M, Casto J. Зміцнення зв’язків між клінічними
соціальними/громадськими послугами для дітей та підлітків, що зазнали сексуального
насильства: супровідний посібник. Арлінгтон, Вірджинія: Проект «Зміцнення
високоефективних інтервенцій для покоління без СНІД». 2016 piк. URI: https://aidsfree.
usaid.gov/resources/prc-companion-guide.

http://www.togetherforgirls.org/wp-content/uploads/2017/10/Multi_Sectoral_Protocol_2012-Zimbabwe.pdf
https://aidsfree.usaid.gov/resources/prc-companion-guide
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Particular concern is raised by sexual violence and exploitation of children through
online resources. Over the past two decades, there has been a rapid growth and spread
of digital technologies worldwide, leading to the emergence of new forms of harm on
the Internet and exacerbating offline child maltreatment, such as sexual violence against
young children. Gaining the confidence of the child online for the purpose of sexual
violence and exploitation, live streaming of sexual violence against children through the
Internet, and dissemination of materials involving sexual violence against children have
all significantly increased. The volume of materials on child sexual violence, available
both in the clearnet and the dark web, has reached a new high point, totalling millions
of images17.

A review of surveys conducted among men community regarding their use of online
materials related to child sexual violence and their sexual behaviour towards children
has demonstrated that in 1 in 10 to 1 in 5 studies conducted in Finland, Germany, and
Sweden, adults engaged in sexualized online conversations with children last year. One
out of twenty men admitted to engaging in inappropriate behaviour towards children
under 12 years old on the Internet18.

Sexual violence includes non-consensual sexual contact or acts of a sexual nature car-
ried out without physical contact (such as voyeurism or sexual harassment), or attempts
to engage in such contacts and acts. It also includes acts involving sexual exploitation
of persons who are incapable of giving consent or refusing, as well as exploitation that
occurs online.

Emotional or psychological violence includes restricting a child’s movements,
humiliation, ridicule, threats and intimidation, discrimination, rejection, and other
non-physical forms of hostile behaviour.

Any of these types of violence directed towards girls or boys based on their biological
sex or gender identity can also be viewed as gender-based violence.

Child violence has long-lasting consequences for the health and well-being of chil-
dren, families, communities, and countries. According to research findings, themultitude
of consequences of violence for the child can be categorized into several primary ones19:

1. Leading to death. Homicides, often involving weapons such as knives and firearms,
are one of the top three causes of death for adolescents, with boys making up more
than 80% of victims and perpetrators.

17 Unicef.org. URI: https://static1.squarespace.com/static/5630f48de4b00a75476ecf0a/t/5deecb
0fc4c5ef23016423cf/1575930642519/FINAL+-+Global+Threat+Assessment.pdf.

18 Wager, N. Armitage, R. Christmann, R. Gallagher, B. et al (2018) Rapid evidence
assessment: quantifying the extent of online-facilitated child sexual abuse: Report for
the Independent Inquiry into Child Sexual Abuse, University of Huddersfield, Hudders-
field. URI: https://www.iicsa.org.uk/document/rapid-evidence-assessment-quantifying-extent-
onlinefacilitated-child-sexual-abuse.

19 Див. докладніше: Джудіт Герман.Психологічна травма та шлях до видужання: наслідки
насильства – від знущань у сім’ї до політичного терору. Львів: Видавництво Старого
Лева, 2019. 424 с.; Краснокутський М.І. Деякі аспекти щодо надання психологічної
допомоги дітям, які пережили насильство. Пpoблeми eкcтpeмaльнoї тa кpизoвoї
пcиxoлoгiї. 2015. Bип. 17.

https://static1.squarespace.com/static/5630f48de4b00a75476ecf0a/t/5deecb0fc4c5ef23016423cf/1575930642519/FINAL+-+Global+Threat+Assessment.pdf
https://www.iicsa.org.uk/document/rapid-evidence-assessment-quantifying-extent-onlinefacilitated-child-sexual-abuse
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2. Leading to severe injuries. Each homicide results in hundreds of victims among youth
(mostly male) who suffer injuries as a result of fights and assaults.

3. Impacting brain and nervous systemdevelopment.Violence experienced during child-
hood may lead to disruptions in brain development and have lifelong negative con-
sequences for other parts of the nervous system, as well as the endocrine, circula-
tory, musculoskeletal, reproductive, respiratory, and immune systems. Consequently,
violence against children can adversely affect cognitive development and impact
performance and success in professional activities.

4. Resulting in negative stress responses and behaviours that pose health risks. Children
who experience violence and the influence of other adverse factors are much more
likely to smoke, abuse alcohol and drugs, engage in high-risk sexual behaviours.
They also exhibit higher rates of anxiety disorders, depression, and other mental
health issues, as well as suicide.

5. Leading to unplanned pregnancies, induced abortions, gynecological problems, and
sexually transmitted infections, including HIV.

6. Contributing to the development of a wide range of non-communicable diseases later
in life. The higher risk of developing cardiovascular diseases, cancer, diabetes, and
other health disorders is significantly associated with negative stress responses and
high-risk behaviours resulting from violence.

7. Harming personality development, which is due to the disruption or deformation of
the fundamental conditions for development: a sense of trust, negative self-perception,
distrust of one’s own perception and judgments; violation in the formation of commu-
nicative competencies, socialization; experiencing intense psychological trauma and
its consequences; regression of cognitive, emotional, and volitional development.

8. Influencing the opportunities and future generations. Children who experience vio-
lence and other adverse factors are more likely to drop out of school, struggle to
find and keep jobs, and face an increased risk of becoming victims of interpersonal
violence or self-harm or commit such violence later in life. This, in turn, can have a
lasting impact on future generations.

That iswhy sexual violence and exploitation of children is a violation of human rights
and a public health issue with severe consequences for global health and development20.

Prior to addressing the issue of combating sexual violence and exploitation of chil-
dren in Ukraine and developing a full-fledged strategy on these matters, it is vital to
address and analyse several pressing questions. In particular, what do we understand by
sexual violence and exploitation of children, and what do we mean by the concept of
combating these crimes?

Let’s study them in detail.
The concepts of sexual violence and exploitation in Ukraine and abroad.
The need to develop the sexual violence legal category at the present stage is associ-

ated with the public demand to study, understand, and somehow formally acknowledge
the existence of this antisocial phenomenon21.

20 WHO (2017) Responding to children and adolescents who have been sexually abused: WHO
clinical guidelines, World Health Organisation, Geneva.

21 Джyжa O. M. Зaпoбiгaння злoчинaм, пoв’язaним iз ceкcyaльним нacильcтвoм:
мoнoгpaфiя. K.: Aтiкa, 2009. 240 c. С. 8.
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Great Explanatory Dictionary of the Modern Ukrainian Language defines violence
as follows: 1) the use of physical force against someone; 2) the application of force to
achieve something; coercive influence on someone or something22. Legal Encyclopedia
interprets violence as “deliberate influence of one person on another against the will of
the latter, resulting in physical, moral, or property damage to that person, or containing
a threat to cause such harm with criminal intent”23. A form of violence, such as sexual
violence, can be perpetrated in the ways mentioned previously.

The sexual violence category, although used in international law, differs in its content
and definitions in national legislations and is not always consistent with each other. As
a result, this concept encompasses a wide range of unlawful behaviours: from sexual
offenses to other violations24.

In the Council of Europe Convention on Protection of Children against Sexual
Exploitation and Sexual Abuse25 dated October 25, 2007 (Lanzarote Convention), these
concepts are amended as follows:

Sexual abuse is: a) engaging in sexual activities with a child who, according to the
relevant provisions of national law, has not reached the legal age for sexual activities; b)
engaging in sexual activities with a child where: use is made of coercion, force or threats;
or abuse is made of a recognised position of trust, authority or influence over the child,
including within the family; or abuse is made of a particularly vulnerable situation of
the child, notably because of a mental or physical disability or a situation of dependence
(Art. 18).

Offenses involving child prostitution: a) recruiting a child into prostitution or causing
a child to participate in prostitution; b) coercing a child into prostitution or profiting from
or otherwise exploiting a child for such purposes; c) having recourse to child prostitution.

For the purpose of the present article, the term “child prostitution” shall mean the
fact of using a child for sexual activities where money or any other form of remuneration
or consideration is given or promised as payment, regardless if this payment, promise
or consideration is made to the child or to a third person (Art. 19).

Offenses related to child pornography: a) producing child pornography; b) offering
ormaking available child pornography; c) distributing or transmitting child pornography;
d) procuring child pornography for oneself or for another person; e) possessing child
pornography; f) knowingly obtaining access, through information and communication
technologies, to child pornography.

For the purpose of the present article, the term “child pornography” shall mean
any material that visually depicts a child engaged in real or simulated sexually explicit

22 Великий тлумачний словник сучасної української мови/уклад. і гол. ред. В. Т. Бусел. К.;
Ірпінь: ВТФ «Перун», 2003. 1440 с. С. 579.

23 ЮPидична енциклопедія: в 6 т./за ред. Ю. С. Шемшученко та ін. К.: Українська
енциклопедія, 2002. Т. 4: H–П. 720 с. С. 68.

24 Джужа А. О. Алкогольне сп’яніння як віктимогенний фактор, що сприяє вчиненню
сексуальних злочинів. Науковий вісник КНУВС. 2010. № 2. С. 184–186. С. 185.

25 КОНВЕНЦІЯРадиЄвропи про захист дітей від сексуальної експлуатації та сексуального
насильства (Конвенцію ратифіковано з заявами Законом № 4988-VI від 20.06.2012).
Офіційний переклад. https://zakon.rada.gov.ua/laws/show/994_927#Text.

https://zakon.rada.gov.ua/laws/show/994_927#Text
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conduct or any depiction of a child’s sexual organs for primarily sexual purposes (Art.
20).

Offenses associated with a child’s involvement in pornographic performances: a)
recruiting a child into participating in pornographic performances or causing a child to
participate in such performances; b) coercing a child into participating in pornographic
performances or profiting from or otherwise exploiting a child for such purposes; c)
knowingly attending pornographic performances involving the participation of children.

In the Istanbul Convention of the Council of Europe (Istanbul Convention)26 dated
May 11, 2011, Article 36 is titled Sexual violence, including rape and addresses various
forms of criminal behaviour, such as: a) engaging in non-consensual vaginal, anal or
oral penetration of a sexual nature of the body of another person with any bodily part
or object; b) engaging in other non-consensual acts of a sexual nature with a person; c)
causing another person to engage in non-consensual acts of a sexual nature with a third
person. The title of this rule directly indicates that rape is a form of sexual violence.

In clause 189 of the Explanatory Report to the Convention under consideration, it
is noted that the above-mentioned rule “covers all forms of sexual acts against another
person without their consent, which are intentionally committed”27.

Analysing child sexual violation manifestations under the Criminal Code of the
Federal Republic of Germany (FRG), it can be concluded that the list of forms of child
sexual violence is quite extensive, and therefore, they can be categorized as follows:

a) forms of contact: 1) sexual abuse of wards (Section 174); 2) sexual abuse of children
(Section 176); 3) aggravated sexual abuse of children (Section 176a); 4) child abuse
causing death (Section 176b); 5) promotion of sexual acts byminors (Section 180); 6)
exploitation of prostitutes (furnishing a person under 18 years of age with accommo-
dation, or premises or a particular place for the purpose of engaging in prostitution)
(Section 181); 7) sexual abuse of juveniles (Section 182);

b) non-contact forms: 1) dissemination of pornographic printed content (Section 184);
2) engaging in prostitution that harms juveniles (e.g., near a school) (Section 184b)28.

Section three of the French Penal Code outlines the following forms of sexual vio-
lence against children: 1) rape (including incestuous rape); 2) other types of sexual
aggression (not classified as rape) can be identified as distinct elements of a crime; 3)
exhibitionism; 4) sexual harassment29.

As stipulated in the Criminal Code ofAustria, sexual abuse against children includes:
1) grave sexual acts against juveniles (Article 206); 2) childmolestation (Article 207);

3) possession of pornographic images featuring juveniles (Article 207a); 4) threats to

26 Конвенція Ради Європи про запобігання насильству стосовно жінок і домашньому
насильству та боротьбу із цими явищами (Стамбульська конвенція) від 11 травня 2011
р. URL: https://zakon.rada.gov.ua/laws/show/994_001-11#Text.

27 Пояснювальна доповідь до Конвенції Ради Європи про запобігання насильству стосовно
жінок і домашньому насильству та боротьбу із цими явищами (Стамбульської конвенції)
від 11 травня 2011 р. URL: https://rm.coe.int/1680093d9e.

28 Уголовный кодекс ФРГ/перевод и предисл. канд. юрид. наук А. В. Серебренниковой.
М.: Зерцало, 2000. 208 с.

29 УголовныйкодексФранции/науч. ред.Л.В.Головко,Н.Е.Крылова;пер.Н.Е.Крыловой.
СПб.:Юрид. центр пресс, 2002. 650 с.

https://zakon.rada.gov.ua/laws/show/994_001-11#Text
https://rm.coe.int/1680093d9e
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the moral integrity of individuals under the age of 16 (Article 208); 5) homosexual acts
with individuals under the age of 18 (Article 209); 6) incest (Article 211); 7) abuse of
parental and other rights (Article 212)30.

Chapter 6 of the Swedish Criminal Code establishes responsibility for committing
the following forms of sexual abuse against children: 1) sexual exploitation of juveniles
or severe sexual exploitation (Article 4); 2) sexual intercourse with a descendant or
a biological brother or sister (Article 6); 3) sexual harassment (Article 7); 4) child
molestation (Article 10)31.

Japan’s Penal Code is quite restrained in defining forms of sexual violence: 1) pub-
lic indecency (Article 174); 2) distribution of obscene objects (Article 175); 3) inde-
cency through compulsion (Article 176); 4) forcible sexual intercourse (Article 177); 5)
constructive indecency through compulsion (Article 178)32.

Section 3Crimes Against Human Dignity in the Sexual Sphere of the Czech Criminal
Code envisages the following forms of sexual violence against children: 1) rape (Arti-
cle 185); 2) sexual duress (Article 186); 3) sexual abuse (Article 187); 4) intercourse
among relatives (Article 188); 5) prostitution threatening moral development of children
(Article 190); 6) distribution of pornography; production and other disposal with child
pornography; abuse of a child for production of pornography (Articles 191, 192, 193);
7) seduction to sexual intercourse (Article 202)33 [274].

As stipulated inArt. 200 of the Penal Code of Poland,whoever subjects aminor under
15 years of age to sexual intercourse shall be subject to the penalty of the deprivation of
liberty for a term of between 1 and 10 years. It is worth highlighting Part 2 of this article,
which envisages that punishment shall be imposed on anyone, who records pornographic
material with the participation of such a person34.

International health organizations classify the forms of sexual violence as follows: 1)
rape and attempted rape; 2) unwanted sexual touching or compelling someone to touch
another person; 3) voyeurism or photographing a person in an intimate situation without
their consent; 4) sexual harassment and stalking; 5) exhibitionism, forced exposure to
pornography; 6) any other sexual acts involving a person who does not provide consent
or is unable to refuse the rapist or resist them35.

30 Уголовный кодекс Австрии/науч. ред. Н. Е. Крылова; пер. А. В. Серебренникова. М.:
Изд-во Зерцало-М, 2001. 144 с.

31 Уголовный кодекс Швеции/науч. ред. Н. Ф. Кузнецова и С. С. Беляев; пер. с англ. С. С.
Беляева.М.: Изд-во Моск. ун-та, 2000. 168 с.

32 Уголовный кодекс Японии/науч. ред. предисл. и перевод докт. юрид. наук, проф. А. И.
Коробеева. СПб.:Юрид. центр Пресс, 2002. 226 с.

33 Trestni zakonik. Zakon Česke republiky ze dne 8 ledna 2009 № 40/2009. Sbirka zakonů Česke
republiky. 2009. Častka 11.

34 УгOлOвный кoдeкcПoльши/нayч. peд. кaнд.юpид. нayк, дoц.А.И.Лукашов, докт.юрид.
наук, проф. Н.Ф. Кузнецова; вступ. статья канд. юрид. наук, доц. А. И. Лукашова, канд.
юрид. наук, проф. Э. А. Саркисовой; пер. с польск. Д. А. Барилович. СПб.:Юрид. центр
Пресс, 2001. 234 c.

35 Injury Center: Violence Prevention. U.S. Centers for Disease Control and Prevention. URL:
http://www.cdc.gov/violenceprevention/sexualviolence/definitions.html.

http://www.cdc.gov/violenceprevention/sexualviolence/definitions.html
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In most countries of the Anglo-American legal family, and, accordingly, scientific
sources, sexual violence is considered as sexual relationswith juvenileswithin the frame-
work of the child sexual abuse concept that encompasses a wider range of actions that
fall under the category of sexual abuse36. For example, in U.S. criminal law, the sexual
abuse term refers to sexual intercourse perpetrated using threats or violence, or when the
victim is unable to resist. At the same time, the specific physiological nature of sexual
abuse, whether natural or unnatural, does not affect its legal classification. American
researchers define child sexual abuse (CSA) as any sexual experience between a child
under the age of 16 (aged from 1 to 18 years) and an individual who is at least 5 years
older. Also, child sexual abuse is viewed as a form of sexual violence when an adult or
adolescent exploits a child for sexual arousal, stimulation, or gratification37.

However, when describing the terms used abroad, it can be observed that the defi-
nition of child sexual abuse is conveyed through the terms: child abuse, child neglect,
sexual abuse, and sexual harassment. The most common is the term child abuse: sexual
relationship between an adult and a child that encompasses a range of features, including:
a) inequality; b) one-sided authority of the adult over the child, meaning dominance-
subordination relationships; c) limitations on a child’s freedom and choice; d) primary
motivation for such relationships is the adult’s sexual gratification38 [272, p. 304].

A. Baker and S. Duncan define the child sexual abuse concept as sexual acts (oral,
vaginal, petting, anal) committed by adults against a young child or adolescent39.

R. Sonnets introduces a general concept for sexual encroachment that includes any
sexually oriented activities exceeding socially acceptable boundaries in relationships
between adults and children. Sexual encroachment against a child includes sexual vio-
lence and sexual abuse. Sexual violence is defined as “satisfying sexual desires with
a child against the child’s will, in circumstances where the child is unable to refuse
and protect themselves due to an inequality of emotional and physical strength”. Sexual
abuse entails the non-coercive exploitation of a child as a sexual object for one’s own
sexual satisfaction40.

G. Kemp believes that child sexual abuse should be understood as inducing depen-
dent, underdeveloped children and adolescents to engage in sexual activities that they
are completely incapable of understanding or giving consent to41.

If we consider Ukrainian legislation, it should be stressed that in 2017, the sexual
violence concept was included in the Criminal Code of Ukraine (CCU) as stipulated in

36 Violence and its impact on the right to health - Report of the Special Rapporteur on the right
of everyone to the enjoyment of the highest attainable standard of physical and mental health,
Tlaleng Mofokeng (A/HRC/50/28). URL: https://reliefweb.int/report/world/violence-and-its-
impact-right-health-report-special-rapporteur-right-everyone-enjoyment.

37 Martin J, Anderson J, Romans S, Mullen P, O’SheaM (1993). Asking about child sexual abuse:
methodological implications of a two stage survey. Child Abuse & Neglect 17 (3): 383–92.
PMID 8330225. https://doi.org/10.1016/0145-2134(93)90061-9.

38 Lang R. A., Frenzel R. R. How sex offenders lure children. Annals of Research. 1988. № 1. P.
303–307.C. 304.

39 Baker A. W. Cнild sexual abuse a study of prevalence in Great Britain/A. W. Baker, S. P.
Duncan//Cнild Abuse and Neglect. 1985. Vol. 9. P. 457–467. С. 460.

40 Соонетс Р. и др. Недостойное обращение с детьми. Тарту: АО Атлекс, 2000.С. 104.
41 Kempe C. Henry. The Battered-Child Syndrome. 1961. 389 p. C. 59.

https://reliefweb.int/report/world/violence-and-its-impact-right-health-report-special-rapporteur-right-everyone-enjoyment
https://doi.org/10.1016/0145-2134(93)90061-9
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the Law of Ukraine On Amendments to the Criminal and Criminal Procedure Codes of
Ukraine for the Purpose of Implementing the Provisions of the Council of Europe Con-
vention on Preventing and Combating Violence against Women and Domestic Violence
No. 2227-VIII dated December 6, 2017.

This Law was adopted to comply with the requirements of the Council of Europe
Convention on Preventing and Combating Violence against Women and Domestic Vio-
lence. Therefore, in Part 1 of Article 153 of the Criminal Code of Ukraine (CCU), the
following definition is provided: sexual violence is the commission of any violent acts
of a sexual nature, not related to penetration into the body of another person, without
the victim’s voluntary consent)42.

In addition to the Criminal Code, the sexual violence concept is contained in the Law
of Ukraine On Prevention and Combating Domestic Violence dated December 7, 2017,
which is understood as a form of domestic violence that includes any non-consensual
sexual act committed against an adult or a child regardless of their consent, or in the
presence of a child, coercion to a sexual act with a third party, as well as other offences
against the sexual freedom or sexual integrity, including those committed against a child
on in their presence43. According to national legislation, these definitions indicate that
sexual violence includes all acts of violence of a sexual nature, which may encompass
both acts involving penetration into a person’s body and those that do not. In O. O.
Dudorov’s opinion, as a result of the aforementioned legislative step, violent acts of a
sexual nature that do not involve penetration into the victim’s body are recognized as
distinct from sexual violence44.

While the amendments introduced by the domestic legislator have addressed some
issues related to regulating criminal liability for unnatural satisfaction of sexual desire,
they have also resulted in the emergence of new problems regarding the regulation of
criminal liability for offenses envisaged by Chapter IV of the Special Part of the CC. One
of these problems is the issue of how the sexual violence concept in Part 1 of Article 153
of the CC correlates with other criminal encroachments on sexual freedom and sexual
inviolability as well as with efficient international instruments ratified by our state. The
sexual violence concept in the current CC is used only to denote the act stipulated in
Article 153 of the CC, whereas rape and other sexual deviations committed against a
person’s will are not categorized as sexual violence.

If we study theoretical papers by Ukrainian researchers, it becomes evident that the
sexual violence concept encompasses all possible forms of sexual deviations.

Before the inclusion of the sexual violence concept in the Criminal Code of Ukraine,
O. M. Dzhuzha, the distinguished expert in criminal law, had systematized the forms
of sexual violence in criminal law, taking into account the object of encroachment.
The first group comprises of the Criminal Code of Ukraine rules that directly protect
relationships in the area of sexual freedom and sexual inviolability of a person (Articles

42 ККУ. URL: https://zakon.rada.gov.ua/laws/show/2341-14?find=1&text=153#w1_5.
43 ЗУ. URL: https://zakon.rada.gov.ua/laws/show/2229-19?find=1&text=ceкcyaл#w1_2.
44 Дудоров О.О. Злочини проти статевої свободи та статевої недоторканості особи (основні
положення кримінально-правової характеристики): практ. порадник. МВС України,
Луган. держ. ун-т внутр. справ ім. Е.О. Дідоренка. Сєвєродонецьк: РВВ ЛДУВС ім. Е.О.
Дідоренка, 2018. 92 с. С. 20.

https://zakon.rada.gov.ua/laws/show/2341-14?find=1&text=153#w1_5
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152–156 of the CC). The second group includes criminal law rules imposing liability
for encroachments inflicting harm not only to protected relationships but also to sexual
ones. These are the following types of crimes: 1) clause 10, Part 2, Article 115 Murder;
2) Article 303 Pimping or engaging person in prostitution. The main objects of these
offenses are both the life of a person and moral values of population. However, certain
harm can also be inflicted on sexual relationships, serving as an additional object. This is
very clearly observedwhen encroaching on a person’s life. It is important to highlight that
this institution includes crimes that are somewhat related to sexual violence: 1) Article
149 Trafficking in human beings or any other illegal agreement concerning a person’s
transfer; 2) Article 297 Violation of graves; 3) Article 301 Importation, production, sale
or distribution of pornographic items; 4) Part 4, Article 302Creating or running brothels
and procuring45.

O. M. Humin classifies sexual violence as combined (mixed) forms of violence and
suggests distinguishing between: 1) sexual violence without physical interaction (exhi-
bitionism: displaying naked genitalia; voyeurism: secretly observing individuals as they
undress or engage in sexual activities; child pornography: using children as models for
obscene materials; verbal abuse and indecent comments of a sexual nature, including
through phone or the Internet); 2) sexual violence involving physical interaction (disso-
lute actions: violent petting or manipulation of the genitalia, or coercing the victim into
touching someone’s genitals against their will; incest: sexual acts with relatives; rape:
forced sexual intercourse involving physical force or the threat of its use46.

H. M. Fedoryshyn notes that sexual violence has various manifestations. It includes
not only physical forms but also sexual abuse, such as indecent SMS messages or
messages on social networks, seductive phone conversations, etc.47.

In practical psychology, which provides research findings of significant impor-
tance for addressing criminological issues, two types of sexual violence, particularly
concerning children, are singled out:

– sexual violence without physical contact: a) fondling, groping, kissing, including
secretly touching intimate parts of the child’s body (for example, during bathing);
b) causing embarrassment and shyness in a child through glances, verbal insults,
obscene remarks, statements, and sexual phrases; c) exhibitionism (demonstration
of one’s genitals to the child); d) examination of the child’s genitals; e) voyeurism
(systematically observing a child while they undress, bathe, or use the toilet); f) child
pornography (using children as models for shooting obscene content); g) making
dirty phone calls with sexual connotations; h) masturbation in the presence of a child.

– sexual violence with alleged physical contact: a) friction of the penis against a child’s
body; b) forcing a child to masturbate in the presence of an adult; c) forcing a child
to manipulate an adult’s genitals; d) groping or manipulating a child’s genitals; e)

45 Джужа О. М. Запобігання злочинам, пов’язаним із сексуальним насильством:
монографія. К.: Атіка, 2009. 240 с., С. 19.

46 Гумін О.М. Кримінальна насильницька поведінка особи: теоретико-прикладні аспекти:
автореф. дис. на здобуття наук. Ступеня д-ра юрид. наук: спец. 12.00.08. Львів, 2011. 38
с., С. 14.

47 Федоришин Г. М. Сексуальне насильство над дітьми як соціальна і психологічна
проблема.Молодий вчений. 2017. № 8 (48). С. 186–190., С. 189.
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dissolute actions (violent petting); f) imitation of sexual intercourse with the help of
a finger; g) incest (sexual acts with relatives); h) coercion to vaginal intercourse; i)
coercion to anal sex; j) coercion to oral sex48.

The viewpoint of K. Hobbs is of particular scientific interest, as he believes that
sexual violence against a child can only manifest in sexual abuse:

– intrafamily violence is associated with sexual offenses committed by close blood
relatives (parents, siblings); persons who act as substitute parents (adoptive parents,
guardians, caregivers); individuals performing parental functions (the husband or
cohabitant of the mother, and the wife or cohabitant of the father); close relatives
(uncles, aunts, grandparents, cousins), with whom the child lives together or fre-
quently interacts. All of these adults are authoritative figures for the child, and the
child is devoted to and in a strict dependence on them;

– extrafamily violence involves sexual abuse by adults well known to the child, such as
family friends, neighbours, distant relatives, or teachers. Since the child is acquainted
with these persons, he/she trusts them and does not perceive them as a likely source
of danger;

– street violence refers to sexual offenses committed by strangers or occasional acquain-
tances. Street manifestations of sexual violence are characterized by sudden attacks,
the use of physical force or threats to supress the child’s resistance;

– institutional violence often refers to closed communities of children and involves
sexual offenses that are manifestations of hazing, when sexual violence is used to
demonstrate power and control, and to establish hierarchical relationships within the
group49.

According to S. V. Romantsova, sexual violence against children is defined as unlaw-
ful use of a child to satisfy sexual needs of the offender or other persons which inflicts
harm to the child’s physical and mental health, psychosexual development, and hinders
their further socialization50. She lists the following main peculiarities that define the
sexual violence against children concept:

– unlawful use of a child;
– сommitted to satisfy sexual desires or gain advantage;
– perpetrated using violence or the threat of its use against the victim or other persons

or by exploiting the victim’s vulnerable state;
– can be perpetrated through information and communication technologies;
– the very fact of sexual acts with a child;

48 Говорун Т., Кікіненді О. Стать та сексуальність: психологічний ракурс. Навчальний
посібник. Тернопіль: Навчальна книга. Богдан, 1999. 384с.

49 HobbsC. J.,HanksH.G.,Wynne J.M.Child abuse andneglect.A clinicans handbook.Longman
Group. London. 1993.С. 118.

50 Романцова С. В. Запобігання сексуальному насильству щодо дітей в Україні. Дис. канд.
юрид. наук 12.00.08 – кримінальне право та кримінологія; кримінально-виконавче право.
Львів.Національний університет «Львівська політехніка». 244 с. URI: https://old.lpnu.ua/
sites/default/files/dissertation/2018/10869/dis_mukan_o.v.r.pdf. С. 64.

https://old.lpnu.ua/sites/default/files/dissertation/2018/10869/dis_mukan_o.v.r.pdf
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– both an adult and a juvenile can be guilty51.

Considering the issue of sexual violence and child exploitation inUkraine and abroad
from another perspective, it is vital to take into account the mechanism of combating
them.

Combating child sexual violence and exploitation.
As envisaged by Article 19 of the Convention on the Rights of the Child52: “…S-

tates Parties shall take all appropriate legislative, administrative, social and educational
measures to protect the child from all forms of physical or mental violence, injury or
abuse, neglect or negligent treatment, maltreatment or exploitation, including sexual
abuse, while in the care of parent(s), legal guardian(s) or any other person who has the
care of the child”.

This protection is primarily achieved through violence prevention, but what do we
mean by preventing? TheWorld Health Organization (WHO)53 offers a definition based
on three levels of intervention:

• primary prevention includes a set of measures aimed at preventing the emergence of
a problem, pathology, or symptom: informing the public, target groups, or particular
persons (through health education or health promotion), vaccination…

• the second level of prevention focuses on early detection of disorders for their
subsequent early-stage treatment.

• the third level of prevention is aimed at averting complications in individuals who
already have an illness or condition.

The World Health Organization (WHO) employs an intersectoral approach, some-
times referred to as the social health protection model. This model is also applied in
other sectors, bringing together several sectors. Within this approach, work is conducted
with the aim of:

• preventing a situation from occurring;
• indentifying a problem and attempts to resolve it;
• minimizing negative long-term consequences.

In cases of child maltreatment and combating child sexual violence and exploitation,
the method presupposes:

• implementation of preventive measures;
• identification of violence cases and timely intervention;

51 Романцова С. В. Запобігання сексуальному насильству щодо дітей в Україні. Дис. канд.
юрид. наук 12.00.08 – кримінальне право та кримінологія; кримінально-виконавче право.
Львів.Національний університет «Львівська політехніка». 244 с. URI: https://old.lpnu.ua/
sites/default/files/dissertation/2018/10869/dis_mukan_o.v.r.pdf. С. 65.

52 КОНВЕНЦІЯ про права дитини (20 листопада 1989 року) (редакція зі змінами,
схваленими резолюцією 50/155 Генеральної Асамблеї ООН від 21 грудня 1995 року).
Конвенцію ратифіковано Постановою ВР№ 789-XII від 27.02.91. URI: https://zakon.rada.
gov.ua/laws/show/995_021#Text.

53 Посібник INSPIRE. Дії для впровадження семи стратегій задля припинення насильства
стосовно дітей. URI: https://apps.who.int/iris/bitstream/handle/10665/272996/978924151
4095-ukr.pdf.

https://old.lpnu.ua/sites/default/files/dissertation/2018/10869/dis_mukan_o.v.r.pdf
https://zakon.rada.gov.ua/laws/show/995_021#Text
https://apps.who.int/iris/bitstream/handle/10665/272996/9789241514095-ukr.pdf
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• ongoing care and assistance to violence victims and their families;
• prevention of the recurrence of violence cases.

Preventing violence involves teaching both children and adults not only to anticipate
and protect themselves from dangerous situations but also to communicate openly about
such incidents before they lead to psychological problems and emotional disorders. The
law of silence inherent in violence situations makes it extremely difficult to maintain
a dialogue. However, even if the victim does not speak about what happened, their
behaviour, depending on their age, shows various signs and signals about events.

Combating also involves enabling professionals working with children to recognize
these signals and signs.

Preventing means creating a safe and supportive environment, primarily within the
family and the community. Consolidation of positive parenting, which is strengthening
protective and educational functions within a family, is a cornerstone in the fight against
child sexual violence and exploitation.

The Law of Ukraine On the Prevention and Counteraction of Domestic Violence54

envisages that domestic violence prevention is a system of measures implemented by
executive authorities, local self-government authorities, enterprises, institutions, and
organizations, aswell as by citizens ofUkraine, foreigners, and stateless persons residing
in Ukraine on legal grounds. These measures are aimed at increasing public awareness
of the forms, causes, and consequences of domestic violence, promoting an intolerant
attitude toward violent behaviour in personal relationships, fostering empathy for the
victims, especially children, eliminating discriminatory beliefs about the social roles
and responsibilities of women and men, as well as any customs and traditions stemming
from such beliefs. Sexual violence is a form of domestic violence that includes any
actions of a sexual nature committed against an adult without their consent, or against a
child regardless of their consent or in the presence of a child. It also involves coercing
into sexual acts with a third party and other offenses against a person’s sexual freedom
or inviolability, including those committed against a child or in their presence.

While combating child sexual violence and exploitation, prevention primarily serves
as a means to ensure the efficiency of actions. Effects and results of morality-based
prevention are limited in comparison with the impact achieved through active violence
prevention methods.

To be efficient, prevention should be viewed as a dynamic process that adapts to
the conditions in which it is implemented. It is not about direct opposition to violence,
which may seem entirely legitimate, but rather about creating a context-specific sys-
tem that discourages the likelihood of violence. This tendency is implemented through
reevaluating behaviour in the context of violent actions. The ultimate goal is not only
to demonstrate how violence is dangerous and, therefore, wrong but rather to showcase
the capabilities of every child to resist and avoid violent situations.

54 Про запобігання та протидію домашньому насильству. Закон України. Відомості
Верховної Ради (ВВР), 2018, № 5, ст.35. URI: https://zakon.rada.gov.ua/laws/show/2229-
19#Text Із змінами, внесеними згідно із Законами№ 2671-VIII від 17.01.2019, ВВР, 2019,
№ 18, ст.73 № 2849-IX від 13.12.2022}.

https://zakon.rada.gov.ua/laws/show/2229-19#Text
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Active prevention methods enable every child to realize that there are alternatives to
cruelty and violence, and they can bemanifested not through their direct implementation
but through creating an environment that fosters their genuine comprehension.

It is not about providing a ready-made action plan but rather about creating conditions
where a child can respond to and break the cycle of violence (victim/perpetrator) in order
to find a way out of a difficult situation independently or with someone’s help. Only
by carefully observing and analysing real situations of violence, without distancing
themselves or panicking at the sight of cruelty, can adults and adolescents test and
evaluate their own boundaries and resilience, become aware of their vulnerabilities, and
recognize their potential to resist child sexual violence and exploitation.

Thus, it is not just individuals but also society and the state as a whole that create
a particular action plan, often referred to as best practice. But what does this concept
entail?

The definition for the best practice concept varies. According to UNESCO, a best
practice is a “creative, successful, and long-term method for addressing social problems
related to poverty and social isolation”. Following the European Commission’s defini-
tion, it pertains to “efficient practice(s) aimed at solving specific situations or problems,
achieving a set goal, and creating conditions for problem-solving or comprehensive solu-
tions in combination with other methods”. According to the Committee of the Regions
of the European Union, a best practice is “local peculiarities, measures, and innova-
tive projects that have been successfully implemented and can now be successfully
disseminated”.

All these definitions converge in the fact that best practice should be innovative, effi-
cient, designed for the long term, and capable of replication. Furthermore, four elements
can be identified that provide added value and ensure prevention efficiency: a resilient
approach, a spiritual approach, a legal approach, and a community approach.

These four characteristics have formed the basis for the practices that we will further
consider.

1. Resilient Approach.
Resilience is a quality inherent in every person that allows them to grow and develop

while facing substantial challenges. Stefan Vanistendael55 lists five factors that need to
be considered in measures to strengthen the resilience of a child who has experienced
trauma. All of these factors, in one way or another, stem from the child’s interaction
with those around them:

• accepting the child as a human being by at least one adult;
• possibility of discovering the meaning of life that is essential for the child

through artistic creativity, concern for animals, religion, participation in team sports,
educational programs, etc.;

• development of a child’s sense of self-esteem;
• possibility of acquiring various skills from a professional, human, and social

perspective;
• effective use of humour.

55 Ваништендаль Стефан, Резильентность или оправданные надежды. Раненый, но не
побежденный. Научные труды БИСЕ,Женева, 1998.
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While combating child sexual violence and exploitation, it is essential that these
factors are developed and taken into account in order to contribute to the overall devel-
opment of the child and to enable them to strengthen their internal capabilities to resist
potential acts of violence. Prevention of cases of violence based on a resilient approach
is largely grounded on the development of life dynamics and so-called life skills, in
conjunction with a supportive environment and adult guidance. All measures are built
upon the strengths of children rather than their potential weaknesses and vulnerabilities.

2. Legal approach.
A legal approach means that everyone, both adults and children, knows their rights

and can use them efficiently. Children should not only receive assistance but also become
full-fledged participants in their own lives, knowing their rights and being able to exercise
them.

In the program of combating child sexual violence and exploitation, this aspect
is fundamental as the knowledge of their rights is the first step towards their
implementation.

3. Spiritual approach.
The spirituality term is used in its broadest sense to encompass all aspects of a

person’s inner life. Spirituality is considered important because it adds vitality to a
child’s life. It allows children to transcend their “momentary” existence, move away
from materialism, and discover a perspective that reveals life’s deeper elements, which
are sometimes obscured by everyday challenges. Spiritual strength helps to appreciate
simple things like beauty, nature, and silence; it fosters empathy, commonality, kindness:
all of which are essential for creating a safe and child-friendly environment.

4. Community approach.
Acommunity approach is a social process inwhich specificgroups unitedby common

geographical location and shared needs strive to identify their problems and establish
consensus-based, long-lasting solutions.

Drawing interim conclusions from the discussion of countering child sexual violence
and exploitation, the following must be done:

Comprehensive and efficient national legislation is needed to protect children from
all forms of sexual violence and exploitation in both the online and realworld. Thismeans
not only criminalizing the actions of thosewho commit sexual offenses. Legislationmust
also ensure that law enforcement can identify the perpetrators of such actions, protect
victims, and safeguard the rights of the victims. Internet service providers should provide
a secure platform for the preview of online materials and reporting.

Legislation can rely on existing international laws or use themas amodel, incorporate
international standards and efficient child protection practices, and be based on security
measures stipulated in the United Nations Convention on the Rights of the Child and its
Optional Protocol on the sale of children, child prostitution and child pornography. In
this Protocol, it is explicitly stated that States Parties, in order to achieve the objectives
of the Convention on the Rights of the Child and fulfil its provisions, deem it advisable to
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broaden the scope of measures aimed at ensuring the guaranteed protection of children
from trafficking, prostitution, and pornography56.

The results of the scientific and practical research outlined above allow us to talk
about two main directions in combating child sexual violence: work focused on prevent-
ing episodes of sexual violence and measures aimed at overcoming the negative conse-
quences of such episodes. Implementation of these directions is closely interrelated due
to the realization of the psychological mechanism known as the cycle of violence, which
ensures reccurrence of violence involving individuals who have experienced it and peo-
ple related to it57. It is obvious that measures to prevent violence should be implemented
by educational institutions, social services, national and international non-governmental
organizations and associations, mass media, and law enforcement agencies.

As practice shows, business cooperation between lawenforcement agencies andmass
media often yields positive results. In today’s crisis conditions characterized by a sharp
increase in crime situation, interaction between the police and other law enforcement
structures with mass media outlets demands immediate activation. But at the same time
it is crucial that efforts need to be focused on particularly acute areas, employing the
most effective forms and methods of collaboration, as mass media, given their vast daily
audience, can make a significant contribution to combating and preventing crime58.

Conducting legal education activities in the adolescent environmentwith the involve-
ment of representatives of juvenile prevention and mass media necessitates careful plan-
ning, defining the purpose and content, identifying the target audience, and consider-
ing event co-executors, methods, forms of its implementation, expected outcomes, and
establishing achievement indicators for the set goal59.

One of the factors that combats sexual violence against children at the socio-cultural
level is an efficient system of punishment for the perpetrators of such violence. Investi-
gating these criminal cases and holding the perpetrators criminally liable is of particular
importance for the psychological well-being of the victims, as it can be the basis for a
child’s belief in the restoration of justice, the overcoming of fear of the perpetrator and
the restoration of the child’s reputation in their community.

Investigating criminal proceedings initiated in cases of sexual violence is a complex
task. The difficulties in establishing guilt are due to several reasons related to the nature of
a crime: the presence of a longer or shorter time gap between the offense (which is often
repetitive) and reporting it to law enforcement agencies; often the absence of physical

56 Факультативний протокол до Конвенції про права дитини щодо торгівлі дітьми, дитячої
проституції і дитячої порнографії. Ратифіковано Законом України N 716-IV ( 716-15 )
від 03.04.2003,ВВР, 2003, N 29, ст.226. URI: https://zakon.rada.gov.ua/laws/show/995_b09#
Text.

57 Сексуальне насильство над дітьми: причини, наслідки, профілактика: інформ.-метод.
Посібник. Автори-упоряд. Цюман Т. П.,Малієнко Ю.М.; За заг. ред. Цюман Т. П. Київ:
ФОП Пономаренко Я.М. 2011. 76 с.

58 Філіпенко Н. Є. Кримінологічна діяльність і питання правового виховання населення.
Наше право. 2020. № 3., С. 146–151.

59 Філіпенко Н. Є., Язан Н. С. Засоби масової інформації як складова кримінологічної
діяльності підрозділів ювенальної превенції щодо правового виховання підлітків. Архів
кримінології та судових наук: Науковий журнал. Вип. № 2. Харків ННЦ «ІСЕ ім. Засл.
проф.М. С. Бокаріуса», 2023.

https://zakon.rada.gov.ua/laws/show/995_b09#Text
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evidence andwitnesses of a crime; the need to establish the truth based on the testimonies
of the parties involved, whose versions of events may differ or be contradictory; a high
risk of the victim changing their testimony as a result of influence from the suspect or
their family; the need to establish the qualifying elements of a crime, which are often
psychological facts. These phenomena include the need to assess a child’s capacity
to comprehend the meaning and nature of actions taken against them, their ability to
resist such actions, the incomprehensibility of the child’s behaviour by law enforcement
officers. Conducting forensic psychological examination is valuable in accomplishing
this task. In the Ukrainian legal system, expert conclusions serve as significant sources of
evidence60. To address a wide range of the aforementioned tasks, including establishing
the psychological basis for confirming legal criteria, law enforcement agencies order
forensic psychological or multidisciplinary psycho-psychiatric examinations.

Currently, in Ukraine, a series of measures is being implemented to ensure that
the justice system is designed to prevent re-traumatization of children, in particular,
new standards for interrogating children during a criminal proceeding are being intro-
duced61. At the same time, we encounter many cases of improper behaviour during child
interrogations, where psychological traits of the child are not taken into account or are
improperly considered62.

The practice of carrying out psychological examinations on child victims in the
Poltava Branch of National Scientific Center «Hon. Prof. M. S. Bokarius Forensic Sci-
ence Institute» does not provide sufficient empirical data for statistical generalizations.
However, it illustrates the data from the aforementioned sociological studies regarding
the gender and age composition of victims of sexual offenses, sheds light on issues
arising from sexual violence, offers new perspectives, highlights problems in the inves-
tigation of cases related to the infringement upon children’s sexual inviolability, and
presents ways to address them.

We have nineteen cases. In our practice, the victims are predominantly girls, and we
have worked with only three boys. The majority of the victims are adolescents, with two
being late adolescents, and two being preschoolers. In only four cases, the perpetrators
were previously unknown to the child, and in two cases, other childrenwere the offenders.
Most cases of child sexual violence had been committed by relatives. A great number of

60 Кримінальний процесуальний кодекс України: Закон України від 13.04.2012 № 4651-VI.
URL: http://zakon3.rada.gov.ua/laws/show/4651-17.

61 Див. докладніше: Керівні принципи Комітету міністрів Ради Європи щодо правосуддя,
дружнього до дітей, прийняті Комітетомміністрів РадиЄвропи 17 листопада 2010 року, і
пояснювальна записка. Видавництво Ради Європи. URL: http://book.coe.int;Особливості
опитуваннянеповнолітньогопотерпілогочи свідка злочину.Пам’ятка судді.URL: https://
dejure.foundation/library/osoblyvosti-opytuvannia-nepovnolitnikh-pamyatka-prokuroru.

62 ЖуравльоваМ.О.Помилки в опитуванні дитини.Актуальні питання судової експертизи
і криміналістики: зб. матеріалів міжнар. наук.-практ. конф.-полілогу (м. Харків, 15—
16 квіт. 2021 р.). Харків: Право, 2021. 320 с., С. 162-164.; Сліпець О О. До проблеми
допиту неповнолітніх. Актуальні питання судової експертології, криміналістики та
кримінального процесу: матеріали IIІ міжнар. наук.-практ. конф. (м. Київ, 15 грудня
2021 р.)/за заг. ред. Н. В. Нестор; уклад. О. В. Баулін, О. І.Жеребко, Т. П. Кривак, О. О.
Садченко, А. В. Старушкевич, О. В.Юдіна К.: Видавництво Ліра-К, 2021. Без нумерації
сторінок.

http://zakon3.rada.gov.ua/laws/show/4651-17
http://book.coe.int
https://dejure.foundation/library/osoblyvosti-opytuvannia-nepovnolitnikh-pamyatka-prokuroru
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children who experienced sexual violence were raised in families with a stepfather under
conditions of inadequate supervision and emotional rejection. Two girls had conflicts
with their mothers on the day of violence, and one stayed at her sister’s house due to a
conflict.

With this information, one can look at the phenomenon of high latency in crimes
against sexual inviolability from a different perspective. Of all the cases we worked
on, only in six of them did parents know about it immediately, and in five of them,
the children cried, trembled, had physical injury marks, so not noticing these signs
was extremely difficult. The reasons for the lack of disclosure by other children were
feelings of shame and an inability to have the courage to speak, fear of threats from the
perpetrator, and a lack of belief that they would be trusted. These fears are not always
groundless. In four cases, mothers/guardians received information about sexual violence
against a child and took no action to protect the child. In two cases, mothers implied
to the child that their life would become more difficult if they took action against the
child’s stepfather; and in the other two cases, they stated that the girl was not telling the
truth. In the latter case, caregivers and a psychologist at the kindergarten as well as the
guardians of a family-style orphanages noticed that the child was drawing people with
genitals, reacting specifically to scenes with sexual undertones; however, they believed
the older ward who denied violence. Children often do not make the decision to report
the abuse to their parents or law enforcement. Instead, other relatives (aunts, biological
father who lives separately), peers, learn about it because children cannot bear the burden
of negative experiences and are often afraid of revealing truth to parents.

Our observations point to the importance of adjusting conditions influenced by socio-
cultural factors: conditions of child upbringing, quality of education, work of school
psychologists and social workers, teaching them to recognize signals that may indicate
possible sexual violence against children; educational work among children, for whom
it is important to know what actions towards them are unacceptable, and that they are
not responsible for any instances of sexual violence that may happen to them.

The situation of pre-trial investigation often “justifies” the worst expectations of
children regarding challenges that await them after the disclosure of the fact of violence.
In the course of pre-trial investigation, they are subjected to repeated traumatization due
to the fact that their testimonies are called into question. During pre-trial investigation,
suspects often deny committing sexual violence, point to the child’s “fantasy” or state
that the child himself/herself wanted sexual contact. There is a case where the stepfather
claimed that his six-year-old stepdaughter seduced him and performed orogenital sexual
acts with him.

Physical evidence of crimes against children’s sexual inviolability is often absent or
already missing at the time of investigation, there are usually no eyewitnesses to sexual
violence, and teachers or parents do not notice signs of changes in children’s behaviour.
As a result, the investigator is in a situation where he has contradictory testimonies of
an adult and a child and must evaluate them. In order to evaluate testimonies reasonably,
psychological experts are asked the question of the child’s ability to perceive and repro-
duce events, the presence or absence of the child’s tendency to excessive fantasizing.
According to the author’s practice, such questions have been asked in fifteen cases. In
five cases, children’s testimonies were changed during pre-trial investigation, one girl
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refused to testify about the violence she had suffered and then went back to it, another
one faced pressure during trial. This information indicates the great importance of a
qualitative interrogation of children. Some of these problems are solved by placing the
child in a shelter, detaining the suspect, interrogating the child in trial at the stage of
pre-trial investigation in accordance with Art. 225 of the Criminal Procedure Code of
Ukraine. However, oftentimes the method of interrogating (interviewing) a child does
not make it possible to meet the goals of this procedural action and inflicts harm to
children.

All the children examined by us during forensic examinations had signs of mental
trauma: acute or chronic. The specifics of mental trauma manifestation depends on the
age of the child and mainly corresponds to the specifics of the reaction of children of a
certain age to mental traumawhich is manifested in: regression of cognitive skills, defor-
mation of emotional and volitional development, formation or exacerbation of specific
character traits (violations in the sphere of individuality), violation in the development
of communicative competences, personality development disorder63.

Most children say that their emotions have improved since they became aware of
sexual violence. Our examinees attribute this improvement to a change in living condi-
tions (moving to biological father, placement in a shelter, exclusion of the rapist from
the family by the mother, etc.), lack of the need to stay vigilant.

At the same time, in the course of interrogation, we have not come across any cases
when the child would have already received systematic psycho-corrective care during
forensic examination. In addition, at the time of forensic examination, the children often
had difficulty in explaining exactly what had been done to them.Meanwhile, most of our
examinees had normal cognitive development, and those who were found to be lagging
behind had sufficient competence to tell about the external side of events. Also, the use
of knownmethods of talking to a child, which include respect for them and their personal
boundaries, openness and honesty, balance, attention to the emotions and experiences
of the child and compliance with other rules of conversation with such children, ensures
obtaining valuable data and brings positive results for children. Thus, the experience
of conducting forensic psychological examinations of children who have experienced
sexual violence shows the importance of repeated remarks (especially those that are
supposedly accidental) about the lack of the child’s guilt for what happened and for
the fact that they did not immediately tell about violence, as well as demonstrates the
significance of discussion and provision of definition for a dictionary with the help of
which one can talk about violence, using the simplest visualisation: pictures (especially
in children’s encyclopaedias) and dolls, consideration of possible options for the devel-
opment of future events and ways of the child’s behaviour in response. Observance of
the above rules as well as an in-depth conversation about the child’s life which is carried
out in view of the mandatory use of the biographical method during forensic psycho-
logical examination is the reason why this conversation takes place: at the end of it,
the children often have a smile on their faces, they themselves are more self-confident,
although psycho-corrective effects are not the task of expert diagnostic interview.

63 Сліпець О.О. Психологічна експертиза неповнолітніх потерпілих як дослідження
ушкодженого психічного розвитку. Теорія та практика судової експертизи і
криміналістики: зб. наук. пр. Xapкiв: Пpaвo, 2008. Bип.8. 651c. C. 605-610.
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Our experience in performing forensic psychological examinations of children who
have experienced sexual violence, which includes a thorough examination of their level
of mental development, character traits, cognitive and communicative abilities, overall
awareness and awareness of sexual relationships, helps us to expand our understanding
of the child’s individual risk factor. Thus, our research is consistent with the statement
that active, brave teenagers who have a large circle of acquaintances, are open to new
acquaintances and often realise late that they are in danger have a slightly increased
risk of experiencing sexual violence. At the same time, most of the victimized children
we have worked with are emotionally vulnerable, obedient, indecisive and insecure,
willing to take on non-child responsibilities (care and protection of younger children,
housekeeping, etc.) and feel guiltywhen things gowrong.Among the victimized children
we have studied, the vast majority had a low level of knowledge about the sexual sphere.
These observations are a valid reason for further development of educational work both
among adults who work with children and among children themselves.

In addition to forensic psychological examinations, there is another type of research
involving work with children. This is forensic examination of people’s communicative
activity which is recorded on video. Conducting such forensic examination does not
presuppose discovering peculiarities of the child’s individuality, but it provides answers
about peculiarities of their interrogation (interview) by an investigator or judge, or about
questioning during an unregulated interview. One of the main results of forensic exam-
ination is to determine if the child has experienced any mental pressure that might have
affected their narrative. Establishing whether there has been an influence altering the
child’s narrative is crucial in understanding the child’s decision to retract their testimony.

Out of the sixteen studies we conducted, eight involved interrogations conducted
in an investigator’s office or in a Green Room. Four studies took place during trial,
and another four were performed during conversations between teachers and children.
These studies reveal the most common mistakes made by investigators, teachers, and
psychologists involved in the procedural action.

As previously discussed (11), our analysis of video recordings of interrogations and
interviews points to mistakes made by adults during interviews. We will list the most
common of these and provide comments on their impact on the child from the perspective
of developmental psychology:

1. As for intervieworganization: uncomfortable conditions or the lack of privacy, includ-
ing conducting interviews in a cramped room where the child sat next to their mother
and educators, in outerwear, or under conditions of the Green Room, where the fur-
niture is designed for younger children. Discomfort hinders optimal communication,
and the invasion of privacy leads to mental tension;

2. At the stage of establishing psychological contact: excessively formalized appeal or
flattery, addressing as if to an infant with imitation of motherly language. From a
psychological perspective, such mistakes create conditions for the child to think that
they are not of interest, that they are not understood, and that adults are insincere;

3. At the stage of discussing the child’s life: formalized questions about school perfor-
mance, clubs, etc. They may trigger negative associations in children who have expe-
rienced violence in educational institutions, evoke negative feelings in children with
low academic performance or behavioural disorders, and create a sense of insincerity;
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4. Regarding conversation style:

– asking several questions in a row may lead to providing an answer only to the last
question due to the difficulty of maintaining active attention and the need for a
significant amount of short-term memory resources to keep all questions in mind;

– asking questions containing information not previouslymentioned or contradicting
what the child has previously stated (referred to as suggestive questions) can lead
to a change in the child’s narrative and may result in the child retracting their own
testimony;

– providing evaluations addressed directly to the child regarding truthfulness of their
testimonies, intellectual abilities, character and behaviour, create psychological
tension, an understanding of the need to meet adult expectations, and sustain a
feeling of guilt;

– discussing the child with other interview participants increases mental tension,
creating a feeling that the child is an object in whom no one is interested, leading
to decreased self-esteem;

– duration of the interview lasting over an hour creates discomfort and enhances
subservience due to fatigue;

– making promises, including those that the interviewee cannot fulfil.

Identification of errors in interrogations by a forensic expert, especially those that
have led to changes in children’s testimonies, helps law enforcement agencies under-
stand the reasons for children retracting their testimonies. Establishing the presence in
the child’s testimony of the narrative about their direct bodily sensations, emotions,
experiences, specific circumstances, their actions, and actions of the perpetrator, as well
as determining the child’s emotional involvement in their own narrative, allows the court
to evaluate the child’s testimony as a description of events that they have experienced.

4 Conclusions

Summing up the consideration of the issue of child sexual violence and exploitation in
Ukraine and abroad, the following can be stated:

1. This is an increasingly complex and sensitive issue that requires in-depth cooper-
ation between legal scholars, medical professionals, government institutions, and
non-governmental organizations, as well as implementation of foreign countries’
experience into Ukrainian legislation. It is particularly important in addressing the
mentioned crimes because they pose a substantial public danger. These crimes not
only harm social relationships, social andmoral values, but also disrupt victims’ social
connections, creating challenges for their adaptation to society after experiencing
moral and physical trauma and leading to the development of severe post-traumatic
mental disorders.

2. Efficient legislation will enable law enforcement agencies to proactively investigate
and prosecute persons committing crimes of a sexual nature against children, identify
more victims, and protect them. This is particularly crucial when it comes to offenses
on the Internet, where evidence regarding contact sexual violence is lacking. The
issue of how the sexual violence concept, as defined in the context of Article 153,
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Part 1 of the CC, relates to other offences that share elements of such sexual violence
can be addressed through two alternative approaches. It appears advisable to create a
separate section in the Special Part titledCriminal Offenses Involving Sexual Violence
that would encompass all possible forms of sexual deviations committed against the
victim’s will. At the same time, the act that currently corresponds to the disposition
of Art. 153 of the Criminal Code may be titled Violent Acts of a Sexual Nature Not
Involving Penetration into Another Person’s Body. Another approach could involve
entirely removing the sexual violence term from the text of the Criminal Code while
simultaneously presenting the title of Art. 153 of the CC as in the previous version.
But such a proposal definitely needs further thorough research.

3. Data obtained during forensic psychological examinations illustrate and complement
existing scientific data from developmental and crisis psychology concerning fac-
tors that contribute to a child ending up in a situation of sexual violence, assist in
the efficient investigation of crimes against sexual inviolability, and reveal several
issues related to interrogating children. Among individual factors that contribute to
a child’s vulnerability in such situations are personality traits and characteristics
falling within the “inhibited” spectrum: obedience, deference to elders’ authority,
non-confrontational behaviour, indecisiveness, taking on responsibilities that are not
age-appropriate (such as caring for younger children and housekeeping), a limited
level of developed social competence, as well as a restricted understanding of matters
related to sexual life. This stresses the importance of education and awareness-raising
work among children for sexual violence prevention. Performing forensic psycholog-
ical examinations involving direct examination of child victims provides the inves-
tigative and judicial authorities with required information on the psychologically
justified actions of a child in a situation of sexual violence against them, enables to
determine qualifying elements of the committed crime and contributes to the efficient
mitigation of negative consequences experienced by the child. Conducting forensic
psychological examinations of video recordings of child interrogations, appointed
in criminal proceedings related to sexual violence crimes against children, helps the
court properly evaluate children’s testimonies.

4. Crimes involving child sexual violence and exploitation can transcend borders when
the perpetrator resides in one country and the victim in another. In cases of child sexual
exploitation, the service provider is often a resident of another state. Therefore, legal
approaches to preventing and combating sexual violence and exploitation of children
should be as coordinated and consistent as possible to prevent perpetrators committing
sexual crimes against children from directing their efforts to those countries where
children are more vulnerable, which is well-known to such individuals.

5. Ending violence against children requires both primary prevention and effective
response. Primary prevention aims to address core beliefs, attitudes and behaviours,
inequalities, risks and driving forces of violence at the level of an individual, family
and relationships, community, organisation/institution and wider social and political
context.

6. Developing and implementing effective strategies to end violence against children
within the Ukrainian community should encompass all forms of violence, whether it
be physical, emotional, psychological, or neglect. However, there is a need for special
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coordinated attention to the issues of child sexual violence and exploitation. In addi-
tion, a support strategy for parents and caregivers may encompass general programs
for all families, targeted programs for at-risk families, and/or individual programs
for parents and caregivers whose children have experienced violence. Promotion of
positive or nurturing parenting is a central element of support programs for parents
and caregivers. These techniques assist mothers, fathers, and caregivers in managing
children’s behaviour and provide alternatives to physical punishment. Parental sup-
port also helps parents understand child development and enhance communication
with their children, which are protective factors against physical and sexual violence.
Many programs help parents teach their children skills such as emotional regulation,
problem-solving, and social skills, which help children build resilience and avoid
experiencing or perpetrating violence or bullying in the future. All efforts to cre-
ate a safer environment benefit from active community involvement in planning and
implementation to ensure the relevance and effectiveness of interventions aimed at
expanding community participation.

7. Implementation of positive international experience in creating a safe environment for
preventing child sexual violence and exploitation. For instance, the introduction of the
Breaking Boundaries program. This is a school curriculum combining education on
gender-based violence with situational crime prevention, interaction with offenders
and victims. The school’s curriculum focuses on the legal consequences of violence
during dates, gender equality, and healthy relationships. The issues of combating
child sexual violence and exploitation become particularly relevant during times of
armed conflicts.
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Abstract. The historical and legal genesis of the development of the collective
agreement institution in foreign countries and Ukraine has been analyzed. The
possibility and expediency of implementing collective bargaining relations within
a democratic state’s market economy have been determined. Conclusions have
been drawn that the collective agreement is currently one of the most important
forms of social dialogue used at the local level to agree upon production, labor,
socio-economic issues between its parties (employees and employers), particu-
larly in the aviation sector. The primary purpose of the collective agreement is
to provide additional and effective incentives for hired employees. Therefore, the
terms of the agreement should ensure more incentivizing working conditions for
employees compared to standard labor legislation norms. The current state of leg-
islation on collective bargaining regulation of labor relations has been analyzed.
The position on the need for its further improvement, taking into account the
challenges of current realities related to informatization of the state and society
and virtualization of legal relations, including labor relations (remote work, use
of artificial intelligence at work, etc.), has been determined.

Keywords: collective agreement · labor relations · collective bargaining
relations · collective bargaining · social dialogue · employees · employers

1 Introduction

The collective agreement is a social guarantor of labor relations, a key institution of
labor law, through which social partnership relations (social dialogue) are realized. This
is because it is concluded with the purpose of harmonizing interests of employers and
hired workers regarding regulation of production, labor, and socio-economic relations at
the local level (enterprises, institutions, organizations); therefore, both parties of labor
relations are equally interested in concluding a collective agreement. The collective
agreement is aimed at performing important functions, such as: protecting the interests
of both aforementioned parties of social and labor relations; organizing (arranging) social
and labor relations; stabilizing social and labor relations.
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The collective agreement is an integral element of market relations because it is
designed to incentivize work and ensure competitiveness of a specific legal person in
the market, acting as a mediating link between economic entities. At the end of the
20th century and the beginning of the 21st century, in view of the intensification of
the area of dispositive regulation of legal relations (specifically labor), the collective
agreement gained importance as a universal social regulator in any areaof social relations,
particularly in aviation.

Today, the modern world faces challenges associated with the use of artificial
intelligence technologies and the virtualization of labor relations. These challenges
include such phenomena as ‘telework’, electronic exchanges, and international contrac-
tual telecommuting, necessitating transformations in the approaches to legal regulation
in the labor field, including collective agreements should stipulate certain provisions
aimed at shaping legal regulation of a new format of relations between hired employees
and employers.

For the domestic legislator, it is essential to align Ukrainian labor legislation with
the requirements of international legal standards in the field of labor, especially those
outlined in European Union conventions, taking into account that Ukraine has ratified
a significant number of them and will further implement the provisions of international
labor lawat the national level. This certainly applies to the development of social dialogue
in the field of labor relations, which is represented by collective agreements of local
action.

From the above it follows that the research topic of collective bargaining regulation is
important and relevant for modern labor law science and the state in any field of activity,
including aviation. In this context, we find it appropriate to analyze the historical and
legal genesis of the collective agreement institution in Ukraine, given foreign experience
of leading countries of theworld and the current state of domestic legislation on collective
agreements (especially under conditions of martial law in the state), as well as to identify
prospects for its development.

2 Literature Review

As Ukrainian labor legislation is being reformed, the role of scientific research in the
field of labor law is significantly increasing. The majority of domestic and foreign
scientists have dedicated their research papers to studying the issue of improving legal
regulation of collective bargaining relations, including such researchers as Yaroshenko
O.M., Pylypenko P.D., Zhernakov V.V., Melnyk K.Iu., Chanysheva H.I., Hetmantseva
N.D., Mutsynova N.D., Pasechnik O.V., Butynska R.Ia., Pokryshka V.O., Rybnytskyi
H.V., Amelicheva L.P., etc. In foreign scientific literature, the specified problematics has
been studied by Ford G.D., Kamakura Y., Fryer J.F., Fumerton N.B., Denmark L.O., J.
de Givry, Morris A., Willman P., Visser J., Ebisui M., and others.

However, currently there are issues that provoke scientific interest and necessitate
comprehensive research on the mentioned topic. These issues are primarily related to:
the informatization of society and the virtualization of labor relations; the use of the latest
technologies in the labor field, particularly the uncontrolled use of artificial intelligence
technologies without considering workers’ interests; the application of new methods to
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protectworkers’ rights, for example, to counteract such negative phenomena asmobbing;
and the prospects for the development of the collective agreement institution. Also, as of
today, the scientific opinion regarding transformation of collective bargaining regulation
under martial law conditions in Ukraine is a priority.

3 Main Content Presentation

In labor law science, the collective agreement is viewed as a labor law institution and a
form of legal regulation with local action, containing legal norms intended to regulate
socio-legal relations. As P.D. Pylypenko points out, the collective agreement in labor law
is consideredoneof themain institutions of this field. It encompasses a significant number
of legal norms at multiple levels, both centralized and local, through which a relatively
independent group of labor relations is regulated. From the researcher’s perspective, the
legal science views the collective agreement that is adopted at a particular business,
institution, or organization as a form of regulatory legal agreement [1, p. 132]. As
H. I. Chanysheva notes, the formation and development of social partnership in Ukraine
allows us to consider the collective agreement and collective bargaining as important
forms of social partnership through which the interests of employees and employers are
reconciled [2, p. 19]. As mentioned by H. I. Chanysheva, it is worth emphasizing the
connection between the institution of social partnership and the institution of collective
agreement as an important manifestation of it.

In turn, V. V. Zhernakov believes that global experience convincingly demonstrates
that problems in economy and social life, including in the field of using hired labor,
are optimally resolved if the focus is on achieving social harmony and coordinating
interests of different social groups, rather than fostering confrontation [3, p. 330]. As
O. I. Protsevskyi stressed, social partnership, as an institution of civil society and a
principle of labor law, should shape a European social model in Ukraine, which would
be based on high economic indicators, a high level of social protection, and social
dialogue [4, p. 214].

Therefore, the institution of social partnership (social dialogue) is primarily built
upon the collective bargaining method of regulating labor relations. This method is
implemented through conclusion of collective agreements at the local level and agree-
ments at the national, sectoral, and territorial levels. Such a method of labor regulation
contains a certain system of forms and methods for implementing social partnership,
which introduces specificity and novelty into the content of the legal regulation method
in general [5, p. 85]. Collective agreements are concluded through the conduct of collec-
tive negotiations (essentially, through the implementation of social dialogue) between
their parties. These parties are: the employer’s side, whose subjects are the employer
and/or the employer’s authorized representatives, including representatives of separate
divisions of a legal entity; and the employee’s side, whose subjects are the primary
trade-union organizations operating in the enterprise, institution, organization, or sep-
arate divisions of a legal entity, which unify the employees hired by a natural person
employing labor and represent interests of the workers employed by this employer on
the basis of employment contracts. In their absence, representatives are freely elected
by employees for the conduct of collective negotiations (Part 1, Article 3 of the Law of
Ukraine On Collective Agreements and Contracts) [6].
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In our view, the legal nature of the collective agreement should be considered from the
perspective of its historical development as an institution of labor law and its formation
as a regulatory legal agreement of local action. Therefore, the first collective agreements
were concluded at the end of the 18th century in England as a result of the formation of
trade unions and the holding of active strikes by the working class, during which workers
protested against low wage rates and harsh working conditions. Lockouts on the part of
entrepreneurs did not help and theywere forced to negotiate with trade unions, who acted
as representatives of workers, mainly for higher wage rates, hence the first collective
agreementswere called tariff agreements. At the beginning of the 19th century, collective
agreements appeared in the USA, France, and Germany. Their introduction into the area
of labor relations provoked stiff resistance from entrepreneurs and the state. In the US,
for example, the courts prohibited collective agreements from the 1870s. It wasn’t until
1938 that they were legally recognized. In the first half of the 20th century, the right
to conclude collective agreements began to be legally enshrined in European countries.
For instance, specific norms regarding legal regulation of collective agreements were
introduced to the Civil Code of Denmark in 1907, the Swiss Code of Obligations in
1911. Collective bargaining legislation emerged in Germany in 1918, and in France
and Austria in 1919. Further, in the 1920s and 1930s, such legislation also appeared in
Sweden and Finland, etc. [7, p. 261].

It should also be noted that at the beginning of the 20th century, scientific papers of
economists dedicated to social dialogue, in particular collective agreements, began to
be published. This is entirely logical as the topic of social partnership (social dialogue)
and its forms is a relevant research direction not only for legal but also for economic
science. These papers were the first to use such well-established terms in labor law as
collective bargaining and collective agreement [8, p. 217; 9, p. 59].

After the legal recognition of collective agreements and their consolidation in the
national legislation of leading countries around the world, a stage of international legal
regulation regarding labor collective bargaining began. Much law-making work in this
regard was carried out by the International Labor Organization (hereafter: the ILO). The
ILO developed and adopted a significant number of regulatory acts, namely: Freedom of
Association and Protection of the Right to Organise Convention, 1948 (No. 87), Right to
Organise and Collective Bargaining Convention, 1949 (No. 98), Collective Bargaining
Convention, 1981 (No. 154), Collective Agreements Recommendation, 1951 (No. 91),
and Recommendation concerning Consultation and Co-operation between Employers
and Workers at the Level of the Undertaking, 1952 (No. 94), etc. European countries
have ratified these international legal regulations. Consequently, the specified normative
provisions have been integrated into their national labor legislation and are mandatory
to adhere to.

The mentioned conventions provide definitions of key categories in the field of col-
lective bargaining labor regulation. Thus, according to Article 2 of Collective Bargaining
Convention, 1981 (No. 154), collective bargaining extends to all negotiations which take
place between an employer, a group of employers or one or more employers’ organiza-
tions, on the one hand or more workers’ organizations, on the other, for- (a) determining
working conditions and terms of employment; and/or; (b) regulating relations between
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employers andworkers; and/or; (c) regulating relations between employers or their orga-
nizations and a workers’ organization or workers’ organizations [10]. In compliance
with Collective Agreements Recommendation, 1951 (No. 91), collective agreements
means all agreements in writing regarding working conditions and terms of employ-
ment concluded between an employer, a group of employers or one or more employers
organizations, on the hand, and one or more representative workers organizations, or,
in the absence of such organizations, the representatives of the works duly elected and
authorized by them in accordance with national laws and regulations, on the other [11].

Accordingly, from an analysis of international experiences in forming the collective
agreement institution, we can conclude that in most Western countries, including the
USA, the development of a social partnership (or social dialogue) system was preceded
by an extended period of legislative consolidation for regulating collective bargaining
in labor relations. This was a manifestation of democratic principles in the labor field
(industrial democracy). If we determine the relationship between the institution of social
partnership (social dialogue) and the institution of collective agreement in labor law,
the former certainly appears as a more substantive category and complex phenomenon
involving a set of social and legal norms aimed at organizing social dialogue between its
parties at all levels of labor relations (national, sectoral, territorial) in order to harmonize
their interestswith the help of various forms andmethods. One of the efficient democratic
forms of establishing a balance of interests between employers and employees at the
local level is the collective agreement [12, p. 170].

The development of the collective agreement institution in Ukraine also has its own
history, the study of which can reveal key points that should be considered for improv-
ing collective bargaining regulation in the state. Throughout the 19th and 20th centuries,
the formation of the collective agreement institution in Ukraine had its peculiarities
due to different economic conditions and principles that prevailed on its territory, as it
was under the rule of two empires. Western Ukraine, which belonged to the Austro-
Hungarian Empire, developed as an agricultural region. Therefore, the working class
did not show much activity in fighting for labor rights because of their small number.
Furthermore, there were virtually no trade unions that could represent workers in negoti-
ations with entrepreneurs. Ukrainian lands under the protectorate of the Russian Empire
were more economically developed. In the context of active strike struggle between
1894 and 1904 and the revolution of 1905–1907, trade unions were established, which
were active subjects of collective bargaining regulation at that time. For example, in
1905, in the Kharkiv region, the first collective agreements in Ukraine were signed with
the help of trade unions. These agreements had legal force and were called Agreement
Protocols [13]. After the 1917 revolution, a rapid organization of trade unions of various
levels (production, sectoral, central) took place in Ukraine, and owners’ associations
also emerged [14, p. 43].

In the early years of Soviet power, regulation of labor relations occurred at the state
level. However, according to legal sources of that time, there was also an emergence of
collective bargaining regulation for wages. This indicates that the collective agreement
institution began to establish itself as a form of regulating relations between workers,
factory owners and manufacturers in individual enterprises and even entire industrial
sectors. The main and most essential condition set out in the collective agreement was



306 A. Hordeiuk and D. Kornilov

the condition for work remuneration, i.e., the establishment of a minimum wage, the so-
called tariff, and some collective agreements were initially called tariff agreements, as in
European countries. In July 1918, a Decree On the Procedure for Approving Collective
Agreements (Tariffs) that Establish Wage Rates and Working Conditions was issued.
This Decree did not oblige conclusion of collective agreements, but if such agreements
were concluded, they needed to be approved by the People’s Commissariat of Labor to
become binding for both parties involved. Admittedly, collective agreements were not
of great significance at that time. The era of war communism did not provide favorable
conditions for the development of the practice of concluding collective agreements, and
consequently, for the local regulation of wage payment and other working conditions
[15].

TheNewEconomicPolicy (hereinafter: theNEP),which hadbeen introduced follow-
ing the era of war communism in 1921, substantially amended the labor law: abolition of
labor service, change in labor standardization regulation, and revival of agreement-based
principles. Particularly, on September 23, 1921, the Council of People’s Commissars of
the Ukrainian SSR adopted the ResolutionOn Tariff and Financial Policy, which played
a significant role in organizing wage payment for workers and employees. The NEP
envisaged the introduction of state accounting and private ownership activities within
certain limits, which promoted the active development of collective bargaining relations.
In this regard, on January 17, 1922, the Council of People’s Commissars of the Ukrainian
SSR adopted the ResolutionOn Collective Agreements and Regulation of Working Con-
ditions in Private and State Enterprises, Farms, Institutions, and Organizations defining
agreement-based regulation of labor relations [16, 17, pp. 84–85].

During the NEP period, the agreement-based method of regulating labor relations
was prioritized, however, the state retained the right to establish forms and limits that
had to be observed when setting working conditions. With the transition from the NEP
to a command system in managing the national economy in the late 1920s and the
first half of the 1930s, there was a shift from agreement-based regulation of labor to
centralized regulation. As a result, collective agreements were not renewed and their
legal significance was practically devalued during the period from 1934 to 1947.

Collective bargaining (local) regulation of labor relations was resumed in the 1950s
after adoption of the Resolution of the Council of Ministers of the USSR dated 1947.
From the second half of the 1960s, Ukraine began to implement an economic reform
(from 1965) aimed at expanding the autonomy of enterprises. By that time, Freedom
of Association and Protection of the Right to Organise Convention, 1948 (No. 87), and
Right to Organise and Collective Bargaining Convention, 1949 (No. 98), had already
been ratified.

As a result of the reform in the 1960s–70s, there was an expansion of enterprise
rights, particularly regarding the establishment of working conditions, however, the
centralized principles in labor regulation were practically not limited. This was the main
contradiction of the 1965 reform. At the same time power structures tried to intensify
two mutually exclusive processes: strengthen centralism in the economy and engage
market economic regulators (profitability rate, profit, etc.).

An important stage in the development of collective bargaining regulation in the
1980s was the adoption of the USSR Law On Labor Collectives and Increasing Their
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Role in the Management of Enterprises, Institutions, Organizations dated June 17, 1983,
which envisaged a weakening of the command-administrative system of state manage-
ment and intensification of local methods for labor regulation. According to this Law,
labor collectives were granted a wide range of labor rights, but these innovations did not
lead to significant results initially. However, during these periods of the Soviet era, the
foundations for the legal regulation of collective bargainingwere laid. These foundations
further developed during the establishment of a market economy in Ukraine, not as a
part of the USSR, but rather as an independent state [18, 19]. Considering the conducted
analysis of the historical stages of the establishment of the collective agreement as an
institution of labor law and a regulatory legal agreement of local action in the system
of law during the Soviet times, it can be concluded that collective bargaining was intro-
duced in the labor field when the development of a market economy took place in the
country. There arose a need to incentivize the labor of hired workers and ensure both the
profitability of an enterprise and its competitiveness as an economic entity in the market.

After the declaration of Ukraine’s independence on August 24, 1991, there was an
urgent need to adopt democratic laws that would regulate legal relations, including labor,
at a new historical stage of the state’s development (during its transition to amarket econ-
omy). Thus, on April 24, 1993, the Decree of the President of Ukraine On the National
Council of Social Partnershipwas adopted and the Law of UkraineOnCollective Agree-
ments and Contracts (hereinafter: the Law) was passed on July 1, 1993, where the legal
principles for the development, conclusion, and execution of collective agreements with
the aim of assisting in the regulation of production, labor, socio-economic relations
and reconciling the interests of employees and employers (Article 1 of the Law) were
determined. In the Labor Code of Ukraine (hereinafter: the LC), which was adopted on
10.12.71 and remained valid in sovereign Ukraine, Chapter II was dedicated to collective
agreements. Voluntariness of concluding collective agreements as stipulated in the Law
and the LC corresponds to the provisions ofRight to Organize and Collective Bargaining
ILO Convention, 1.07.1949 (No. 98) [6, 20, 21].

Regulatory provisions of the collective agreement, which ensure the regulation of
work standards, wages, guarantees, and remuneration, working hours, the organization
of health and recreation, housing and cultural services, occupational safety, and gender
equality of hired workers, etc., must comply with the norms of the current legislation and
are mandatory. Thus, commenting on the topic of collective agreements and collective
negotiations, AnnMorris notes: «In broad terms, a collective agreement is an agreement
between an employer and employee representatives, setting out the agreed contractual
terms and conditions following a “collective bargaining process”. Issues commonly
pursued through collective bargaining negotiations include pay increases and improved
terms of employment andworking conditions, such as working hours, holidays, pensions
contributions or any other such matters that may be agreed between the parties» [22].

The primary purpose of the collective agreement is to additionally and efficiently
incentivize work of hired workers. Consequently, the terms of the collective agreement
should not only advocate for more humane working conditions than current labor leg-
islation dictates but also ensure workers’ participation in enterprise management and
profit distribution. Such an approach in developing the content of a collective agreement
is not formal. It is not only capable of stabilizing relations between hired workers and
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employers but can also positively influence a creative approach to work, conscientious-
ness of employees, their patriotic attitude towards results of the enterprise’s (institution’s,
organization’s) operations. As a consequence, it leads to achieving high income status
and sustained competitiveness in the market.

In this context, it makes sense to draw attention to the collective agreement provi-
sions of the National Aerospace University “Kharkiv Aviation Institute”, where para-
graph 1.2 states that the collective agreement is a local regulation of the University.
In accordance with the current legislation, it regulates labor and socio-economic rela-
tions between university administration and labor collective and guarantees protection of
rights and interests of all employees. Compared to the current legislation, the Subject of
the Collective Agreement includes both legislative and additional provisions concerning
wage payments, social and household services for the University employees, as well as
guarantees and remuneration [23].

However, unfortunately, local labor regulation often did not fulfill its intended pur-
pose after its introduction in our country. When researching the issue of improving
collective bargaining labor regulation, legal experts note that the collective agreement,
which is one of the most important labor relations regulators, has been characterized
by a formalistic attitude towards the development of agreement terms as well as some
vagueness and uniformity. Moreover, the absence of collective agreements is typical for
many enterprises. In particular, H. V. Rybnytskyi stressed that the lowest level of worker
coverage by collective agreements is observed in non-production sectors: healthcare,
education, culture, and within the apparatus of public administration bodies as well as
in many enterprises that are privately owned. What is more, a significant shortcoming in
collective agreement regulation is the non-fulfillment of obligations by the parties. Thus,
an urgent issue is the improvement of the accountability mechanism for both employer
representatives and worker representatives in the area of collective bargaining relations
[24, p.150, 25, pp.1–2].

Considering all the shortcomings of local labor regulation, the Ukrainian legislator
faced the challenge of improving legal regulation of collective bargaining relations with
the aim of developing the institution of social partnership (social dialogue) in the field
of labor relations. This was associated with Ukraine’s choice of a European develop-
ment vector. Classifying the stages of the establishment of the social partnership (social
dialogue) institution in our country, L. P. Amelicheva notes its active development at
the beginning of the 21st century and the introduction, with the support of the ILO, of
the Decent Work Concept through the Decent Work Programs for 2008–2011, 2012–
2015, and 2016–2019. In these programs, a further development of the aforementioned
institution is consistently highlighted as one of the strategic directions which influenced
Ukraine’s choice of a new model for regulating collective bargaining relations [26,
p. 172]. To legislatively consolidate this model, the Decree of the President of Ukraine
On the Development of Social Dialogue in Ukraine dated December 29, 2005, was
adopted. In 2007, The ILO Convention Concerning Tripartite Consultations to Promote
the Implementation of International Labor Standards (No. 144) dated June 21, 1976
(Tripartite Consultation, 1976 No. 144), and Collective Bargaining Convention (No.
154) dated June 18, 1981, were ratified. Additionally, the Law On Social Dialogue in
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Ukraine was passed on December 23, 2010, and the Decree of the President of Ukraine
On the National Tripartite Socio-Economic Council dated April 2, 2011, was adopted.

In order to improve the collective bargaining procedure and effectively resolve labor
disputes, the development and adoption of a new version of the Law of UkraineOn Col-
lective Agreements and Contracts was planned according to the Decent Work Program
for 2016–2019 [27].

Since the beginning of the Russian Federation’s military aggression against Ukraine
on February 24, 2022, our country has faced numerous social challenges. Occupation
of territories, destruction of enterprises, exodus of skilled workforce abroad, reduced
work efficiency due to the impossibility of working during air raid alarms, rolling and
emergency power outages, and mass layoffs are just a fraction of the problems the
Ukrainian people have encountered. Therefore, it is evident that after the establishment
of peace in Ukraine there will be many tasks related to restoring a stable economic
state in the country, and their resolution will directly depend on effective cooperation
conditions between workers and employers in the post-war period.

Under martial law conditions, labor law reform in Ukraine did not stop and, as
H. I. Chanysheva rightly points out, it is taking place in two directions: establishing
certain restrictions and peculiarities of organizing labor relations while adhering to min-
imum labor guarantees on one hand, and strengthening the protection of workers’ labor
rights on the other. In the first case, it refers to provisions of the Law of Ukraine On
the Organization of Labor Relations under Martial Law dated March 15, 2022. In the
second, it pertains to the provisions of the Law of Ukraine On Amendments to Cer-
tain Legislative Acts of Ukraine Regarding the Strengthening of Workers’ Labor Rights
Protection dated May 12, 2022 [28, p. 504; 29, 30].

It should be emphasized that during martial law, collective agreements and collec-
tive contracts as acts of social dialogue are of particular importance, as they shape the
protection of labor, social, and economic rights of workers. Agreements between the
parties involved in social dialogue are reached through their conclusion. Accordingly,
with regard to the development of the second reform direction, it was quite logical to
introduce amendments to the Labor Code and the Law concerning the expansion of
their application scope. Thus, according to labor legislation norms before its amend-
ments, it was envisaged to conclude collective agreements in enterprises, institutions,
organizations that have signs of a legal entity and employ hired labor. After introducing
amendments, provisions about conclusion of collective agreements not only in an enter-
prise, institution, or organization, but also with a person who employs hired labor were
set out (Part 1 of Article 2 of the Law, Part 1 of Article 11 of the Labor Code).

Recognizing the great importance of agreements and collective contracts as forms of
social partnership (social dialogue), the Verkhovna Rada of Ukraine took the next step
in reforming collective bargaining aimed at the European integration of labor’s legal
regulation. On February 23, 2023, the Draft Law of Ukraine On Collective Agreements
and Contracts was adopted as the basis and signed by the President of Ukraine on April
11, 2023. Most provisions of the new Law come into effect 6 months after termination
or cancellation of martial law, excluding сlause 2 of the Final and Transitional Provi-
sions, which enters into force the day following the date of the Law’s publication. The
law introduces legal regulation on a number of issues where legislative gaps previously
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existed, specifically: it stipulates that at the enterprise (institution, organization) level,
all employees and employers will have the right to enter into a collective agreement; it
clarifies the scope of collective agreements and contracts; establishes a new mechanism
for extending the effect of collective agreements to workers who are not trade union
members; regulates the issue of forming a joint representative body of the party at any
level of social dialogue; provides a rather flexible approach to mandatory content of the
collective agreement (the agreement must specify its duration, control over implemen-
tation of its provisions, the ability to halt or suspend the effect of certain provisions of
agreements and contracts, the ability for new parties to join, and a list of force majeure
circumstances [uncontrollable events]. In the event of their occurrence, the effect of cer-
tain agreement provisions is suspended. On the other hand, provisions on organization
of production and labor, labor standardization and wage payment, guarantees of trade
union activities, and a number of other provisions that were mandatory, according to
the new law, can be included in the collective agreement at the discretion of the parties,
which means they aren’t deemed essential to be part of the agreement). The changes
affected the procedure for conducting collective negotiations, i.e., provisions regarding
composition of participants in the negotiation process. What is more, regulations on
the procedure for conciliation procedures and formation of conciliation commission to
resolve discrepancies during collective negotiations have been eliminated, etc. [31].

Therefore, analyzing the content of the new Law that governs collective bargaining
labor regulation indicates that it provides new opportunities for collective agreement
parties to protect their labor rights and interests. However, we believe that the possibility
(meaning it is not mandatory) of regulating wage payment, preventing mass layoffs,
labor standardization, and other working conditions, as set out in the new Law On
Agreements and Collective Contracts, should not imply neglecting agreements related
to these matters in collective agreements. The more detailed and incentivizing local
regulation of labor relations between workers and employers, the more conscientious
and creative workers will be. This will undoubtedly influence the high profitability of an
enterprise, institution, or organization.Moreover, in the context of collective agreements,
we deem it essential to consider certain modern trends of current realities that also affect
the labor field.

In particular, this refers to the emergence of new forms of work (for example, free-
lancing) in conditions of society’s digitalization and the use of artificial intelligence to
intensify and enhance working process efficiency. Extending collective bargaining labor
regulation to self-employed freelance workers provides an opportunity to secure certain
guarantees for the protection of their labor rights. For example, in Denmark, there is an
experience of concluding a collective agreement that transforms pseudo self-employed
workers into employees with rights. For the first time in the world, in August 2018,
450 workers of the Hilfr.dk Danish online platform, who worked as cleaners in private
houses and provided services to 1,700 clients, received significant guarantees according
to the new collective agreement (higher wages, pension contributions, leave allowance,
and sick pay). One of the founders of Hilfr, Steffen Wegner Mortensen, stated that the
agreement “raises the bar for the Gig Economy and demonstrates how we can all benefit
from applying new technologies without violating labor rights.” According to Tork-
ild Holmbo-Heyaba, the collective agreement’s author, such an agreement helps Hilfr
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cleaners, who previously did not work under employment contracts, become workers
protected by EU labor legislation and national labor laws. Lars Løkke Rasmussen, the
Prime Minister of Denmark, was present during the signing ceremony of the collective
agreement. He stressed that this agreement is a ground-breaking one that ensures human
security and social responsibility [32]. Such experience is highly valuable for the further
development of collective bargaining in Ukraine and other countries in the context of
society and state informatization, as well as virtualization of social relations, including
labor ones.

Regarding the use of artificial intelligence (AI) technologies in the labor field, aside
from the positive outcomes of this usage, it’s alsoworthwhile to consider certain negative
trends that have been observed. In particular, TheNational Bureau of EconomicResearch
(hereinafter: theNBER) in theUSAhas analyzed data from 1980 to 2020 and come to the
following conclusions: technology either completely replaced those who were engaged
in physical labor or reduced their wages. Earnings of a person without a degree are now
15 percent lower than in 1980; workers with higher education and “white-collars” have
maintained their income level over the last 40years: it has only increased; companies have
automated tasks that were previously performed by people. Research and technology
companies, analytical centers are publishing reports indicating that the use of artificial
intelligence in thefield of labor relations has resulted in an increasedgapbetween rich and
poor countries. They also promise that AI will soon replace many jobs, with 85 million
jobs disappearing by 2025. First and foremost, AI, in terms of replacement, threatens
those who perform routine, repetitive tasks (couriers, secretaries, employees of back-
office, call centers, machine operators, fast-food chain workers, farmers, etc.). There
might be fewer job positions in banks, insurance companies, and it is even conceivable
that IT specialists could be at risk, especially after AI has been taught to write code [33].

Given the mentioned recent trend, which has both positive and negative aspects, it
would be expedient to employ a collective agreement as a form of social partnership
(social dialogue) at the local level. This agreement should be seen as a mechanism for
humanization of labor relations capable of protecting labor rights of hired workers and
human labor and adhering to the ethics of the use of AI, under the strict supervision of
workers’ and employers’ representatives, all for the benefit of a human being.

We also believe that the collective agreement content should provide legal formulas
to prevent mobbing as a negative phenomenon, which unfortunately often takes place
in the realm of labor relations. The concept of mobbing (bullying) is outlined in Part
1 of Article 2–2 of the Labor Code where it is defined as systematic (repeated) pro-
longed intentional actions or inaction by an employer, individual workers, or a group of
employees, aimed at undermining honor and dignity of an employee, his/her professional
reputation, including actionswith the intent of affecting the employee’s acquisition, alter-
ation, or termination of labor rights and obligations. This manifests itself in the form
of psychological and/or economic pressure, particularly through the use of electronic
communication means, creating a tense, hostile, and offensive environment towards the
worker, including one thatmakes himunderestimate his professional suitability. It should
be noted that the collective agreement itself can be a means of prevention and timely
response to any manifestations of mobbing within the working team and can envisage
accountability for actions which fall within the scope of this concept [20, 34, p. 428].
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In conclusion, we deem it essential to stress findings of the ILO in Social Dialogue
Report 2022 which reviews collective bargaining practices in 80 countries with vary-
ing levels of economic development as well as regulatory framework of 125 countries
worldwide. The report emphasizes a great importance of collective agreements in social
dialogue: «Collective bargaining can advance equality and foster, the higher the cover-
age of emloyees by collective agreements. The lower the wage differences. Collective
bargaining can effectively reduce wage inequality, whether in an enterprise, sector or
industry and contribute to narrowing the gender pay gap. According to the report, over
third of employees (35 per cent) in 98 countries have their wages, working time and other
condition of work set by autonomous collective negotiations between a trade union and
an employer or employers’ organization. Collective agreements have played an impor-
tant role in mitigating the impact of the COVID-19 crisis. Collective bargaining helping
to cushion some of effects on inequality while reinforcing the resilience of enterprises
and labour markets by supporting the continuity of economic activity [35].

4 Conclusions

To conclude, given the importance of the collective agreement across all areas of social
relations, especially in the aviation sector, it’sworth emphasizing that it acts as a stabilizer
of labor relations as one of the forms of social dialogue. In the current context, it takes
on particular significance given Ukraine’s choice of a European integration development
vector, which provides new impulses for further improvement of this institution. This
has conditioned the present scientific research and the following conclusions have been
drawn based on its results:

– the collective agreement is a regulatory legal agreement of local action, which fulfills
the task of enhancing motivation of employees in performing their labor functions.
Specifically, considering its democratic principles as an institution of labor law, it
serves as a guarantee for protection of workers’ labor rights and improvement of
their working conditions in contrast to the standards of current labor legislation

– if one defines the relationship between the social partnership (social dialogue) insti-
tution in labor law and the collective agreement institution, the former is certainly
viewed as a more substantive category. It encompasses a set of socio-legal norms
aimed at organizing social dialogue between the subjects of labor relations regarding
alignment of their interests through various forms and methods at all levels of their
regulation (national, sectoral, territorial). Meanwhile, the collective agreement acts
as the primary form of social dialogue at the local level (enterprises, institutions,
organizations);

– the analysis of foreign experience regarding the establishment of collective agree-
ments indicates that in most Western countries, including the USA, the development
of a social partnership systemwas precededby an extendedperiod of legislative efforts
to consolidate collective bargaining of labor relations. This was a manifestation of
democratic principles in the labor field (production democracy);

– considering the conducted analysis of the historical and legal genesis of the collective
agreement as an institutionof labor law inUkrainewithin the legal systemof theSoviet
era, it can be assumed that collective bargaining relations developed in the labor field
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when the country was experiencing a period of market economy development. It was
necessary to incentivize work of hired employees, ensure profitability of enterprises,
and enhance their competitiveness in the market as economic entities;

– after the declaration of Ukraine’s independence on August 24, 1991, a regulatory
framework was established for collective bargaining regulation of labor relations
as the state transitioned to a market-based economy. Thus, on April 24, 1993, the
President of Ukraine issued a Decree titled On the National Council of Social Part-
nership. Subsequently, the Law of Ukraine On Collective Agreements and Contracts
was adopted on July 1, 1993. These defined the legal principles for the development,
conclusion, and execution of collective agreements with the aim of facilitating reg-
ulation of production, labor, socio-economic relations, and aligning the interests of
employees and employers;

– given the evident shortcomings of local labor regulation at the end of the 1990s (a for-
malistic approach to developing agreement terms, their vagueness and uniformity, the
absence of collective agreements within enterprises, institutions, and organizations,
and the lack of clear definition of accountability for performance of collective agree-
ment terms). At the end of the 1990s, Ukrainian legislators faced the challenge of
improving legal regulation of collective bargaining relations. The aim was to develop
the institution of social partnership (social dialogue) in the field of labor relations,
in line with Ukraine’s choice of a European direction for development. Thus, at the
beginning of the 21st century, the implementation of the decent work concept began
with the support of the ILO. In the DecentWork Programs for specific periods, further
development of the collective agreement institution is viewed as one of the strategic
directions. This influenced Ukraine’s choice of a new model for regulating collective
bargaining relations. To legislatively consolidate this model, a series of regulatory
acts have been adopted, and ILO Conventions No. 144 and No. 154 have been rat-
ified. With a view to improving the collective bargaining process and the effective
resolution of labor disputes, the drafting and adoption of a new version of the Law of
Ukraine On Collective Agreements and Contracts have been planned, as outlined in
the Decent Work Programme for 2016–2019;

– during martial law, collective agreements and collective contracts as instruments of
social dialogue are of particular importance since they manifest themselves as pro-
tective measures for the labor, social, and economic rights of workers, and therefore
consensus is reached between social dialogue parties through their adoption. As a
result, the Ukrainian legislator extended its activities towards labor law reform. Ini-
tially, the Law of Ukraine On Amendments to Certain Legislative Acts of Ukraine
Regarding the Strengthening of Workers’ Labor Rights Protection» was adopted on
May 12, 22. This led to amending legislation concerning collective agreements. Sub-
sequently, as the next step towards the European integration of labor law regulation,
the Draft Law of Ukraine On Collective Agreements and Contracts was approved
on February 23, 2023. On April 11, 2023, this law was signed by the President of
Ukraine. The majority of the provisions of the new lawwill come into effect 6 months
after termination or repeal of martial law;

– analysis of the content of the new Law which will regulate collective bargaining in
labor relations allows us to conclude that it provides new opportunities for the collec-
tive agreement parties to protect their labor rights and interests. However, we believe
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that the provision about the possibility (i.e., optionality) of regulating wage pay-
ment, preventing mass layoffs, standardization, as stipulated in the new Law, should
not mean ignoring agreements on these issues in collective agreements/contracts.
The more detailed and incentivizing the local regulation of labor relations between
workers and employers, the more conscientious and creative workers will be. This
will undoubtedly affect the high profitability and competitiveness of an enterprise,
institution, or organization;

– to further improve local labor relations regulation within the framework of collective
agreements, it is advisable to consider certain current trends in today’s world that also
affect the labor field. In particular, provisions should be made for thorough oversight
of further implementation of AI technologies in the labor field to preserve jobs and
not devalue human labor. It is reasonable to consider the digitalization processes in
society and the state, and as a result, virtualization of legal relations, including labor
relations. The scope of collective agreements should be expanded, for instance, to
include workers who find employment through digital platforms. This is done to
ensure their labor rights are protected under both EU legislation and national labor
laws.
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Abstract. The report studies principal issues of ensuring security at higher educa-
tional institutions and provision of equal, proper and safe conditions for obtaining
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1 Introduction

Security is the essential condition for the functioning of a state, directly affecting the
development of all social institutions. Like any other field, education suffers from the
consequences of natural disasters,man-made catastrophes, fires, environmental andother
problems.

However, the most serious and dangerous challenge today is to resist Russia’s armed
attack on Ukraine. According to the Ministry of Education and Science of Ukraine, as
of August 18, 2022, 2300 education institutions have been damaged due to bombings
and shelling, of which 286 have been completely destroyed [1]. The combination of
these and other factors exacerbates extreme and emergency situations of a humanitarian
and social nature (for example, threats to the lives and health of students and employees
of higher educational institutions due to fire, building collapse during/after bombing,
bodily injuries, sexual violence by invaders, kidnappings, torture, robberies, drug spread,
emergence of terrorist threats, etc.).
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As Oksen Lisovyi, theMinister of Education and Science of Ukraine, rightly pointed
out, due to the current state of war, the educational process is dependent on the security
situation and takes place offline, online, or in a blended format. Educators continue to
hold their ground resiliently. A painstaking work of restoring emotional state of teachers
and students and adjusting the educational process lies ahead. But most importantly,
education needs to be safe. Every child in Ukraine deserves the guarantee of receiving
quality education, and every educator must feel valued and supported [2].

The issue requiring resolution is insufficient level of security in educational institu-
tions and organization of a safe educational environment in Ukraine, which are conse-
quences of such factors as: insufficient number of facilities in the civil protection facility
fund; a low level of compliance of these facilities to the requirements for necessary capac-
ity and the number of evacuation exits; availability of water supply, drainage, ventilation,
heating, lighting, communication and Internet facilities, means of providingmedical aid;
accessibility for people with limited mobility, as well as the possibility of organizing
educational process in such civil protection facilities; educational institutions have a
low level of compliance with fire and man-made safety legislation; outdated regulatory
framework in civil protection field, specifically pertaining to the creation of safe con-
ditions for students, teaching staff, scientific-pedagogical workers, administration, and
other employees in educational institutions; lack of established procedure for organiz-
ing protection of educational institutions, including with involvement of security police
officers (setting up an emergency alarm system connected to centralized observation
and response points); the lack of proper organization of access control (fencing, station-
ary metal detectors, access control system) and the lack of indoor and outdoor video
surveillance; inaccessibility for people with disabilities and for other limited mobility
population groups; insufficient implementation of measures aimed at preventing and
deterring commission of offenses by preventive police services; a lack of knowledge
among educational participants about their rights, obligations and responsibilities, safe
daily behaviour and traffic rules, and about how to avoid cyber threats and behave safely
online; unpreparedness of education process participants for actions in emergency situ-
ations, hostilities; educational institution staff members lack necessary skills to provide
first aid, ensure psychological support for learners; limited access to mental health care
and psychosocial support services for educational process participants during study and
work, taking into account the impact ofmilitary aggression on theirmental health; lack of
comprehensive infrastructure to provide psycho-emotional and psychological support to
those involved in the educational process; lack of conditions for providing inclusive edu-
cation and support for learners who need it, in accordance with new security conditions
[3].

The comprehensive security of higher educational institutions (hereinafter: HEIs) is
achieved through implementation of a specially developed and currently modified sys-
tem of legal, organizational, technical, personnel, financial, and anti-terrorist measures,
intended to prevent and minimize risks of emergency situations.

Therefore, the analysis of these threats and careful planning on its basis of thought-
out measures to ensure reliable security of higher educational institutions is an urgent
requirement of our time.
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1.1 Literature Review

Specific aspects of domestic and international practice in ensuring security of higher
educational institutions have been studied in research papers by such domestic and
foreign researchers as Burov O. Yu., Zhelibo Ye. P., Kuznetsov V. O., Mukhyn V. V.,
Podolianchuk S. V., Sahaidak I. S., Serdiuk O. O., Shtepa T. V., and others.

The range of scientific developments on this problematics is quite broad. However,
not all problematic issues of ensuring security of higher educational institutions have
been resolved: some of them have only been mentioned, and some still remain debatable
and almost undeveloped.Moreover, Ukrainian higher educational institutions have faced
a threat that has been unknown for almost eighty years: open armed aggression.

Therefore, without in anyway diminishing scientific and practical value of published
research papers on the issue under consideration, let’s note that the issue of ensuring
security in higher educational institutions requires a comprehensive coverage, taking into
account provisions of current Ukrainian and foreign legislations, professional theoretical
research, practical issues, and European experience implementation.

2 Main Content Presentation

An educational institution is a complex mechanism that independently resolves difficult,
multidimensional issues of comprehensively supporting its activities (operation of build-
ings and structures, utilities, ventilation systems, lighting, power supply, bomb shelters,
early warning systems, etc.).

When analyzing dangers to a higher educational institution, it can be concluded
that ensuring its security consists in creating conditions for safe living and working of
employees, higher education seekers, and visitors in everyday activities and in various
emergency situations (for example, bombardment or territory seizure by enemy raiding
forces, a terrorist act or hostage-taking), resolving issues of preserving people’s lives
and health, property and material assets in educational institution, as well as ensuring
safe operation of buildings and structures.

At the same time, the majority of authors tend to view security primarily as creation
of fire safety system and protection against acts of terrorism [4, 5]. Such approaches
significantly narrow the problem, make its resolution one-sided, and do not allow to see
and address other issues of vital activity safety in a higher educational institution.

First and foremost, in our view, it is necessary to equip employees and higher educa-
tion seekers with knowledge in vital activity safety and counteraction to military threats.
It is also necessary to solve the task of creating comfortable and safe working and learn-
ing conditions, and this task encompasses a whole range of actions related to training
heads of structural departments and all employees on how to behave in emergency situ-
ations, protection of life and health of employees and higher education seekers, creating
a safe educational environment and ensuring consistent learning, for example, through
blended learning, certification of workplaces in terms of working conditions, organi-
zation and implementation of production control over observance of sanitary rules and
execution of sanitary and epidemiological (preventive) measures, as well as adjusting a
system for investigating and recording accidents at work, addressing the tasks of fire,
radiation, and chemical safety while carrying out educational and scientific activities
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within an educational institution, regular medical examinations of employees and care
for their health, control over compliance with security measures during various types of
work, construction and equipping of bomb shelters and other safety-providing facilities,
etc. It is also vital to implement measures ensuring safe operation of buildings and struc-
tures used by an educational institution (especially after they’ve been struck by rockets,
bombs, or other explosive objects) as well as to carry out demining operations within
the territory of a higher educational institution, etc.

Finally, it is essential to resolve the task of protecting the lives and health of employ-
ees and students from various threats, preserving property of an educational institution,
etc. In other words, this is about creating a safe educational environment.

Having studied opinions of domestic and foreign researchers and practitioners, it
can be asserted that the educational environment is a characteristic of life within an
educational institution, a system of influences and conditions for personality forma-
tion, a system of opportunities for personal development in social and subject-spatial
environments.

Under current rapidly changing conditions, the educational environment of higher
educational institutions does not exist in isolation from external and internal influences,
which can either lead to positive results or carry destructive threats, dangers, and risks.
To counteract these factors, it’s crucial for the educational environment to be protected
and safe. Hence, a safe educational environment ensures: the availability of safe con-
ditions for learning and working; comfortable interpersonal interaction contributing to
the emotional well-being of higher education seekers, educators, and higher educational
institution staff; the absence of any manifestations of violence and the presence of suf-
ficient resources to prevent it, as well as adherence to the rights and norms of physical,
psychological, informational, and social security by every participant in the educational
process.

All of the above allows us to conclude that the problems of ensuring security of a
person and an educational institution where they work (study) must be addressed com-
prehensively, using scientific developments in this field. This requires the development
and implementation of the Concept of security for a higher educational institution. Cer-
tainly its provisions closely resonate with the requirements of the Concept of security
for higher educational institutions approved by Ukrainian Government. It is a com-
prehensive strategic vision of creating a safe educational environment and organizing
equal, appropriate, and safe conditions for education and teaching within educational
institutions.

The Concept of security for higher educational institutions (hereinafter: the Con-
cept) is a system of views, guiding ideas, principles, adopted for solving tasks aimed
at ensuring comprehensive and reliable security of the educational environment. It can
be represented as a certain virtual model that helps to understand what the security sys-
tem of an educational institution is, taking into account issues of its efficiency, reality,
humanism, democracy, technical equipment, economic feasibility, etc.

An effectivelyworkingConcept of security for higher educational institutions should
clearly demonstrate the nature of emerging dangers and threats, identify specific param-
eters of the security system components for higher education seekers and staff of
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higher educational institutions, mechanisms, ways and means of protecting them from
potentially dangerous and emergency situations.

In accordance with the requirements of current Ukrainian legislation, the first prin-
ciple of any security system must be legality. This principle implies that all actions
related to ensuring security must be lawful and in no way restrict rights and freedoms of
citizens. The Constitution of Ukraine states: “Constitutional human and citizens’ rights
and freedoms shall not be restricted, except in cases envisaged by the Constitution of
Ukraine. Under conditions of martial law or a state of emergency, specific restrictions on
rights and freedoms may be established with the indication of the period of effectiveness
of these restrictions (Art. 64) [CU].” For example, the following actions can be imple-
mented: 1) introduction of a curfew (prohibition to be on the streets and in other public
places without specially issued passes and ID cards at set hours of the day); 2) checking
citizens’ documents, and in necessary cases: conducting personal searches, inspection
of belongings, vehicles, baggage and cargo, office premises, and citizens’ homes; 3)
conscripts and personnel liable for military service are prohibited to change their place
of residence without informing a relevant military commissariat, etc.

The principle of humanity, which prioritizes the interests of individuals— especially
higher education seekers— over other factors, plays an important role in providing
protection from hazards and emergencies of various origins, thus ensuring the security of
an educational institution. The main rule here is to alert students about potential dangers
as frequently as possible and develop algorithms for overcoming them.However, it is also
essential to remember: the best way to teach higher education seekers safe behaviour is
through personal example of teachers and all educational institution staff; while teaching
learners safe behaviour rules, it is crucial not to intimidate them.

When developing security system for an educational institution, it is impossible to
ignore such principles as: democracy, which takes into account opinions of higher educa-
tion seekers, higher educational institution staff, lawenforcement agencies, parents; close
interactionwith professionals andvarious security services; rationality and cost effective-
ness; organization; continuity; planning; control; foreseeing and prevention; systematic
and holistic approaches involving a comprehensive coverage of all components of the
institution’s security system as a whole.

All the indicated principles of ensuring security in educational institutions are not
speculative rules made up in offices and classrooms, but crucial components of the
requirements of current legislation and its application practice, regulating security in
various areas of life. The significance of these principles lies in the fact that they provide
a framework with the help of which even a teacher or other higher educational institution
staff members who are not specifically prepared can quickly understand the suitability of
one or another decision regarding protection of higher education seekers from dangers
and threats. These principles become the criteria for choosing one or another option
related to ensuring security or a specific component of its system.

Along with these principles, purposes of security provision hold an important place
for higher education seekers and other persons. The main ones are: protection of higher
education seekers, teachers, staff, their rights and interests as well as property from dan-
gerous influences; ensuring a normal educational process and operation of an educational
institution; reducing damage from negative consequences of emergencies; improving the
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quality of life and security for higher education seekers, teachers, staff (unacceptability of
death, reduction of injuries, strengthening occupational safety and health, environmental
protection, property preservation, etc.).

The defined purposes give rise to the tasks of ensuring security in a higher educational
institution: preparing the staff, teachers, and higher education seekers for dangerous and
emergency situations and for countering them, which is achieved by learning about types
of dangers and understanding the ways to overcome them; early detection of signs and
causes of dangerous and emergency situations, their prevention, and elimination of their
causes; providing conditions and opportunities for self-defense, rescue, and protection
of others; legal, organizational, and technical support for security system; development
of safety behaviour skills in case of dangerous and emergency situations; security culture
formation among higher education seekers, teachers, and all staff of a higher educational
institution.

The importance of the above-mentioned principles, purposes, and tasks of ensuring
security in a higher educational institution is the fact that, when correctly worded and
understood, they become a mindset for teachers, staff, and higher education seekers,
serving as a certain guarantee of their adequate safety actions. Having studied principles,
purposes, and tasks of ensuring security in educational institutions from the conceptual
perspective, let us move on to the content and functioning mechanism of their security
system.

Security system of a higher educational institution has a certain set of components,
including dangers and threats, objects and subjects of security, regulatory documents,
resources, organization, means of protection, techniques and skills of safe behaviour,
etc.

Asmentioned before, various factors of military, social, man-made, and natural envi-
ronments can be sources of potential threats to higher educational institutions. Knowl-
edge about possible dangerous and emergency situations, methods of their early detec-
tion and counteraction, is the essential condition for the efficiency of higher educational
institution security system.

Security objects are: higher education seekers, teachers, staff, as well as material,
intellectual, spiritual values, and the environment, without which normal educational
process and life activities of a higher educational institution are impossible.

Security subjects at a higher educational institution include: leadership, staff, security
personnel, various life support services, rescue and assistance, parents, higher educa-
tion seekers, military-civil administrations of a district, city, law enforcement agencies,
education authorities, health authorities, and others.

Financial, personnel, information, energy, and other resources ensuring security of
a higher educational institution, as well as technical means for detecting and elimi-
nating dangerous and emergency situations and their consequences, are of significant
importance.

Organizational measures play a substantial role, including distribution of functional
duties for ensuring security both under normal circumstances and in dangerous and
emergency situations. For instance, in a case of emergency situations, experts believe
that administration and higher education teachers should take the following measures:
strengthen the access control at the entrance to the territory; install alarm systems, audio
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and video recording systems; conduct daily patrols of the educational institution’s ter-
ritory; periodically inspect warehouses and utility rooms; carefully select and vet staff;
regularly hold briefings and practical training on actions during emergency situations
jointly with law enforcement agencies; in case of detection of suspicious objects, imme-
diately report them to the law enforcement agencies via the phone numbers of territorial
subdivisions of any law enforcement and defense agencies or by dialing the univer-
sal emergency number 112; do not allow independent disarming of explosive devices;
evacuate people according to the existing plan if necessary, etc.

Safe behaviour skills in dangerous and emergency situations are of fundamental
importance. This is the crucial component of the security system of a higher educational
institution, the very human factor, without which this system is non-functional. Putting
this human factor into practice implies a serious attitude of higher education seekers and
all subjects of higher educational institution security towards security issues.

Methods and forms of developing safe behaviour skills may be diverse. Certainly
they should primarily be implemented during vital activity safety classes. However, it
is important to remember that the safety of higher education seekers is the task of all
higher educational institution subjects (teachers, staff, parents, law enforcement and
other agencies, including the seekers themselves). Safety should be a focus during every
class and event at the institution.

Classes in tacticalmedicine, survival psychology in various extreme situations, phys-
ical training, and even simply trustful conversations on various security issues (military,
mine, domestic, transportation) are of great importance. All of this requires high finan-
cial, energy, intellectual expenditures. The key here is an adequate attitude towards
security issues from all teachers (without exception) and educational institution staff.

Therefore, minimization of the likelihood and consequences of a threat to higher
educational institution security can currently be carried out in several main directions,
which are interconnected and coordinated with each other.

The first, general, direction involves preparing all objects of a higher educational
institution, employees, and higher education seekers for actions in the event of an emer-
gency or any other event leading to a deviation from the normal state or process. The
basis of this direction is the development of action plans in case of security threats, for
the creation of which detailed scenarios of actions in the event of possible accidents,
man-made or natural disasters, and other disruptions to the daily life of an educational
institution are required. In order to do this, it is necessary to have experimental and sta-
tistical data on physical and chemical properties of hazardous substances (for example,
chemical, biological, or nuclear threats) that constitute a possible emergency situation;
to predict the size and degree of damage to objects when exposed to harmful factors of
various types, etc.

In the developed action plan of an educational institution for prevention and elim-
ination of natural and man-made emergencies, a description of a higher educational
institution and a brief assessment of possible situation in the event of accidents, dis-
asters, and natural disasters are provided, the order in which rescue operations are to
be carried out in the event of the threat and occurrence of major accidents, disasters
and natural catastrophes is determined, as is the procedure for organizing interaction
and managing the measures taken, the issue of the availability of personnel and financial



324 N. Filipenko et al.

resources for carrying out emergency rescue operations and other urgent tasks, as well as
for implementing measures to protect employees, higher education seekers, andmaterial
assets, is resolved.

Based on the developed action plans and considering measures contained in them,
all employees and students are trained in security issues.

The second direction involves the development of technical and organizational mea-
sures reducing the likelihood of fulfilling a dangerously impressive potential of modern
technical systems, including those introduced from the outside. Within this direction,
protective devices are incorporated into technical systems and objects: technical equip-
ment withmeans of explosion and fire protection, electric and lightning protection, local-
ization and extinguishing of fires, equipment of protective structures (bomb shelters),
etc.

Proceeding from this, we believe that the main components of the Comprehensive
Security Assurance Program in an educational institution are of the following content:

– planning actions to prevent and eliminate natural or man-made emergency situations
and other threats within an educational institution;

– creating a system for training staff and students on security issues;
– implementation of a set of organizational and technical measures to ensure security.

In turn, security training system should be subdivided into student training, training
of employees who are part of emergency rescue units recommended to be established
in educational institutions, and training of other employees. It is necessary to note that
throughout a person’s active life, they can acquire knowledge, skills, and abilities in
the field of vital activity safety, and this can and should be fully utilized. The most
general consideration of the patterns of technological progress allows us to note that
circumstances contributing to the occurrence of accidents and emergencies arise from
completely objective reasons:

1. With the development of tools, the range of human influence on the surroundingworld
has expanded both in diversity and intensity. The achievements of science enable to
make the development of technologies less dangerous, to create relevant means of
protection from danger, to choose courses of action considering potential risks, etc.
However, despite these preventive measures, as technology develops, the danger is
growing faster than counteraction to it.

2. With the increasing danger in work and life environments, the consequences of mis-
takes are becoming more severe. Nowadays, people more often die from high voltage
electricity, get injured while using increasingly powerful means of transport, fall from
multi-story buildings or dormitories where higher education seekers usually reside.

3. Human habituation to danger. While enjoying the benefits provided by technology
and getting used to them, people often forget that technology is usually also a source
of high danger, and its intensive use increases the likelihood of dangerous events (for
example, accidents, fires). Nowadays, a local resident tends to fear domestic animals
more than an oncoming car. Constant interaction with dangerous equipment and and a
lack of awareness of the frequency of accidents mean that people stop being afraid of
what is actually very dangerous. Fortunately, not every violation leads to an accident.
But this “fortunately” also has a downside. People who have previously broken rules
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without facing consequences and have benefitted in some small way from doing so
repeat such violations. Gradually, people both adapt to danger and develop a habit of
rule-breaking.

In addition to common causes many diverse, purely individual factors, mainly of
a psychological nature, are revealed that contribute to deliberate violations of occupa-
tional/study safety rules and an increase in the number of accidents (show-off bravery,
lack of discipline, risk taking, etc.). Therefore, relying solely on technical measures is
not sufficient to address the problem of ensuring security. Moreover, with the improve-
ment of technology and the enhancement of its reliability and safety, the shortcomings
of the human factor become more noticeable, as human errors gain more significance
in the overall mass of events. That is why it is essential to teach safe behaviour to every
person throughout their life (and especially in an educational institution).

Organizational and technical issues of ensuring security can also be divided into
two main groups: ensuring security of a higher educational institution in daily activities
and ensuring its security in emergency situations.

It’s worth pointing out that components of the Comprehensive Security Assurance
Program are interrelated. Is is impossible to successfully implement one component
without setting up necessary conditions for the others, and vice versa. For instance,
without planning the course of action in certain situations, it’s impossible to properly
organize training for all employees and students on how to act in these conditions;
without organizing drills for responding to appropriate emergency situations, one cannot
be assured of the adequacy of applied technical methods and means of protection, etc.

The availability of the Comprehensive Security Assurance Program in a higher
educational institution and appropriate development of all its components will allow
addressing various security issues.

Firstly, theComprehensive Program is designed to equip specialists with competence
in vital activity safety, cultivating in them a character predisposed to safe practices. This
can also guarantee a higher level of safety for society in general.

Secondly, the Comprehensive Program makes it possible to foreseen consequences
of any abnormalities or deviations in the educational institution’s normal activities,
facilitating timely development of appropriate preventive measures to avert these
problems.

Thirdly, the Comprehensive Program thoroughly prepares all staff and students to
handle emergency situations, including potential criminal incidents within and outside
an educational institution. It also helps them acquire necessary physical responses for
these situations.

TheComprehensive Programensures timely and full resolution of the issues concern-
ing occupational safety and environmental protection at all stages of a higher educational
institution’s operation.

3 Conclusions

Ensuring security requires significant effort and involves considerable costs. However,
those who do not want to pay for security will end up paying for not taking timely
measures. The cost for inaction can be substantial, or even disproportionately higher. At
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the same time, optimal organization of security tasks and rational use of funds can both
increase the efficiency of ensuring the security of a higher educational institution and
ultimately reduce the load on its budget.

Thus, the development of the Comprehensive Security Assurance Program for an
educational institution requires a comprehensive analysis of the institution’s state, its
level of preparedness and security at the current stage of development. In light of
the above, it requires theoretical development of unresolved issues and their practical
implementation.

Therefore,with the aimof protecting and ensuring the security of a higher educational
institution and the entire educational environment, we propose the following:

1. Create a safe physical space for higher education seekers and staff of an institution
(when using a blended learning format, it is essential to minimize the clutter of
the institution’s premises with irrelevant items, furniture, flammable materials, and
other objects that could hinder evacuation).

2. Implement clear procedures for behaviour and response in emergency situations in
an educational institution, with the development of explicit security protocols.1

3. Conduct regular online and in-person learning/trainings with higher education seek-
ers on how to behave in dangerous situations. It would be beneficial to invite relevant
specialists to these meetings: bomb disposal experts, specialists of the State Emer-
gency Service of Ukraine, tactical medicine doctors, psychologists, conflictologists,
etc.

4. Develop uniform requirements for administrative and teaching staff of higher edu-
cational institutions on the improvement of their knowledge in the field of personal
security, health and life preservation of higher education seekers, rules of action to
prevent emergency situations, and protection measures in case of their occurrence.

5. Implement foreign experience for integrating new security technologies.
6. Develop/update anti-bullyingmeasures, which is especially important inmixed-type

teams (in the presence of individuals who have IDP status).
7. Update the database of higher education seekers who require special social attention

and support.
8. Update civil defense siren, security and fire alarm systems.
9. Build/update bomb shelters and other security structures.
10. Develop a clear algorithm for interaction between the leadership of higher edu-

cational institutions and territorial subdivisions of the National Police, the State
Emergency Service, the Civil-Military Administrations, etc.

Finally, it is especially important to note that the comprehensive security assurance
system of a higher educational institution must fulfill its main function: to create a safe
and comfortable educational environment.

1 The safety protocol is a certain set of rules and procedures that should be followed by university
employees and students of higher education in relation to a certain dangerous situation. Given
the security risks, the institution should have several such protocols, in particular regarding
actions during air alarms and evacuations, staying in shelter, behavior during online classes,
etc.
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Abstract. Under today’s conditions, humanity and all social and state formations,
including Ukraine, as part of the world order, is experiencing many changes: we
are in a radically new political, economic, spiritual and ideological situation com-
pared to the end of the twentieth century; its main features are socio-economic
stagnation, political, cultural, educational and moral-psychological uncertainty,
activation of old and the emergence of new stressors at the level of both individual
and group (and even mass) consciousness. The complexity and contradictions of
socio-economic and political development of our country necessitate the theoret-
ical understanding and development of scientifically sound tools with which to
make more effective the process of social interaction, non-criminogenic develop-
ment of society, crime prevention and counteraction. Without theoretical knowl-
edge that directly serves a specific state-building practice, it is impossible to fulfill
a strategic task—to build a democratic state and civil society in Ukraine. Scientists
rightly point out that the current criminal situation is characterized by new types
of crime, dynamism of development, unpredictability of changes, spread of orga-
nized forms and professionalism and the inability of the state to resist corruption
necessitates the effectiveness of the fight against crime.

Keywords: criminal law · criminology · crime prevention · corruption
prevention · victim prevention · objects of prevention

1 Introduction

The current period of development of legal science in Ukraine is associated with the
need to solve a number of problems, among which a significant place is occupied by
issues of study and creative analysis of scientific developments, ways to use scientific
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and technical achievements, identifying promising areas of research and more [1]. The
law, which was brought to the perfection of a computer system at the end of the twen-
tieth century, is lagging behind the problems of mankind, so the methodology of legal
science should systematically respond to the challenges of today, using philosophical
and scientific achievements [2]. Reforms of political and economic life exacerbated
contradictions in modern Ukrainian society and led to a significant increase in criminal
violence. These processes are accompanied by social tension and the decline of morality.
In addition, modern crime acquires fundamentally new qualities and transforms from
national into international threats to criminological security, transferring them to the
category of global, international cooperation in the field of crime prevention and cor-
ruption at the transnational and cross-border levels is gaining relevance. Therefore, the
lack of a single model of the strategy for ensuring the criminological security of the state
causes particular anxiety, because it will serve as a guarantor of the observance of value
norms and attitudes that determine the content and orientation of public consciousness
and socio-political thought [3]. Crime and illegal behavior is determined by a complex
of negative phenomena and processes of various origins, which become objects of pre-
ventive influence. Theory and practice of crime prevention and law enforcement activity
shows that from the correct definition of the object preventive influence and its choice
depends on the effectiveness of the preventive activity Such activity is carried out by
various entities with a purpose neutralization of criminogenic factors and destruction
and neutralization influence of determinative complexes of crime and individual types
crimes [4, p. 189].

The purpose of this article is to study the objects of crime and corruption prevention,
to determine their essential characteristics and to separate them from other objects of
social reality.

1.1 Methods

The methodological basis of the work is the dialectical method, the application of which
allows to study the object and subject of research in their epistemological unity, rela-
tionship, as well as differences. The technique used in writing the article consists of
several basic methods of scientific knowledge. Using the historical method, historical
and general theoretical questions of the essence of the object of crime prevention and
corruption are clarified. The use of methods of analysis and synthesis made it possible
to separate the objects of prevention from other objects of social reality—this was also
facilitated by the use of the structural-functional method. These methods also allowed
to investigate the theoretical views on the nature and elements of the object of crime
and corruption prevention. The logical-semantic method was used to determine the rela-
tionships and mutual influences of crime prevention and corruption objects with other
objects. Scientific abstraction and generalization of scientific and theoretical information
as a process of establishing general properties and signs, allowed to reach and formulate
final conclusions on the subject of research.



330 N. Filipenko et al.

2 Main Body

Traditionally, in the doctrine of the science of criminology, the object of crime preven-
tion includes: shortcomings and contradictions in the system of social relations, which
affect the process of moral and psychological formation of an individual and his law-
abidingness; negative social phenomena associated with certain forms of social pathol-
ogy (drunkenness, drug addiction, prostitution, etc.); individual persons or contingents of
persons characterized by illegal behavior; negative phenomena and processes that deter-
mine the commission of specific types and groups of crimes; places of concentration of
persons with antisocial orientation; specific criminogenic situations.

In the literature, the object of crime prevention is also defined as a separate or
interconnected set of negative phenomena and processes of real reality of a material
and spiritual nature, different in genesis, sphere of being and consciousness, forms and
degree of intensity of manifestations of their properties, the existence of which leads to
reproduction on at the social level of crime as a social phenomenon, and at the group
and individual level - to the emergence of mass destructive behavior of people, criminal
motivation, intention, decision-making to commit crimes and their implementation [5].

Relying on the general theoretical doctrinal views of criminological scientists, the
majority of modern scientists, when studying one or another issue in a narrow context,
defined as the objects of crime prevention precisely those social relations that they
studied.

It should be noted that in modern criminology such a definition of the object of
prevention has been fixed, according to which the objects of preventive influence are
understood as negative phenomena and processes of real reality of a material or spiritual
nature, which lead to the emergence of causes and conditions that contribute to the
commission of crimes. The following properties are characteristic of an individual object:
criminogenicity (it is this that distinguishes it from the set of negative phenomena);
dynamism,which causes constant variability of its quantitative and qualitative indicators;
potentiality - it explains the fact that certain phenomena can quickly reach a high degree
of criminogenicity; latency—criminogenicity that is hidden from the observer-researcher
[6].

The problem of preventing crime of any nature or direction is related to certain social
groups, individuals, personalities and life situations into which they fall. In this sense,
prevention is a targeted act aimed at certain categories of people. Crime prevention is
a specific social system. Its holistic vision and perception as an object of appropriate
organizational regulating influence helps to get rid of the absolutization of the internal
regularities of its functioning and development, the replacement of efficiency and its
criteria with the problems of structural and functional perturbations, and leads to a
significantly new level of clarifying the degree of conformity of the system’s influence
on causes and conditions crimes is her task.

As already mentioned, the correct choice of the object of preventive influence is
of great importance for preventive activities. In the criminological literature, there is a
difference of opinion on this issue, because different authors call the same phenomenon
either an object or a subject, and some consider the object and subject as identical,
categories that have unprincipled terminological differences. On this basis, a situation
has developed when, for example, contradictions in social relations are called an object,
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and the consequences of these contradictions—criminogenic factors—an object of crime
prevention. We consider this situation to be clearly defined.

The object of crime prevention is the criminogenic factors to which the activities of
the relevant entities are directed. In other words, it is something that is directly influenced
by the subjects in order to reduce the number of offenses, prevent a specific, realistically
possible crime, prevent it or stop its commission. In our opinion, crime prevention as a
type of social practice and social value reflects social relations on the occasion of and
in connection with the prevention of crime, therefore it is they (relationships), and not
their shortcomings, that are its object.

A special object is potential victims of criminal encroachments. This is about the
so-called victimological aspect of crime prevention. Victimological crime prevention
is carried out at the same levels and directions as crime prevention, namely: general
social victimological prevention; special victimological prevention, which, just like its
criminological counterpart described above, consists of victimological prevention, diver-
sion and termination of victimization of persons; individual victimological prevention
of victim behavior.

At the same time, the object of victimological influence covers information sources
of various origins, which testify to the origins of mass, group, individual victimiza-
tion and the presence of dangerous victimhood at these levels, to which the theory and
practice of victimological crime prevention is directed. Special objects of victimologi-
cal prevention are social and psychological factors of victimization and victimhood as
objects of preventive victimological influence at the individual level.

When studying the objects of preventive influence, it is impossible to ignore such
a specific phenomenon of the existence of society as corruption, because it poses a
real threat to many social relations and the world order in general. It is noted in the
literature that the objects of corruption prevention include: 1) corruption factors; 2)
corruption risks in the activities of authorities, local self-government, legal entities under
public and private law and their officials; 3) illegal behavior of officials and officials of
state authorities and local self-government [7]. Corruption-inducing factors are systemic
problems that lead to corruption and contribute to its spread. Most of these problems are
of an institutional, normative-legal and moral-psychological nature.

Institutional corruption-causing factors are caused by contradictions between the
purpose, main tasks of state bodies and the actual focus of their activities. This also
includes deficiencies in legal regulation and public administration.

Corruptogenic factors of legal regulation include a separate provision of a normative
legal act or a set of legal norms that may contribute to the commission of corruption
offenses or offenses connected with corruption. The specified factors are contained in
normative legal acts and draft normative legal acts, in particular in the laws of Ukraine,
acts of the President of Ukraine, the Cabinet of Ministers of Ukraine and central exec-
utive authorities. They are revealed by conducting an anti-corruption examination of
normative legal acts and their drafts. Corruption-inducing factors of legal regulation
may consist in unsettled or insufficiently settled social relations in certain spheres; gaps
in legislation, legal conflicts in normative legal acts, as well as unclear definition of func-
tions, rights, duties and responsibilities of state and local self-government bodies and
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persons authorized to perform state or local self-government functions. Corruptiono-
genic factors of a moral and psychological nature include defects of legal awareness
and corruption-oriented behavior of persons authorized to perform the functions of the
state or local self-government, and persons equated to them. The mentioned factors con-
sist in non-acceptance of ethical standards, anti-corruption restrictions and prohibitions,
disregard for the interests of the civil service, dishonesty of officials, etc. The cumu-
lative effect of the listed factors forms the motives for criminal behavior and causes
internal readiness for corrupt actions. As a corruption-inducing factor, the social envi-
ronment forms defects in legal awareness, determines the corrupt nature of official and
non-official relations, and stimulates officials to commit corruption offenses [7].

3 Conclusion

Summarising the above, it should be noted that nowadays, during the rapid development
of society, active globalisation processes, and the emergence of new forms of criminal
manifestations, the doctrine of the object of crime prevention is becoming increasingly
relevant for criminology in general and crime prevention theory in particular. It can be
definitely pointed out that the opinions on the object of prevention discussed in this article
are far from being limited to those expressed in the criminological literature, although
it can be stated that most scholars, presenting their own vision of the object of crime
prevention, are to some extent identical in their views, because in oneway or another they
understand the object of crime prevention as destructive influences on social relations,
negative social phenomena, persons characterised by unlawful or deviant behaviour,
negative phenomena and processes that determine the commission of crimes, etc.

The challenges facing Ukraine at the present stage of the historical development
of the state make the rethinking of the essence of the state mechanism and promising
and urgent problems arising from its improvement and functioning extremely topical.
Therefore, for the Ukrainian society, the need for the latest methodological foundations
of comprehensive interdisciplinary studies of social life, as well as progressive methods
that would become the theoretical basis for constructive social shifts in general and
in the field of preventing and counteracting the existence of certain types of crimes in
particular, which will help reduce the general criminalization of society, is obvious [8].

In general, determining the essence of the object of prevention is a prerequisite
for the correct choice of measures to prevent crime and its individual types and for
determining the range and competence of the subjects of such prevention. Based on the
considerations presented in the article, several of the most important conclusions can be
noted. Firstly, the objects of preventive influence in relation to the prevention of crime
and corruption are understood as negative phenomena and processes of real reality of a
material or spiritual nature, which lead to the emergence of causes and conditions that
contribute to the commission of crimes. At the same time, one should keep in mind
the properties that are common to such objects, namely: criminogenicity; dynamism;
potentiality; latency. Secondly, separate objects are the objects of victimological influ-
ence, which cover information sources of various origins, which testify to the origins of
mass, group, individual victimization and the presence of dangerous victimhood at these
levels, to which the theory and practice of victimological crime prevention is directed,
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especially the objects of victimological prevention are social and psychological factors
of victimization and victimhood as objects of preventive victimological influence at the
individual level. Thirdly, specific objects are the objects of influence in the prevention
of corruption, which include: corruptionogenic factors; corruption risks in the activities
of authorities, local self-government, legal entities under public and private law and
their officials; illegal behavior of officials and officials of state authorities and local
self-government.

It is also worth noting the following fundamental conclusions drawn in the course
of the study. Firstly, when classifying crime prevention actors by the types of objects of
preventive influence, it is necessary to take into account their functional interrelation-
ships and lack of subordination. Secondly, from the point of view of the hierarchy of
crime prevention objects, the main purpose of specialised crime prevention actors is to
fight crime as a type of social practice (law enforcement). The nature and content of this
activity necessitates that it be based on the system of state institutions. Thirdly, given the
properties of the objects of influence, crime prevention is the antithesis of crime control.
It is characterised by less aggressive, more social forms of counteraction. Contributing to
the implementation of security functions indirectly and over a longer period of time, it is
the mainstream of social practice that should develop adequately with the development
of the law enforcement system. The basis of this activity is social institutions and rele-
vant measures, and priority should be given to broad public involvement in preventive
procedures.

Crime prevention is a complex socially determined activity aimed at ensuring
integrity of the state, strengthening the law and order in society, and protecting the
rights and freedoms of a person and a citizen [9]. Therefore, a deep and comprehensive
knowledge of the nature of criminogenic objects, their scientific, historical and epis-
temological research will serve as a basis for understanding the danger of this social
phenomenon and finding appropriate effective methods, means and measures to influ-
ence it. The state should carry out crime prevention by influencing certain criminogenic
objects, which by their very nature will constitute the object of crime and corruption
prevention at various levels of preventive activity - general social, special criminological,
individual, as well as when implementing victimological prevention measures.
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Abstract. This article reveals the need of raising the level of media literacy in
youth and the impact of media materials in educational and personality shaping
processes, especially forming core and moral values. The importance of prepara-
tory selection of media materials and its appropriate usage is underlined. The
problem of youth lacking in media literacy competencies substantiates the expe-
diency of its research. The peculiarities of student volunteer team training with the
usage of media materials as a pedagogical technology are described. The descrip-
tion is concentrating on its step-by-step preparation, on the principles and core
values of the suggested program or curriculum.

The analysis of the shaping youth’ character with the usage of mediamaterials
in the works of domestic and foreign scientists from different scientific fields has
been proceeding. A few sets of problems prevented or solved by such methods
have been identified. The conducted research that used preparatory program with
presented in it media materials meet the requirements of a pedagogical tool that
effectively facilitated our activity. It is proved that combined features of applied
professional technologies of thoroughly planned materials, including media texts,
as well as effective engagement of youth in active volunteering, brings the shaping
of core and moral values in youth as the result.

The opportunities and challenges for researchers working with the problem of
developing media literacy as a conductor for bettering the educational processes
and as a result, the behavioral patterns in the society in the country are outlined
by the authors.

Keywords: Media literacy in volunteering · Youth’ media literacy · Core
values · Forming values · Transformation in society

1 Introduction

Modern society is moving forward with dynamism, the rapid innovative development of
technology, characterized by continuous socio-economic changes that widely influenced
by the multiplicity of ubiquitous media. The increased pace of these changes brings up
the need to reform some of the educational and pedagogical processes, used methods
and technologies, including the application of media materials and raising the level of
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media literacy with the goal to improve the ability of modern specialists to organize,
plan and conduct their activities at the appropriate level. The shaping of the individuality,
personal growth, forming and influencing their core life values is ever present issue of
humanistic reflections of modern thought, and as a result, often the subject of philosoph-
ical, pedagogical, educational, historical, ethical, and sociological sciences and of other
various researches.

Given this, the objective of this paper is specific methods and conditions where
the core values ate formed in youth. It should be noted that the area of interconnection
of media literacy and forming of values are, in general, one of the primary concerns of
such studies and observations nowadays. The concern of parties involved in nurturing
children and youth is notably growing with every new generation.

This study contributes to the existing literature by being the first to use a per cent
approach to analyse inner and outer motivation of children‘s project volunteers; the
direct and indirect impact of the media materials usage in the processes of preparing
volunteers for participation in a complex project and its effectiveness; and as a result,
forming core values in youth. As an example of a case for our research we are going to
describe and analyze one of our many volunteer projects. The project (2015 – 2016) was
organized mainly for children (6 – 16 years old) from temporarily internally displaced
persons (IDPs) in the format of summer and winter camps.

2 Analysis of Recent Research and Publications

In the middle of the last century, the problem of forming of personal and societal life
core values, including the moral and humanistic values, became a noted fragment of
world knowledge in psychology, sociology and pedagogy. A significant contribution to
the study of human values and motivation was made by A. Maslow, a famous American
clinical psychologist (the 50s of the XX century), widely known by the Hierarchy of
Needs. In the works devoted mainly to the personal development, the scientist empha-
sized the fact that choices and decisions of a person made by them are based on the
combination of inner and outer motivation (“drives”) and their core life values. We fully
agree with his conviction that “there are many determinants of behavior other than the
needs and desires. Perhaps, more important than all these exceptions are the ones that
involve ideals, high social standards, high values and the like”. “Classic economic theory,
based as it is on an inadequate theory of human motivation, could be revolutionized by
accepting the reality of higher human needs, including the impulse to self-actualization
and the love for the highest values” [1].

Unfortunately, understanding all the advantages of modern technology, we have
to realize the danger of possible manipulative influence of capitalistic and materialis-
tic mentality, especially through usage of media materials for advertising purposes on
social network platforms, as illustration shows (Fig. 1). It is fairly easy to access and
analyze the personal preferences of users and “to examine several characteristics of the
social media (but not limited to LBSN) data analytics such as users’ online activity and
movement patterns, check-in behavior, city boundary definitions, and point-of-interest
recommendations” [2].

Borisenko R. explains media culture as a constantly evolving form which is able
to store, replenish and broadcast a huge amount of information, leaving the possibility
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Fig. 1. Check-in behavior analytics framework [2]

of individual comprehension of information. Semiotic nature of media culture allows
to define more effective technical means of implementations that preserve information
accessibility and imaginative perception of it in the transmitting process of images and
symbols [3].

In her monograph in the theory of mass communications Zhilavskaya I.V. considers
the sphere of media education as technologies of interaction of mass media with an audi-
ence and analyses different ways of how to measure the efficiency of media educational
activity surrounding mass-media [4].

According to the results done by the group of scientists from Netherlands Organiza-
tion forAppliedScientificResearch the formingof the core values is absolutely necessary
for “The first value cluster is characterized by a positive attitude toward people and their
“being”; it comprises the core values of interconnectedness, participation, and trust.
The second value cluster is relevant for the organizational and individual “doing”, for
actions planned or undertaken, and comprises justice and responsibility. The third value
cluster is relevant for “becoming” and is characterized by the alignment of personal and
organizational development; it comprises the values of growth and resilience” [5].

Both “doing” and “becoming” are incorporated in learning activities. Learning pro-
cesses are out most successful when they capture full attention of the students (true
for any age) and engage all senses and emotions. That‘s why for centuries, games for
children and adults were universal forms of learning and socializing. Janusz Korczak, a
known Polish educator of WWII period, wrote: “A game (by author: in modern times
could be different type of engaging activity) is not so much the child’s medium as the
only sphere in which he is allowed to display more or less initiative. When participating
in a game, the child feels to some degree independent” [6]. The appropriate (non-virtual)
games and “live” tactile activities are still an absolute must in a daily life of a child or
teenager of any age and must be included into every educational syllabus. Regrettably,
the world (of live face-to-face interaction) is not the same anymore. With the rapid
development of world technology and daily presence of ubiquitous media materials, the
society, and educators as a leading force, must learn their positive effects and include
them into educational and pedagogical processes.
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Fig. 2. Top Information Sources for Likely Visitors [7]

Various activities that include interaction with media materials, such as viewing
films, video clips, browsing social networks and playing video games, became an indis-
pensable part of their lives. Their trust in these materials is alarming, as we see on the
scheme (Fig. 2). The world of online activity expands by the day, including schooling
and entertainment. That is why educators of all levels, pedagogy, special stuff of any
educational institution and also volunteers (which group is in focus of our research) for
children‘s activities must be appropriately prepared and motivated [8].

Methodology Forming highest core life values is an ultimate goal of pedagogy and
educational system, and of course, everyone who is concerned about the future.

The state of theworld andmodern technology is such that the amount of time children
and youth spendwith the “screen” is far above the appropriate, increased by every decade.
Representatives of formal, informal, alternative and life-long types of education, alarmed
by the decrease of the general knowledge, interests, involvement and morals, use various
forms, methods, technologies and activities that could influence forming and deepening
children‘s and youth‘ values, consequently, affect their character, and, therefore, their
future.

As an example of a case for our research we are going to analyze and describe one
of our many volunteer projects. Clearly understanding stated the above, the group of
volunteers led by an NGO, organized the project for the children and teenagers from
IDPs families from Donetsk region affected by the political unrest.

This article is concentrated mainly on the preparation of volunteers for hosting and
assisting at various children‘s activities especially, their full-time (24/7) engagement
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and conducting processes and features, on the sample of children‘s (winter – 5 days, or
summer – 10 days) camps.

The training period, forming the content of the training program and conducting all of
the camp events, included different activities, in which media materials were constantly
and actively used. The process could be divided into three segments: 1) training the
team of volunteers during a few months preparatory process; 2) morning briefings and
motivational evening meetings for the administrative and youth leaders team during
camp sessions and in between them, 3) during camp sessions, in day to day program,
when scheduled, for training, education and entertainment of the participants (children).
The project was prepared and conducted by the NGO “Let’s Love”, which is one of
the active participants in the development and promotion of the volunteer movement in
Eastern Ukraine.

The project (2015–2016) was organized mainly for children (6–16 years old) from
temporarily internally displaced persons (IDPs) in the format of summer and winter
camps. This paper is describes the preparation and conducting processes, especially,
engagement and preparation of volunteers via various formats: training, exercises, pre-
sentation – viamedia and verbal, reviewing and discussion of required (mostly in various
media formats) materials, skits, role games, singing with motions and more.

Being convincedChristians, keepingChrist’s commandments to care for “your neigh-
bor” all NGOmembers were involved in helping the IDPs in one way or another. Instead
of wasting time focusing on the past and losses, often living in disadvantageous con-
ditions, volunteers provided free housing on their church premises to those in need,
delivered balanced food packages, provided warm clothes and blankets, conducted the-
matic seminars and work-shops, helped financially and practically, supporting others
physically, spiritually and emotionally. They consider it a duty, doing everything, work-
ing “willingly at whatever they do, as though they were working for the Lord rather than
for people” [9, Col. 3:23].

3 Research Results

3.1 The Expected Knowledge and Competencies from Media Education

Specialists working in the field ofmedia education in formal setting, especially with high
school and higher education students, along with the aim to uplift core life values via
media materials, pursue the goal of preparing them for their professional path, for exam-
ple, forming critical thinking skills in the heads of representatives of their corresponding
audience.

This could be done by performing following tasks:

– forming theoretical knowledge ofmedia literacy basics and practical skills of effective
and safe dealing with obtained from media sources information, including taking
into account the usage of modern information and communication technologies in
everyday practical activities, including educational and cognitive;

– learning to perceive and process information transmitted through the media (in a
broad interpretation), the development of critical thinking, the ability to understand
the hidden content of amessage, to resist themanipulation of individual consciousness
by the media;
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– forming skills to find, prepare, convey and receive information, including using
various media resources.

The expected result is the students‘ obtainment of the following competencies.

1. Ethical and pedagogical (possession of life core values; knowledge of pedagogical
ethics, the ability to adhere to its norms and rules in their own professional activities,
communication and relationships).

2. Cultural (knowledge of the most significant achievements in theory and practice,
respect for national and foreign special heritage; the ability to aestheticize their own
activities, to show humane attitude to people with disabilities; culture of pedagogical
and corrective interaction).

3. Professionalism and creativity (knowledge of advanced experience; the ability to
creatively use innovations in their own work; the ability to generate new ideas and
implement them in practice; the desire to transform reality according to the laws of
humanity, tolerance, respect and harmony).

4. Worldview competence (possession of a scientific worldview; knowledge of basic
theories, concepts, doctrines that form the scientific picture of the world; the ability
to defend their own scientific views).

5. Leadership competence (ability to develop their own strategy and tactics of social
behavior and professional activities taking into account the interests of the group
(team); experience of productive diagnostic, rehabilitation and correctional work).

6. Communicative competence (knowledge of basic methods and means of interper-
sonal communication, speech styles, practical experience of communication in dif-
ferent languages; ability to constantly enrich their own speech, establish professional
communication, apply information and communication technologies in professional
and scientific activities).

7. Cognitive competence (ability to abstract thinking, analysis and synthesis; knowledge
of cognitive processes and actions; ability to independently performmental operations
(analysis, synthesis, generalization, comparison, etc.) for cognitive purposes and in
organizing the process).

8. Research competence (knowledge of basic methods of scientific research; ability to
plan and organize research on applied topics (individual practical issues), summarize
the results, design and present their own scientific achievements in accordance with
current requirements).

9. Technological (knowledge of traditional andmodern learning technologies; the ability
to select technological support taking into account given tasks, prospects for their
educational and professional growth; experience in organizing interactive learning
etc.) [10].

The development of (any) competence can be expected as the result of training and
preparation of students and teachers alike. [11, 12].

At times using the informal settings (in our case – the children‘s camp) could be
more practical and successful for learning and obtaining certain qualifications and com-
petencies, as somementioned on the list above, such as: the ability to generate new ideas
and implement them in practice, ability to abstract thinking, knowledge of basic methods
and means of interpersonal communication, ability to develop their own strategy and
tactics of social behavior, and especially, the forming of core values.
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3.2 The Structure and Practical Aspects of the Presented Project

The project was prepared and conducted by the NGO “Let’s Love”, which is one of
the active participants in the development and promotion of the volunteer movement in
Eastern Ukraine. The NGO was formed by the post-protestant Christians of Donetsk
and Donetsk region, who are believers with the active civil position. A group of student
youth, at the initiative of a group of Christian enthusiasts, founded this organization to
work with disadvantaged groups of the population. “Let’s Love” was registered in 2007
in town Horlivka, where its original core team was formed. Due to the political unrest
in Eastern Ukraine, most of the members of this NGO left the “hot spot” and moved to
Kyiv, Kharkiv, Rivne, Sumy, Zaporizhia, Poltava and other regions of the country. The
main office of the foundation was moved to Kyiv.

Since 2014, and one of the present projects of the NGO “Let’s Love” is organizing
and managing children’s camps. Humanism, respect of a person and care for others are
the leading themes of the program for such full week summer and winter camps, as
well as short ones, when children are present only for a part of the day. The majority
of the camp’s staff: director, administrators, program director, sound system technician,
youth counselors, youth leaders, pedagogy and their assistants were represented by
active believers. Many of them were students and high school pupils. The entire team
participated in the project on a volunteer basis [13].

Having their core and moral values shaped, they consider their participation in such
activities as manifestation of their faith when they help physically and financially, caring
for others. Theirmain innermotivation is the desire to behave according their convictions
and principles, in agreement with their conscience and the calling of their heart. Par-
ticipation in any volunteer activity is absolutely voluntary, but most Christians consider
participation in it absolutely necessary, seeing it as service to God himself: “whatever
you did for one of the least of these brothers and sisters of mine, you did for me” [9].

The volunteer project,whichwas scheduled for June – July 2016, involved permanent
volunteers of the,NGO“Let’sLove”, students of theUkrainianBible Institute and several
volunteers (partly students from Kharkiv Universities). The preparation of the program
and organization of the team has begun six months prior to the camp. The composition
of the main team responsible for administration, selection and training of volunteers,
preparation of the camp program, schedule and activity was determined. At the same
time, the recruitment phase began.

Selection was based on the criteria of 1) willingness to work with children, 2) assess-
ment of readiness and 3) personal qualities and values of the volunteer; 4) experience in
working with children and 5) professional orientation for older volunteers (There was
a need in counselors, pedagogues, assistants; people who would lead sport activities in
the camp; technicians; people who could conduct master classes, quests, educational
classes for children, in particular, spiritual content); and of course, the availability of
volunteers to allocate time for participation in the project. Also, the convictions and
personal beliefs could be counted as one more criteria, though not a deciding one, but as
additional, though very important: one of the goals of the camp was to instill in adoles-
cents meaningful, moral and Christian values. Therefore, it was relevant that volunteers
were at least tolerant to Christianity.
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In the spring of 2016, three trainings in a format of seminars were held for project
volunteers in Kyiv. For the most effective result, media materials were constantly used.
There were few types of materials. Some, like thematic PowerPoint presentations, con-
centrated on pedagogical and behavioral aspects of volunteering at the camp. The pieces
of famous cartoons or humorous short video clips were used to accentuate the point of
the explanations.

There was also a row of slides, explaining in detail, for example, the daily routine
schedule or the schedule of the evening duty shifts for pedagogues. Then, with the goal
of teaching the adults how to do certain tasks (those that children would be required
to perform at one of the activities at the camp), there were viewing and shooting video
clips on a given topic. The number of photo images were shown to prepare the adults for
children‘s photo competitions or participation in social media challenges. Other types
also included watching and discussing videos and short films from the YouTube channel,
learning the words of songs or dance movements using on-screen media files, recording
videos of participants’ charity events, and much more. Everything was conducted in an
attempt to exclude the possibility of a volunteer (responsible for the children or certain
event) not knowing how to handle the situation.

The trainings presented (mostly in different media formats) schedule and content
of each session of the camp, lectures on the duties of counselors, educators; then the
analysis in detail and exercises on the interaction of counselors, educators, assistants and
administration with children; also, between themselves; rules of conduct; psychological
features of relationships; possible force majeure, etc. The discussions, team building
assignments, role-playing games were also held. For better understanding the practical
side of the matter the attendees were asked to act out skits with possible difficult situa-
tions that may arise between volunteers and their future wards. The basic pedagogical
techniques in working with children and adolescents were thoroughly explained.

At the trainings and meetings with volunteers, the goals of the project and the val-
ues that the volunteer should accept and share were clearly stated. The importance of
mutual support, responsibility for themselves and children, care for their safety, the
importance of personal example and volunteer‘s behavior in the presence of children
were emphasized multiple times.

Owing to the enthusiasm and activism of administrative core of the team and properly
prepared media materials, all volunteers both those who participated in them in person
and those who for one reason or another were not present ¬ had the opportunity to have
constant access to these materials, including media of different formats and themed
content) and training videos via the Internet.

3.3 Data Analysis (Age, Gender, Location) on the Participants

Further some facts and figures about the composition of the team are presented. The
ages of volunteers varied from 16 to 50 years old (See Fig. 3).

As it often happens at the similar projects, when the childcare, educational and
correctional processes are included, there were more females than males in the team, 36
and 26 respectively (See Fig. 4).

As it was mentioned before, the composition of the teamwas diverse, what is recom-
mended by the international experts [14–16]. The volunteers came from different regions
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Fig. 3. Team (Volunteers) by Age

Fig. 4. Team (Volunteers) by Gender

of Ukraine, with the majority – 34% – were IDPs themselves. Due to the placement of
the camp (outskirts of Kharkiv), the next prevailing amount of volunteers – 18% – came
from Kharkiv. The third number – 13% – came from Kyiv, where the NGO‘s office is
(See Fig. 5).

Fig. 5. Team (Volunteers) by Location
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The project of our focus, the children’s camp “Jump” was held in the summer of
2016, fully prepared and conducted by volunteers of the NGO “Let‘s Love”. The camp
was held in three stages:

The first session “Sport in Ukraine” lasted 12 days and was held for 120 children (6
to 16 years old) on a private territory, equipped for a children’s camp, kindly provided by
a couple of patrons from Kharkiv. They also provided security guards and the services
of a doctor and a psychologist. Full meals three times a day were kindly offered by them
as well. A team of 26 volunteers from the NGO “Let‘s Love” was responsible for the
activities, sports, entertainment and full (24 h a day) engagement and safety of children.
Of these: 8 people – the administration (including authors of the content and technical),
and 18 people – youth counselors and pedagogues, three people per unit. Each unit
consisted of 20 children.

The second session “My Ukraine”, which lasted 10 days and covered 60 children,
was held on the territory of the Training Center of the Operational and Rescue Service
of Civil Protection of the SES of Ukraine in Novovodolazksk district, Kharkiv region.
The children were housed in buildings converted into children’s rooms. Meals were paid
by the NGO “Let‘s Love”. The camp employed 17 volunteers, 2 adults per squad of 15
children.

The third session of “CreAction” – 7 days of a day camp for 45 children – was fully
funded by the American volunteers from the NGO “Let‘s Love” and held in Kharkiv
on the premises of the Christian denomination. The session was dedicated to Christian
values and principles based on biblical materials. Some programs were held in the small
hall of the Cultural Center of the Theater of Musical Comedy with the assistance of
the Playback Theater Group. The team consisted of 12 permanent volunteers who were
present at all events of the camp and were responsible for the outcome of the project
and the safety of the children, and 5–7 volunteers who participated partially in allocated
segments of the program.

More than 85% of the children and adolescents who visited the Jump camp or
volunteered in it were IDPs.

3.4 The Survey on the Motivation as the Product of Core Values

In September 2016, we conducted a survey among the volunteers of the NGO “Let’s
Love” to determine the source and nature of their motivation for participation in vol-
unteering and their general attitude towards it. The survey included 62 people, as was
mentioned in displaced earlier charts, aged 16 to 50 years old, who were permanent
volunteers of the NGO or participated only in these projects, including the Christian
camp in the summer.

Most of the respondents considered themselves Christians and are believers from
the Christian post-protestant denominations. About half of the respondents (25 people)
at the time of the survey were studying at the Ukrainian Bible Institute (in Kyiv, or were
graduates of it earlier in Donetsk). 56 respondents said that they firmly believe in Jesus
Christ and attend church gatherings, aka they are active believers.

As their strongestmotivation, the volunteers of “Let’s Love”, (aswas expected before
the research) consider their service to Christ, a leading component of which is love for
the neighbour, and therefore, ministering to others. This main motivation was indicated
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in one way or another by 38 respondents in their answers. In addition, other motives
for volunteering were also mentioned. The diagram below (See Fig. 6) shows the main
motives for participating in volunteer work, indicated in the answers. For each person
only one main motivation named by them was taken into consideration:

1) servingChrist, fulfillingHis commandments to love people, opportunity to tell people
about Christ, to glorify God – 38 people (61%);

2) giving people joy, make them happier – 8 people (13%);
3) desire to do good to people, to influence people’s lives, to help – 5 people (8%);
4) spending time with children, teach, do something beneficial for children – 4 people

(6.5%);
5) personal growth, self-improvement, obtaining and developing skills and abilities – 3

people (5%);
6) volunteering; opportunity to take part in an interesting volunteer project – 3 people

(5%);
7) feeling needed and useful – 1 person (1.5%).

Fig. 6. Main Points of Motivation of Volunteers from NGO “Let’s Love”

As sincere believerswith an active life andChristian stance,many volunteers ofNGO
“Let’s Love” are church ministers, who carefully study the Bible and other sources of
Christianwisdom to regularly nourish their spirits andmaking their decisions and actions
with right motivation. In order to better understand the depths of Scripture, the majority
of “Let‘s Love” youth is studying at (or already graduated) from the Ukrainian Bible
Institute.

4 Concluding Remarks

This researchwas conductedwith a purpose to study the peculiarities of student volunteer
team training with the usage of media materials as a pedagogical technology; and in an
attempt to analyse the impact of it on the participants-volunteers and beneficiaries of the
project.
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Through this research it was found out that the majority of NGO‘s “Let‘s Love”
members are Christian believers who regularly take part in some “service” or “min-
istry” (in other words, participate in volunteer projects) in Eastern Ukraine. Various
activities organized by them after Euromaidan (2014) events are related to helping IDPs
from Donetsk region, who presently live in Kyiv, Kharkiv, Rivne, Sumy, Zaporizhia,
Poltava and other cities and their regions. Some of this volunteer work is organized and
conducted with the focus on helping victims of hostilities in Eastern Ukraine in recent
years, who at some point or another were the residents of the front line and migrants
from at that time occupied territories. Ukrainian Bible Institute students who receive
the necessary education in Christian core values, along with it get training about the
opportunities and benefits of volunteering. Participation in meetings and events targeted
for the development and cohesion of the volunteer team provides them with necessary
skills and knowledge.

The analysis of the peculiarities of NGO “Let‘s Love” volunteer‘s preparation was
carried out, in particular, on the basis of their participation in a volunteer project -
a children’s camp aimed at educating children in Christian values. Volunteers received
thorough well-planned training for carrying out the project in specially designed training
sessions, which included team building, role-playing games, lectures and other forms of
work. They also were continuously instructed on site and had on-going supervision and
counselling by experienced in pedagogy and educational management volunteers who
administered the camp. In general, the results of students’ participation in the project
and data collected from interviews, online questionnaire and other types of feedback
lead us to the conclusion that: 1) the level of their preparedness for volunteering was
high; and 2) the effectiveness of training methods (including active and constant usage
of media materials) both on the basis of the UBI and of NGO “Let‘s Love” proved by
the on-going change in engaged youth.

In order to determine the main motivation of volunteers of the NGO “Let‘s Love”
(almost half of whom were studying or have already completed their studies at UBI
at the time of the study), the special survey was conducted. It showed that the main
motive for volunteering for most participants is service to God. It is in accordance to His
commandments, where loving other people (“our neighbours”) means caring for their
well-being. They see their participation in volunteering mainly as helping and caring for
others, as a physical, spiritual and material demonstration of their faith.

The core life values in youth‘ personality emerge faster and better developed with
clearly put goals, with proper motivation, in well planned, thoroughly prepared and
managed accordingly.
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Abstract. The purpose of the work is to research the energy efficiency of the
developed solar power plant “Pyramid” depending on its design features, namely
its execution in the form of a polyhedral geometric figure, inside of which a kinetic
energy storage device is installed. First of all, the paper analyses the factors of
influence on the energy efficiency of photovoltaic panels in the mobile power
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operation.As theoreticalmethods of researchof interrelationof factors of influence
on quality and quantity of generated electric power by solar power plant were
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installation due to the application of an energy conservation system based on
a kinetic energy storage device was carried out. The developed mathematical
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the energy efficiency of the solar power plant, namely, climatic environmental
conditions, technical parameters of the design and operating conditions. Mass
introduction of the proposed mobile solar power station “Pyramid” is a promising
and energy-efficient solution for reliable and high-quality power supply to low-
power consumers of both direct and alternating current, and also allows to solve
the issues of energy independence and economic feasibility.
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1 Prospects for the Introduction of Mobile Power Plants in Ukraine

Today, with the modern development of alternative energy, the issue of mobility of
autonomous power supply to consumers is of particular importance. At this stage of
development of the energy sector in many countries of the world, including Ukraine,
meeting a wide range of consumer needs using autonomous generation sources is not
only economically feasible, but in some cases the only way to ensure high-quality and
reliable power supply, which contributes to the development of mobile energy supply
technologies [1–5]. Trends in the introduction of mobile stand-alone power genera-
tion sources are becoming increasingly widespread, and therefore, the view that mobile
autonomous power plants can only be used as backup or additional sources of electricity
is no longer relevant in global practice. It should also be noted that the possibility of using
this type of power plant in emergency situations is also a commonplace solution to the
problem. It should be acknowledged that the introduction of mobile autonomous power
plants has a very wide functional range of solutions to problems in the electricity sector
and, accordingly, a great potential for the development of this power supply technology.

Thus, a number of researchers have devoted a lot of work to the development and
construction of mobile power plants, and the main directions of development of this
type of autonomous power plants are given in [1, 6, 7]. At the same time, manufacturers
offer technical implementations of a wide range of mobile power plants. For such a
large number of existing types of mobile power plants, there is practically no analysis
of the comparative characteristics of energy efficiency of their use, depending on the
design features and the principle of technology implementation, which practically does
not allow the consumer to adequately assess the optimality of a particular design in order
to ensure equality between the economically justified cost and technical capabilities of
a mobile renewable energy source (RES) power plant, which guarantees reliable power
supply [8].

Since 24 February 2022, Ukraine’s energy sector has been constantly suffering from
the destruction of power system facilities as a result of military operations, which leads
to instability in its operation and complete disconnection of consumers from electricity
supply for a long time. An effective solution in this situation is to increase the share of
autonomous power supply through mobile power plants, which is actually a new round
of development of the energy sector in emergency situations. In this case, we have the
multifaceted functionality of mobile power plants, namely, they can be an additional
source of energy both during rolling blackouts and when adjusting load schedules of
various facilities, as well as the main source in cases of destruction of the general
energy infrastructure, provided that it is impossible to restore the performance of electric
networks.

In order to choose the design type of amobile autonomous power plant, it is necessary
to have an understanding of the variety of power generation technologies, as well as their
capabilities and qualities, taking into account the advantages and disadvantages, which
will ensure reliable power supply with the best energy efficiency indicators [8].

In order to determine the feasibility and prospects for the introduction of autonomous
mobile power plants, we first present their classification, as shown in Fig. 1.

The classification of mobile power plants presented in Fig. 1 shows the diversity of
energy generation technologies. The analysis of these technologies and the assessment
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Fig. 1. Detailed classification of mobile power plants [8].

of the structure of RESs electricity producers (Fig. 2) allows us to conclude that mobile
RESs power plants, namelymobile solar power plants (SPPs), have the greatest prospects
for development and implementation.

2 Design Features of SPP “Pyramid”

Solar energy is currently the most developed renewable energy generation technology
that is constantly being improved, so the development of new designs of mobile SPPs is a
trendy issue. The developed design of the SPP “Pyramid” is amobile autonomous source
of alternative energy with a multifunctional purpose, which can be used to solve the
problems of power supply for both industrial and domestic consumers. The dimensions
of the plant depend on the required design capacity.

The design feature of such a SPP is, firstly, the location of photovoltaic panels (PV)
on the faces of a polyhedral pyramid, and secondly, the presence of a kinetic energy
storage (KES), which ismounted inside the installation and is unpretentious in operation.
Also, it should be noted that this design has such advantages as compactness of location
compared to in-line installation of PV modules and high wind resistance to overturning
the installation due to the centrifugal action of the KES. The design and appearance of
the SPP “Pyramid” is shown in Fig. 3.
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Fig. 2. Electricity generation and installed capacity of the RES sector in Ukraine, by type, as of
the end of 2021 [9].

Fig. 3. The construction of the SPP “Pyramid” from KES.

Structurally, the SPP “Pyramid” shown in Fig. 3 consists of a hollow hexagonal
cone-shaped casing with PV modules on it. In the middle of the hull there is a long-life
fuel cell [10]. The principle of operation of the system is as follows: when PV modules
are irradiated with solar energy, they generate electricity that can be supplied directly
to the consumer through an inverter-type converter that will provide the type and value
of current required by the consumer. In the event of excess energy, it will be stored
in the KES in the form of kinetic energy from the rotation of a massive flywheel. The
flywheel is driven by a brushless DCmotor (BLDC). Themotor is operated by a standard
driver for such motors with a regenerative function. The charge level is controlled by an
intelligent microcontroller-based system.

To extend the time of energy storage in the flywheel, a special system has been
developed that consists of coils located on the drive body and permanent powerful rare
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earth magnets located directly on the flywheel, as well as large-capacity electrolytic
capacitors located in the unit body. As the flywheel with magnets rotates past the coils,
an electric potential arises in the latter, which is accumulated in capacitors in the form
of high-voltage electrical pulses according to a certain developed algorithm using an
electronic control system and feedback sensors that monitor the position of the flywheel
at certain intervals. The energy from the capacitors fuels the motor driver, keeping the
system at a level of near self-rotation with a storage efficiency of about 90%, which is
significantly higher than that of chemical batteries, and is also independent of ambient
temperature.

If it is necessary to supply a large amount of energy to the consumer, which is
greater than the PV system can currently provide, it is supplied by the flywheel through
themotor-generator and its driver in the regenerativemode. It is possible to supply power
to the consumer even in the complete absence of solar energy, but for efficient operation
of the system, it is not recommended to discharge the flywheel below 30%of the nominal
amount of energy it can store.

Installing the SPP “Pyramid” on a trailer ensures its mobility (Fig. 4). When
transporting the system on a trailer, the KES must be stopped.

Fig. 4. Mobile SPP “Pyramid” on a trailer.

3 Analytical Analysis of the Factors Influencing the Energy
Efficiency of the SPP “Pyramid”

The energy efficiency of a solar installation depends on the efficiency of its components,
and in a particular case, on the operation of PVmodules andKES. The analysis of the PV
system efficiency is to fully identify the significant factors that influence the quality and
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quantity of generated electricity during operation in order tominimise or eliminate them.
The analysis of KES performance depends largely on the amount of energy stored, the
amount of power losses and the performance of the charge-storage-discharge processes.

The classification of influence factors for assessing the efficiency of the SPP “Pyra-
mid” is made in the form of an Ishikawa cause-and-effect diagram, which is shown in
Fig. 5.

Fig. 5. Ishikawa diagram for analysing the factors influencing the energy efficiency of the SPP
“Pyramid”.

The diagram makes it possible to identify and record all the significant existing
causes, i.e., the factors of influence that lead to a decrease in the efficiency of the installa-
tion [11, 12]. In fact, the main purpose of this diagram is to determine the most effective
way to achieve maximum energy efficiency of the SPP “Pyramid”, provided that the
impact factors are eliminated or reduced, as well as to gain an in-depth understanding
of the process under study and its management.

The advantage of an Ishikawa diagram is that it identifies the most important factors
that give a clear picture of the solution to the problem at hand. The method of analysis
used is an expert one and requires a ranking of the causes. Based on the results of the
Ishikawa diagram analysis, the most significant factors affecting the efficiency of the
developed SPP “Pyramid” were identified based on expert assessment. The list of the
main factors that can be influenced is given in Table 1, and the factors that cannot be
influenced are also recorded, so their analysis is meaningless.
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Table 1. Ranking of factors that have an impact on the efficiency of a mobile solar power plant.

Influencing factors Score in points (50 max)

PV panel type 50

Automation of process control 45

Technical characteristics of KES 43

Technical characteristics of the PV panel 38

The panel surface contamination 31

Lighting level 28

Shading level of the panels 25

Panel heating temperature 22

Losses in conductors 18

Losses in KES 16

Losses in the process of energy conversion 15

For further analysis of the importance of the factors of influence, a Pareto diagram
is used [13, 14], which allows to visually distribute efforts to solve existing problems
and record the main identified factors, which should be used to start the process of
overcoming emerging problems. The diagram is actually a reflection of the interpretation
of the Pareto law, i.e. the 80/20 principle, which perfectly shows the dependencies of
the distribution of carefully identified resources or results across the entire large sample
of the considered causes. The diagram is presented in Fig. 6.

The analysis of the diagram in Fig. 6 showswhich factors have the greatest impact on
the energy efficiency of the proposed SPP. The Pareto diagram gives a complete under-
standing that each most influential factor corresponds to a vertical bar of the histogram
in accordance with the ranking in Table 1. At the same time, a separate graph in the form
of a curve that grows until it crosses the 80% threshold and passes into the horizontal
limit line shows the distribution of all factors into influential ones and vice versa.

Thus, the investigation of the energy efficiency of the proposed SPP design by com-
bining the two above tools provides a complete understanding of which impact factors
play the most important role and require attention and specific modern solutions when
implementing the specified solar installation.

The solution to the issue of improving the energy efficiency of SPPs actually depends
on the perfection of design factors, namely, attention should be paid to the use of modern
technologies that reduce losses and increase the efficiency of the structure. Another
special issue is the full automation of the management of the processes of generation,
distribution and consumption of electricity in all modes of operation of the plant and the
coordinated operation of all its components.
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Fig. 6. Pareto diagram for the factors influencing the energy efficiency of the SPP “Pyramid”.

4 Control Algorithm of SPP “Pyramid”

The control logic of the SPP “Pyramid” can be reduced to simple logical rules. In this
case, the control algorithm can be conveniently represented in the form of Boolean
algebra functions, which are given in tabular form and then described by logical
expressions.

To understand the plant control processes, Fig. 7 illustrates the structural diagram of
the SPP connection.

For the generation mode, the following values can be selected as independent
variables [15]:

1. SPP generation capacity. The discrete value of X1 = 1 corresponds to the mode
of excess SPP capacity over the current load power consumption, and X1 = 0
corresponds to the lack of generated energy.

2. Status of the battery: X2 = 1 if it is charged, X2 = 0 if it is discharged below the set
level.

Control influences are also represented in the form of logical functions:

U1 = 1, U1 = 0, respectively, enables or disables the DC/DC operation mode of the
inverter;
U2 = 1, U2 = 0 enables or disables the mains mode of operation of the DC/AC inverter;
U3 = 1, U3 = 0 switches on or off the CFC for charging or discharging.

The logic of the functioning of a mobile autonomous SPP depending on changes in
the independent variables is given in Table 2.
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Fig. 7. A block diagram of the mobile SPP “Pyramid” connection.

Table2. The logic of the mobile autonomous SPP functioning.

Х1 Х2 Y1 Y2 Y3

0 0 0 0 0

0 1 1 1 0

1 0 1 1 1

1 1 1 1 1

The algorithm is formed in the form of functions of the algebra of logic [10]:

Y1 = Y2 = X 1& X2 ∨ X1& X 2 ∨ X1& X2 = X 1& X2 ∨ X1, (1)

Y3 = X1& X 2 ∨ X1& X2 = X1. (2)

Thus, using the algorithmunder consideration, it is possible to organise the intelligent
control of an autonomous mobile SPP.

5 Mathematical Modelling of the Energy Characteristics of the SPP
“Pyramid”

To solve many problems in the design, production and operation of modern SPPs, it is
necessary to analyse their energy parameters [16–18]. For this purpose, we performed
mathematical modelling of the main energy characteristics of the autonomous mobile
SPP “Pyramid”, taking into account the peculiarities of the structure and operation of
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all components, as well as ensuring the required accuracy in determining the studied
parameters. Since an essential and important factor in modelling SPPs is to ensure the
maximum compliance of the studied installation with the conditions of its actual opera-
tion, as well as the possibility of taking into account the studied factors influencing the
energy efficiency of SPPs, an improved mathematical model of the studied autonomous
mobile SPP was created, which, in comparison with existing models [19–22], allows
taking into account the most significant factors of influence, defined in accordance with
Fig. 6.

The maximum output power of a PV power plant is determined by an expression
that takes into account the type and technical parameters of the PV array and the level
of shading of the PV module surface:

Ps =
N∑

i=1

ηi · Si · Gti (3)

where N is the number of PVmodule sites operating under the same shading conditions;
ηi is the solar module efficiency for site i operating under the same shading conditions;
Si is the total surface area of the illuminated PV modules of site i; Gti is the quantitative
flux of solar radiation on the surface of a PV module with the same shading level.

When determining the efficiency of PV panels, the lighting level, type and technical
parameters of the PV panels, the heating temperature of the panel, and the amount of
energy loss during conversion and in the PV system elements during operation are taken
into account:

ηi = rSP · rT · rG · rIA · rX · ηSTCi (4)

where ηSTCi is the efficiency of solar panels measured under standard conditions for the
i-th section of PV modules; rSP is a coefficient that takes into account the difference
between the solar radiation spectrum and the AM 1.5 spectrum; rT is a coefficient
that takes into account the difference between the temperature at which the solar panel
operates and the standard temperature; rG is a coefficient that takes into account the
difference between the solar radiation power and the standard power; rIA is a coefficient
that takes into account the angle of inclination of PV modules.

The value of the conversion efficiency for solar modules measured under standard
conditions is defined by the expression:

ηSTCi = γ · Ir · Ur

Gti · Si · sin φ
(5)

where Ir , Ur are the operating electric current and voltage of the PV modules; γ are the
quantum efficiency and conductivity coefficients; sin φ are the angle of incidence of the
rays on the surface of the PV modules of the i-th section.

The total solar radiation on an arbitrarily oriented receiving surface in terms of angle
and azimuth at time t for a solar module site operating under the same shading conditions
is calculated by the expression:

Gti = Gdir ti + Gscat ti + Gref ti (6)
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where Gdir ti, Gscat ti, Gref ti are the values of direct, scattered from clouds and aerosols
and reflected from the earth’s surface radiation on an arbitrarily oriented surface in terms
of inclination and azimuth, determined at time t for the solar module site and operating
under the same shading conditions.

The values of direct, scattered and reflected solar radiation are determined by the
geometry of the solar PV modules relative to the earth’s surface and the activity of
solar radiation. Their values can be determined in accordance with [23]. In this case, the
expression for determining the total solar radiation takes the form:

Gti = Ghor
dir ti

cos θ

cos θz
+

+Ghor
scat ti

1 + cosβ

2
+ ρGhor

ref ti
1 − cosβ

2

(7)

where Ghor
dir ti, G

hor
scat ti, G

hor
ref ti are the values of direct, scattered from clouds and aerosols

and reflected from the earth’s surface radiation falling on a horizontal surface, determined
at time t for the solar module area і and operating under the same shading conditions; θ
is the angle between the direction of solar radiation flow to the surface and the normal
to it; θz is the zenith angle of the Sun; β is the angle of inclination of the solar module
surface; ρ is the albedo of the earth’s surface.

The use of an automated process management system during the operation of the
investigated SPP can significantly affect its performance, as control algorithms that are
appropriately adapted to the specific conditions of the plant’s operation allow to enhance
or reduce certain characteristics of individual SPP elements.

The proposed mathematical model of the SPP “Pyramid” was developed in the
MatLab/Simulink package. The general scheme of the autonomous SPP “Pyramid”,
which shows the peculiarity of connecting individual components of the installation, is
presented in Fig. 8. Using this scheme, a simulation model of the SPP was developed to
determine the energy characteristics and analyse the peculiarities of the operating modes
of the SPP “Pyramid”, which is illustrated in Fig. 9.

When specifying the parameters of the mathematical model blocks, the proposed
mathematical expressions were used to determine the operating parameters and energy
characteristics of the studied SPP, which makes it possible to take into account all the
factors of influence on the SPP operating modes discussed above. The reliability of
the modelling results is confirmed by the coincidence with analogues presented in the
literature [24, 25].

In accordance with the proposed expressions, the energy characteristics of the SPP
“Pyramid” were determined, taking into account the studied factors of influence, pro-
vided that it is located in the Kharkiv region for 15 April 2023, as represented in
Fig. 10.

The modelling results show that the developed model well reflects the physical
processes that take place during the operation of the investigated SPP. The climatic
features of the SPP “Pyramid” operation determine the time and level of solar radiation
reaching the Earth’s surface, which coincides with the time intervals and the amount of
total solar radiation reaching the surface of the PV modules.
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Fig. 8. Block diagram of the autonomous SPP “Pyramid” for model development in Mat-
Lab/Simulink package.

Fig. 9. Simulation model of autonomous SPP “Pyramid” in MatLab/Simulink package.
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b)

c)

Fig. 10. Energy characteristics of SPP “Pyramid”: a) total solar radiation; b) power generated by
SPP; c) power of KES.

Comparison of the graphs presented in Fig. 10, shows that with the adopted capacity
ratio, the energy generated by the investigated SPP using KES is sufficient to fully cover
the needs of the consumer load. When the SPP is located in the Kharkiv region, the
energy accumulated by KES during daylight hours is sufficient to continuously supply
consumers with electricity in the dark.

Thus, the analysis of the modelling results confirms that for the accepted operating
conditions, the developed configuration of the autonomous mobile SPP “Pyramid” fully
meets the requirements for its operation, providing uninterrupted power supply to the
consumer with the maximum design load. This confirms the energy efficiency of the
developed power plant.

6 Conclusions

The design of an autonomous mobile SPP “Pyramid” is proposed, the energy efficiency
of which depends entirely on the design and technical parameters of its components,
namely, PV modules and KES, and automation of control processes, which is confirmed
by the analysis of Ishikawa and Pareto diagrams. A structural scheme for connecting
the SPP to the consumer’s power supply system has been developed, on the basis of
which an algorithm for intelligent control of the SPP operation based on the functions of
logic algebra has been developed. The mathematical modelling of the SPP “Pyramid”
operation was carried out, the results of which fully confirm the energy efficiency of the
developed design.
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Abstract. The article is devoted to optimizing the operation of the boiler equip-
ment of Ukrainian power plants, which is relevant due to their physical and moral
aging and is consistent with the concept of sustainable development of the United
Nations. To solve the optimization problem by the criterion of minimum losses, it
is proposed to use a combined approach based on the use of standard optimization
methods and elements of heuristic analysis. The solution of the problem consists
in finding the values of the parameters of the controlled values, at which the energy
losses in the boiler will be minimal. For the practical implementation of a complex
model, the division of the general technological process of the boiler into a num-
ber of conditionally independent processes, united by a common technological
cycle, was carried out. The reliability of mathematical models is confirmed by
the experiments carried out for the TП-100 boiler of the 200MW power unit of
Zmiiv Thermal Power Plant. The practical significance of the results obtained is
substantiated by the construction of the static operational control characteristics
of the boiler in the entire range of its normal operation and the determination of
its optimal energy-saving operational modes.

Keywords: Optimization · Minimum Energy Loss Criterion · Boiler

1 Introduction

Steam boilers are the main elements of thermal power plants (TPPs), producing almost
40% of electrical and thermal energy in Ukraine [1]. However, TPP emissions are one of
the largest environmental pollutants and affect the planet’s climate change. According
to the concept of sustainable development of the United Nations, it is necessary to take
urgent measures to combat climate change and its consequences. It is also necessary to
provide access to reliable and sustainable modern energy sources [2, 3, 3]. Currently, the
state of the Ukrainian economy does not allow for a comprehensive modernization of
power plants and improve the technical and economic performance of their main units
[1, 3–5].
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Optimizing the operational parameters of the power units of power plants, taking into
account their real physical condition, is especially relevant due to the depreciation of the
existing equipment. The task is complicated because one has to dealwithmulti-parameter
optimization under conditions of incomplete information.

Increasing the efficiency of the boiler unit and, as a consequence, the power unit and
power plant as a whole lead to a reduction in fuel consumption and the cost of generating
electrical energy.Lower fuel consumption leads to lower emissions of harmful substances
and environmental pollution.

The minimum of total energy losses while maintaining the required parameters at
a given level, due to the technological process and operational reliability indicators,
can serve as an optimality criterion when creating an energy-saving automated process
control system.

2 Literature Review

A literature review shows the presence of many studies devoted to various aspects of
quality assessment [4–9]. Improving the quality and energy efficiency of power units at
thermal power plants is an ongoing process that requires a combination of technological
upgrades, operational improvements, and a commitment to sustainability.

The purpose of our study is to optimize the operation of boiler equipment according
to the criterion of minimum energy losses on the example of Ukrainian thermal power
plants. This is relevant due to their physical and moral aging, and is also consistent with
the United Nations sustainable development goals.

To achieve the purpose, it is proposed to use a combined approach based on the
use of standard optimization methods and elements of heuristic analysis to solve the
optimization problem by the criterion of minimum losses.

The study does not imply replacement of boiler equipment. The article deals with a
boiler control system based on minimizing energy losses through internal reserves, as
well as changing their energy-efficient control modes.

The ТП-100 steam boiler of the 200MW block of the Zmiiv TPP was selected as the
object of the study. Control features typical for boilers are discussed in detail in [10–12].
Mathematical methods for solving control problems are successfully used, expanding
the possibility of a scientific approach to their formalization [13–16].

Optimization of the combustion process is considered in [17–21]. In [20], the use of
special additives of combustion activators (“anacloride”) is considered to improve the
combustion of low-grade fuel.

The dynamicsmodels used in control problems aremost often formed usingmethods
of decomposition for complex systems and methods of structural analysis, which make
it possible to represent complex systems as a combination of simpler elements. During
decomposition, heuristic methods are widely used, based on the results of experience
and logic without a complete mathematical proof of the choice of the proposed actions
[21].



368 G. Kaniuk et al.

Formalization of the control objective consists in the derivation and study of the
features of the mathematical relationship between the control criterion (the indicator of
control quality) and the parameters of the mathematical model. Often the objective of
control is only to fulfill the specified restrictions on the initial values (parameters), i.e.
ensuring the normal functioning of the object.

3 The General Problem of Optimization by Minimizing Losses

When evaluating the parameters of the equipment functioning and identifying the param-
eters, it is necessary to know how accurately the obtained solution corresponds to the
actual values of the estimated values. To solve this problem, it is necessary to use the
statistical method of analysis of observations. It is assumed that the measurements of
the parameters were carried out independently of each other, obey the normal distri-
bution law with given dispersions determined by the accuracy of the instruments, and
mathematical expectations, which are taken as the optimal parameters.

The authors propose to use a combined approach based on standard methods such as
static optimization, as well as methods of dynamic and experimental optimization. The
latter is important for identifying the developed mathematical models, determining the
operational parameters of the equipment and the characteristics of energy losses. This
approach is widely used to solve problems of high complexity (which is the control of
TPP power units).

As an optimality criterionwhen creating an energy-saving automated process control
system can serve the minimum of total energy losses while maintaining the required
parameters at a given level, due to the technological process, reliability indicators, etc.

Then the search for the optimal energy-saving mode can be carried out as a result of
solving the following problem:

⎧
⎪⎪⎨

⎪⎪⎩

�V = min��NX reg
input ,R

( �Xinput, �Youtput, �R, �H , �ξ);
�R( �Xinput, �Youtput, �ξ) ≥ 0;
�H ( �Xinput, �Youyput) = 0.

(1)

where V - the objective function;

� �N = {�N1...�NN } (2)

– The energy losses;

�Xoutput = {
xoutput1...xoutputW

}
(3)

– The output dependent optimization parameters;

�Xinput = {
xinput1...xinputM

}
(4)

– The input dependent and independent optimized parameters (regulated);

�ξ = {ξ1...ξU } (5)
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– The external disturbances;

�R =
{
rmin,max
1 ...rmin,max

K

}
(6)

– The vector function of constraint-inequalities (includes constraints from below
and from above on such dependent parameters as live steam flow to the turbine, electric
power of the turbine unit, etc.);

�H = {h1...hL} (7)

– The vector function of equality constraints, includes equations describing tech-
nological connections between circuit elements, energy and material balances of
technological circuit elements, etc.

The basis of the mathematical model is the assumption that all variables, parameters,
constraints and the objective function of the model are quantitatively measurable.

From the admissible area of the original problem, a subdomain is selected, which
is a vicinity of the solution to the problem. Within the specified area, the values of
the optimized parameters are generated, the constraints and the values of the measured
output parameters are calculated. Points are selected at which: restrictions are met; the
values of the output parameters are in the given vicinity of the solution; energy losses
are minimal, i.e.:

⎧
⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

�S =
{
xoptinput1...x

opt
inputM

}
;

�V = min�N�;
�Xoutput = �Xoutput · �R;
�ξ = �ξ ′.

(8)

To solve the issue of energy-saving control, the mathematical model of the output
parameters can be represented as the dependency:

�Xoutput = �H(Xoutput−Xinput)
�Xinput + �H(Xoutput−ξ)

�ξ ;
�N = �H(�N−Xinput)

�Xinput + �H(�N−ξ)
�ξ . (9)

4 Optimizing Equipment Operation According to the Criterion
of Minimum Energy Losses on the Example of a Boiler Unit

The formalization of the optimization problem based on minimum energy losses will
look like this:

– the energy losses and external disturbances (the transposed matrices):

� �N = (Bf q2 Bf q3 Bf q4 Bf q5 Bf q6 �Nh �Nad �N� )T (10)

where Bf - fuel consumption; q2−q6 - thermal energy losses in the boiler (heat loss with
flue gases, from chemical and mechanical incompleteness of fuel combustion, heat loss
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to the environment, heat loss with slag); �Nh, �Nad , �N� - hydraulic, aerodynamic
and total energy losses,

ξ = ( kquanf kqualf Tenv Penv )T , (11)

where kquanf , kqualf - conditional indicators that take into account uncontrolled changes in
the quantity and quality of fuel; Tenv,Penv - temperature and pressure of the environment;

– The input and output parameters (the transposed matrices):

�Xinput = (Bf Gair Gfd .w Ginj Gact Gs.heat )T , (12)

�Xoutput = ( Gfl .g Dst Pst Tst Tfurn Tint Sfurn Gsl )
T

Gair - air flow rate; Gfd .w - boiler feed water flow rate; Ginj - water injection flow
rate;Gact - combustion activator consumption;Gs.heat - steam flow rate for superheating;
Gfl .g - flue gas flow rate; Dst , Pst , Tst - flow rate, pressure and temperature of steam;
Tfurn- furnace temperature; Tint - steam temperature at the intermediate point of the path;
Sfurn - rarefaction in the furnace; Gsl - slag consumption;

– The restrictions on the input and output parameters:

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

Bmin
f

Gmin
air

Gmin
fd .w

Gmin
inj

0
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⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

≤ �RXinput ≤

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

Bmax
f

Gmax
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Gmax
fd .w

Gmax
inj

Gmax
fl .g

Gmax
s.heat

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

(13)

⎛
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(14)
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– The relationship between input (and intermediate output) parameters, as well as
the objective function:

�H(�N−Xinput) =

⎛
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(15)

– The relationship between input and output parameters:

�H(Xoutput−Xinput) =
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– The relationship between the input parameters and the external disturbance:

�H(Xoutput−ξ) =
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– The relationship between losses and external disturbance:

�H(�N−ξ) =

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

0 0 Aq2
Tenv

Aq2
Penv

Aq3
quan A

q3
qual A

q3
Tenv

0

Aq4
quan A

q4
qual A

q4
Tenv

0

0 0 Aq5
Tenv

0
Aq6
quan A

q6
qual 0 0

0 0 0 0
0 0 A�Nad

Tenv
A�Nad
Penv

A�N
quan A

�N
qual A

�N
Tenv

A�N
Penv

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

(18)

The relationship between steam boiler parameters and restrictions can be represented as
a graph, as shown in Fig. 1.

Fig. 1. The graph of relations between the boiler unit parameters.

The model is complex, and for its practical implementation it is necessary to divide
the general technological process of the boiler into a number of conditionally independent
processes, united by a common technological cycle or having a single physical nature.
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The most adequate reduced model will be the model shown in Fig. 2.

Fig. 2. The reduced model of the boiler according to the main technological processes.

5 Practical Results

Improving the quality and energy efficiency of power units in thermal power plants
involves optimizing various operational aspects of boiler equipment.

The authors solved the practical task of optimizing the operation of the boiler by
minimizing energy losses as finding the values of the parameters of the controlled values
at which the energy losses in the boiler will be minimal (for a fixed value of the unit
power, (Fig. 3, a), as well as constructing the static operational control characteristics of
the boiler throughout range of its normal operation (Fig. 3, b).

Cycles of experimental researchwere carried out at 200MWpower units (theTП-100
boiler) of Zmiiv TPP.

These dependencies should be used in microprocessor devices for automatic regu-
lating the boiler plant and periodically updated in real time. This will make it possible to
obtain minimal losses of energy and fuel resources in the boiler at the current values of
the technical condition of the plant, fuel parameters, necessary process parameters and
restrictions.

Implementing advanced control systems and automation can assist in achieving these
optimized parameters. As a result of the conducted research, evaluations of the technical
and economic efficiency of the proposed solutions have been performed. The expected
values of the technical and economic indicators were determined through numerical
experiments and theoretically based on developed mathematical models.

Implementing the proposed technical solutions during the control of boiler units at
thermal power plants will allow to increase the boiler efficiency by up to 4% (under
low-energy block loads and the use of low-grade fuel).
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Inmonetary terms (based on the cost of electricity production at thermal power plants
of approximately 6 UAH/kWh and considering a maximum usage of 4500 h), this could
amount to up to 900 million UAH per year for every 1000 MW of installed capacity.

On a national scale within Ukraine (considering the installed capacity of Ukrainian
thermal power plants at around 29,000 MW), the economic impact could reach nearly
26 billion UAH per year.

a) b)

Fig. 3. Determination of optimal energy-saving boiler operational modes а) – the dependence of
energy losses on the main control parameters at a fixed unit power and determination of a set of

optimal parameters �S =
{
xoptreg1...x

opt
regM

}
; б) – the static control characteristic of the boiler that is

optimal in terms of minimum energy losses.

The relationships between the input, output, and internal parameters of the boiler
equipment have been theoretically defined and substantiated by the results of statistical
processing of experimental research.

6 Conclusions

Energy efficient boiler equipment is crucial for the overall performance, energy sav-
ing, and environmental impact of a thermal power plant. Optimization of operational
modes and the implementation of advanced technologies are essential for improving the
efficiency and reducing the environmental footprint of these power generation systems.



Improving the Quality and Energy Efficiency 375

This is the first time that a mathematical problem has been formulated for optimizing
the operational modes of steam boilers according to the criterion of minimum total
energy losses. The objective functions, the constraint vector, and external disturbances
are determined. Thematrix relationship is established between themain input and output
parameters, the control parameters, and the objective function, as well as the parameters
of external influences.

The mathematical dependencies can be constructed for various types of boiler (dif-
ferent capacities and types of combustion chambers) and fuels. They can be used in the
development of regulatorymethods and technical conditions for creating energy-efficient
automated control systems for power station boiler plants.

The principles of reducing the boiler unit complex model to a number of condition-
independentmathematicalmodels for separate control circuits of technological processes
were improved.

The graph-analytical solution of the problem of energy-saving control for boiler
plants is obtained. At a fixed power value, control parameters are determined at which
the total energy and fuel losses in the boiler plant will be minimal (the optimal mode)
and the optimal mode map is built for the entire power range.
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Abstract. This research delves into the realm of automated testing for medical
applications and information systems by employingGherkin syntax andBehavior-
Driven Development (BDD) principles. Behavior-Driven Development, an evo-
lution of Test-Driven Development and Acceptance Test-Driven Development,
fosters collaboration among various stakeholders in Agile software development
projects. This approach accentuates the identification of desired feature behav-
ior and focuses on establishing scenarios composed of inputs, actions, and out-
comes. The study elucidates the rationale for adopting BDD, explains the roles of
Cucumber and Gherkin in automated testing, and delineates the testing method-
ology undertaken in the context of medical software development. Through sys-
tematic examination, this research underscores the seamless collaboration, early
issue detection, and maintenance advantages offered by BDD. Furthermore, it
underscores the pivotal role of Gherkin in promoting universal comprehension of
software requirements. Finally, the study discusses potential avenues for future
research and enhancements in the domain of automated testing for medical appli-
cations, contributing to the advancement of software quality and reliability in the
medical sector.

Keywords: Automated testing · Gherkin ·Medical applications · Information
systems · Quality assurance · Software testing

1 Introduction

In the realm of the medical industry [1, 2], software testing [3, 4] stands as an essential
procedure. This necessity arises from the stringent regulatory demands and the potential
risks posed to patients, users, and the environment.

To understandwhy these regulations are crucial, it’s essential to recognize that the use
of automated testing [5] in medical applications and information systems is becoming
increasingly common. This is due to the following factors:

• Increasing Complexity: Medical applications and information systems [6] are
becoming progressively intricate, demanding robust quality assurance measures.
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• Criticality to Patient Care: These applications play a critical role in patient care,
necessitating utmost reliability and safety.

• Risk Mitigation: Automated testing serves as a proactive approach to detect and
rectify software defects early in the development cycle, mitigating the potential for
patient harm.

• Tool Availability: The growing availability of automated testing tools and frame-
works has facilitated their adoption in this sector.

Automated testing is a process that leverages software to execute comprehensive tests
on other software components, encompassing functionality, performance, and security
evaluations. This approach proves invaluable in identifying and rectifying software flaws
in their nascent stages, ultimately safeguarding patient well-being.

The benefits [7] of automated testing for medical applications and information
systems are manifold:

• Enhanced Reliability: Early defect detection ensures a higher level of software
reliability, contributing to patient safety.

• Cost Reduction: Automated testing reduces the overall expenses associated with
software development and maintenance.

• Increased Efficiency: By automating testing procedures, developers and testers can
allocate more time to innovation and issue resolution.

• Confidence Boost: Automated testing instills confidence in the software’s quality,
reassuring both developers and testers.

• However, this approach is not without its challenges, including:
• Specialized Skillset: Effective automated testing requires a specialized skill set in

software development and testing, posing a training and resource hurdle.
• Cost Considerations: Acquiring and maintaining automated testing tools and

frameworks can be costly, potentially straining budgets.
• Maintenance Demands: Automated tests must be continually updated to align with

evolving software changes.

Despite these challenges, the advantages of employing automated testing in medical
applications and information systems far outweigh the potential drawbacks. Automated
testing emerges as an indispensable tool [8] for upholding the quality of these critical
applications, with a profound impact on patient safety.

Moreover, Behavior-Driven Development (BDD) [9, 10] seamlessly integrates with
the automated testing paradigm for medical applications and information systems.
BDD’s emphasis on software behavior simplifies the creation of tests that cater to the
requirements of non-technical stakeholders. Additionally, Cucumber’s [11, 12] sup-
port for Gherkin [13–18], a plain-language syntax, further ensures that these tests are
comprehensible to a broader audience.

In the ensuing discussion, we will delve into the specifics of using automated testing
with Gherkin in the context of medical applications. This exploration will encompass an
overview of automated testing and Gherkin, elucidating the advantages of incorporating
automated testing in the medical field.

In conclusion, integrating automated testing,mainly throughBehavior-DrivenDevel-
opment (BDD) and Gherkin, plays a pivotal role in ensuring the reliability and safety
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of medical applications, outweighing its challenges and underscoring its significance in
the healthcare industry.

2 Literature Review

The integration of software has become a vital element in modern medical devices,
enhancing their functionality. However, this increasing reliance on software in the health
software industry presents a formidable challenge in terms of quality management and
defect reduction [2]. Regulatory bodies such as the Food andDrugAdministration (FDA)
[19] in the USA and the European Commission for medical devices in Europe play a
pivotal role in ensuring patient safety. Theymeticulously reviewhealth software products
and issue recalls for those that fail to meet their stringent standards [20].

An analysis of failures in computer-based medical devices underscores the signif-
icance of software-related issues, with 2,303,441 recalls out of 12,024,836 related to
software problems. Software glitches accounted for 33.3% of class I recalls, 65.6% of
class II recalls, and a staggering 75.3% of class III recalls [1]. Poorly defined require-
ments emerge as a leading cause of software failures [21]. Unfortunately, insufficient
time and effort are often allocated to requirements-related activities.

To mitigate software failures, various software engineering methodologies and
practices have been introduced. A software engineering methodology is a structured
framework for planning, controlling, and guiding the software development process.
It encompasses various levels of software quality assurance (SQA) activities, ranging
from requirements engineering to testing and inspections [22]. Behavior-Driven Devel-
opment (BDD), an agile [23] software engineering practice, promotes collaboration
between technical and non-technical stakeholders to ensure comprehensive andmutually
agreed-upon requirements [24].

Despite initial doubts about the suitability of agilemethods in safety-critical domains
like health software, recent research has demonstrated their adaptability to the unique
needs of health software development. Agile methods have proven highly valuable in
producing high-quality health software. BDD, in particular, emphasizes requirements
engineering to generate test cases by illustrating software behavior and subsequently
creating automated acceptance tests. This paper examines the application of various
BDD practices to enhance software quality and user acceptance, with a focus on their
relevance in the health software domain, includingmedical device software development.

BDD, initially conceived by Dan North in the early to mid-2000s, represents an evo-
lution of Test-Driven Development (TDD), intended to streamline the software develop-
ment process efficiently. BDD draws inspiration from agile and lean practices, especially
TDD and Domain-Driven Design (DDD) [25].

To sum up, the increasing integration of software in modern medical devices has
raised quality and safety concerns, with software-related issues being a prominent cause
of recalls and failures. Adopting agile practices, particularly Behavior-Driven Devel-
opment (BDD), has shown promise in addressing these challenges and improving the
quality of health software.
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3 Rationale for Embracing Behavior-Driven Development

The rationale for adopting Behavior-Driven Development (BDD) in the context of auto-
mated testing of medical applications and information systems is multi-faceted. It holds
intrinsic benefits for software development processes. This section outlines the key
reasons that underpin the embrace of BDD in this domain:

Tracing BDD’s Evolution and Integration: Behavior-Driven Development, an evo-
lutionary stride stemming from the foundations of Test-Driven Development (TDD)
and Acceptance Test-Driven Development (ATDD), exemplifies a natural progression
in software engineeringmethodologies.With its origins rooted in TDD andATDD, BDD
harmonizes and expands upon the strengths of these methodologies. By inheriting the
virtues of its predecessors, BDD seamlessly aligns with Agile software development
methodologies, fostering adaptability and responsiveness to evolving project needs.

Illustrated in Fig. 1, the process followed by Behavior-Driven Development (BDD)
unfolds, showcasing its evolution from TDD and ATDD [9]. This visual representa-
tion emphasizes the progression and integration of BDD within the broader software
development landscape.

Fig. 1. Depicts the Behavior-Driven Development process

Fostering Collaborative Synergy: One of BDD’s cardinal attributes is its potential to
cultivate harmonious collaboration across diverse project stakeholders.Within the sphere
of medical application development, this synergy encompasses developers, Quality
Assurance (QA) professionals, and non-technical business participants.

By providing a common ground for stakeholders with varying technical proficien-
cies, BDD transcends traditional silos and bridges the gap between technical and non-
technical domains. This collaborative harmony eliminates miscommunications, aligns
expectations, and empowers stakeholders to contribute effectively, regardless of their
technical background.

Early Identification of Desired Feature Behavior: A distinguishing feature of BDD
lies in its proactive approach to feature behavior identification. By placing paramount
importance on discerning and outlining the desired behavior of software features from
the outset, BDDacts as a preventativemeasure against potential issues. This early empha-
sis on behavior definition enables developers, testers, and stakeholders to collectively
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envision and conceptualize the software’s operation. This proactive stance significantly
diminishes the likelihood of issues escalating in later stages of development, ultimately
enhancing software quality.

Alignment with Requirements Comprehension: The comprehensive comprehension
of project requirements is a cornerstone of successful software development. BDD seam-
lessly aligns with this fundamental objective by providing a structured framework to
express these requirements. Through the articulation of behavior-based scenarios,BDD’s
language transcends technical jargon, enabling developers, managers, business analysts,
and other stakeholders to mutually comprehend the software’s intended behavior. This
alignment bridges the understanding gap and ensures the software development journey
is guided by a shared and accurate understanding of the project’s requirements.

Incorporating Behavior-Driven Development into the testing of medical applications
and information systems transcends being merely a procedural choice; it represents a
strategic alignment of methodology with the unique demands of this critical domain.
BDD’s evolutionary roots, collaborative prowess, emphasis on proactive prevention,
and cohesive requirement comprehension all converge to elevate software quality and
the efficiency of medical software development.

Figure 2 illustrates the opportunities and challenges of BDD, which shows that it
is important to carefully select the development methodology for a specific project and
specific conditions, as well as the need for continuous training of company employees
and adaptation to new technologies.

Fig. 2. Illustrates the opportunities and challenges of BDD

In summary, the adoption of Behavior-Driven Development (BDD) in the context
of testing medical applications and information systems offers a well-rounded app-
roach, drawing from its evolutionary heritage, fostering collaboration, early issue preven-
tion, and enhancing requirements comprehension, ultimately contributing to improved
software quality and efficiency in this critical domain.
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4 The Role of Cucumber in BDD Automation

Cucumber, an open-source software testing tool meticulously designed for Behavior-
DrivenDevelopment (BDD), plays a pivotal role in revolutionizing the automated testing
landscape. This section delineates Cucumber’s significance, functionality, and adaptabil-
ity within the realm of BDD automation. Figure 3 illustrates the benefits of Cucumber
testing.

Fig. 3. Benefits of Cucumber Testing

Introduction toCucumber as aBDDTestingTool: Cucumber emerges as a distinctive
testing tool that aligns seamlessly with the principles of Behavior-Driven Development.
Developed with the specific purpose of supporting BDD practices, Cucumber acts as
a bridge between stakeholders of diverse backgrounds, facilitating effective commu-
nication and collaboration. With its foundation in BDD, Cucumber translates textual
scenarios into executable tests, thus bridging the gap between requirements and code.

Cucumber’s Role in Executing Gherkin-Authored Tests: Cucumber’s primary role
resides in the execution of tests authored in Gherkin syntax. As Gherkin serves as
the language of BDD scenarios, Cucumber effectively translates these human-readable
scenarios into automated test cases. This symbiotic relationship between Gherkin and
Cucumber culminates in a seamless transition from requirement definition to test execu-
tion. Consequently, Cucumber acts as an interpreter, bridging the understanding of both
technical and non-technical stakeholders.

Validating Application Functionality through Cucumber: Cucumber’s core func-
tion lies in validating application functionality against the expectations outlined in
Gherkin-authored tests. As it traverses through Gherkin scenarios, Cucumber interacts
with the application as an end user would, executing a series of actions and validating
the resultant outcomes. By performing this validation, Cucumber transforms abstract
requirements into tangible verifications, ensuring that the application adheres to the
desired behavior.

Adaptability to Multiple Languages and Expanding Test Scripts
Repertoire: Cucumber’s adaptability transcends language barriers, as it was originally
written for Ruby but now extends support to numerous programming languages. This
adaptability enhances its utility, allowing development teams to harness its capabilities
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across a diverse technological landscape. Furthermore, Cucumber’s expanding reper-
toire of test automation scripts empowers testing professionals with a broader toolkit to
tackle various scenarios, enhancing the tool’s versatility.

Incorporating Cucumber into the automated testing process for medical applications
and information systems enhances the efficacy of BDD practices. As a dedicated BDD
testing tool, Cucumber transforms Gherkin’s human-readable scenarios into executable
tests, ensuring the seamless translation of requirements into validated software function-
ality. Its adaptability to diverse languages and an ever-evolving suite of test automation
scripts makes Cucumber a potent ally for ensuring the quality and reliability of medical
software.

In 2023, over 3915 companies tracked by 6sense [17] and based on publicly available
information started using Cucumber as a test automation tool, as shown in Table 1.

Table 1. Illustrates the example of 5 top companies using Cucumber

Company Employee Range Country

Toyota 350,000 + Japan

SAP AG 110,000 + Germany

ING Group NV 60,000 + Netherlands

Domino’s Pizza, Inc 13,000 + United States

SoftServe 12,000 + Ukraine

In conclusion, Cucumber stands as a transformative force in BDD automation, bridg-
ing the gap between requirements and code, validating application functionality, and
evolving to meet the diverse needs of the software testing landscape, offering enhanced
quality and reliability for medical software testing.

5 Gherkin: The Language of Behavior-Driven Testing

Gherkin, a fundamental component of Behavior-DrivenDevelopment (BDD), serves as a
unifying language that bridges the gap between technical intricacies and comprehensive
understanding. This section sheds light on Gherkin’s essence, its role in software use
cases, and its far-reaching impact on project stakeholders.

DefiningGherkin as aLanguage forArticulatingTest Steps andScenarios. Gherkin
is the quintessential language meticulously designed for the purpose of articulating test
steps and scenarios in the context of BDD. With its structured syntax, Gherkin facili-
tates the concise representation of software behavior. By adhering to a predetermined
structure, Gherkin ensures that test scenarios are outlined in a standardized manner,
eliminating ambiguity and facilitating precise communication.

Figure 4 illustrates the Gherkin terminology that is used to define test steps and
scenarios.
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Fig. 4. Illustration of Gherkin terminology

An illustration of the Gherkin syntax structure [5] can be found in Fig. 5, providing
a visual representation of the standardized format used to define test scenarios.

Fig. 5. Illustrates the Gherkin syntax structure

Leveraging Plain English for Universally Understandable Use Cases. Gherkin’s
remarkable strength lies in its utilization of plain English, enabling the expression of
intricate software use cases in a universally understandable manner.

By using familiar language constructs, Gherkin ensures that technical complexities
are distilled into terms that resonate with all stakeholders, irrespective of their technical
expertise. This linguistic transformation empowers diverse team members to actively
participate in defining software behavior.
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Emphasizing Gherkin’s Role in Fostering the Behavior-Driven Testing
Approach. Gherkin’s role extends beyond linguistic clarity; it serves as the linchpin of
the behavior-driven testing approach. The language’s syntax is structured around behav-
ior, and its use cases mirror the expected actions and outcomes of software features. By
embracing this structure, Gherkin nurtures a methodology that centers on anticipated
behavior, aligning testing efforts with software objectives and end-user expectations.

Demonstration of Gherkin’s Power in Enabling Comprehensive
Comprehension. Gherkin’s true power materializes in its ability to bridge comprehen-
sion gaps and ensure alignment across diverse project stakeholders. Developers, man-
agers, andbusiness analysts can collaboratively engagewithGherkin-authored scenarios,
facilitating a unified understanding of project requirements and life cycle. This unifica-
tion eliminates misinterpretations, fostering seamless communication and harmonious
project execution.

The integration of Gherkin as the language of behavior-driven testing fundamentally
transforms the waymedical applications and information systems are tested. Its capacity
to convey complex software behavior in understandable terms, coupled with its role in
fostering a behavior-centric approach, enriches the testing process.

By enabling cross-functional comprehension, Gherkin becomes a conduit for
unifying project vision and ensuring the integrity of medical software solutions.

Gherkin Syntax: Structuring Scenarios for TestingMedical Applications andMed-
ical Systems. The application of Gherkin syntax in testing medical applications and
systems is exemplified through the following representative test scenario. This scenario
illustrates the utilization of Gherkin to encapsulate the behavior-driven testing approach
in the context of creating and reading Patient records.

Overall, Gherkin serves as a pivotal language for articulating software behavior,
promoting universal understanding, and fostering a behavior-driven testing approach,
enhancing the precision and clarity of testing medical applications and information
systems.

Figure 6 presents a sample test authored using Gherkin syntax [5], demonstrating
its application in testing the creation and editing of a Patient record. This test exempli-
fies the structured manner in which Gherkin outlines scenarios, allowing for clear and
comprehensive communication of software behavior.

Explanation:

1. Feature Declaration: The feature “@Patient” encapsulates the scope of testing per-
taining to Patient records, delineating the various scenarios associatedwith its creation
and reading.

2. Scenario:CreatePatient:This scenario encapsulates the process of creating aPatient
record.

• The “Given” step outlines the testing context, associating the scenario with a
specific test case (“480”).
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Fig. 6. Presents a sample test authored using Gherkin syntax, demonstrating its application in
testing the creation and editing of a Patient record.

• The subsequent steps (“And”) convey the actions taken, such as setting the POST
Patient serviceAPI endpoint, configuring request headers andpayload, and sending
a POST HTTP request.

• The final step (“Then”) denotes the expected outcome, which is to receive a valid
response for the POST Patient service.

3. Scenario: Read Patient: This scenario pertains to the reading of Patient records.

• Similar to the previous scenario, the “Given” step establishes the testing context
linked to a specific test case (“481”).

• Subsequent “And” steps detail actions including setting the GET Patient API
endpoint, configuring request headers, and sending a GET HTTP request.

• Thefinal “Then” step conveys the anticipated outcomeof receiving a valid response
for the GET Patient service.

In this illustrative example,Gherkin syntax is employed to clearly define the steps and
expected outcomes of behavior-driven tests for medical applications. The combination
of scenario structuring, context establishment, action definition, and outcome validation
encapsulates the essence of Gherkin in expressing testing scenarios in an intuitive and
universally understandable manner. This syntax ensures that testing objectives are trans-
lated into executable steps, thereby facilitating comprehensive and effective testing of
medical systems.
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6 Conclusion and Insights

By establishing these testing objectives and metrics, the evaluation of medical applica-
tions and systems becomes systematic and robust. The combination of functional and
non-functional testing ensures that software not only functions as intended but also
performs optimally under varying conditions. The defined pass rates, code coverage tar-
gets, and performance/load testing metrics provide a quantifiable basis for assessing the
software’s quality and reliability in the context of medical solutions.

The study’s exploration into automated testing with Behavior-Driven Development
(BDD) and Gherkin syntax within the realm of medical software applications has
unveiled a paradigm shift in testing methodologies, yielding remarkable benefits and
insights. This concluding section encapsulates the study’s findings, emphasizing the
advantages of BDD and Gherkin while also considering potential future directions for
advancement.

Benefits of Automated Testing with BDD and Gherkin in Medical Software: The
adoption of BDD coupled with Gherkin as a language for defining test scenarios has
proven to be transformative in the testing of medical applications. The study has revealed
several noteworthy benefits:

• SeamlessCollaboration:BDD’s collaborative approach fosters harmonious collabo-
ration between developers, Quality Assurance (QA) professionals, and non-technical
stakeholders. This synergy eradicates misunderstandings, aligns expectations, and
empowers stakeholders from diverse domains to contribute effectively.

• Early Issue Detection: The proactive stance of BDD in identifying desired behavior
from the outset drastically reduces the likelihood of issues escalating during later
stages of development. This early detection approach curtails the potential for costly
and time-consuming rectifications.

• Software Maintenance: BDD’s emphasis on behavior-driven testing promotes the
creation of comprehensive and automated test suites. The maintenance of these tests
remains synchronized with software evolution, ensuring that software changes do not
compromise existing functionality.

Critical Role of Gherkin in Universal Understanding: Gherkin emerges as a lin-
guistic conduit that translates complex technical requirements into universally under-
standable terms. Its plain English syntax bridges comprehension gaps, facilitating a
shared understanding of software behavior and objectives among developers, managers,
business analysts, and other stakeholders. This linguistic empowerment harmonizes the
software development journey and safeguards against misinterpretations.

Future Avenues for Research and Enhancement: The study opens doors for future
research and enhancement in the domain of automated medical software testing:

• EnhancingNon-FunctionalTesting:Further exploration of advanced techniques for
performance, load, and security testing in medical contexts can refine the software’s
resilience and reliability.
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• Incorporating AI and ML: Integration of Artificial Intelligence (AI) and Machine
Learning (ML) algorithms can enhance test generation, execution, and analysis,
further augmenting the accuracy and efficiency of testing processes.

• Regulatory Compliance Testing: Investigating how automated testing aligns with
regulatory requirements in the medical domain ensures that software adheres to
stringent industry standards.

In conclusion, the study illuminates the potency of automated testing with BDD and
Gherkin in the realm of medical software applications. By fostering collaboration, early
detection, and precise comprehension, this methodology elevates software quality and
reliability.

Gherkin, as a language of universal understanding, catalyzes effective communica-
tion among stakeholders. As the medical software landscape advances, further research
and exploration promise to refine these practices and contribute to the evolution of
automated medical software testing.
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Abstract. As unmanned cyber physical systems, comprising Unmanned Aerial
Vehicles (UAVs), Unmanned Ground Vehicles (UGVs), Unmanned Underwater
Vehicles (UUVs), and Unmanned Surface Vehicles (USVs), continue to rede-
fine the landscape of modern transportation, the critical imperative of cybersecu-
rity cannot be overstated. This article addresses the multifaceted challenges and
intricacies associated with ensuring the cybersecurity of these autonomous vehi-
cles. Examining the unique vulnerabilities inherent in UAVs, UGVs, UUVs, and
USVs, the study explores comprehensive strategies tomitigate cyber threats. From
encryption protocols and intrusion detection systems to behavioral analysis and
regulatory compliance, the article provides insights into a holistic approach for for-
tifying these unmanned transportation systems against evolving cyber risks. The
proposed cybersecurity measures aim to safeguard data integrity, operational con-
tinuity, and the overall reliability of unmanned transportation in an interconnected
and digitally dependent era.

Keywords: Unmanned transportation systems · cybersecurity · UAVs · UGVs ·
UUVs · USVs · encryption · intrusion detection · behavioral analysis · regulatory
compliance · data integrity · operational continuity · reliability · cyber risks

1 Introduction

In the ever-evolving landscape of transportation technology, the proliferation of
unmanned vehicles has heralded a new era of efficiency, accessibility, and innovation.
Unmanned Aerial Vehicles (UAVs), Unmanned Ground Vehicles (UGVs), Unmanned
Underwater Vehicles (UUVs), and Unmanned Surface Vehicles (USVs) represent
a paradigm shift, promising unparalleled advancements in various industries, from
logistics and surveillance to exploration and defense.

In recent years, the successful applications of unmanned systems in the battle-
field, space, the deep sea and other dangerous and distant environments have attracted
much research interest. Autonomy has been defined in many studies, but the defini-
tion pro-posed by the autonomy levels for unmanned systems(ALFUS) working group
of the National Institute of Standards and Technology (NIST) is the most comprehen-
sive and standardized [1]. From this definition, one may conclude that “autonomy” is

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2024
M. Nechyporuk et al. (Eds.): ICTM 2023, LNNS 996, pp. 392–403, 2024.
https://doi.org/10.1007/978-3-031-60549-9_29

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-60549-9_29&domain=pdf
http://orcid.org/0000-0003-4153-7608
http://orcid.org/0000-0001-5352-077X
https://doi.org/10.1007/978-3-031-60549-9_29


Ensuring Cybersecurity of the Cyber Physical System 393

the unmanned system’s capability of being independent of an operator and being self-
managed. One, then, can define autonomous vehicles as machines which can operate
themselves without human input or supervision.

Autonomous and unmanned vehicle technology has seen significant development.
Modern cars possess semi-autonomous features like self-parking and adaptive cruise
control. Unmanned aerial systems (UAVs), prevalent in military use for decades, signify
the rapid advancement in this field [2]. The foreseeable future anticipates the integration
of self-driving cars, UAVs, and robotic devices into everyday life.

Vehicles crucial to human safety, defense, logistics, and public service must emulate
human decision-making, especially during cyber-attacks or hardware failures.

Unmanned vehicles have evolved from remote control to sophisticated ground
(UGVs), aerial (UAVs), and maritime (UMVs) systems. These vehicles operate
autonomously, relying on environment recognition or preset programming [3, 4].

Originally designed formilitary applications like explosive disposal and surveillance,
UGVs now expand into civilian domains like supply and agriculture [5, 6]. UAVs excel
in surveillance and data gathering, exploring dangerous or inaccessible areas with speed
and advanced visual and communication capabilities [7–9]. Civilian use of UAVs spans
shipping, aerial photography, agriculture, and weather monitoring [10–12].

UMVs, encompassing USVs and UUVs, play pivotal roles in naval operations,
including mine control, maritime security, and blockade missions [10]. UUVs, divided
into ROVs and AUVs, explore inaccessible underwater areas using cameras, sonar sen-
sors, and robotic arms for sample collection. They serve diverse purposes in military and
civilian realms such as marine research, mine clearance, and reconnaissance [12, 13].

A new heterogeneous swarm surveillance system that goes beyond a single plat-
form and monitors the entire area in cooperation with UAVs, UGVs, USVs, and UUVs
has been actively studied [14–16]. From a single platform, the fields of land, sea, air,
space, electromagnetics, and networks are increasingly becoming interconnected in the
battlespace, transforming into a multiplatform combat mode of multiple environments
[17].

Recently, studies using cooperation between unmanned vehicles, such asUAV–UGV
and UAV–USV combinations, have been actively conducted [18–20].

However, this technological leap forward also brings forth a pressing concern: cyber-
security. As these unmanned transportation systems become increasingly integrated into
critical operations, the vulnerability to cyber threats becomesmorepronounced.Ensuring
the security and resilience of these systems against potential cyberattacks is imperative
to safeguard not only data but also the integrity and safety of operations.

This article delves into the multifaceted realm of securing unmanned transportation
systems, examining the intricacies of protecting UAVs, UGVs, UUVs, andUSVs against
cyber threats. From encryption protocols to behavioral analysis and regulatory compli-
ance, a comprehensive approach is indispensable in fortifying these systems against
evolving cybersecurity risks.

The objective of thiswork is to comprehensively analyze and propose effective cyber-
security measures tailored specifically for unmanned transportation systems encompass-
ingUAVs, UGVs, UUVs, andUSVs. By examining the unique vulnerabilities inherent in
these autonomous vehicles and exploring robust strategies to mitigate cyber threats, this
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study aims to establish a comprehensive framework that ensures the secure and resilient
operation of unmanned transportation systems in various domains, safeguarding data
integrity, operational continuity, and overall system reliability.

This paper is structured as follows: Sect. 2 presents a state-of-the-art interoperability
framework for current UVs already deployed in various sectors, focusing on their imple-
mentation potential; Sect. 3 presents modern vulnerabilities for threats to the system;
and Sect. 4 briefly discusses IMECA’s analysis of threats, attacks, and system vulnera-
bilities, as well as countermeasures for them. Finally, conclusions and future directions
are also presented, which are related to research directions in the multifunctional UV
system.

2 UV System Model

The CPSCF UV conceptual diagram is a system-in-system (SIS) architecture that maxi-
mizes the benefits of operating the larger system and understands the functions, interac-
tions, and uses of each small component. This design approach helps to view the system
as a whole, focusing on how components interact, how they function over time, and how
they function in the context of a larger, evolving system that can scale to missions and
situations.

Following the analysis, Fig. 1 illustrates a diagram that conceptualizes the overall
structure of the system and the interaction between its components (UAV, UGV, UUV
and USV fleets, charging stations, databases, cloud storage, communication centers,
operators, satellites, mobile charging and communication stations, other components).
These components play a key role in the operation and management of the system. The
focus is on the main aspects of interconnection and interaction with the multi-functional
USV fleet.

The multi-functional unmanned vehicle infrastructure, which combines UAV
(unmanned aerial vehicle), UGV (unmanned ground vehicle), UUV (unmanned under-
water vehicle) and USV (unmanned surface vessel), is a complex system consisting of
various components and subsystems. Here is a detailed description of the main elements
of this infrastructure:

– UAVs (Unmanned Aerial Vehicles):

• Drones: Flying apparatus equippedwith sensors and navigation systems to execute
a myriad of tasks, from observation and mapping to search and rescue operations.

• Control Stations: Central points from which the operation and monitoring of
unmanned aerial vehicles are conducted.

– UGVs (Unmanned Ground Vehicles):

• Transporter Robots: Autonomous mobile platforms for transporting goods and
performing various tasks on land.

• Control Centers: Locations where remote control and monitoring of unmanned
ground vehicles take place.
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– UUVs (Unmanned Underwater Vehicles):

• Underwater Drones: Devices designed for exploring the underwater world,
ensuring maritime asset security, and gathering data.

• Underwater Bases: Command and monitoring centers for unmanned underwater
vehicles.

– USVs (Unmanned Surface Vehicles):

• Unmanned Vessels: Waterborne vehicles performing diverse tasks, including
patrolling, security provision, and safeguarding maritime routes.

• Maritime Communication Centers: Infrastructure for managing and communicat-
ing with unmanned surface vehicles.

– Charging Stations: Stationary andMobile Charging Points: Infrastructure for recharg-
ing batteries and sustaining the energy needs of unmanned transportation vehicles.

– Databases and Cloud Storage:

• Databases: Data repositories for storing and processing information collected by
unmanned transportation vehicles.

• Cloud Storage: Data accessibility from anywhere, ensuring scalability and
flexibility.

– Communication Centers:

• Operator Centers: Locations where real-time management and monitoring of the
entire unmanned transportation system occur.

• Communication Stations: Infrastructure ensuring uninterrupted communication
between unmanned transportation vehicles and operator centers.

– Satellites: Satellite Communications: Provision of global coverage and stable com-
munication with unmanned transportation vehicles across various parts of the
world.

This integrated infrastructure model facilitates comprehensive management, mon-
itoring, and interaction among diverse components of multifunctional unmanned
transportation, ensuring efficiency and safety in various application scenarios.

The combined use of various types of unmanned aerial, ground, underwater, and
surface vehicles (UAV, UGV, UUV, USV) in a unified system can provide diverse func-
tional capabilities and address various tasks. Below are examples of systems and tasks
that can be achieved through such interaction:

– Emergency Situation Surveillance and Response System:

• UAV (Unmanned Aerial Vehicles): Provide an aerial overview, detecting incidents
such as fires, floods, or other emergencies.
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Fig. 1. The CPSCF UV conceptual diagram

• UGV (Unmanned Ground Vehicles): Conduct damage assessment by moving
through the affected area and gathering on-site information.

• USV (Unmanned Surface Vehicles): Ensure coastal monitoring and protection in
case of floods or other coastal emergencies.

• UUV (Unmanned Underwater Vehicles): Conduct additional underwater research
for leak detection, assessing damage to underwater structures, etc.

– Logistics and Transportation:

• UGV and UAV: Collaboratively ensure efficient delivery of goods from point A
to point B, where the UGV can pick up cargoes from a central warehouse and
transfer them to a take-off point for UAV delivery.

• USV and UUV: Together, they can provide transportation and underwater search,
for example, delivering research equipment to a marine station.

– Environmental Monitoring:

• UAVandUGV:Canwork together for ecologicalmonitoring, usingvarious sensors
and equipment to analyze soil, air, and vegetation in a specific area.

• USV and UUV: Can conduct ocean research and ecosystem monitoring, for
example, detecting and analyzing water pollution or studying marine fauna.
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Such integrated systems allow for the effective utilization of the advantages of each
type of unmanned vehicle to solve various tasks in different environments (air, land,
water).

3 CPSCF UV Cyber Physical Threats and Vulnerabilities

Threats to UV fleet systems are often associated with terrorism, which has several
aspects. Such threats can be divided based on the actions of the perpetrators (physi-
cal or cyber), their origin (internal or external), and the context in which they occur
(isolated or quantitative targets). Understanding the types of threats that networks face
is the first step in developing appropriate defense strategies and properly understanding
threat models and offenders.

In the UV fleet industry, safety and reliability are key elements that require constant
attention and protection. The CPSCF UV has many different components and systems
that are exposed to different threat sources. Many factors must be considered to ensure
UV safety. After the analysis of existing systems and solutions, the following main
elements of UV, which are most exposed to threats, are highlighted, Fig. 2: control
channels, software, hardware and data transmission channels (multimedia).

Vulnerabilities are found in software and hardware, communication protocols, con-
trol systems, and other aspects of the infrastructure. Each vulnerability is assessed for
severity and potential for abuse by different threat actors. Threats are diverse, including
data manipulation, DoS attacks, access restrictions, and data ransom attacks. Tradi-
tional cyber-vulnerability issues applicable for autonomous unmanned systems can be
summarized as in Table 1.

Fig. 2. Classification of threats in CPSCF UV
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Table 1. Vulnerability for SMF UV

№ Vulnerability

1 Inadequate policies, procedures, and culture developing and maintaining autonomous
vehicle software

2 Inadequately designed networks with insufficient defense-in-depth

3 Remote access without appropriate access control

4 Separate auditable administration mechanisms

5 Inadequately secured wireless communication

6 Use of a non-dedicated communications channel for command and control

7 Lack of easy tools to detect/report anomalous activity

8 Installation of inappropriate applications on critical host computers

9 Inadequately scrutinized control system software

10 Unauthenticated command and control data

Violators of the CPSCF UV according to European and world standards and legis-
lation are organizations or people who commit actions that contradict the laws of one or
another country in the field of use and operation of fleets of various drones: UAV, UGV,
UUV and USV. These include individuals, legal entities or groups of individuals who
do not take into account the specifics of using UV and thereby violate the legal norms
established by the state.

Assumptions about the goals (motivations) of violators are made taking into account
the goals and tasks of the information system, the type of information being processed, as
well as taking into account the results of assessing the degree of possible consequences
(damages) from the violation of confidentiality, integrity, observability or availability of
information [21].

Therefore, IMESA carried out an analysis of cyber threats to the CPSCF UV, which
are most often implemented by various violators.

4 Cyber-Attack Analysis for CPSCF UV and Countermeasures

Utilizing the classification of vulnerabilities and threats specific to the CPSCF UV, our
approach involves a structured assessment of potential attacks based on their respec-
tive levels of danger, employing a formal methodology aligned with the fundamental
principles of the IMECA (Intrusion Modes and Effects Criticality Analysis) method,
as demonstrated in reference [22]. Our evaluation of the danger level will involve an
in-depth analysis considering the following parameters:

– threat – what is used to attack the system;
– vulnerability – a weak part of the system, thanks to which an attack is possible;
– attack – type of invasion;
– type UV – type of unmanned transport: UAV, UGV, UUV and USV;
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– consequences - losses that were caused after the attack;
– probability (P) – how probable the attack is (A – High, B – Medium, C – Low);
– severity (S) – how serious and dangerous the attack will be in terms of consequences

(A – High, B – Medium, C – Low);
– risk (R) – what is the total impact of the attack on the system based on probability

and severity (A – High, B – Medium, C – Low);
– countermeasures – measures and actions aimed at countering attacks (1 - Encryption

Protocols, 2 -Intrusion Detection Systems (IDS), 3 - Multi-Factor Authentication,
4 - Secure Firmware and Software Updates, 5 - Cyber-Physical System Security,
6 - Behavioral Analytics and Anomaly Detection, 7 - Network Segmentation, 8 -
Redundancy and Fail-Safe Mechanisms, 9 - Secure Remote Access Protocols, 10 -
Cybersecurity Training and Awareness Programs).

The amalgamation of indicators assessing the likelihood of an event and its potential
severity establishes the risk level, serving as a criticality indicator. Effective counter-
measures play a pivotal role in diminishing this criticality. Notably, a high severity score
coupledwith inadequate countermeasures is particularly concerning for attacks that pose
the greatest threat to the security of theCPSCFUV.The outcomes of the IMECAanalysis
are presented in Table 2.

Based on the results of the analysis of attacks by level of danger for the CPSCF
UV, we will construct a matrix of criticality (cyber risks) of these systems (Table 3)
and a matrix of criticality after the implementation of the considered countermeasures
(Table 4). Green indicates low risk (attack), yellow - medium risk (attack), red - high
(attack).

Countermeasures will generally work best against attacks for which direct protection
measures are implemented in the proposed countermeasures. For example, the use of
Encryption Protocols can effectively protect against an Eavesdropping attack because it
encrypts data, making it unreadable to unauthorized persons. This reduces the likelihood
of successful eavesdropping and data tampering [23].

In addition, the use ofMulti-Factor Authentication effectively reduces the likelihood
of successful penetration during Unauthorized Access attacks. This is because, in addi-
tion to the password, an additional authorization factor is required, which increases the
level of access security.

However, some attacks may remain less susceptible to countermeasures due to their
nature or complexity. For example, Hardware Hijack attacks can sometimes bypass
defenses because they aim to physically tamper with devices, which may be difficult to
prevent with software countermeasures. Also, Unusual Installation Attempt attacks can
be difficult to detect because they do not always follow standard attack patterns, making
them more difficult to detect despite the countermeasures put in place [24].

Thus, the effectiveness of countermeasures depends on their direct applicability to
specific attacks and their ability to provide protection against typical attack scenarios.

To secure cyber-physical systems with the CPSCF UV, standardizing wireless com-
munication protocols solely forUVnetworks is crucial. Combining cutting-edge security
techniques will shield the infrastructure from potential cyber threats, addressing specific
challenges. These advanced security measures surpass current mechanisms by offering
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Table 2. IMECA analysis of cyber-attacks and countermeasures for CPSCF UV security

№ Threat Vulnerability Attack Type
UV

Impact Criticality Defenses

P S R

1 2 3 4 5 6 7 8 9 10

1 Compromised
Software

Inadequate
policies,
procedures, and
culture in
software dev

Eavesdropping UAV Data theft,
manipulation

A A A Encryption
Protocols, Secure
Firmware and
Software Updates

2 Network
Vulnerability

Inadequately
designed
networks

Man-in-the-middle UGV Unauthorized
access

B A A Intrusion
Detection
Systems,
Network
Segmentation

3 Unauthorized
Access

Remote access
without proper
control

Unauthorized
access

UUV System
manipulation

A A A Multi-factor
Authentication,
Cybersecurity
Training

4 Admin Access
Control

Separate
auditable
administration
mechanisms

Obfuscation USV Identity
spoofing

B B B Cyber-Physical
System Security,
Behavioral
Analytics

5 Wireless Comms
Security

Inadequately
secured wireless
communication

Zombie devices UAV Network
takeover

A B A Anomaly
Detection,
Redundancy and
Fail-Safe
Mechanisms

6 Communication
Channel

Use of a
non-dedicated
comm channel
for command &
control

Hardware hijack UGV System
compromise

A B A Secure Remote
Access Protocols,
Network
Segmentation

7 Anomaly
Detection Tools

Lack of easy
tools to
detect/report
anomalous
activity

Malware poison UUV System
malfunction

B B B Behavioral
Analytics,
Cybersecurity
Training

8 Insecure
Applications

Installation of
inappropriate
apps on critical
hosts

Unusual
installation attempt

USV System
instability

C A A Secure Firmware
Updates,
Cyber-Physical
Security

9 Control System
Scrutiny

Inadequately
scrutinized
control system
software

Unauthorized
access

UAV System
failure

B A A Anomaly
Detection,
Cybersecurity
Training

10 Unauthenticated
Data

Unauthenticated
command and
control data

Zombie devices UGV Command
manipulation

B A A Encryption
Protocols, Secure
Remote Access
Protocols

specialized tools that efficiently safeguard the CPSCF UV from cyber threats. Leverag-
ing artificial intelligence, these methods effectively fortify the CPSCF UV, enhancing
overall system security.
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Table 3. Criticality matrix of cyber risks of the CPSCF UV

Severity
Probability of 

occurrence Low Middle High

Low 8
Middle 4, 7 2, 9, 10
High 5, 6 1, 3

Table 4. Matrix of criticality of cyber risks of the CPSCF UV after implementation of
countermeasures

Severity
Probability of 

occurrence Low Middle High

Low 4 7, 8
Middle 1, 10 2, 6, 9
High 3, 5

5 Conclusions

This article conducts a comprehensive risk-based analysis of cybersecurity formultifunc-
tionalUVfleets, exploring threats, vulnerabilities, and potential attackmodels. The study
reveals vulnerabilities in these systems, posing risks to confidentiality, integrity, avail-
ability, and observability. The main takeaway emphasizes the crucial necessity for effec-
tive cybersecurity strategies and measures tailored to multifunctional UV fleets. Trusted
authentication systems, lightweight cryptographic protocols, AI-based waveforms, and
blockchain technologies emerge as effective security methods.

Future research in this field aims to enhance proposed strategies, adapting them
to evolving threats and refining attack models in the dynamic cyber environment. The
analysis of cyber-attacks and countermeasures using the IMECAmethodologyhighlights
the need for further improvement and development. Upcoming research will focus on
creating a model and methodology for evaluating countermeasures, enhancing their
effectiveness against cyber threats.

This ongoing process involves identifying and analyzing attack types, developing
responsive strategies, and creating criteria with expert assessments to evaluate the cur-
rent protection level. The goal is not only to assess but also to adapt countermeasures
for more effective defense against diverse attacks. Future research aims to establish a
system capable of predicting and analyzing threat evolution for swift responses to new
cyberattacks, minimizing their impact on fleet of UV security. Overall, the continued
work seeks to elevate protection levels and ensure safe different of UV operation across
various scenarios.
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Abstract. As the CubeSat concept became very popular among academia, busi-
ness, and the military, its problems demanded solutions. The key challenge for
the CubeSat avionics is its power budget and power consumption. The authors in
the article provide a comprehensive overview of the existing solutions for power
management via a satellite onboard computer (OBC) task scheduling and point
out their limited use. At the same time, the authors concentrate on less widely
described hybrid hardware and software methods of OBC power and frequency
control. Using the developed by the authors OBC “Falco” which is based on
Atmel’s ATSAMV71Q21B processor, the authors propose a mathematical model
that helps to define and prove the potential power saving via the supply voltage and
operation frequency control of the processor, namely Dynamic Frequency Scaling
(DFS) and Run-To-the-Dark (RTD) methods. Via conducting the experiments, by
computing a defined classical computation task at different supply voltages and
operating frequencies of the OBC’s processor, the authors have defined a poten-
tial energy-saving range. Concluding the experiment with its results, the authors
define the next steps that will combine an RTOS scheduling approach and the
author’s DFS and RTD approach to potentially design a more overarching and
efficient model for power saving. The key aim of the paper is to propose a method
of optimization problem solving to determine the energy-efficient mode of the
CubeSat on-board computer.

Keywords: CubeSat · nanosatellite · efficiency · OBC · Falco · SSA · energy
model · power · ATSAMV71 · DFS · RTD

1 Introduction

1.1 A CubeSat Concept

CubeSat standard [1] whichwas launched in 1991 by CalPoly has become a very popular
way of near-space exploration and low-earth orbit (LEO) research. Being a parasitic load
for the big space rockets and thus making the orbit delivery very cheap, CubeSats are
used by the military, commercial firms, and academia today. Since the program started,
there have been more than 2400 satellites at the LEO [2].
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A typical CubeSat is a sub-class of nanosatellites that are defined by their size of
being 1U to 12U in size, where 1U is 10 × 10 × 10 cm. The concept of the CubeSat
is to enclose all small spacecraft avionics as well as actuators and payload into an inner
perimeter of the xU (where x is 1 to 12) construction. From the outer perimeter, a CubeSat
is normally represented by solar panels, and antennas and tailored to a specific payload,
optical and electro-mechanical sensors (Fig. 1).

Fig. 1. A typical 1U CubeSat Look (EnduroSat)

CubeSats appear to be fast transitioning beyond their initial role as low-cost educa-
tional and technology demonstration tools. They are now serving as platforms for high-
quality scientific experiments, commercial applications [3, 4], major communication
satellite constellations [5], and military satellites [6]. This shift is driven by advance-
ments in hardware miniaturization, higher hardware integration levels, rising computa-
tion power, and over 15 years of research and innovation. While presenting new oppor-
tunities, it also poses challenges for the research community, companies, academics,
and national space agencies, particularly in enhancing the reliability and efficiency of
the technology, as well as the complex development [20], testing and commissioning
process.

1.2 Onboard Energy as the Key Satellite Constraint

One of the main problems of any, but in particular a CubeSat type, satellite – is its on-
board energy budget that is the scarcest resource during the entire satellite lifecycle. As
the complexity of the CubeSat grows, more payload is planned for it, and more energy
is required to be able to acquire, process, and communicate the payload work results to
the ground stations.

As the size of a CubeSat is given, namely 1 to 12U, and the efficiency of the solar
panels is assumed to be pretty similar, the amount of the onboard energy for a defined
satellite size is therefore given too. In this situation, the onlyway tomake aCubeSatmore
advanced and more capable, in terms of the more complex payload, is to use onboard
energy in a smart manner.

The fact that there are hundreds of 1U satellites at the LEO, means that the typical
power from four 10 × 10 cm solar panels is enough for the satellite operation. There
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are even 0.25U satellites that are capable of making their missions with a very limited
amount of solar power. However, making the analysis of the popularity of the different
sizes of the satellites – the most popular size is still 3U as it provides both freedom
for the more complex payload and also for the bigger amount of the harvested energy,
obviously due to its bigger solar panels surface.

The typical power budget for the 1U to 3UCubeSat is 2 to 8Wwhereas the academia
satellites are definitely at a lower end of this range. At the same time the computation-
heavy CubeSats, i.e. the ones that do image processing and based on FPGA, might
consume up to 12,5 W of energy [9].

Such an orthogonal problem of the required and available power balance, requires
a serious design approach, constraint-based implementation, and verification and
validation of the entire CubeSat small spacecraft avionics (SSA).

1.3 State-of-the-Art Approaches to the Analysis and Synthesis of Hard Real-Time
Systems

As a typical CubeSat is a complexmachine – it’s SSA consists of several different boards
that are all consuming onboard energy. Having the majority of the SSA boards being
powered by their own micro-controller unit (MCU), they are still logically controlled by
the on-board computer (OBC) board. The OBC is responsible for the overall electronics
and software orchestration and thus is a key component to gain or lose the energy.

Another key component is the electrical power system (EPS) itself where the power
conversion is done. Different EPS efficiency and control models are well described in
the comprehensive researches [8, 11, 12] and in general very well optimized. As many
CubeSats are using COTS EPSes, mainly due to its complexity of development, testing
and verification and validation, we will not concentrate on that matter in this article.

Whether some of the OBC designs are multi-MCU or the combinations of MCU and
FPGA [9] or even a mini-computer based on a CPU or even a smartphone [19] – all of
the OBC designs require minimization of their power consumption.

There are few key approaches on how to use energy in a balanced manner – either
by scheduling the planned OBC tasks (and corresponding SSA) in a smart manner, or
generally optimize the power consumption by several different mixed hardware and
software techniques.

The scheduling optimization is a widely addressed task and concentrates on an
approach that helps to plan the tasks to be executed at a point of time where either
the energy is available (i.e., during the energy generation by the solar panels), or the
particular task has to be executed due to its priority definition and thus other tasks must
be put on hold. Many of such scheduling algorithms are based on typical priority-based
scheduling of tasks in operation systems (OSes), like unmet system capacity (USC) [18]
assessment, some use even a deep reinforcement learning (DRL), or more advanced
graphs-based methods, i.e., branch-cut-and-price ones. [10] Many of these algorithms
are heavily loaded by the need of solving mixed-integer linear programming (MILP)
[13] and thus are pretty resource demanding by themselves. The other drawback of the
majority of the revised approaches is a desire of finding a global optimal solution that
doesn’t count on a specific platform or/and operation system.
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The second method of the power optimization is a mix of hardware and software
techniques that utilizes a variety of different MCU’s power modes, clocking control
strategies, and overall smart peripheral power control. Let’s look into the most potential
ones for the developed by the authors OBC platform called Falco.

The review [21] provides the following classification of energy saving methods and
techniques of the mentioned above type:

1. DVFS methods (dynamic voltage and frequency scaling) and power-aware schedul-
ing.

2. The use of low power consumption modes, called power mode management (PMM),
or dynamic power management (DPM).

3. Microarchitectural techniques to conserve energy in individual components, such as
memory.

4. The use of multi-processor SSA architectures to use barely required computation
resources [14].

5. The use of non-traditional computers, such as DSP or GPU FPGAs.

In this article, we will limit ourselves to studying only dynamic power management.
And the only platform we will concentrate on will be the developed by the authors OBC
platform called Falco.

2 The On-Board Computer Based on the CDHM Platform “Falco
SBC 1.0”

In order to make an On-Board Computer power effective, the proper power management
both for the software and hardware peripherals shall be designed and developed. It is
very seldom when the entire computation power, i.e., an entire available system time,
is required to make all required mission calculations and thus – power optimization for
the system idle time shall be considered.

In a microcontroller with the FreeRTOS operating system, the management of a
limited energy budget is managed by hardware and software [22] When a task is waiting
for an interruption or the end of a time interval, it is blocked. If all tasks enter the
blocked state, FreeRTOS will execute the idle task with the lowest priority. Therefore,
when the processor is idle, the idle task can put the processor into a power-saving mode.
This mechanism can be useful in some scenarios, but if the clock speed is too high, the
processor will waste energy and time to enter and exit the standby mode. Therefore,
saving power by using this mechanism will not be useful. Therefore, to provide an
appropriate energy saving mechanism, the technique of idling without a system tick
was introduced - “Tickless idle [23]”. The technique uses a time tracking mechanism to
turn off the source of clock source for a certain period of time to put the processor into
hibernation mode, until an external interrupt or a higher priority kernel interrupt occurs.

In [20], useful techniques for measuring the time spent on such service operations
such as interrupt handling and thread switching delays for virtual machines. They will be
further adapted for a computing platform based onATSAMV71Q21 chip. Devices based
on the ATSAMV71Q21 chip have three low power saving modes, which can be selected
programmatically: Sleep, Wait and Backup modes. In Sleep mode, the processor stops,
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and all other functions can work. In Wait mode, all clocks and functions are stopped,
but some peripherals can be configured to wake up the system based on predefined con-
ditions. This feature, called “SleepWalking”, performs a partial asynchronous wakeup,
thus allowing the processor to come out of sleep mode only when only when needed.
The Backup mode includes 32-bit low-power Real-time Timer (RTT), Real Time Clock
(RTC), and wake-up logic. In addition, the device can meet the most stringent require-
ments in this mode Key-Off while maintaining 1 KB of SRAM. To optimize power
consumption, the clock system has been designed to support different clock speeds for
selected peripherals. In addition, the processor and bus clock speeds can be changed
without affecting processing, such as USB, U(S)ART, AFE, and the timer counter [14].

3 The Method of Optimizing CubeSat On-Board Computer Power
Consumption Under Hard Real-Time Constraints

Suppose that for a hard real-time system, we know the time needed to perform scheduled
tasks in a specific time interval at the maximum clock frequency of the processor. Then,
to save energy, we need to choose between applying dynamic frequency regulation or
using an energy-saving mode.

3.1 The Experiment Plan

Aim of the experiment: Construction of mathematical models for further solving the
optimization problem of determining the energy-efficient mode of operation of the on-
board computer. The optimization criterion is the minimum power consumption of the
on-board computer using different energy-saving modes:

P(η) = min(PDFS(η),PRTD(η),PDFS+RTD(η)), (1)

where η - relative CPU time costs sufficient to warrant real-time constraints;
PDFS(η),PRTD(η),PDFS+RTD(η) - energy costs for the operation of the on-board

computer if the following approaches are used to save energy:

– dynamic frequency scaling (DFS);
– race-to-dark algorithm (RTD) (sometimes Race-to-sleep) executes tasks as fast as

possible so that the processor can be put into a sleep mode that minimizes leakage
current [14];

– combined algorithm (DFS + RTD), when the software sets the minimum possible
clock frequency after working at themaximum frequency before going to sleepmode.

As a result of the experiment, it is necessary to build:

– dependences of the power consumption of the on-board computer on the clock
frequency and power supply voltage in active mode and low-power sleep mode:

PActive(U, f), PSleep(U, f), (2)
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– dependence of the time required to perform a certain computing job on the clock
frequency of the processor concerning the time spent performing the same job at the
maximum frequency:

kT(f) = T(f)

T(fmax)
, (3)

where T(f), T(fmax) - time spent on the job at two frequencies;
The articles [15, 16] outline several essential points regarding the dependence of

processor power consumption (P) on supply voltage and clock frequency, the main of
which is as follows: processor power consumption is directly proportional to the square
of the supply voltage and proportional to the clock frequency:

P = ACV2f + VIleak (4)

In the linear model, the time (T) to solve a task on a microprocessor is proportional
to the number of machine commands (n) and inversely proportional to the product of
the number of required cycles per command (c) by the clock frequency:

T(f) = n

c
· f−1. (5)

Deviation from the theoretical model can be observed due to the action of many
factors, such as a delay during interaction with memory or external devices due to their
limited speed, the operation of cachememory, etc. As a result, the actual power exponent
(af) obtained from experimental data will differ from the theoretical one, −1.

T(f) = T(fmax) ·
(

f

fmax

)af
⇒ kT(f) =

(
f

fmax

)af
. (6)

3.2 Measurements Technique

Measurements weremade for all possible combinations of processor clock frequency – f,
MHz and supply voltage – V, V, which are allowed in the technical documentation for
the processor [17]:

f ∈ {30, 100, 200, 300}, V ∈ {1.8, 2.4, 3.0, 3.3}.
The experiment was carried out on a platform that performed only one periodic job.

As a load job, we used the task of sorting an integer array using the bubble algorithm,
after which the instruction Wait for Interrupt (WFI) switched the processor to Sleep
mode; when the processor functions are stopped, the peripheral clocks were enabled,
and the current consumption in this mode is hardware-dependent. An on-board timer
interrupt triggers processor wakeup.

To measure the time intervals and the electrical power consumed by the onboard
computer, a Keithley 2281S high precision DC bench power supply is used that guaran-
tees the accuracy of the measurements: time intervals - not worse than 15 ms, and the
consumed electric power - no worse than 0.0001 W.

As an example of the primary results we obtained, we propose Fig. 2. The primary
results have sufficiently high accuracy; the error of measuring time intervals does not
exceed 2%, and the power consumption root mean square deviation is no more than
0.1%
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Fig. 2. Primary experimental results: power measurements for frequency 300MHz, voltage 3.3 V

3.3 The Mathematical Model

Power Consumption. In contrast to the recommended model (4), it was possible to
achieve a bettermatch betweenmeasurement results and calculations using the following
equation (Fig. 3, Table 1) both for the Active mode and for the Sleep mode of the
microcontroller used, with the different coefficients:

P(V, f) = a1Vf + a2V
2 + a3V. (7)

Fig. 3. Experimental data and the constructed model calculations (green color - Active mode,
red – Sleep mode)
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Table 1. Model coefficients a1, a2, a3 and coefficient of determination - R2

a1 a2 a3 R2

Active mode 0.0001607 0.026005 −0.042979 0.99965

Sleep mode 0.0000593564 0.025951038 −0.044252153 0.99927

The time required to perform specific computing work at a clock frequency
other than the maximum requires the determination of only one coefficient - the
exponent af = −0.8178 (Fig. 4). This coefficient does not depend on the supply
voltage, so each point on the graph corresponds to all four possible voltage values
{1.8, 2.4, 3.0, 3.3}.

Fig. 4. The relative coefficient of increase in calculation time when the processor’s clock
frequency is reduced.

When dependencies (2) are built, it is possible to determine the components of the
minimum power consumption criterion of the onboard computer when using different
power saving modes as follows:

PDFS(η,V, f) = PActive(V, f∗), where f∗ = fmax · ηaf ,

PRTD(η,V, f) = η · PActive(V, f) + (1 − η) · PSleep(V, f),
PDFS+RTD(η,V, f) = η · PActive(V, f) + (1 − η) · PSleep(V, fmin).

(8)

3.4 Results and Discussion

We consider the main result to be the fact that we obtained an optimistic assessment
of the possibility of energy saving due to the use of software control of the computer’s
operating modes, namely:
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– dynamic frequency scaling (DFS);
– race-to-dark algorithm (RTD) (sometimes Race-to-sleep) executes tasks as fast as

possible so that the processor can be put into a sleep mode that minimizes leakage
current [14];

– combined algorithm (DFS + RTD), when the software sets the minimum possible
clock frequency after working at themaximum frequency before going to sleepmode.

This estimate (Fig. 5) is optimistic, as it does not consider the expenses for the work
of the scheduler and dispatcher of the operating system. At the same time, the obtained
quantitative results are the basis for optimizing the computer hardware components
design.

The obtained quantitative results indicate that the use of DFS is more beneficial than
RTD, but it is necessary to consider that DFS use will reduce the system’s reactivity.
Therefore, it is necessary to find a certain compromise between energy saving and the
system’s reactivity.

An auxiliary result is the proposed methodology for performing similar assessments.

Fig. 5. Dependence of the onboard computer saved energy on η when using different energy
saving modes.

4 Conclusions and Further Work

The power consumption of the onboard computer of the student nanosatellite must be
reduced, both at the expense of the hardware and the software part.

In the article, we compared the energy-saving capabilities of a specific computing
platform, “Falco SBC 1.0” when using different methods, namely dynamic frequency
scaling (DFS), race-to-dark (RTD), and combined algorithm. The criterion for choos-
ing the control algorithm was the minimum energy consumption under conditions of
guaranteed fulfillment of the real-time systems constraints.
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Mathematical models were created to capture the relationships between power con-
sumption, clock frequency, supply voltage, and computation time. These models made
it possible to formulate and solve the optimization problem quantitatively.

DFS is themost effective solution froman energy-savingpoint of view.The combined
method does not significantly differ from the DFS, but simultaneously, the system’s
reactivity deteriorates, so it is necessary to look for a certain compromise considering
specific application requirements.

The disadvantage of our work is that the results obtained are idealized since they
do not consider the additional overhead costs of the scheduler and dispatcher of the
multitasking operating system.

Nevertheless, the methodology developed here to analyze the simulation, measure-
ment, and optimization of onboard computer power consumption can be a basis for reuse
in evaluating other hardware/software platforms.

As a further development of the work, we are planning three directions:

– The first one is a study of a computer’s energy consumption in processor operating
modes, such as Wait and Backup.

– The second andmain one is determining overhead costs for operating amulti-threaded
real-time operating system, which is more complicated. Predicting behavior in real-
time is very difficult; tasks may be completed more slowly than expected; they may
crash during execution or experience unexpected delays.

– The third one will be concentrated on research of flexible power control of the other
than processor facilities of the computer, i.e. memories, communication interfaces,
and others.

Addressing these issues in multi-threaded real-time operating systems is an essential
area of research.
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Abstract. In the conditions of martial law and economic instability, there is a
need to shorten the life cycle of a complex technical items. The task of optimising
the design processes of the high-tech products which produced is set and solved.
The goal of the research is the development of an optimisation modal for the for-
mation of the architecture of science-intensive products based on the component
approach. The work shows the necessity of using formalised experience of past
developments at the early stages of creating a new technical system. By decom-
position, the complex object is divided into smaller parts in order to obtain the
architecture of a new product. The experience of past developments can be rep-
resented by already successfully implemented projects, information about which
is available to the project organisation. Implemented projects are also subject to
decomposition in order to obtain ready-made components for reuse. Taking into
account that the process of creating high-tech products architecture of which has
a hierarchical structure, is considered, options for reusable components must be
selected at individual levels of product detail. The following mathematical models
and methods are used: system analysis, optimisation, integer (boolean) program-
ming, multi-criteria optimisation, expert assessment, classification. The proposed
optimisation model for the architecture formation, based on the component app-
roach, will allow to optimise the decisions made at the design stage of complex
product and generally reduce the duration of the life cycle.

Keywords: high-tech products · shortening the life cycle of new technique ·
component approach · design · architecture of a technical product

1 Introduction

In modern approaches to creating complex technical systems, there are tendencies to
reduce product development time [1], and consequently, to shorten the product life circle.
The current situation is especially relevant for high-techmilitary product assignment [2].
The life cycle design stage is the most important stage in product creation [3, 4]. The
design task involves the resolution of many controversial requirements and is aimed at
creating the architecture of a new complex product [5, 6].
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Consequently, there is the need of newmethodology for designing the architecture of
complex technical systems, which will improve the quality and timing of early decisions
on project development.

Problem Statement. To begin with, existing approaches and tendencies in design
should be considered [7, 8]. Modern approaches and methodology to design are focused
on taking into account all stages of the life cycle up to disposal of designed object [9, 10].
Knowledgemanagement, obtained as a result of production activities is aimed at integrat-
ing data into design process [11]. A multi-stage manufacturing environment is directly
dependent on decisions made at the early stages of product creation, which prevent pricy
defects from occurring [12]. The product life cycle modelling process may involve data
mining techniques and the development of new design at an early design stage [13]. Such
intelligent design methods are aimed at assessing the safety of the decision being made
[14]. Requirements for a design at different stages of life cycle stages are controversial.
When supporting the planning process for the integration of complex aircraft systems,
the requirements can be presented in the form of functional-logical-physical model [15].
At the same time, the task of designing an object according to technical specifications
contains requirements, which usually given in the form of inequalities. If no suitable
solution exists, it is recommended to look for a new object structure diagram or change
the requirements. Existing design methodologies [16] aim to analyse existing products
in terms of their functional and physical architecture. Functional components are iden-
tified and functional analysis is performed. An important aspect in the implementation
of the life cycle of complex product is tracking communication links both within the
enterprise and among all the teams involved in the manufacture of products [17]. Quite
often the problem of assessing manufacturability of complex products is solved with the
help of expert systems [18, 19].

The proposed methods and approaches are effective for solving particular tasks, but
donot provide a formalised description of the solution to the optimisation task of reducing
the time required for the design stage of a complex technical product. And also, not
enough attention is paid to systematisation and formalisation of the component approach
[20] with the detection of its qualitative characteristics. The purpose of this article is to
consider the early stage of a technical product design with the view to constructing an
optimisation component-oriented model for the formation of the architecture of science-
intensive products, which will, in the future, lead to a reduction in the life cycle of
high-tech products.

2 Materials and Methods

When creating newmodels of science-intensive technology, many developers intuitively
use the experience of past developments in form of approved design solutions [21]. Using
positive experience reduces financial expenditures and shortens design time. But a new
product introduces new functional tasks which cannot always be solved using ready-
made decisions. The timing of the entire project largely depends on the timing of the
implementation of new components.

In order to solve the tasks of reducing the design stage, this work offers an opti-
misation component-oriented model for the formation of the architecture of high-tech
products (Fig. 1).
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The life cycle of creating a complex technical system

Technical task Design (SRW, EDW) ...

Analysis of customer 
requirements
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architecture of a specific project

Selection of optimal RCs
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basic product

Testing of the basic product

Test

Experienced operation, 
transfer to the customer

Creation of new 
(innovative) 
components

Fig. 1. Optimisation component-oriented model for the formation of the architecture of high-tech
products

Here the main component elements of the proposed optimisation model are
considered.

Technical Task. The first stage of the project implementation is the development
of its concept [22]. The formation of a project concept requires the construction of
many forecasts, including a prediction of the state or behaviour of external systems,
interacting with the design object, a prediction of the development of competing or
opposing systems, prediction of the degree of influence of various risk-generating factors
[23] etc. Therefore, an important part of the design process is the analysis of the entire life
cycle of the object being created, allowing not only to estimate its possible service life, but
also to take into account environmental factors that may influence design decisions [24].
In the beginning of the development cycle of complex technical systems, it is necessary to
find a solution to the problem of choosing a product design taking into account customer
requirements. At this stage, based on market needs, a technical specification (TS) is
formed, which is subsequently analysed. The TS is formed upon agreement between the
requirements of the customer and the contract. The TS outline the basic requirements and
characteristics of the product. This includes the data necessary to form the component
architecture of a complex technical product.
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Formation of Requirements for a Specific Project, Their Coordination with the
Customer.The requirements for the creation of newproduct can be classified into various
groups: economic requirements are associated with optimising the cost of developing
a new product, taking into account the active use of the component attitude (searching
for the cost-optimal multi-level component composition of the product); organizational;
technological requirements are related to the creation of a new design model based
on component approach, with the help of which the life cycle of a new product is
optimisation, etc.

In system design, when harmonising requirements, the general Task can be described
by set of formalised Task = <M, A, E, S, X, Y>, where M—a set of models of the
design object; A—a set of initial data; E—set of restrictions; S—set of design solutions;
X—set of evaluations of design solutions; Y—set of decision procedures.

Formation of Multiple Components Used, Allocation of Reusable Components
(RCs).The formationof numerous ready-made solutions canbe represented as a complex
multi-stage process based on the use of a number of methods. It is assumed that there is a
precedent base (database) [25], which contains open information on existing projects for
creating complex technical systems. Initially, it is necessary to identify many successful
projects (technical items), at the first level of decomposition (at the level of the product
itself), as analogues for their further more detailed examination.

Project1 =
{
Project11 ,Project

1
i , ...,Project

1
s

}
, (1)

where s – number of selected projects at the first level of decomposition.
The choice of analogues must be carried out according to certain indication. Among

which we can highlight the following: identity of the functional purpose of the product;
close list of tasks to be solved; similarity of architecture (structure and composition of
elements) of the analogue and the product being created; similarity of characteristics
(parameters) of the analogue and the created product.

The list of specified characteristics can be expanded for more thorough selection of
many analogues. To solve the problem of selecting analogue projects on given charac-
teristics is carried out with the help of experts. Each feature is assigned the weighting
coefficient for the significance of the feature. Then each project from the precedent
database is graded according to the selected criteria (features). The assessment can be
presented on both quantitative and qualitative scales. After evaluating the project, it
is possible to use lexicographic streamlining of analogous projects to create complex
technical systems. As a result of lexicographic streamlining, a certain set of projects
can be identified, from which reuse components will be selected in the future. Among
the options for solving tasks of selecting analogue projects, the use of classification
methods are possible [26, 27]. In this case, a cluster of projects is determined based
on the weighting coefficients of the features and their ratings given by experts. Ratings
are converted into a numerical scale and rationed. After this, the degree of similarity
between analogous projects and the created technical sample is calculated. The option
of calculating one additive (generalised) criterion to determine the degree of similarity
is also not excluded.
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Identification of a preliminary set of Project 1 close analogues of complex technical
products make it possible to narrow the scope of the search for precedents at the compo-
nent level when synthesising the architecture of a new technical product. After receiving
a preliminary set of precedents, a process of functional and criterion decomposition
of the created technical products is carried out into their constituent components and
private criteria that characterise the properties, necessary to solve functional tasks, are
generated. This gives an opportunity to look for relevant precedents at lower levels and
find suitable precedents for the components, identified as a result of the decomposition
process.

Using functional decomposition, you can split any product into individual compo-
nents. Depending on the decomposition level, the architecture of complex technical
product can be represented as a set of main components inherent in this level.

For conducting the architecture decomposition of a technical system, a set-theoretic
description can be used [28, 29]:

{
Kj
i

}
=

{{
Kj+1
1

}
, . . . ,

{
Kj+1
i

}
, . . . ,

{
Kj+1
nj

}}
, (2)

where
{
Kj
i

}
is a subset of components of a complex component of j-th level of product

architecture decomposition;
{Kj+1

1 } is a subset of nested lower-level component;
j = 1,L is number of product decomposition level;
L is a number of levels of detail in the product architecture.
As a result of decomposition of finished samples from a preliminary sat of precedent

bases, the classification of components in relation to the product being created may
contain the types of components [30] presented in Fig. 2:

Complex (complex components)

Very old components (obsolete components 
for which subsequent decomposition does 

not make sense)
Old components (proven technical 

solutions) that can serve as RCs

New components that went 
through a full cycle of design 

work and were introduced for the 
first time within the framework 

of this analogue model

Simple components that are not subject to 

Fig. 2. Classification of components of analogue samples from an allocated set of analogue
projects

Thus, complex «old» and «new» components, as well as their components, located at
a lower level of decomposition, can be used as RCs. The selection of RCs which can be
used when creating a new complex product is carried out at various levels of the product
architecture from the top to the bottom levels. Consequently, many alternative RCs are
formed for each level of the architecture of the product being created. For each component
that can be used as RC, a list of characteristics (functional decomposition) is identified,
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which, according to certain criteria, can be comparable with the requirements for the
component of the technical systembeing created. Someof themost important criteria that
can be identified are: the identity of the functional purpose of the analogue component
when creating the architecture of a new product and the similarity of the characteristics
(parameters) of the analogue component and the component of the product being created.
The proposed criteria may be assessed by experts using both quantitative and qualitative
ratings scales.

The characteristics of the created product and analogue component can be described
in the form of a tuple of their technical specifications:

Kj
i =

〈
v1, v2, ..., vsji

〉
, (3)

where v1, v2, ..., vsji
is values of technical characteristics (requirements);

sji is number of characteristics (requirements) of the j-th component of the product
architecture decomposition level.

In addition, in the process of selecting RC, it is necessary to take into account other
indicators: the duration of adaptation of the PC to the requirements for the component
of the technical product being created, the cost of adaptation, the quality of the obtained
component after adaptation, its competitiveness, innovativeness, the risk of performing
design work to adapt the RC.

Let’s introduce a boolean variable xdij , showing the choice d-th analogue component
as RC of the j-th decomposition level of the component architecture of the product of
i-th component name. Meanwhile:

xdij

⎧⎨
⎩

1 − means to select the d - th th analogue component as the PC
of the j - th level of detail of the component architecture;

0 − otherwise (no choice).
(4)

In its turn:
ij = 1, nj, ij is the number of the component type at the j-th detail level of the created

product, nj is the number of components at the j-th decomposition level of the created
product;

dij = 1,mij , mij is the number of alternatives for choosing the i-th type of RC at the
j-th decomposition level of the architecture of the product being created;

j = 1,L, L is the number of product architecture detail level.
Furthermore, it is necessary to take into account

mij∑
d=1

xdij = 1, (5)

which means compulsory choice one of the possible alternatives to the RC.
Let’s enter the following characteristics to analyse the process of adaptation of the

RC:
tdij is the duration of the adaptation, connected with the selection of the d-th com-

ponent as a RC for the i-th type of component at the j-th detail level of the component
architecture of the product being created;
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zdij is the cost of implementing adaptation of the RC in the case of choosing the d-th
component as the RC for the i-th type of component of the j-th detail level;

pdij is the quality of product (component) in case of choosing the d-th RC for i-th
type of component of the j-th detail level for adaptation;

qdij is competitiveness of products (component) connected with the choice for
adaptation of the d-th RC of the i-th type of component of the j-th detail level;

hdij is product (component) innovativeness, connected with the choice of the d-th
RC for adapting the i-th type of component at the j-th detail level;

rdij is the risk of carrying out design work to adapt the d-th RC of the i-th type of
component at the j-th detail level of the component architecture;

gdij is the identity of the functional purpose of the d-th analogue component and the
required i-th type of component of the j-th detail level;

kdij is the similarity of characteristics (settings) of the d-th RC of the required i-th
type of component at the j-th detail level when creating the architecture of a new product.

Then the choice of RC for adapting the i-th type of component of the j-th detail level
of the component architecture of the created product can be assessed as follows:

Tij = ∑
d
xdij tdij ,Zij = ∑

d
xdij zdij ,Pij = ∑

d
xdij pdij ,Qij = ∑

d
xdij qdij ,

Hij = ∑
d
xdij hdij ,Rij = ∑

d
xdij rdij ,Gij = ∑

d
xdij gdij ,Kij = ∑

d
xdij kdij .

(6)

For the reasonable choice of RC, and taking into account all the features of the RC
adaptation process, it is necessary to optimise the selected indicators. Let’s minimise the
duration of RC adaptation to a new project through rational RC choose:

minTij =
∑
d

xdij tdij , (7)

with implementing requirements Zij ≤ Z ′
ij
, Pij ≥ P′

ij
, Qij ≥ Q′

ij
, Hij ≥ H ′

ij
,Rij ≤ R′

ij
,

Gij ≥ G′
ij
, Kij ≥ K ′

ij
.

where Z ′
ij
is the acceptable cost for RC adaptation of the i-th component type of the

j-th detail level of the architecture of the product being created. The acceptable values
of the remaining selected indicators can be presented in the similar way. Let’s minimise
the expenditure of adapting the RC to a new project:

minZij =
∑
d

xdij zdij , (8)

with implementing requirements Tij ≤ T ′
ij
, Pij ≥ P′

ij
, Qij ≥ Q′

ij
, Hij ≥ H ′

ij
,Rij ≤ R′

ij
,

Gij ≥ G′
ij
, Kij ≥ K ′

ij
.

where T ′
ij
is permissible duration of the i-th component type of the j-th detail level

with creating the architecture of a new product.
In similar way, it is necessary to obtain the maximum indicator of quality, competi-

tiveness and innovation, identity of functional purpose, similarity of RC characteristics
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(parameters) of the i-th component type of the j-th detail level. Let’s minimise the risks
of conducting the design work to adapt the RC:

minRij =
∑
d

xdij rdij , (9)

with implementing requirements:
Tij ≤ T ′

ij
, Zij ≤ Z ′

ij
, Pij ≥ P′

ij
, Qij ≥ Q′

ij
, Hij ≥ H ′

ij
,Gij ≥ G′

ij
, Kij ≥ K ′

ij
.

At the next stage, multi-criteria optimisation is produced to ensure the optimal choice
of RCs in conditions of reducing the design stage of a new complex product. To do it,
let’s enter a complex criterion in the form of a sum of individual indicators:

Fij = αTij
T̂ij + αZij

Ẑij + αPij
P̂ij + αQij

Q̂ij + αHij
Ĥij + αRij

R̂ij + αGij
Ĝij + αKij

K̂ij ,

where αTij
, αZij

, αPij
, αQij

, αHij
, αRij

, αGij
, αKij

are weighting coefficient
Tij , Zij ,Pij ,Qij ,Hij ,Rij ,Gij ,Kij , obtained through expert assessment of their impor-
tance. While:

0 ≤ αTij
≤ 1, 0 ≤ αZij

≤ 1, 0 ≤ αPij
≤ 1, 0 ≤ αQij

≤ 1,

0 ≤ αHij
≤ 1, 0 ≤ αRij

≤ 1, 0 ≤ αGij
≤ 1, 0 ≤ αKij

≤ 1.

αTij
+ αZij

+ αPij
+ αQij

+ αHij
+ αRij

+ αGij
+ αKij

= 1.

(10)

Adaptation indicators T
∧

ij ,Z
∧

ij ,P
∧

ij ,Q
∧

ij ,H
∧

ij ,R
∧

ij ,G
∧

ij ,K
∧

ij are normalised (converted
into a dimensionless scale 0 ÷ 1):

T̂ij = Tij−T∗
ij

T′
ij−T∗

ij

, Ẑij = Zij−Z∗
ij

Z ′
ij
−Z∗

ij

, P̂ij = P∗
ij
−Pij

P∗
ij
−P′

ij

, Q̂ij = Q∗
ij
−Qij

Q∗
ij
−Q′

ij

Ĥij = H∗
ij
−Hij

H∗
ij
−H ′

ij

, R̂ij = Rij−R∗
ij

R′
ij
−R∗

ij

, Ĝij = G∗
ij
−Gij

G∗
ij
−G′

ij

, K̂ij = K∗
ij
−Kij

K∗
ij
−K ′

ij

(11)

where, in its return, T ∗
ij
, Z∗

ij
,P∗

ij
,Q∗

ij
,H∗

ij
,R∗

ij
,G∗

ij
,K∗

ij
is the extreme value of indicators,

obtained by local optimisation at the previous stage. It is necessary to minimise the
complex criterion Fij taking into account the requirements for reducing the design stage
of a new complicated product, through optimal adaptation of the RC:

minFij , (12)

Fij = αTij
T̂ij + αZij

Ẑij + αPij
P̂ij + αQij

Q̂ij + αHij
Ĥij + αRij

R̂ij + αGij
Ĝij

+αKij
K̂ij = αTij

Tij−T∗
ij

T ′
ij
−T∗

ij

+ αZij

Zij−Z∗
ij

Z ′
ij
−Z∗

ij

+ αPij

P∗
ij
−Pij

P∗
ij
−P′

ij

+ αQij

Q∗
ij
−Qij

Q∗
ij
−Q′

ij

+αHij

H∗
ij
−Hij

H∗
ij
−H ′

ij

+ αRij

Rij−R∗
ij

R′
ij
−R∗

ij

+ αGij

G∗
ij
−Gij

G∗
ij
−G′

ij

+ αKij

K∗
ij
−Kij

K∗
ij
−K ′

ij

with fulfilling restrictions Tij ≤ T ′
ij
, Zij ≤ Z ′

ij
, Pij ≥ P′

ij
, Qij ≥ Q′

ij
, Hij ≥ H ′

ij
,Rij ≤ R′

ij
,

Gij ≥ G′
ij
, Kij ≥ K ′

ij
.
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Thus, theRCs selection for the constituent elements of the designed product is carried
out at the considered decomposition levels.

Creation of New (Innovative) Components. In case if the RCs cannot be found,
it becomes necessary to create a new component, which can lead to increased risk, as
well as project duration and additional financial cost. When creating a new component,
it is necessary to conduct a full cycle of design work. The development of a component
involves carrying out scientific research work (SRW), during which the concept of the
component is developed, and experimental development work (EDW). The planning
stage of work on the realisation of a component allows to determine the timing of its
implementation, testing and transfer of the product element. Thus, the number and degree
of complexity, as well as the availability of qualified performers of new, currently non-
existent components to be developed, affect the duration of the project and, in general, its
feasibility.Wewill determine andoptimise the duration of obtaining innovative solutions.
To find optimal solutions, it is necessary to evaluate the rational choice of measures
(actions) from the set of existing ones for a given component. The contradictions lie
in the fact that new components make it possible to increase competitiveness of the
product, but, at the same time, increase the risk of implementing a project to create
new equipment. Thus, we present the main indicators of i-th implementation type of
innovative component of j-th detail level of the component architecture of the created
product as follows:

Tij = ∑
λ

xλij
tλij ,Zij = ∑

λ

xλij
zλij ,Pij = ∑

λ

xλij
pλij

,

Qij = ∑
λ

xλij
qλij

,Hij = ∑
λ

xλij
hλij

,Rij = ∑
λ

xλij
rλij ,

(13)

where xλij
is boolean variable, corresponding to the choice of specific event to crest the

i-th new component type of the j-th detail level of the architecture of the product being
created:

xλij

⎧⎨
⎩

1 − means to select the λ - th event to create the i - th new component
at the j - th level of detail of the component architecture;

0 − otherwise (no choice).
(14)

λij = 1, eij , eij is the the number of alternatives for choosing project work to create
the i-th of new component at the jth decomposition level of the architecture of product
being created. A rational choice of measures will allow, depending on the indicator (T,
Z, Q, H, R), to optimise the design under the conditions of acceptable value of the main
indicators ′, Z′, Q′, H′, R′. To reduce the implementation time of new component, it is
necessary to find min T:

minTij =
∑
λ

xλij
tλij , (15)

in conditions of limited capabilities, connected with meeting the requirements presented
by the customer, in terms of other indicators:

Zij ≤ Z ′
ij ,Pij ≥ P′

ij ,Qij ≥ Q′
ij ,Hij ≥ H ′

ij ,Rij ≤ R′
ij .
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An important point in optimising the design process is the selection of possible
measures (design actions) for each i-th type of new component of the j-th detail level of
architecture of the product being created. To solve this problem, it is advisable to use
the opinions of experts on the creation on complex techniques. The ultimate goal of the
decision-making task when forming the architecture of a new product is to select the
best option from possible set (optimisation task). The criterion for the effectiveness of
decisions should take into account both the positive effect (the achievement degree of
the goal) and the cost of achieving it.

3 Conclusions

An analysis of existing approaches to implementing the life cycle of complex technical
systems was carried out. The main tendencies in the market for the creation of high-
tech products are highlighted. The design stage of the life cycle of high-tech product
is considered for the formation of its multi-level architecture, which includes many
reusable components. In this work, the following tasks were considered and solved:

1. An optimisation component-oriented model for the formation of the architecture of
high-tech products has been constructed, which is based on a component approach
and takes into account the positive experience of past developments. Guided by the
presented optimisation model, an approach to the formation of a set of RCs at various
levels of the hierarchy is proposed.

2. A model for the optimal RCs choice at the various levels of decomposition is pre-
sented. The selected RCs may be subject to further adaptation if the feasibility of
implementing such design decisions is determined. The model takes into account
the following indicators: the duration of RCs adaptation to the requirements for the
component of the technical product being created, the cost of adaptation, the quality
of the resulting component after adaptation; its competitiveness, innovativeness, the
risk of performing design work to adapt the RCs, etc. The model is based on the use
of multi-criteria optimisation.

3. As part of architecture of the product being created, there are always new (innovative)
components that carry the greatest risk. The work presents a model for the optimal
selection of project actions to create new solutions (components), based on expert
opinions. New components can be used in subsequent projects or order portfolios.

The occurrence of new optimisation component-oriented model for the formation of
the architecture of high-tech products allows the design time of a high – tech product
to be reduced, which, in turn, will lead to a reduction in the life cycle of the created
high-tech products.
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Abstract. The article is dedicated to the presentation of an engineeringmethodol-
ogy for the synthesis of control algorithms for digital electric drives ofmechatronic
devices of flying search robots. Usage of the algorithms proposed in the article
for correcting characteristics of the electric drive and the observer of the angu-
lar velocity and rotation angle of the rotor of direct current motor, included in
the mechatronic system of the electric drive of the orientation and stabilization
systems in a given position of the main rotor of the flying search robot or the
sensitivity axes of directional sensors (search sensors) of the same robot, makes
it possible to reduce the weight and dimensions of the digital automatic control
system for the electric drive and increase its reliability.

Keywords: Correction of dynamic characteristics of electric drives ·
Mechatronic devices · State observer · Digital automatic control of electric
drives · Computer modeling in state-space · Flying search robots

1 Introduction

1.1 Introduction to the Problem

Electromechanics of flying search robots (FSR) is actively modernized thanks to the use
of digitalmechatronic devices [1–5]. The number of digital electric drives ofmechatronic
devices on board of the multicopter exceeds several hundred [6–8].

Hardware modernization has practically reached its limit [9, 10]. It is possible to
significantly increase the speed and reliability of digital electric drives of mechatronic
devices, to reduce mass and size indicators with a negligible increase in energy con-
sumption only thanks to algorithmic modernization. For the segment of flying search
robots that use only electric energy or hybrid energy sources, it is extremely important
not to be energy-consuming.
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Success of search and rescue operations in areas of natural disasters in the absence
of telecommunication infrastructure is 80% determined by the effectiveness of the FSR
[11]. For flying search robots, increasing reliability of their functioning and accuracy
of identifying search object in the difficult conditions of a natural or man-made disaster
is primary importance. For this reason, the task of algorithmic modernization of digital
electric drives of mechatronic FSR devices, which are part of systems of orientation and
stabilization in a given position of FSR main rotors or sensitivity axes of directional
sensor (search sensors, which have a higher sensitivity in relation to the search object
compared to omnidirectional sensors). Algorithmic modernization makes it possible
to increase the reliability of mechatronic devices by replacing mechanical sensors with
algorithmic ones (state observers), reduce (in the limit reduce to zero) the delay in control
signal processing mechanisms.

The article makes a significant contribution to the development of promising engi-
neering methods for designing new and modernizing of the existing digital control
systems for the electric drives of mechatronic devices of flying search robots.

The article includes six sections. The first is an introduction. The second is devoted
to the analysis of the current situation in unmanned aviation (FSR), which relates to
the digital control of electric drives of mechatronic devices. In the same section, the
research problem is stated. And the third section outlines the methodology and example
of algorithmic modernization of digital electric drives of mechatronic FSR devices. The
fourth section discusses the results of the computer experiment. The fifth is devoted to
conclusions, and the sixth to prospects for further research.

2 Literature Review and Problem Statement

Currently, digital control of electric drives of mechatronic devices for unmanned air-
craft (including FSR) is carried out, at best, by digital proportional-integral-derivative
controllers (PID controllers) [11–17]. These digital PID controllers are parametrically
adjusted on mathematical models during periodic maintenance or at the request (com-
plaints) of the operator who controls the actions of FSR or based on the results of analysis
of objective control records [18–20]. Algorithmic correction of the dynamic character-
istics of the electric drive is not performed. To measure the angular velocity of rotation
of the rotor or the angle of rotation of the rotor of an electric drive, special mechanical
sensors (primary information sensors) are used, which do not have a sufficiently high
reliability and, at the same time, increase the mass of the electric drive. Thus, the urgent
task is to develop a methodology for algorithmic modernization of the digital electric
drive of mechatronic FSR devices.

Problem Statement: As an example, let us consider the control of the angular ori-
entation of the axis of rotation of one of the main rotors of a helicopter-type FSR
[21–25].

The task is to: reduce the time of the transient response in the main rotor orienta-
tion control channel; improve quasi-invariance indicators with respect to external dis-
turbances (reduce the amplitude of the burst in the rotor orientation angle caused by
external disturbances and the duration of this burst); minimize additional energy costs
which are caused by algorithmic correction of the dynamic characteristics of the electric
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drive for rotor orientation; improve the performance characteristics of the electric rotor
drive (by replacing mechanical meters of the turn rate and the angle of rotation of the
rotor orientation axis with an algorithmic one).

3 Engineering Methodology for Algorithmic Modernization
of a Digital Electric Drive

3.1 Stages of the Method

1. Use as a prototype a digital parametrically optimized controller of the type – dig-
ital proportional-integral-derivative controller (DPID controller). Build a computer
mathematical model of a digital automatic control system for an electric drive (DACS
- prototype) based on the DPID controller.

2. Perform parametric optimization of the DPID controller from the DACS prototype.
3. Synthesize the Lewinberger observer and connect it to the DPID - controller from

the DACS - prototype. DACS - the prototype with a connected Lewinberger observer
will be designated DACS0.

4. Using an internal correction circuit, adjust the dynamic characteristics of the electric
drive based on the usage of the most common engineering methods: state regulation
with the desired (given) characteristic equation (first method); modal regulation of
state (second method); linear quadratic control (third method). To make a computer
mathematical models of a digital automatic control system of the electric drive with
a DPID controller and a controller of the internal correction circuit in accordance
with the applied correction method. DACS numbering: DACS1; DACS2; DACS3 –
corresponds to the method number.

5. Perform parametric optimization of DPID controller 1, 2, 3 from DACS1, 2, 3
respectively, and connect the Lewinberger observer to controllers from DACS1, 2, 3.

6. Based on a computational experiment, compare the qualitative and quantitative
characteristics of the functioning of DACS0 and DACS1, 2, 3 with a connected
Lewinberger observer.

7. General conclusion.

3.2 Performing Stages of the Method

Stage 1. As a DACS prototype, we choose a system that consists of a direct current
motor (DC motor) and a DPID controller. The DC motor is an element of the electric
drive of a mechatronic device, which can be used to control the position of the axis of
rotation of the main rotor of the FSR. This type of DACS prototype is most often used
in FSR [17–20] and, in addition, the DACS with a DPID controller has the property of
first-order astatism (i.e., it is quasi-adaptive to step-like disturbances [26–29]).

As a mathematical model of a continuous control object, which is a DC motor, a
continuousMIMOLTI (multidimensional stationary)mathematicalmodel is considered.
Quantitative values of the parameters of the continuousmathematicalmodel ofDCmotor
are shown in Fig. 1 (see block 5). The input signals of block 5 are: the voltage supplied
to the DC motor armature (control via the armature circuit), which is supplied from the
output of the DPID controller (block 3.1), and the braking torque, which is supplied from
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block 2. The output signals of block 5 are: armature current i(t) and the angular velocity
of rotation of the armature (rotor) of the DC motor w(t) or its angle of rotation s(t). To
measure w(t) and s(t) in the DACS prototype, mechanical primary information sensors
are used, respectively, a digital tachogenerator (block 4.1, w(n) is the digital value of
the angular velocity of the DC motor rotor) and a digital rotation angle sensor (block
4.2, s(n) - digital value of the DC motor rotor rotation angle). The prototype DACS is a
dual-circuit system, in which the DPID controller is included in the internal circuit.

Fig. 1. Computer mathematical model of the DACS prototype, which shows the corresponding
simulation blocks: 1- control signal; 2 - braking effect; 3 - digital control algorithm (3.1 - DPID
controller algorithm); 4 - digital primary information sensors (4.1 – digital tachogenerator; 4.2 –
digital rotation angle meter); 5 – DC motor; 6 – oscilloscope.

For calculations at subsequent stages of the method, a discrete MIMO LTI math-
ematical model of the DC motor will be needed. We use the continuous MIMO LTI
mathematical model of the DC motor as the initial data. We apply the method of tran-
sition from a continuous MIMO LTI mathematical model of a DC motor to a discrete
one [27, 28] and find the values of the parameters of a discrete MIMO LTI mathematical
model of a DC motor (we assume that the sampling period is To = 0.06 s [27, 28]):

x(n+ 1) = A · x(n)+ B · u(n); (1)

y(n) = C · x(n)+ D · u(n), (2)

where A= [ 0.1841−0.2256; 0.2256 0.9359], B= [0.1504 0.04274; 0.04274−0.2928],
C = [1 0; 0 1], D = [0 0; 0 0], t = nTo, n – discrete time.

Stage 2. As an optimality criterion, we select the duration of the transient response
and perform parametric optimization of the DPID controller from the DACS prototype
(Fig. 1, we observe the transient response and determine its duration using oscilloscope
6). Thus, we obtain quantitative values of the criterion using a computer mathematical
model (Fig. 1), which we use as an algorithm for calculating the values of the criterion
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(an algorithmically specified criterion). The first approximation of the values of the
optimized parameters Kp, Ki, Kd is found by the Ziegler-Nichols method [27, 28] and
then, using the Hooke-Jeeves method [26], we calculate the quasi-optimal values of
these parameters: Kp= 1, Ki= 0.08, Kd= 1.47. The resulting (quasi-optimal) transient
response and the reaction of the DACS prototype to a stepwise disturbance (see Fig. 2),
applied at the 7th second, confirms the fact known from theory that the DACS prototype
has first-order astatism and has the property of quasi-invariance [27, 28].

.

Fig. 2. Transient response of the DACS prototype according to the angle of rotation of the rotor
and its response to a step disturbance: angle of rotation of the rotor is measured in relative units.

Figure 2 shows that at time t = 0c a step control action is applied to the first control
input using block 1 (Fig. 1), and at time t = 7c a step disturbance is applied to the
second control input using block 2 (Fig. 1). Under the influence of a disturbance, angle
of rotation of the rotor decreases significantly, but then returns to the value that was
set by block 1. This means that the prototype DACS has a positive property, which is
called “quasinvariance”. However, the disadvantage of the DACS prototype is that the
transient process has overshoot, and the response to an external stepwise disturbance has
a significant burst amplitude. Let us set a goal to reduce overshoot and burst amplitude
using algorithmic correction of the dynamic characteristics of the DC motor.

Let us pay attention to the fact that the sequence in time and the magnitude of the
control and disturbing influences remain unchanged when modeling using all computer
mathematical models presented in the article (see Fig. 3, 4, 5). All signals in these figures
are presented in dimensionless form.
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Stage 3. The term Lewinberger observer refers to a special algorithm for processing
the vector of the output signal of the control object (in this case DC motor) (see stage 1,
expression (2)), which allows us to obtain estimation of the state vector of the control
object in the form [27, 28]:

x̂(n+ 1) = A · x̂(n)+ B · u(n)+ H · (ŷ(n)− y(n)).

According to Lewinberger’s observer theory, search for the elements values ofmatrix
can be performed using the characteristic equation

det
(
z · I −

(
AT + CT · HT

))
= 0.

We set the desired values of the roots of the characteristic equation z1, z2 and solve
the equation

det
(
z · I −

(
AT + CT · HT

))
= z2 − (z1 + z2) · z + z1 · z2.

with respect to the unknown elements of the matrix H.
Let’s build aLewinberger observer for aDCmotor, provided that the armature current

of the DC motor is measured using a special digital ammeter, i.e.
C = [1 0]. Assuming that z1 = z2 = 0.5 and using the discrete mathematical model

of DC motor (see stage 1) we find that H = [0.1200; −0.6166].
DACS0 denotes DACS - a prototype with a connected Lewinberger observer (see

Fig. 3).

Fig. 3. Computer mathematical model of DACS0.

In Fig. 3 are indicated by the numbers 1, 2, 3, 3.1, 5, 6 - the same blocks as in Fig. 1.
Blocks 3.2 and 3.3 are computer mathematical models, respectively, of Lewinberger’s



Engineering Methodology for the Synthesis of Control Algorithms 433

observer and an integrator, which integrates the output signal of Lewinberger’s observer
according to the angular velocity of the DC motor rotor using the trapezoidal method,
block 4 is a mathematical model of a digital ammeter that measures current in the
armature circuit of the DC motor (this ammeter together with Lewinberger’s observer
and block 3.3 make it possible to abandon the use of two unreliable, relatively heavy
mechanical sensors in the DACS DC motor (4.1 and 4.2 see Fig. 1)).

Please note that in this and subsequent figures, the numbers 0, 1, 2, 3 are used for
designation of variables, indicating that this variable refers to the computermathematical
model of the DACSJ (J = 0, 1, 2, 3). In Fig. 3, 4, 5 the following designations are used:
iJ (t), wJ (t) and sJ (t) - current, angular velocity and angle of rotation of the DC motor
armature at the output of the continuous computer mathematical model of the DCmotor
(block 5); iJ (n), wJ (n) and sJ (n) - the values of the current and angular velocity of
the DC motor armature calculated by the Lewinberger observer (block 3.2) and the
rotation angle of the DC motor armature (rotor) calculated by the integrator (block 3.3);
iJ (n) – the value of the DC motor armature current at the output of the digital ammeter.
Display 7 is designed to indicate the value Q = ∫ 15

0 iJ (t)2dt, , which is proportional to
the amount of energy released in 15 s (simulation time) at the active resistance of the
DC motor armature (energy loss).

Stage 4. Let us correct the dynamic characteristics of the DC motor by creating
another internal circuit inside the internal circuit of the DACS prototype. This will be
an internal parallel correction circuit in the form of negative feedback with a matrix
feedback coefficient, which can be calculated using one of the currently most used
engineering methods.

DACS, corrected by the method of state regulation with the desired (given) char-
acteristic equation, will be designated as DACS1. As a result of solving the correction
problem, the characteristic equation of the mathematical model of the internal circuit of
the DACS1 (see Fig. 4) should have the specified form.

The solution to the problem is as follows. We present the discrete mathematical
model of the DC motor (1), (2) in the form

[
x1(n+ 1)
x2(n+ 1)

]
=

[
a11 a12
a21 a22

][
x1(n)
x2(n)

]
+

[
b11
b21

]
U (n)+

[
b12
b22

]
m(n);

[
y1(n)
y2(n)

]
=

[
1 0
0 1

][
x1(n)
x2(n)

]
+

[
0 0
0 0

][
U (n)
m(n)

]
,

whereU (n) = UR(n)+UG(n) is the control signal, which consists of a regulation signal
UR(n) and a correction signal UG(n). Let’s assume that

UG(n) = K1 ·
[
x1(n)
x2(n)

]
= [K11 K12] ·

[
x1(n)
x2(n)

]
;

UR(n) = 1(n) –step action.
Based on a special calculation of the corrective feedback parameters K11 and K12, it

is possible to achieve a reduction in the transition response time, the amount of overshoot
and improve the response of the DACS to step disturbances. Using the method described
in [19, 27], we obtain K1 = [0.1915 2.1337].
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DACS, corrected by the method of modal state regulation, will be denoted as DACS2
(see block 4.4, Fig. 5, when J = 2 modal regulation is modeled). As a result of solving
the correction problem, roots of the characteristic equation of the mathematical model
of the internal circuit of the DACS2 should have the specified values.

Using the technique described in [19, 27], we obtain.
K2 = [−1.8068 −1.0343; −1.0344 −1.6399].
DACS corrected by the method of linear quadratic state regulation will be designated

as DACS3 (see block 4.4, Fig. 5, when J= 3 linear quadratic regulation is modeled). As
a result of solving the correction problem, the quadratic control quality criterion

J = xT (N ) · Q · x(N )+
N−1∑
n=0

(
xT (n) · Q · x(n)+ uT (n) · R · u(n)

)

reaches its minimum value when moving system (1), (2) from the initial state x(0)
to the final state x(N ), where the matrices are symmetrical and, respectively, positive
semidefinite and positive definite.

Using the mathematical model (1), (2) and assuming that Q = [1 0; 0 1], R = [0.7
0; 0 0.3], we calculate a quasi-optimal regulator with a constant matrix gain K3 [19, 27,
28]:

u(n) = −K3 · x(n), K3 =
(
R+ BT · P0 · B

)−1 · BT · P0 · A;

P0 = Q + AT · P0 ·
(
I − B ·

(
BT · P0 · B+ R

)−1 · BT · P0

)
· A.

As a result of the calculation, we get.
K3 = [0.0731 0.0623; −0.2964 −1.1854].
Stage 5.To configure parameters of the DPID controllers, we used tuning techniques

that were outlined during step 2.
As a result, the following values of the DPID controllers parameters (DPID 1, 2, 3)

were obtained for each of the options for correcting the dynamic characteristics of the
DC motor, i.e., respectively for DACS1, 2, 3 (see stage 4).

Parameters of DPID1 from DACS1: Kp1 = 5; Ki1 = 0.8; Kd1 = 2.47.
Parameters of DPID2 from DACS2: Kp2 = 18; Ki2 = 5.5; Kd2 = 2.25.
Parameters of DPID3 from DACS3: Kp43 = 18; Ki43 = 5; Kd43 = 5.62.
Let’s connect Lewinberger’s observer to the computer mathematical models DACS1,

2, 3 (Fig. 4, 5). On the indicated computer mathematical models, the same blocks as in
Fig. 3 are indicated by numbers 1, 2, 3, 3.1, 3.2, 3.3, 4, 5, 6 and 7. Block 3.4 models
the operation of internal circuit regulators that correct the dynamic characteristics of the
DC motor. Note that the computer mathematical model presented in Fig. 5 allows for J
= 2 to simulate the operation of DACS2, and for J = 3 - DACS3.
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Fig. 4. Computer mathematical model of DACS1.

Fig. 5. Computer mathematical model of DACSJ (J = 1,2).

4 Results and Discussions (Corresponds to Stage 6
of the Methodology)

Comparison of the qualitative nature and quantitative indicators of the quality of the
transient response in all DACSJ (J = 0, 1, 2, 3) will be carried out using the graphs
presented in Fig. 6.

In all DACSJ (J= 1, 2, 3) the transient response ends approximately at 4 s; in DACS0
it lasts approximately 6 s.

All DACSJ (J= 1, 2, 3) are aperiodic, and in the transient response of DACS0 there
is a significant overshoot.
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DACSJ (J = 0, 1, 2, 3) are quasi-invariant to external step disturbance. However,
the amplitude of the surge in the rotation angle of the DC motor rotor, caused by the
stepwise disturbance that was applied at the 7th second, is 8 times less in DACS1, and
approximately 10 times less in DACS2, 3 compared to DACS0.

Values QJ = ∫ 15
0 iJ (t)2dt (J = 0, 1, 2, 3) are proportional to the energy costs of

the control system DACSJ (J = 0, 1, 2, 3) for the implementation of the corresponding
transient responses sJ(t) (J = 0, 1, 2, 3), presented on oscilloscope 7 (Fig. 3, 4, 5):
Q0 = 0.928 (see Fig. 3, block 7); Q1 = 1.01 (see Fig. 4, block 7); Q2 = 15.58 (see
Fig. 5, block 7, J = 2); Q3 = 2.473 (see Fig. 5, block 7, J = 3).

Based on the physical meaning of the processes that are presented in Fig. 6, it is clear
that increasing the intensity of the control object’s transition from one state to another
and reducing the amplitude of theDCmotor response to an external stepwise disturbance
can only be achieved through additional energy expenditure. A comparative analysis of
the values QJ (J = 0, 1, 2, 3) for the studied options for algorithmic correction of the
dynamic characteristics of the DCmotor confirms this fact. For this reason, it is proposed
that, of all the options for the DACSJ (J = 0, 1, 2, 3), the best one is considered to be
the one for which the additional energy costs will be the least. This is DACS1.

Fig. 6. Graphs of transient responses and reactions to stepwise disturbance according to the angle
of rotation of the DC motor rotor (armature) sJ(t) (J = 0, 1, 2, 3) respectively in the DACSJ (J =
0, 1, 2, 3).
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5 Conclusion (Corresponds to Stage 7 of the Methodology)

Algorithmic measurement (using a Lewinberger observer and an integrator) of the angu-
lar velocity and rotation angle of the DCmotor rotor included in the mechatronic electric
drive system of the orientation and stabilization systems in a given position of the main
rotors of a flying search robot or the sensitivity axes of directional sensors (search sen-
sors) of the same robot, allows you to reduce the weight and dimensions of the digital
automatic control system of the electric drive and increase its reliability. The improve-
ment is explained by the refusal to use a mechanical tachogenerator and angle meter
in the feedback circuit of the DACS of the electric drive. To measure current in the
DC motor armature circuit, it is proposed to use a small-sized digital sensor (amme-
ter), which has much lighter weight and dimensions compared to a tachogenerator and
higher reliability. A digital ammeter supplies information to the input of Lewinberger’s
observer, for the operation of which a fairly “rough” MIMO LTI mathematical model of
the DC motor must be known.

Connecting the Lewinberger observer to the algorithms of the PID controller and
correction of the dynamic characteristics of the DC motor in all considered DACS does
not affect the quality of the transient response and the response to step disturbance. The
duration of the transient response according to the angle of rotation of the DC motor
rotor in the DACS with the corrected dynamic characteristics of the DC motor remains
equal to approximately 4 s. (improvement compared to the prototype is approximately
30%). The amplitude of the surge in the angular velocity of the DCmotor rotor under the
influence of a step disturbance of 0.5 relative units is approximately 0.05 relative unit
(the amplitude of the surge in comparisonwith the prototype decreases by approximately
10 times).

Compared to the prototype DACS, any version of the DACS with adjusted dynamic
characteristics of the DCmotor allows overshoot to be completely eliminated. But at the
same time, energy consumption increases. The most energetically efficient option is the
correction of the dynamic characteristics of theDCmotor by themethod of regulating the
state with the desired (specified) characteristic equation (energy consumption compared
to the DACS prototype increases by less than 10%).

Using recommendations proposed in the article will allow us to achieve our goals:
improve the dynamic characteristics of the electric drive of a mechatronic device with a
slight increase in energy costs; increase reliability and reduce weight and size indicators
of the electric drive.

6 Future Scope

Considering the fact that flying search robots, in most cases, operate in a complex
interference environment, it is planned in subsequent studies to develop an engineering
technique for synthesizing control algorithms for digital electric drives of mechatronic
devices of flying search robots in such a way, that it would be possible to apply this
technique in problems with stochastic models. In this case, it is intended to consider the
use of optimal observers.
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It is expected to consider an engineering methodology for the synthesis of
self-organizing and (or) self-tuning digital automatic control systems with prompt
identification of the parameters of the mathematical model of the electric drive.

It is intended to consider the influence on the electric drive of irremovable
nonlinearities such as hysteresis, dead zone, and saturation.

To select the best option, it is proposed to use methods of multicriteria comparison
of options.
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Abstract. The evolution of wireless communication has seen successive gener-
ations of technology, each introducing significant advancements in connectivity,
speed, and capability. Despite numerous advantages, modern cellular networks
are susceptible to a myriad of potential security vulnerabilities. The landscape of
cyber threats continually evolves, with new examples of cyberattacks emerging
regularly. In light of these challenges, it is imperative to consistently update the
cybersecurity systems of cellular networks. This paper proposes innovative archi-
tectural and software solutions for automating the testing of security systems in
5G cellular networks. To achieve this objective, several scientific problems were
addressed, including the analysis of the existing architecture of security systems
in 5G cellular networks, identification of the primary vulnerabilities in these sys-
tems, development of an architecture for an automated penetration testing system
in 5G networks, selection of necessary software and hardware solutions for pen-
etration testing, and the creation of pseudo-code to ensure system performance.
However, it remains crucial to accurately define parameters presented in the paper,
such as the number of base stations connected to the server and the scan period.
It is noteworthy that efficiency issues persist in the proposed approach, and we
acknowledge the need to address them in the future. Additionally, there is a con-
sideration of leveraging artificial intelligence to automate the penetration testing
process.

Keywords: mobile networks · penetration testing · cybersecurity · 5G · fake
base station

1 Introduction

The progression of wireless communication has been characterized by successive gener-
ations of technology, each contributing to notable advancements in connectivity, speed,
and capability [1]. As we stand on the precipice of a new era in telecommunications,
the fifth-generation (5G) wireless technology emerges as a transformative force poised
to redefine the way we connect and communicate in the digital age.

Building upon the foundation laid by its predecessors, 5G represents a monumental
leap forward in wireless networking, promising to unlock unprecedented possibilities
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for industries, individuals, and societies worldwide. At its core, 5G is characterized by
its ability to deliver enhanced data rates, ultra-low latency, support for massive device
connectivity, and network slicing—a novel approach to network virtualization. These
foundational features lay the groundwork for a myriad of applications and services that
were once the stuff of science fiction but are now rapidly becoming reality [2].

The deployment of fifth-generation (5G) wireless networks brings with it a host of
transformative benefits, from unparalleled data speeds to ultra-low latency. However,
these advancements also usher in a new era of security challenges and considerations.
As 5G networks underpin critical infrastructure, support mission-critical applications,
and interconnect vast numbers of devices, robust security mechanisms are paramount to
protect against a range of threats.

The security of 5G networks is a complex and multifaceted challenge that requires
proactive measures and continuous adaptation. As 5G becomes the backbone of modern
communication and critical infrastructure, addressing these security concerns is not
only imperative for the protection of users and data but also for maintaining the trust
and reliability of the network itself. This paper analyzes the security problems of 5G
and offers the new protection methodology. The authors of the paper offer the automate
penetration testing system for 5G system,whichwill analyze and conduct the penetration
testing of the system in real time.

2 Literature Review

Because of its significant role and the incorporation of new architectures and designs, 5G
encounters numerous security threats, necessitating appropriate security technologies to
address them. There are a lot of research papers are dedicated to the development of
novel solutions in the sphere of cybersecurity for 5G. For, example, the novel threat
models for 5G are deeply analyzed in [3]. Security systems for 5G and beyond were
analyzed in several research papers and technical reports [4, 5, 6, 7]. A conceptual
architecture of AI-driven zero-touch operations, security and trust in multi-operator 5G
networkswas proposed and analyzed in [8]. [9] proposes an automated attack and defense
framework toward 5G security with the aim of providing exploratory guidance for 5G
security research. [10] analyses the 5G Core from the security point of view, checking
for any kind of vulnerabilities and weaknesses that can be exploited by baleful users.
But it does not present the full description of penetration testing mechanisms that can
be applied for 5G. The user requirements of a cyber range for 5G security testing and
training are considered in [11]. SDS (Software Defined Security) as a means to provide
an automated, flexible and scalable network defense system is described in [12]. Also
promising is the application of artificial intelligence to meet the cybersecurity needs of
5G cellular networks. Testing of Deep Learning Based IDS System for 5G Network was
presented in [13]. In [14] authors proposed the idea and functionality of 5G cybersecurity
function. But thesementioned above papers do not present anymethods and technologies
for the automate penetration testing system for 5G system. Currently, this become a real
necessity.
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3 Problem Statement

As it follows from the analysis of literary sources and other research projects, there are not
many works related to the development of newmethods of automated penetration testing
in 5G networks. Therefore, it is obviously necessary to develop effectivemechanisms for
constant monitoring of the state of security systems of new generation cellular networks,
detection of inconsistencies, security violations. Therefore, the purpose of this work is
to develop architectural and software solutions for automated testing of security systems
of 5G cellular networks. To achieve the set goal, it was necessary to solve the following
scientific problems:

1. To analyze the existing architecture of security systems of 5G cellular networks.
2. Identification of the greatest vulnerabilities of security systems of cellular networks.
3. Development of the architecture of the automated penetration testing system in 5G

networks.
4. Selection of necessary software and hardware solutions for penetration testing.
5. Development of pseudo-code to ensure system performance.

4 Security Problems of 5G Networks

The emergence of fifth-generation (5G) wireless technology, with its promise of revo-
lutionary speed, lower latency, and seamless connectivity, is undeniably transformative.
However, as we embrace this technological leap, it is crucial to recognize and address
the vulnerabilities inherent in 5G networks. These vulnerabilities, if left unmitigated,
have the potential to undermine the security, reliability, and privacy of the network,
challenging the very foundations of this groundbreaking technology.

1. Network Slicing Security: One of the innovative features of 5G is network slicing,
which allows the creation ofmultiple virtual networks on a shared physical infrastruc-
ture. While this offers flexibility and customization, it introduces security concerns.
Ensuring the isolation and security of each network slice is crucial to prevent cross-
slice attacks and unauthorized access. Effective access controls, segmentation, and
encryption are vital components in mitigating these risks.

2. IoT Device Vulnerabilities: 5G’s support for massive IoT connectivity increases
the number of connected devices exponentially. Many of these IoT devices, ranging
from sensors in smart cities to medical devices in healthcare, may have limited secu-
rity measures in place. As a result, they can become vulnerable to compromise and
potentially serve as entry points for attackers. Implementing strong device authen-
tication, secure bootstrapping, and over-the-air updates is essential to address these
vulnerabilities.

3. Edge Computing Security: Edge computing, a key component of 5G networks,
involves processing data closer to the source, reducing latency and improving per-
formance for certain applications. However, securing the distributed edge nodes and
the data processed at the edge is paramount. Edge devices must be protected against
physical and virtual attacks, and data integrity and confidentialitymust bemaintained.
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4. Supply Chain Security: The global supply chain for 5G equipment and components
is complex and spansmultiple vendors and regions. This complexity introduces poten-
tial risks, including the insertion of malicious hardware or software at various stages
of the supply chain. Governments and organizations are increasingly scrutinizing
supply chain security to ensure the integrity of 5G infrastructure components.

5. Privacy Concerns: 5G networks generate vast amounts of data, including location
information and user behavior. Protecting the privacy of users is a significant concern.
Unauthorized access to this data, whether bymalicious actors or unscrupulous service
providers, can lead to privacy violations. Robust data anonymization, encryption, and
access controls are essential to mitigate these risks.

6. Network Function Virtualization (NFV) and Software-Defined Networking
(SDN): 5G networks rely heavily on NFV and SDN, which introduce new attack
vectors. Attackers may exploit vulnerabilities in virtualized network functions or
manipulate network configurations. Hardening the NFV and SDN infrastructure and
continuously monitoring for anomalies are essential for safeguarding 5G networks.

7. Distributed Denial of Service (DDoS) Mitigation: As 5G networks support higher
data rates and lower latency, they can be more susceptible to large-scale DDoS
attacks. Effective DDoS mitigation measures, such as traffic filtering, rate limiting,
and anomaly detection, are critical to ensuring network availability and performance.

As 5G network must manage a lot of users from different sectors worldwide it is
obligatory to identify the security attacks vectors on 5G [15–17]. According our research
we have identified the following:

5 Protocol Vulnerabilities

There are several protocol vulnerabilities. They are analysed below.
Authentication and Key Agreement (AKA): Attackers may try to exploit weak-

nesses in the AKA protocol to gain unauthorized access to the network.
Signaling Protocols: 5G relies on complex signaling protocols like SIP and Diam-

eter, which can be susceptible to various attacks such as spoofing, replay, and denial of
service.

Man-in-the-Middle (MitM) Attacks: Attackers may attempt to intercept commu-
nication between a user and the network by positioning themselves as intermediaries.
This can lead to eavesdropping or data manipulation.

RogueBaseStations:Attackers can set up rogue base stations to trickmobile devices
into connecting to them instead of legitimate networks. This allows attackers to intercept
traffic and potentially launch various attacks.

Jamming: Jamming attacks involve sending interference signals to disrupt the 5G
network’s operation, causing denial of service for legitimate users.

Privacy Concerns:With the increased use of IoT devices in 5G networks, there are
concerns about user and device privacy. Attackers may exploit vulnerabilities to gain
access to sensitive user data.
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Network Slicing Vulnerabilities: Network slicing, a key feature of 5G, allows
networks to be divided into multiple virtual networks. If not properly isolated, attackers
could potentially move from one slice to another, compromising security.

IoT Device Vulnerabilities: Many IoT devices have limited security measures.
Attackers can target these devices to gain access to the 5G network or launch attacks on
other devices within the network.

Distributed Denial of Service (DDoS): 5G networks are not immune to DDoS
attacks. Attackers may target critical network components, overwhelming them with
traffic and causing service disruptions.

Virtualization and Cloud-Based Attacks: 5G networks often use virtualization
and cloud technologies, which introduce their own security challenges. Attackers may
attempt to compromise virtual network functions or cloud resources.

Device Theft and Tampering: Stealing or tampering with 5G-enabled devices can
provide attackers with physical access to the device, potentially allowing them to extract
sensitive information or install malicious software.

SupplyChainAttacks:Compromising the supply chain of 5G equipment or devices
can lead to the inclusion of malicious components, which can be exploited by attackers.

Emerging Threats: As 5G technology continues to evolve, new and unexpected
threats may emerge. Keeping up with these evolving threats is a constant challenge for
security professionals.

In order to protect 5G network it is obligatory to analyze the systems in real time
[18, 19]. Thusweoffer themethodologyof automate penetration test of 5G infrastructure.

6 Automate Penetration Testing

5G base stations, also known as gNodeBs (gNBs), typically run on specialized and cus-
tomized operating systems or software platforms designed for the specific requirements
of telecommunications and networking equipment. These operating systems are often
real-time operating systems (RTOS) or Linux-based distributions tailored for embedded
systems [20].

Let us focus on Linux based ones. We offer to catch both local vulnerabilities of the
system and main in the middle attack. For the local vulnerability we offer to use some
automate tool, which can scan the system every n seconds.We can schedule it using cron.
Cron is a time-based job scheduler in Unix-like operating systems, including Linux. It
allows you to automate the execution of tasks or scripts at specified intervals, known as
cron jobs. Cron jobs are often used for repetitive and scheduled tasks, such as backups,
systemmaintenance, and running scripts. We offer to use it to automate the vulnerability
scan of 5G system.
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As a vulnerability scanner we offer to use Nessus, which is one of the most widely
used vulnerability scanners [21]. It offers a vast database of vulnerability checks and can
scan various types of assets, including network devices, servers, and web applications.
It provides detailed reports and supports compliance audits. It must be emphasized that
Nessus is a widely recognized and versatile vulnerability scanning tool with the features
that can make it valuable for scanning and assessing the security of 5G networks. Nessus
is be beneficial for scanning 5G networks because of following:

Extensive Plugin Library: Nessus has a vast collection of plugins that cover a
wide range of vulnerabilities, including those related to network devices, servers, and
web applications. While 5G networks have unique characteristics, they often rely on
conventional network infrastructure and services that can be assessed using Nessus’s
plugins.

AssetDiscovery:Nessus can performasset discovery to identify devices and systems
connected to a network. This feature can help organizations gain visibility into the
components of their 5G networks, including routers, switches, servers, and IoT devices.

Compliance Scanning: Organizations deploying 5G networks may have specific
compliance requirements and standards to meet. Nessus supports compliance scanning,
allowing users to assess whether their 5G infrastructure complies with industry-specific
security standards and regulations.

Policy Customization: The Policy Editor in Nessus enables users to create and
customize scanning policies to meet their specific needs. This flexibility is beneficial
when tailoring scans for 5G networks with unique configurations and requirements.

Integration: Nessus can integrate with other security tools and platforms, such as
SIEM systems, ticketing systems, and reporting tools. This integration streamlines the
vulnerability management process and allows for better coordination of security efforts.

Reporting: Nessus generates detailed vulnerability assessment reports, which are
essential for understanding the security posture of 5G networks. These reports include
information about identified vulnerabilities, their severity ratings, and recommended
remediation steps.

API and CLI:Nessus provides an API and a command-line interface (CLI), making
it suitable for automation and scripting purposes. This can be particularly useful when
conducting regular and automated scans of 5G networks.

While Nessus has several features that can be advantageous for scanning 5G net-
works, it’s essential to consider that 5G networks have unique characteristics, including
their use of software-defined networking (SDN), network slicing, and virtualization.
Therefore, scanning each station with Nessus and sending reports to the server can be
very useful.

In addition, it is important to identify fake station in 5G Networks. For this we offer
the Python script, which checks for the fake base stations and uses Airodump-ng is a
popular command-line tool used in wireless network security assessments and penetra-
tion testing. It is part of the Aircrack-ng suite of tools, which is designed for assessing
and auditing the security of wireless networks. Airodump-ng specifically focuses on
capturing and displaying information about wireless access points (APs) and associated
client devices within the proximity of the scanning system.
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7 The Offered Model

On every 5G base stations we add a command to cron scheduler to run Nessus every
once a day at time n. As a second task we add to run our Python script, which identifies
the fake base station.

The number n must be identified based on the region. We must identify the period
when the traffic is minimal. Like this, we can get the minimal efficiency loss. We add
the server for every x base stations. The base stations send the identified fake station
to the server and the server shares information about the fake station among other base
stations. The number x we think to be in the range from [0; 10].

The base station will communicate with server using SCP protocol. The SCP (Secure
Copy Protocol) is a network protocol used for securely transferring files and directories
between a local host and a remote host or between two remote hosts. SCP is a secure
alternative to the older, less secure FTP (File Transfer Protocol) and TFTP (Trivial File
Transfer Protocol) for file transfers over a network.

Here are some key features and aspects of the SCP protocol. Security: SCP uses SSH
(Secure Shell) for data transfer, which provides strong encryption and authentication.
This makes it a secure method for copying files over a network, as the data is protected
from eavesdropping and tampering.

We choose SCP protocol because of the following:
Cross-Platform: SCP is supported on a wide range of operating systems, including

Unix-based systems (Linux, macOS, and various flavors of Unix), as well as Windows
with the help of third-party SSH clients.

Efficiency:SCP is known for its efficient use of network resources,making it suitable
for transferring large files or directories. It also supports resuming interrupted transfers.

Authentication: Users typically need SSH credentials (username and password or
SSH keys) to authenticate themselves when using SCP. This ensures that only authorized
users can perform file transfers.

Permissions and Ownership: SCP preserves file permissions and ownership
information, making it a useful tool for backup and system administration tasks.

Error Handling: SCP provides detailed error messages to help diagnose and
troubleshoot transfer issues.

As it was mentioned in the previous section, the Python script uses Airodump-ng.
The pseudo code of the script is offered below.

Pseudo code:
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: 
Initialize essidc to 0
Initialize bssidc to 0
Print "Choose your wireless interface:"
Get a list of network interfaces and their indices using socket.if_nameindex()
For each interface i in the list:

Print the interface name (i[1])
Prompt the user to input the interface name and store it in 'int'
Prompt the user to input the SSID and store it in 'essid'

Execute the command: "timelimit -t10 airodump-ng " + int + " -w scan --output-
format csv"

Open the file "scan-01.csv" in read mode and assign it to the variable 'scan'
For each line in 'scan':

If 'essid' is found in the line:
Extract the BSSID from the first 17 characters of the line and assign it to 'bssid'

Close the 'scan' file
Open the file "scan-01.csv" in read mode and assign it to the variable 'scan' again
For each line in 'scan':

If 'bssid' is found in the line:
Increment 'bssidc' by 1

If 'essid' is found in the line:
Increment 'essidc' by 1

Print the line
Print the value of 'bssid'
Print "BSSID COUNT: " followed by the value of 'bssidc'
Print "ESSID COUNT: " followed by the value of 'essidc'
If 'bssidc' or 'essidc' is greater than 1:

Print "ALARM!"
Close the 'scan' file
Execute the command: "rm scan-01.csv" to remove the file

Also we offer to add the software which will analyze the report of Nessus scans on
the main server. Such as Splunk or Nessus professional. It must be mentioned that the
scan reports must be also analyzed by the technician periodically.

The offered model is shown on Fig. 1.

8 Efficiency Analysis

The Nessus scan still has the efficiency problems, because we offer to make it in the
period the most less traffic. It is obligatory to understand the details of efficiency loss
and other limitations, when using Nessus scan.

Here are some common efficiency problems associated with Nessus scans:

1. Resource Intensive: Nessus scans can be resource-intensive, both on the scanning
system and the target systems being scanned. If not properly configured or if you
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Fig. 1. Automatic Penetration test

attempt to scan too many systems simultaneously, it can lead to performance issues
on the scanning host or disrupt the target systems.

2. Scan Duration: Nessus scans can take a significant amount of time, especially when
scanning large networks or systems with many services. Long scan durations can
disrupt regular network operations and may not be feasible in environments that
require high availability.

3. Network Bandwidth: Scanning can consume a substantial amount of network
bandwidth, potentially causing congestion or negatively impacting other network
activities. Careful scheduling and rate limiting can help mitigate this issue.

4. Credentials andAuthentication: Some scans require authentication or administrative
credentials to perform in-depth scans. If credentials are not provided or configured
correctly, Nessus may not be able to access certain aspects of the target system,
leading to incomplete or inaccurate results.

5. Scan Policies: Inefficient scan policies can lead to issues. Overly aggressive or overly
permissive policies may generate too many false positives or false negatives, which
can waste time and resources.

6. Ineffective Configuration: Incorrect configuration of Nessus can result in scans that
are less efficient. This includes not properly excluding certain hosts, services, or IPs,
which can lead to scanning systems that shouldn’t be scanned, or missing critical
systems.

7. Scanning Impact: Running Nessus scans without proper authorization or not under-
standing the impact on the target systems can lead to disruptions, network instability,
or even legal and compliance issues.
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8. Lack of Prioritization: Failing to prioritize vulnerabilities based on severity
can lead to inefficient resource allocation. Organizations should address critical
vulnerabilities first to minimize risk.

9. False Positives: Nessus may generate false positives, which can waste time
and resources investigating non-existent vulnerabilities. Careful validation and
verification are necessary to reduce false positives.

10. Storage Requirements: Nessus generates and stores scan data, which can consume
significant disk space. Organizations need to plan for appropriate storage capacity
to retain historical scan data and reports.

To address these efficiency problems, it’s essential to configure and run Nessus scans
carefully, considering the specific requirements of your network and systems. Regularly
update and optimize scan policies, schedule scans during off-peak hours, and monitor
the performance of both the scanning system and the target systems to avoid disruptions
and resource bottlenecks. Proper planning and coordination are crucial for efficient and
effective vulnerability scanning using Nessus.

9 Results and Future Plans

As the result we offer the combined model of automate penetration scan. The offered
model can analyze the vulnerabilities on 5G work stations it also can identify the fake
base stations.

It is still very important to identify correctly the parameters offered in the paper such
as number of base stations connected to the server and the period of the scan. It must
be mentioned that the efficiency problems still exist in the offered approach and in the
future, we think to bypass them.We also think to use AI for the automate the penetration
testing process.

10 Conclusions

In recent times, cellular communication networks have become ubiquitous, integral to
daily life, and indispensable for various applications such as smartphones, modern fac-
tories, smart cities, and homes. Despite the numerous advantages they offer, modern
cellular networks are not without significant security vulnerabilities. The ever-evolving
landscape of cyber threats continuously introduces new examples of cyberattacks. In
light of these challenges, the ongoing necessity to update and enhance the cybersecurity
systems of cellular networks is paramount. This paper proposes innovative architectural
and software solutions for the automated testing of security systems in 5G cellular net-
works. To achieve this objective, the study addresses key scientific problems, including
the analysis of the existing architecture of security systems in 5G cellular networks,
identification of the most critical vulnerabilities in these systems, development of the
architecture for an automated penetration testing system in 5G networks, selection of
necessary software and hardware solutions for penetration testing, and the formulation
of pseudo-code to ensure optimal system performance.
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Abstract. Consumers are increasingly questioning the quality of food products,
especially meat, demanding reliable information about its freshness and safety.
Traditional methods of assessing meat freshness, such as organoleptic and labo-
ratory methods may be limited and time-consuming. This has led to the need for
the development of effective and rapid methods for determining the freshness of
meat. In this context, the relevance of usingmodern technologies, including neural
networks, for meat freshness identification arises. Neural networks, which have
become powerful tools in data processing and analysis, can provide precise and
automated methods for determining the quality of food products. This research
proposes combining a sensory network and a neural network to create a smart
meat quality control system. This system integrates gas sensors and a color sen-
sor, with the software using a neural network for analysis and decision-making.
The authors have proposed the structure of the smart system, its principles of
operation, features of the architecture, and the training of the neural network. The
authors present the hardware and software components of the meat control and
identification system. The project involves the integration of sensors, an Arduino
microcontroller, and a Raspberry Pi single-board computer to implement a system
capable of accurately and reliably identifying the freshness of meat.

Keywords: Control System · Neural Network · Food Safety

1 Introduction

The freshness of meat is a key parameter that determines its quality and safety for
consumers, so the collection of data [1] on the quality of food products and their inter-
pretation is crucial. Traditionalmethods of assessing the freshness ofmeat products, such
as organoleptic and laboratory analyses, have their limitations, and a modern approach
to this issue involves the use of smart sensors and neural networks. The proposed control
system can be an effective means of addressing several issues simultaneously. On one
hand, it has the potential to reduce food waste by accurately determining the freshness
of meat. On the other hand, such scrutiny will help prevent artificial inflation of prices
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by sellers. Thirdly, more reliable control is likely to enhance the efficiency of combat-
ing food poisoning. The methodology of the electronic nose involves a comprehensive
assessment of the sample, enabling quick and efficient monitoring of multi-parameter
objects. Food products are complex objects of analysis, linked to potential variations in
raw material composition and continuous physicochemical, microbiological, and bio-
chemical transformations occurring within the sample matrix during production and
storage. These dynamics create challenges for reliable identification, quality assessment,
and safety evaluation. These dynamics create challenges for reliable identification, qual-
ity assessment, and safety evaluation. Despite the increasing number of studies in the
field of multisensory systems, the need for integrated approaches and methodologies
for the analysis of food products remains unresolved. Existing multisensory systems
require optimization for reliable analysis of various groups of food products and accu-
rate interpretation of the obtained results using the capabilities of artificial intelligence.
For example current systems using electronic noses can address specific tasks related to
the control of meat products, including the identification of meat types [2], discrimina-
tion of meat semi-finished products with unpleasant odors [3], determination of the shelf
life of meat [4], classification of meat spoilage markers [5], assessment of microbiolog-
ical spoilage of specific types of meat [6], determination of microbial contamination
[7–9], classification of beef based on microbiological indicators [10], evaluation of the
freshness of specific types of meat [11], and detection of certain signs of meat adulter-
ation [12]. However, these methodologies do not allow for the simultaneous analysis of
a set of standardized indicators and effective assessment of quality and safety during the
monitoring of food objects. Therefore, to solve the problem of comprehensive control
of meat freshness, it is necessary to develop a methodology for the analysis of data
from multisensory systems, namely a hardware-software complex for computer syn-
thesis and recognition of patterns, providing recommendations for selecting algorithms
for processing multidimensional data and optimizing them for qualitative [13, 14] and
quantitative analysis of food objects using neural networks.

2 Multisensory Network

2.1 Sensors of Electronic Noses and Their Characteristics

Among portable gas analyzers widely used for food product analysis, commercial
devices from the PEN series (AIRSENSE Analytics GmbH, Germany) and FOOD-
sniffer (ARS.LAB Inc., USA) based on MOS sensors, Cyranose 320 (Sensigent, USA)
using CP sensors, VOC Meter with a PID photoionization detector (Research Instru-
ments Ltd., UK), and others listed in Table 1 have gained the most popularity. Despite
significant activity in this direction, sensory systems have a limited scope of application
and several significant drawbacks, including device specificity (designed to detect spe-
cific groups of compounds and less effective for solving a variety of food product quality
control tasks), reproducibility issues with basic characteristics of sensor arrays, system
instability, the inability to conduct a substantial number of experiments in a short time,
the absence of an intelligent image recognition system for automated comprehensive
assessment of objects, and high cost for hybrid devices (based on chromatography and
mass spectrometry) (Table 2).



454 B. Bohush et al.

Table 1. The main types of electronic noses.

The device model System characterization Manufacturer/country

Electronic noses based on one or several types of sensors

PEN, i-PEN, PEN- EDU,
PEN2, PEN3

6, 10 MOS sensors in an
array; portable devices

AIRSENSE Analytics GmbH,
Germany

FOX 2000, 3000 6, 12 та 18 MOS sensors in
an array; stationary devices

Alfa MOS, France

NST 3320 10 MOSFET, 12 MOS, 1 IR
(Infrared), 1 humidity sensor;
stationary device

Applied Sensor, Netherlands,
Sweden, USA

VOC series 4 MOS, 8 QCM sensors

VOCcheck QCM sensors; portable device

SamDetect FF2,
SamDetect FF2D,
SamDetect GFDI

Intelligent systems with 6
MOS sensors for early
detection of smoke during
fires and gas leaks; portable
devices

RST Rostock
System-Technik GmbH,
Germany

- Arrays of 5, 6, 8, 14 MOS
sensors from the TGS 815
series,
816, 821, 822, 823, 824, 825,
826, 832, 831, 842, 880,
2600, 2610, 2611, 2620

Figaro Engineering Inc., Japan

ScenTrak MOS sensor matrix with
coatings based on patented
DNA materials; portable
device for determining
hazardous volatile
compounds, mold, etc.

CogniSent Inc.,
USA

EOS Ambiente, EOS (835) 6 MOS sensors; automatic
portable devices for
continuous monitoring in
open air

Sacmi, Italy

Cyranose 320 32 CP sensors with polymer
coatings combined with
technical carbon components;
portable device

Sensigent, USA
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Table 2. The main parameters of sensors in electronic nose systems.

Characteristics Types of sensors

MOS MOSFET CP QMB SAW

Measurement
principle

Stencil
printing, radio
frequency
sputtering,
thermal
spraying,
microelectronic
technologies,
chemical or
electrochemical
deposition

Microelectronic
technologies,
thermal
spraying

Electrochemical,
chemical
polymerization,
microprinting
technology

Technology of
applying
microfilms by
immersion,
spraying,
inkjet printing,
static drop
evaporation
onto a rotating
substrate (spin
coating)

Photolithography,
technology of
applying
microfilms by
immersion,
spraying, spin
coating

Selectivity Moderate Moderate Moderate High High

Detection
limit

> 0,1 ppm > 0,1 ppm > 0,05 ppm > 0,1 ppm ppb

Operating
temperature,
°C

250–400 100–200 environment 20–40 environment

Response
time, seconds

0,5 0,5–5,0 20,0–50,0 0,5–5,0 20,0–50,0

Recovery time Fast Fast Slow Slow Slow

Service life,
years

3–5 1–4 1–2 > 1 < 2

Advantages High
sensitivity, fast
response and
recovery time,
low cost

Compact size,
low cost,
integrated and
reproducible
КМОН
transistor

High sensitivity,
wide range of
coatings, low
cost

High
sensitivity and
selectivity,
diverse
selection of
coatings,
compact size

High sensitivity
and selectivity,
diverse selection
of coatings,
integrated
microchip

Disadvantages High operating
temperature,
limited choice
of coatings

High energy
consumption,
the need to
control analysis
conditions, drift
of baseline

High sensitivity
to temperature
and humidity,
baseline drift

Low noise
characteristics,
complex
microchip,
high
sensitivity to
humidity, and
moderate
sensitivity to
temperature

Low
reproducibility of
readings for a
batch of sensors,
complex
microchip, high
sensitivity to
temperature, and
moderate
sensitivity to
humidity
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2.2 Selection of Sensors for a Smart Quality and Freshness Control System
for Meat

In solving the task ofmeat freshness identification, it is crucial to choose the right sensors
that will provide the necessary information for the effective operation of the system [15–
17]. For this project, a variety of sensors designed to measure different parameters that
might affect the condition of the meat were selected (Table 3).

Table 3. Sensors for a Smart Meat Quality Control System.

Sensor Type Sensor Purpose

MQ-135 Measures the concentration levels of various types of gases in the air.
Particularly sensitive to ammonia, smoke, and other gases that may occur
during meat spoilage

TGS2602AC Ammonia concentration measurement sensor. Used to detect abnormalities
in meat, as ammonia can be a product of protein breakdown

MQ-138 A sensor designed to detect various gases, including gasoline and acetone.
Aids in identifying specific chemical processes that may occur in spoiled
meat

MQ-137 A sensor for measuring the concentration of ammonia and gasoline. Used for
additional monitoring of decomposition processes

TCS3200 Measures the intensity of light in different colors (red, green, blue). Used to
analyze changes in the color of meat, which can indicate its freshness level

These sensors, in combination, provide comprehensive information about atmo-
spheric and chemical parameters surrounding themeat, allowing the system to accurately
identify its condition and freshness.

3 Meat Quality Control Using Neural Networks

3.1 Neural Networks and Their Characteristics

Neural networks prove to be an integral part of modern technologies for meat freshness
identification, thanks to their unique properties and capabilities [18–20].

Learning from examples - The model learns to recognize patterns in sensory data
and color parameters using training data, making it flexible and adaptive to changes in
the environment.

Processing unstructured data - Neural networks analyze and consider various
parameters, allowing for a comprehensive approach to identification.

Adaptability - Neural networks can adapt to changes in the environment and meat
storage conditions, maintaining high accuracy in identification even under variable
circumstances.
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Advantages of Using Neural Networks Compared to Other Methods
A comparative analysis of using neural networks in the task of meat freshness
identification indicates several advantages [21, 22]:

1. High accuracy - Neural networks demonstrate impressive accuracy in identifying the
freshness level, thanks to their ability to adapt and learn from examples.

2. Generalization capability - Neural network models exhibit a high ability to generalize
and adapt to different types of meat and storage conditions.

3. Processing large amounts of data - Neural networks efficiently handle large volumes
of sensory data, making them effective in real-world production conditions.

The application of neural networks in the field of meat freshness identification opens
up new possibilities and provides a reliable and accurate approach to determining the
quality of the product.

3.2 Structure and Architecture of the Utilized Neural Network

Neural networks used for meat freshness identification are characterized by a unique
architecture and structure specifically designed for efficiently solving the given task.

Network Structure

– Input layer: Receives normalized data from sensors such as MQ135, TGS2602AC,
MQ138, MQ137, and data from the color sensor. The number of nodes in this layer
corresponds to the number of input parameters.

– Hidden layers: Contain multiple layers, where each layer has several neurons. The
architecture can be configured depending on the complexity of the task. Activation
functions such as ReLU (Rectified Linear Unit) are used to account for non-linearity
in the data.

– Output layer: Contains several nodes corresponding to different levels of meat fresh-
ness. Utilizes the softmax activation function to obtain probabilities of belonging to
each category.

Architectural Features
The neural network architecture was selected with consideration for the specific require-
ments of themeat freshness identification task. It is crucial to account for the non-linearity
of input data and the ability to detect subtle changes in the meat’s condition indicating
its freshness or spoilage. The result of such architecture is a neural network capable of
efficiently utilizing information from sensors and accurately identifying the degree of
meat freshness. With this structure and architectural features, the neural network can
achieve high accuracy in meat condition identification, making it an effective tool for
addressing food quality control challenges.
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3.3 Training and Optimization of the Neural Network

Preparation of Training Data
The first step in training a neural network is the preparation of training data. We use
data that contains information from sensors along with known labels indicating the state
loading and preparing the data are implemented in the “train.py” file, as shown in Fig. 1.

Fig. 1. Loading and preparing data for training.

Configuration and Training of the Neural Network
After preparing the data, we can create and compile the neural network model. We use
the model with the architecture described in the previous section and write the code
(Fig. 2).

Optimizing model parameters is a crucial step to achieve the best identification
accuracy. It may involve tuning hyper parameters such as layer sizes, number of neurons,
learning rate, and others.
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Fig. 2. Creation and compilation of the model.

3.4 Technologies and Hardware Used

To implement the project (Fig. 3), the following hardware components were used:

– Neural Network: The utilized neural network (Sect. 3.2) was trained on preprocessed
data obtained from sensors.

– Sensor Network: The project utilizes gas and color sensors such as MQ-135, MQ-
138, TGS2602, and TCS3200. These sensors provide essential data on air quality in
the meat monitoring area and the color of the product.

– Arduino Microcontroller: Arduino is used to read data from gas sensors and transmit
it to the computational module.

– RaspberryPi Single-BoardComputer:RaspberryPi is responsible for data processing,
neural network operation, and receiving information from Arduino.

Integration with Sensors and Description of Interaction Between Components
The system interacts according to the following scheme:

– Gas sensors and the color sensor measure the characteristics of the meat’s condition.
– Arduino receives data from the sensors, processes them, and transmits them to

Raspberry Pi.
– Raspberry Pi receives data fromArduino, inputs them into the trained neural network,

and conducts analysis to identify the level of meat freshness.
– The identification results are displayed on the screen or can be transmitted for further

processing.

This integration allows for the creation of an automated system that ensures accurate
identification of meat freshness using neural networks and modern technologies.
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Fig. 3. Prototype of smart system for meat quality control: 1 - Array of gas sensors, 2 - Color
sensor. 3 - Power supply board for elements connected through relays, 4 - Main board (Wi-Fi +
server), connectors, and display, 5 - Arduino connected to the main board and sensors through it
accordingly, 6 - Array of relays.

4 Conclusion

The article addresses the pertinent issue of meat freshness identification, justifying the
relevance of employing neural networks in a smart quality control system. An analytical
investigation of existing control systems has been conducted, highlighting their short-
comings related to a limited range of solved tasks, low reproducibility of key sensor
characteristics, slow processing speed, and the absence of decision-making apparatus.
It has been demonstrated that neural networks have significant potential in address-
ing the meat freshness identification problem. The architecture of the employed neural
network is presented, and the features of training and optimization are explored. The
hardware component involves a successful combination of a sensor network for data
collection, a neural network for decision-making, a microcontroller for data acquisition
and transmission, and a single-board computer for information processing. The project
is suitable for continuous improvement, specifically in optimizing the neural network
architecture, diversifying control objects, real-time deployment, and ensuring system
stability in changing operational conditions.
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Abstract. This paper proposes a method for constructing individualized edu-
cational trajectories for software engineering students at Ukrainian universities,
supporting student-centered learning (SCL). Themethod is based on the European
e-Competence Framework (e-CF), mapping competencies to standard ICT profes-
sional profiles. It uses graph theory to model relationships between e-CF profiles,
required competencies, and work products. Profiles are clustered into groups with
strong internal connections. Possible trajectories between profile levels are eval-
uated by a “reachability” metric based on the new competencies required. The
method is applied to create trajectories spanning junior bachelor to doctoral levels
in software engineering. Results show the bachelor-level “Developer,” “Digital
Media Specialist,” and “Test Specialist” profiles have the most vital connections.
At the master’s level, the “DevOps Expert,” “Systems Architect,” and “Systems
Analyst” profiles are built most directly on the bachelor profiles. For the doc-
toral level “Digital Transformation Leader” profile, only the “Systems Architect”
master trajectory has sufficiently strong links. This methodology and analysis
guide students in selecting educational paths based on their software engineering
career goals. Planned future work includes an interactive assistant recommending
disciplines along trajectories from current to target proficiency levels.

Keywords: competence · curricula · student-centered learning · graph theory ·
software engineering · standards

1 Introduction

Education in the 21st century requires a student-centered approach to create training
programs tailored to the needs and abilities of students. Through their curricula, univer-
sities must harmonize the needs of the world of work with the practice of studying at
the university. It will allow the student to gain experience in cooperation and develop
relevant competencies necessary for rapid adaptation to the labor market andwill expand
employment opportunities after graduation.

The work of M. Knowles, the creator of the concept of Self-Directed learning, sig-
nificantly influenced the use of a student-centered approach in educational institutions.
M. Knowles showed that all people, by nature, can be self-reliant, even if they need help
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to get started [1]. J Dewey [2] and S. Rogers [3] criticized the outdated education model,
in which the teacher is assigned a central role, and the learner is a passive participant
in the learning process. Researchers have proven that learners are equal partners in the
academic community, and the co-production of knowledge is essential to giving learners
ownership and responsibility for their learning.

Within the European Higher Education Area, for countries participating in the
Bologna Process, the student-centered approach was formulated as a priority trend in
developing higher education in Europe [4], which should apply to all elements of higher
education.

Further development of the concept of a student-centered approach was reflected in
the Communiqué of the Bologna Ministerial Conferences in Bucharest (2012) [5], in
Yerevan (2015) [6], in Paris (2018) [7], and in Rome (2020) [8].

The Bologna Conference in Yerevan defined student-centered learning as a process
of qualitative transformation for students and other learners in the learning environment
aimed at improving their autonomyand critical ability through an impactful approach [6].

The student-centered approach to learning is the subject of study by the European
Students Union (ESU) [9], which has developed a new project called Peer Assessment
of Student-Centered Learning, in which the concept of learning outcomes forms the
conceptual core of the SCL higher education system [10].

The Bologna reforms led to a paradigm shift in education - the emphasis shifted from
teaching to learning, leading to reform in educational programs. There has been a tran-
sition from a curriculum based on the description of course content to higher education
focused on learning outcomes, which are considered not the sum of information learned
but the ability to act successfully in various problem situations. According to the stan-
dard [11], institutions should ensure that educational programs that motivate students
to take an active role in co-creating learning are developed, and student performance
assessments should reflect this approach.

One of the main categories of the student-centered approach is competencies. Com-
petency covers the entire software development process. It involves the knowledge,
skills, and attitudes of software engineering professionals that effectively solve prob-
lems and perform tasks that arise in professional work in the fast-paced environment of
this industry. Thus, the competencies of specialists in the field of software engineering
are a necessary condition for the successful development of software products [12].

There are five main reasons why educational institutions use the Competency-based
education (CBE) approach to learning: firstly, CBE supports lifelong learning; secondly,
it promotes an empowered and inclusive learning culture; third, it provides appropriate
training and support on a timely and individual basis; fourth, it uses instructional ideas
that align with students’ needs and goals, and lastly, CBE emphasizes transparency and
sets clear expectations [13].

In accordance with the law of Ukraine on higher education, competence is the ability
of an individual to socialize, learn, and carry out professional activities successfully,
arising based on a dynamic combination of knowledge, abilities, skills, ways of thinking,
views, values, and other personal qualities [14].

In work [15], the team of authors defines competence as “Personal qualities causally
related to performance indicators in one or another field of work”, where individual
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competence integrates knowledge, skills, and inclinations in the professional context.
This formulation of competence offers a unified view of the integration of knowledge,
skills, anddispositions (willingness towork) and clearly presents the professional context
as an element that must remain unchanged. Thus, competence is more than the sum of
its components.

Sedelmaier, Y., Landes, D argue that competence is the comprehensive ability to
act appropriately in complex situations. The ability to act includes technical knowledge
(hard skills), also called factual knowledge. The ability to cope with complex and new
situations also requires additional soft skills, often divided into social, personal, and
methodological competence [16]. Hard competencies are the skills necessary to perform
the tasks of a professional activity and are acquired mainly through formal training [17].
These are competencies defined in research as “core competencies” [18], “the only skills
required to perform the job functions” [19], “a person’s ability to perform a specific task”
[20] and “technical skills that can be measured quantitatively” [21].

The labor market study conducted by Kautz et al. (2014) [22] reflects a noticeable
trend of significant employer interest in the “soft skills” of job seekers. Most employers
consider them as important as professional knowledge and skills. Ahmed et al. define
soft skills as the personal characteristics that primarily influence an individual’s behavior
when interacting with others in a work setting [23]. The authors analyzed soft skill
requirements in the software industry for various software development positions such
as systems analyst, designer, programmer, and tester. The authors include soft skills:
communication skills, interpersonal skills, analytical and problem-solving skills, team
player, organizational skills, ability to work independently, openness, and adaptability
to change [23].

Competence is central to the SWECOM(SoftwareEngineeringCompetencyModel),
in which knowledge and technical (computer) skills are integrated with behavioral char-
acteristics. The model is designed to define the set of knowledge, skills, and qualities
necessary for the effective development andmodification of software systems. Themodel
defines the skill areas and work activities for each skill. Activities occur at five levels
of skill development. SWECOM suggests that competence combines knowledge, skills,
and abilities. A competent person has the knowledge and ability to perform a work
activity (i.e., skills) at a given competency level. The competency model includes cog-
nitive attributes, behavioral attitudes, and technical skills. The model also defines life
cycle skill areas, cross-cutting skills (e.g., quality, safety, security), and associated activ-
ities. It also defines competency levels: Technician (able to follow instructions), Entry
Level Practitioner (can assist in performing activities with some supervision), Advanced
Practitioner (able to perform activities with little or no supervision), Tech Lead (able to
lead and guide members) and senior software developer able to create new processes
and change existing ones [24]. The model is aimed at software developers, including
programmers, architects, testers, and other specialists.

The model allows us to standardize the assessment of competencies in software
systems development, providing a more objective understanding of the level of skills,
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planning the training that employees need, and helping determine career paths and qual-
ifications for employees. However, the model requires modification due to the rapid evo-
lution of software systems development. The software development industry is rapidly
evolving, and models may become outdated or not consider new trends.

These approaches are consistent with the Global Computing Education paradigms
outlined in the latest CC2020 release of the Computing Curricula series of reports from
the Association for Computing Machinery (ACM) and the IEEE Computer Society
(IEEECS) [25]. After a long break with the release of SE 2014 (Software Engineering
CurricularVolume), international organizations have returned to reviewing theguidelines
for bachelor’s degree programs in computer science professions, particularly software
engineering. One of the four core principles that the task force adhered to in developing
CC2020 related to the need to incorporate future trends and industry vision into the
educational process, tracking changes in technology and research across the sociological
spectrum. The CC2020 authors believe that professional and scientific communities
should lead in supporting higher education in various ways, mainly by formulating
teaching guidelines.

The constant increase of the information load in the field of education in software
engineering is explained by the multifactorial nature of the subject area. The CC2020
report provides details of current industry trends in IT and software engineering. These
areas, which either already exist or are expected shortly, are determined based on analyz-
ing various business intelligence sources and considering the data provided in CC2020.
Universities should consider the research findings in the reportwhen developing software
engineering curricula.

The report Software Engineering 2014: Curriculum Recommendations for Under-
graduate Software Engineering Programs, also known as SE2014, was developed to
guide academic institutions and accrediting agencies on what undergraduate software
engineering education should be like [26]. The SE2014 report identifies a set of student
outcomes that characterize the qualities of an SE graduate. These include professional
knowledge, technical knowledge, teamwork, end-user awareness, design decisions in
context, performance trade-offs, and ongoing professional development. Likewise, the
report provides a list of principles “that covers both general principles of computing and
those that reflect the special nature of software engineering and distinguish it from other
computing disciplines”.

The European e-Competence Framework (e-CF) is a standard that classifies 40 com-
petencies for ICT professionals, establishing a common language for competencies,
skills, and proficiency levels across Europe. It is organized into five ICT business areas
related to the European Qualifications Framework (EQF). The e-CF is developed and
maintained by “CEN/TC-428 ICT Professionalism and Digital Competences” and is
used by organizations, individuals, and public authorities to assess, certify, and manage
ICT competencies. https://itprofessionalism.org/

The e-CF is also used to develop new professional roles and map them to the Euro-
pean Skills, Competencies, andQualifications (ESCO) framework. This process involves
identifying relevant e-competences for specific roles and ensuring that the roles are
aligned with the European Qualifications Framework (EQF) [27].

https://itprofessionalism.org/
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The European ICT Professional Role Profiles are closely related to the European
e-Competence Framework (e-CF, providing a shared European reference language for
developing, planning, and managing IT professional needs. These profiles complement
the e-CF and contribute to a common European reference language for planning and
managing IT professional needs in a long-term perspective [28].

The European ICT Professional Role Profiles are built on the e-CF and provide a
Europe-agreed set of typical profile descriptions from an ICT organizational viewpoint.
They illuminate and structure each ICT Professional Profile with some components,
using the e-CF as the basis for competence identification. Integrating the e-CF compe-
tencies into the ICT Professional Role Profiles provides a tool and entry point for e-CF
application to individuals and organizations [29].

Educational standards and programs often lack harmony, using incompatible com-
petency systems that hinder program continuity, duration reduction, and support for
individual student trajectories. Extensive competency lists complicate tool and method
development for assessing student proficiency.

In forming the Student-Centered Learning (SCL) university curricula for software
engineering training in universities, each higher education level and corresponding pro-
fessional standard must ensure consistency. SCL relies on individual educational tra-
jectories for software engineers, starting from Junior bachelor’s programs. Bachelor’s
programs should build on, not repeat, Junior bachelor’s, and each subsequent education
level should increasingly emphasize individual learning trajectories.

In this paper, we adapt our previously developed general approach [30] to the changes
in educational and professional spheres over the past 1–2 years. We solve the task
of constructing educational trajectories for training software engineers at Ukrainian
universities. These trajectories must fit the qualifications framework and must support
the SCL conception.

The paper is structured as follows. Section 2 presents the theoretical basis for choos-
ing individual educational student trajectories according to the European e-competence
framework. Section 3 presents the results of the proposed method according to the
European e-competence framework for the Software Engineering specialty.

2 Method of Curricula Construction According
to Student-Centered Learning

2.1 Input Assumptions and Limitations

Target competencies for Software Engineering (SE) specialists should include training
for “Developer” and “Test Specialist” profiles from e-CF, aligningwith the qualifications
for a “Specialist in the development and testing of software” in theNationalClassification
of Professions Ukraine. Considering the similarity of the “Digital media specialist”
profile, these three profiles form the core of the Software engineering specialty.

Competencies for Developers, Digital Media Specialists, or Test Specialists are lim-
ited to the third level of E-CF, equivalent to a bachelor’s level in the European Qualifi-
cations Framework and the Law on Higher Education of Ukraine. Pursuing master’s or
doctoral levels is deemed pointless.
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Choosing further educational paths should be justified based on the desired target
profile. Validity hinges onminimal difficulty in acquiring new competencies and enhanc-
ing existing ones. The complexity can be quantified by assessing the number and level
of new competencies and deliverables.

Recommended training paths are those with sufficiently low difficulty, measured
qualitatively and relatively, aligningwith the student-centered learning concept. The goal
is to provide recommendations regarding ease, difficulty, and attainability rather than
numerical comparisons between profiles. This approach allows students to personalize
and adjust their educational path.

2.2 The Formal Statement of the Problem

The initial data are the interrelations matrixes of the “ICT profiles – E-competences” and
“ICT profiles – Deliverables.” In the mathematical representation, these tables define
two bipartite graphs (mappings):

�1 : P → C,�2 : P → D, (1)

where P = {P1, P2, . . . P30}– the profiles set,
C = {C1, C2, . . . C40} – the competences set,
D = {D1, D2, . . . D76} – the deliverables set.
The mapping of the profiles set to the competencies set we present asG = 〈P,C,E〉,

where E denotes the weighted edges set of the bipartite graph. The weight of each
edge ep,c we define as the level of competence with number c, which is needed to
profile with number p. Similarly, the mapping of the profiles set to the deliverables set
is H = 〈P,D,K〉, where K denotes the edges of the bipartite graph, and each edge
Kp,d ∈ {0, 1}.

The proximity function between any two profiles s and t we define as distance in an
undirected graph:

Pr(s, t) = α
∑

∀c,c∈C min(es,c, et,c + (1 − α)
∑

∀d ,d∈D ks,d kt,d , (2)

where α - coefficient allows controlling the importance of proximity metric according to
common competencies relative proximity metric according to shared deliverables. The
complexity function of the transition to a new profile t in the presence of competencies
of the existing profile s we introduce as a distance in a directed graph:

Dif (s, t) = α
∑

∀c,c∈c∩(et,c>es,c
(et,c − es,c) + (1 − α)

∑
∀d ,d∈D∩(kt,d=1)

(kt,d − ks,d )

(3)

The assumption that training is carried out in consistent progress through the edu-
cational levels leads to a search of all possible pairs s and t within a stepwise education
system with the suggestion that these pairs must satisfy the following condition:

max∀c,c∈C(et,c) − max∀c,c∈C(es,c) = 1 (4)
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We introduce the reachability matrix of the following target profile, starting with the
existing one. In graph theory, reachability is the ability to get from one vertex to another
within a graph. A vertex s can reach a vertex t, and t is reachable from s if a sequence of
adjacent vertices (i.e., a path) starts with s and ends with t.

Taking into account constraint (4), the reachability matrix we present as:

Reach(s, t) =
{

1
Dif (s,t) , if condition(4) true

0, otherwise

}
(5)

2.3 The Construction of Individual Educational Trajectories and Curricula Set

The method of constructing individual educational trajectories set and curricula set as a
result is a sequence of following steps.

Step 1. Clustering profiles is ordering profiles’ graph structure into relatively homo-
geneous groups, where the proximity function between any two profiles is calculated
according to (2).We used themodularitymetric proposed in the paper [31] for clustering.
The metric value lies between 0.5 and 1, calculated by the formula:

Q = 1

2m

∑
s,t

(
Pr(s, t) − dsdt

2m

)
δ(ks, kt), (6)

where di is the degree of the i-th node, Ki is the cluster in which the i-th node is located,
m is the number of edges in the graph. δ(ks, kt) = 1, if ks = kt, otherwise 0.

Using themodularity metric (6) allows us to split the initial list of profiles into profile
clusters, which are characterized by a strong connection of profiles within classes and
weak for profiles located in different clusters (strong link inside and weak ones among
groups). A change in the coefficient makes it possible to evaluate the stability of the
clustering result when changing the evaluation criterion fromproximity by competencies
to proximity by deliverables.

Step 2. The reachability graph describes the ability to get from the obtained profile
to the next one by educational level with quantity estimation of this step complexity.
The reachability graph is constructed using (5) and becomes a background for building
individual educational trajectories.

Step 3. The curriculum set is constructed using individual educational trajectories.
The starting point for each curriculum building is the need for competencies for goal
profile, knowledge, and skills examples, cataloged in the e-CF.

3 Individual Educational Student Trajectories According
to the European E-Competence Framework

Weperformed a profile’s clustering from e-CFwithα = 1 from (2), considering only the
quantity of common competencies required for each pair of profiles. As a result, we got
seven closely related groups (Fig. 1). Each group has its own color, and the line thickness
between each pair of profiles is proportional to the number of shared competencies.
Grouping of profiles by Deliverables/Outcomes proximity principle α = 0 from (2)
gives a partially different result (Fig. 2). A comparison of these results is given in
Table 1.
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Table 1. Comparison proximity of the profiles by competencies and deliverables/outcomes

Profile’s Proximity by common

Competencies Deliverables/Outcomes

Developer + +

Digital Media Specialist + +

Test Specialist + +

DevOps Expert + +

System Administrator + -

Network Specialist + -

Systems Analyst - +

Systems Architect - +

Digital Transformation Leader - +

Account Manager
Business Information Manager

Chief Information Officer

Project Manager

Data Scientist

Product Owner

Business Analyst

Data Administrator

Enterprise Architect

Digital Consultant

Quality Assurance Manager

Systems Administrator

Solution Designer

Digital Transformation Leader

Data Specialist

Information Security Manager

ICT Operations Manager

Digital Educator

Developer

Digital Media Specialist

Network Specialist

Service Support

Service Manager

Systems Architect

Technical Specialist

Test SpecialistDevops Expert

Systems Analyst

Scrum Master

Information Security Specialist

Fig. 1. Seven profiles groups (highlighted by different colors) which are closely related by the
list of required competence

All recommended trajectories for achieving the desired profiles for software engi-
neering are presented in Fig. 3. The line thickness characterizes the number of compe-
tencies achieved at the previous level that will be claimed at the next one; that is, the
thicker the connecting line, the easier it will be to achieve the target profile.
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Account Manager
Business Information Manager

Chief Information Officer

Project Manager

Data Scientist

Product Owner

Business Analyst

Data Administrator

Enterprise Architect

Digital Consultant

Quality Assurance Manager

Systems Administrator

Solution Designer

Digital Transformation Leader

Data Specialist

Information Security Manager

ICT Operations Manager

Digital Educator

Developer

Digital Media Specialist

Network Specialist

Service Support

Service Manager

Systems Architect

Technical Specialist

Test SpecialistDevops Expert

Systems Analyst

Scrum Master

Information Security Specialist

Fig. 2. Seven profiles groups which are closely related by the deliverables

Developer

Digital Media Specialist

Network Specialist

Systems Administrator

Systems Architect

Test Specialist

Digital Transformation Leader

Devops Expert

Systems Analyst

Junior Developer

Junior Digital Media Specialist

Junior Test Specialist

2 years 2 years

Enrollee Bachelor Master PhD

4 years 1.5 - 2 years 4 years

Junior 
bachelor

Fig. 3. Trajectories (possible paths) for achieving the desired profiles for software engineering
with accounting common competencies and deliverables (the line thickness characterizes the
number of competencies achieved at the previous level that will be claimed at the next, that is, the
thicker the connecting line, the easier it will be to achieve the target profile)
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4 Conclusions and Future Work

The key performance indicator for SCL is student satisfaction with incorporating sus-
tainable curricula. The e-CF has proved to be very useful in the process of curricula
design because one of the critical challenges of effective curricula design is managing
how different stakeholders communicate and cooperate in designing curricula that meet
educational and employer objectives.

The article proposes a partial formalization of themethod of constructing educational
trajectories for training software engineers at Ukrainian universities. Improving student
knowledge, skills, and competence without a clear plan and goal as to how that future
Bachelor, Master, or Ph.D. will correspond to the organizational needs of an employer
generally has minimal effect.

The following features of software engineering and higher education in Ukraine are
taken into account. The target competencies that Developers, Digital Media Specialists,
or Test Specialists must possess are limited to the third level of E-CF, corresponding to
the bachelor’s level in the European Qualifications Framework and the Law on Higher
Education of Ukraine.

The proposed method for the set construction of the software engineers’ educational
trajectories in Ukrainian universities uses graph theory. The nodes of the weighted graph
are the roles proposed by the European e-Competence Framework, and the weights of
the edges characterize the number of competencies achieved at the previous level of
education that will be necessary to achieve the next level.

The article presents the result of synthesizing educational trajectories for software
engineering from a junior bachelor level. It is shown that the subsequent levels of edu-
cation should be oriented toward acquiring the competencies necessary for the DevOps
Expert Role, Systems Architect Role, or Systems Analyst Role at the master’s level.

Further development of the work is planned in the practical implementation of an
interactive online assistant, which will formulate recommendations for the student on
the choice of disciplines, forming a set of trajectories from the already achieved level to
the target one the student will choose.
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Abstract. The analysis of existing components of a smart home as part of the
entire range of Internet of Things (IoT) is performed. The analysis of possibleways
of reconfiguration of IoT components is performed. The ways of reconfiguration
at the network level and partial node reconfiguration are considered. The ways of
flexibility of the components of IoT are analyzed and classified. Comparative anal-
ysis of summarized parameters of bootloaders is performed. The possibility to use
the software components as unchangeable blocks of the code for modification of
microcontroller program as the way of reconfiguration is analyzed. The idea to use
the replaceable software modules for representation of microcontroller program
at higher level of abstraction with modified bootloader is proposed. Elements of
programming method for microcontroller reprogramming with replaceable soft-
ware modules as middleware is proposed. The practical example of the use of
results of the research is provided.

Keywords: software reconfiguration · reconfigurable nodes · Fog computing ·
bootloader · Edge-IoT · replaceable software modules

1 Introduction

Due to intensification of the growth in the demand of modern systems for computing
power, there is a need for their constant expansion and modification. For embedded sys-
tems running in solid enclosures or in a fixed volume of space, there is a limit beyond
which modification and hardware additions become impossible. In reason of commu-
nication capabilities expanding and increasing the number of ready-made components
for creating complex computing systems increases the variety of approaches to their
construction. Depending on the available resources and basic development conditions,
it is possible to adjust the type of executable solution to them.

Manufacturers of modern executive modules present a wide selection of chips of
different price categories and workmanship. Depending on its purpose, the module can
be made either in the form of a component, which is a board with basic interaction
interfaces and a set of pins for free use, or in the form of a finished device in a monolithic
housing with a set of specialized interaction interfaces and minimal frills. This contrast
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is due to the scope of application of the module and the size of the series within which
it was produced.

Despite the variety of manufactured computing modules and devices for building
embedded systems, their resource and time resources remain limited [1]. In view of this,
for long-term systems, engineers are developing ways to provide their maintenance and
support, allowing them to complement and modify already deployed systems. Unfortu-
nately, the ability to expand systems can also be limited due to dimensions and power
consumption. There is also a limit to the complexity of systems, when the number of
devices involved in it reaches values at which effective resource management becomes
difficult, which affects the speed and quality of performing the tasks assigned to the
system.

In reason of that, there is a need for an alternative approach tomodernizing embedded
systems based on multiple devices interacting with each other. Taking into account the
fact that serial devices are produced in a standardized manner, in a form compatible with
common solutions and interfaces, when used in practice, part of the resources embedded
in them may not be used [2]. In this regard, standard modules have a natural resource
redundancy, which, with the right approach, can be used for the needs of the overall
system.

Taking into account all of the above, there emerges an idea to formulate an approach
leveraging the inherent to controllers natural redundancy for the purpose of enhancing
both the reliability and longevity of integrated systems [3]. This approach involves taking
into account and using redundant components of both the architecture and the constituent
components of the system, which will make it possible to avoid failures or turn them
into smooth degradation.

Due to the fact that themain consumer of hardware resources is the program executed
by the controller, a task arises related to managing the contents of the internal memory
and firmware. A component included in many microcontrollers called a bootloader is
well suited for this task.

A bootloader serves as an application designed primarily to facilitate the enhance-
ment or alteration of system software without the need for specialized firmware upgrade
tools. While bootloaders can perform various functions, their primary role is in oversee-
ing the application. They can employ diverse protocols such as UART, CAN, I2C, I2S,
Ethernet, or USB to initiate communication and commence a firmware upgrade process
[4].

However, in its standard form, the bootloader does not allow reprogramming the
microcontrollers it serves without the use of third-party devices and programs. For
this reason, it is considered advisable to use a modified bootloader to enable remote
programming or reconfiguration [4].

The purpose of this work is to increase the flexibility of components of IoT sys-
tems by means of simplification of reconfiguration process of remote reconfiguration of
individual nodes and components.

To reach this goal it is necessary to perform following tasks: analyze existing
approaches for building configurable systems, analyze and describe existing solu-
tions, which realize common approaches; analyze tools for implementing the selected
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approaches, describe a method for building survivable system, based on analyzed
approach, purpose a technical example for proposed programming method.

2 Analysis of Possibilities for IoT Components Reconfiguration

2.1 Analysis of Ways for Reconfiguration at Network Level

For Industry 4.0, it is proposed to change the approach to managing Internet of Things
devices, where a large number of Internet of Things devices interact with each other with
ensuring effective interaction between machines. In case that traditional management
methods are ineffective due to problems of distributed management and ineffective
resource allocation. It is proposed to use software-defined networking (SDN), which
separates network management and data transfer between devices [5].

Software-defined networking offers the opportunity to optimize the management of
traditional networks. Especially the SDN controller has a global view of the network
of sensors and actuators, which allows dynamic reconfiguration of network nodes and
data flows in real time. This is especially true for devices with limited communication
and computing resources. The proposed SDN-IoT architecture focuses on developing
a controller that dynamically optimizes the delivery of end-to-end streams in real time.
The basis for this is the adaptation of dynamic routing policies based on continuous
assessment of the network state, which allows them to jointly minimize delays and
energy consumption, thereby increasing the network lifetime [6].

The ITEA 2 Project “Network of Objects” proposes solution aimed at collaboration
of Internet for Things-based devices in the context of emergency management. In this
solution, messaging is semantically enriched. A solution to three interrelated problems is
proposed: ensuring compatibility of devicemanagement based on appropriate distributed
architecture; setting up workflows to allow together work of devices while ensuring
autonomy; establishing the optimal format for data exchange for devices [7].

A Smart Objects (SObjs) concept provides an approach for configuring and manage-
ment for smart devices as network objects. SObj object management plays a critical role
in preventing potential IoT network congestion issues and reducing latency. The pro-
posed method, known as MbDSAS, is an approach to reconfiguring network blocks or
gateways without requiring software updates or changes to manage and discover SObjs
and maintain IoT network dynamicity. Using this method, gateways are configured to
efficiently manage SObjs through software updates or reconfigurations, followed by a
warm start. MbDSAS has undergone pilot testing to confirm its suitability as a solution
for managing IoT scenarios and to determine the best combination of technologies for
its successful implementation [8].

In other solution it is proposed to move computing operations from Edge to IoT by
changing the behavior of its nodes according to the requirements of the application or sys-
tem. To allow it, a Multi-Hop-Over-The-Air update technology is implemented, which
automatically configures microcontroller-based IoT devices. With IoT nodes connected
to a mesh network in mind, distributed ecosystem is developed to promote collaboration
and to enable rapid code deployment to heterogeneous Edge-IoT mesh network nodes.
Thus, system automatically deploys new services when necessary [9].
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Industrial Internet of Things (ІIoT) systems provide a variety of services at edge
nodes to improve efficiency and automate system operation. The concept of service host-
ing emerges, where edge nodes are dynamically reconfigured to host the latest requested
services from sensor nodes. Given the limited storage and computing resources at edge
nodes, a reconfiguration function is introduced that can expand the number and types of
services hosted on these nodes [10].

In case of collecting real-time data using wireless sensors connected to the Inter-
net of Things it presents issues to ensure sufficient coverage, network longevity, and
maintaining wireless connectivity. For global remote monitoring (WARM) applica-
tions, a lightweight, dynamic, and automatically reconfigurable communication protocol
(LDAP) is proposed. This protocol includes a mobile data sink to provide wider wireless
sensor network (WSN) coverage and automatic reconfiguration capability to adapt to
dynamic network topologies. ImprovedWSN coverage and service life are also achieved
through the use of Long Range (LoRa) wireless interface [11].

According to the proposed solutions, it is possible to conclude that in conditions of
limited space and access, it is possible to increase system performance indicators by
changing the internal structure of the network. Due to this net reconfigurability for this
type of network, it becomes possible to assign roles and rights to participating devices,
which in turn affects the distribution of computing and traffic load. In this case, it can
be assumed that adjustment, redistribution and control of devices can act as tools to
ensure system reliability. In other words, by distributing the computing and traffic load,
it will reduce the wear and tear of devices involved in the network, and thanks to device
management at the network level, it becomes possible, if necessary, to remove defective
or failed network participants without rebooting or updating it. In the described case,
downtime can be reduced and system service life can be increased.

2.2 Analysis of Partial Node Reconfiguration

Reconfigurable computing architectures are successfully used in safety-critical areas.
As the target architecture evolves, it becomes necessary to update it remotely on the
appropriate platform. This process is subject to the risk of remote tampering, where
an attacker can maliciously change the configuration of reconfigurable target hardware.
Architecture is proposed that includes the trusted hardware using cryptographic copro-
cessors and trusted platform modules (TPMs), as well as implementing updates over the
wireless network. The platform under development implements a secure boot protocol
on field programmable gate array (FPGA) with use of Xilinx technology. The project
demonstrates successful bitstream configuration, integration of the boot process with
TPM, and secure over-the-air updates for hardware reconfiguration [12].

Some IoT systems provide remote dynamic partial reconfiguration (DPR) capa-
bilities for modern FPGAs. These capabilities allow changes to be made to the circuit
mapped on the FPGA to modify or expand the functionality of the device without having
to take it off the network, through use of remote network communication [13].

For such solutions requires a secure and reliable update system. It is a critical ele-
ment for successful implementation of the Internet of Things, especially at the scale of
large commercial solutions. When analyzing the specific challenges of infrastructures
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designed to remotely deploy andmanage applications, the management challenges asso-
ciated with IoT sensor systems are highlighted. Amathematical model andmethodology
for solving these problems is proposed. To evaluate the effectiveness of the model, it was
implemented in the form of software infrastructure for full-fledged commercial products
in the field of Internet of Things [14].

Another example proposes a solution that includes the lightweight cryptographic
algorithms Espresso and Grain 128 to ensure data confidentiality in projects based on
FPGA technology in IoT, as well as the CRC32 algorithm to verify data integrity. This
solution is designed for use on Digilent’s Basys 3 Artix-7 boards using Vivado. To
optimize performance, partial reconfiguration is provided to allow switching between
algorithms depending on the flow of IoT traffic and security conditions [15].

The use of partial difference-based reconfiguration, although easier to implement
due to the absence of the need for pre-planning the floor, is recommended to be limited
to small changes due to its unpredictable nature. This paper proposes a mechanism that
prevents this problem by saving the global state of the system. Thus, it does not matter
how the partial bitstream based on the differences will affect the hardware configuration.
This means that designing a partially reconfigurable system-on-chip requires less effort
in the development process [16].

Based on the proposed solutions, it is possible to conclude thatwith limited expansion
capabilities of the system, it is possible to use the computing power of the devices
presented in it by rethinking their roles in the system and methods of interaction. By
representing devices as peer nodes of the system, it becomes possible to requalify them
as needed for the current task. Due to this nodal reconfigurability, it becomes possible
to optimize the workflow of the system as a whole, as well as adjust the accuracy and
speed of the calculations performed. In this case, it can be assumed that optimization of
the work process will lead to an even and feasible distribution of the load between the
executive nodes. In otherwords, due to optimization, the number of operations performed
by the system is reduced, which reduces the wear of devices acting as nodes. Due to the
reconfiguration of devices at the level of the executable program, it becomes possible
to bypass hardware defects due to the permitted reduction in the accuracy or speed of
calculations. In the described case, it is possible to increase the survivability and service
life of the system.

2.3 Analysis of Cases of Use of Bootloaders

The bootloader is an important component of an embedded ARM system, and the imple-
mentation of this bootloader is closely related to the hardware characteristics. It provides
a brief description of the S3C2440 development board and its launch mode. The focus
is on the initialization of each functional module in the S3C2440 during system startup,
and a diagram of a simplified bootloader for this board is presented. After testing, this
loader demonstrated high efficiency and portability [17].

The bootloader receives the application from the host via the communication inter-
face and writes it into the controller’s program memory. Each bootloader host follows
a specific file transfer protocol, which is usually unique to the chip vendor. This paper
presents a self-contained and portable microcontroller host (PIC18F66K80). This host is
capable of receiving an image from a PC via the Xmodem protocol, storing it in external
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flash memory, parsing the Intel hex representation of the stored image, and program-
ming the target controller (another PIC18F66K80) using unified bootloader protocol.
Communication between host and target is carried out through a controller area network
(CAN). The main advantage of this implementation is the ability to use portable and
convenient host controller to program individual targets in question [18].

The description of the development and implementation of a built-in bootloader
for ARM uCOS covers the following aspects: the use of self-adaptive boot technology,
the use of Memory Management Unit (MMU), interrupt handling, direct installation
of interrupt vectors, working with large flash pages, programming for UART, etc. The
article also provides a concrete example illustrating the real-life impact of an embedded
bootloader when porting ARM uCOS [19].

The approach uses a modular code structure and specific instructions to reduce the
migration workload, and uses macros in the definition file for real-time updates. In par-
allel, backup copies of the flash memory area are configured to improve reliability. The
development of this bootloader on the universal PowerPC platform reduces the migra-
tion process by more than 60% compared to U-Boot. The probability of successfully
launching the bootloader from the backup area is 92.5% or higher [20].

Designed for the Atmel AVR family of microcontrollers, ATmega is superior to
Optiboot in terms of smaller size and faster speed, giving programmer more available
flash memory and reducing the time required to download or update microcontroller
firmware. Bootloader concept played a key role in popularizing Arduino, eliminating the
need for specialized programming devices during prototyping phase. However, original
purpose of bootloader was to provide the end user or less experienced service personnel
with ability to update the firmware of the product or embedded device [21].

In view of the above examples of using the bootloader, it can be assumpted that
this component of microcontroller-based systems is a fairly flexible and accessible tool
for managing the microcontroller. Due to the presence of this component as part of pro-
grammable devices in role of manager for recording and executing programs, it becomes
possible to control the contents of the device’s memory. And due to the availability of
this component, it becomes possible to modify it to suit the needs of the system. The
result of using such a tool can be provision of partial or complete reconfiguration of
devices as part of an already deployed system.

The idea of a system where all nodes are configurable is the direction to increase the
flexibility of the system. The possibility to perform remote reconfiguration over network
allows the cooperation of nodes with ability of reconfiguration of one node by another
using special software tools or preprogrammed bootloaders [2, 4].

Thus, there are different cases of the use of the Internet of Things and bootloaders
applications. It is possible to highlight IoT Medicine as the class that includes both the
production of equipment, automation of laboratory activities, and diagnostics, surgery
and rehabilitation. This class, for its purpose, requires reliable and uninterrupted oper-
ation of the systems used, which fits with the topic of research. Another class can be
considered applications of the industrial IoT. It can include both applications for mon-
itoring and controlling production processes, as well as applications for ensuring the
safety and security of the manufactured product during its storage and transportation.
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Another example is e-commerce applications for logistics and communication
tasks. They can be described as applications for automated communication systems
for commercial enterprises, transport infrastructure management and smart cities.

3 Analysis of Reconfiguration and Programming Method

3.1 Software Reconfiguration Analysis

In the course of analyzing methods for organizing and constructing systems based on
multiple devices and their interaction, approaches were identified that best suit the con-
ditions of limited resources and capacity. These approaches are aimed at improving
the speed and reliability of a system by increasing the complexity of its structure and
rethinking traditional methods of interaction and behavior.

The first approach that can be considered is a Software-defined network. It is based
on the idea of introducing an arbiter into a classical network of interaction between
devices, which has the ability to regulate traffic and redirect data and computation flows
to less loaded devices in real-time mode, thereby optimizing the overall load on the
network and its participants. In reason of the described above, network viability and its
responsiveness are greatly increased.

Another approach that should be considered is a Network of Object. It represents
each devise of the network as smart objects with kit of basic operations and functions for
management. This type of organization significantly increases the maintainability of the
entire system due to the fact that each object can be removed from the system without
completely stopping and restarting it. Moreover, making changes to system settings does
not require updating the system, eliminating downtime and increasing scalability.

One more method of organization that should be noticed calls Edge-to-IoT. It rep-
resents each member of the network as node, which could be reconfigured by another
node, according application requirements. By using the properties of microcontrollers to
repeatedly rewrite the executable program, it becomes possible to reconfigure the node
containing this controller. This makes it possible to fine-tune the devices used by the
network and create cooperation based on them for a balanced and optimized computing
process.

Summarizing the results of the analysis, the resulting data obtained were entered
into the resulting Table 1.

Thus, it is possible to conclude that all described methods had a number of similar
characteristics, such as increasing the system’s resilience to failures and extending the
service life of the system. Two of described methods require significant modifications
from the system where they are applied, both at the device and infrastructure levels.

3.2 Bootloader Comparison Analysis

To achieve the described effect of increasing the quality characteristics of the system
by complicating its internal structure, a method was considered to provide the function
of reconfiguring individual elements of the system. A method using a bootloader as a
reconfiguration tool was chosen. In this case a search was carried out for options of a
custom bootloader implementation for microcontrollers of various manufacturers.
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Table 1. Comparison of parameters for three construction approaches.

Architecture Essence Advantages

Software-defined network Adaptation of dynamic routing
policies of the network state

– minimize delays
– workload optimization
– real-time delivery

Network of Objects Configuration and management for
smart devices as network objects

– reduce latency
– provide maintainability
– ensuring scalability

Edge-to-IoT Changing the behavior of nodes
according to the system requirements

– ensuring autonomy
– reconfiguration
capability

– device collaboration

The case of using a modified bootloader for the S3C2440 microcontroller manufac-
tured by Samsung was considered. Despite the prudently large amount of data memory
of the microcontroller, to implement a device based on it with the possibility of recon-
figuration using a bootloader, it took approximately 30% of the total size of its built-in
memory. Thus, this modification reduced the controller resource by a third.

For the PIC18F66K80 series microcontrollers from the manufacturing company
Microchip, the situation looks much better. When using a modified bootloader, it was
possible to fit it into 6% of the total volume of the microcontroller’s built-in memory. It
should be noted that the controller has a significantly smaller amount of memory.

In case of ATMega series microcontrollers, manufactured by Atmel Corporation it
can be noticed, that due to the community development of these controllers, the number
of modification variations for bootloaders is much greater than that of the previously
considered analogues. In view of this, there is a tendency for the size of the bootloader
to depend on the functions embedded in it. Considering the most common version of
the bootloader, it was found that the size of the memory it occupies does not exceed 3%
of the total amount of built-in memory.

Based on the above data, a Table 2 was generated to compare the internal resources
of the considered controllers with the requirements necessary for modification.

Based on the results, it should be noted that all the described bootloader implementa-
tions have a number of disadvantages associated with the features of the microcontroller.
In one case, the loader may be implemented with limited capabilities, in another it may
be redundant for its scope of application. The analysis showed that the quality of the
modification largely depends on the device used.
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Table 2. Comparison of parameters of bootloaders for different microcontrollers.

Manufacturer Microcontroller Program/Data memory, Pins Bootloader
requirements

Samsung S3C2440 47 KB/16 KB, 289 pins 16 KB of Program
Memory(34%)

Microchip PIC18F66K80 64 KB/3648 B, 64 pins 4 KB of Program
Memory(6%)

Atmel ATmega 32 KB/1 KB, 32 pins 1 KB of Program
Memory(3%)

4 Proposed Programming Method of Bootloader as Middleware

As a separate element can be the possibility of using an intermediate level to organize
the execution of calculations as part of such bootloaders. In other words, it can be
called as an intermediate level within the bootloader. It is proposed to use a preset in
the case when it is not possible to reflash the bootloader using its resources to perform
the operation. This implies сreating a bootloader with a primitive API to implement
everything else. The idea is that when developing a bootloader, it should be possible to
reconfigure it using some higher level, some software interface that allows to execute
these commandswithin themicrocontroller, in order to, based on these commandswithin
the microcontroller, perform more complex sequences of actions, without direct access
to this microcontroller. It is also proposed to implement the idea of the possibility of
reconfiguring and flashing the microcontroller based on such solutions. In this case, it
becomes possible to carry out remote reprogramming of the microcontroller using built-
in APIs or certain pre-installed capabilities as part of such a bootloader in order to carry
out reprogramming at a higher level of the module.

An example of this could be sending a request from a set of high-level commands
to such a bootloader, he can write these commands into the EEPROM, and then after
receiving a complete set of such a sequence of commands, he can simply begin sequen-
tially executing them using built-in elements and based on this sequence, according to
Essentially, reflash parts of the behavior.

Another example would be the use of commands in EEPROM as a direct program
for execution by the microcontroller. In this case, there is the possibility of using such
a microcontroller or a set of microcontrollers with the main idea, when such, in fact,
specialized commands and tasks that must be implemented using these microcontrollers
can be written directly not to flash memory, but to the EEPROM of the microcontroller.
In this case, absolutely all nodes must initially be flashed using a bootloader specialized
for such tasks, which provides a set of such calls, and then after that it is possible, using
standard interfaces for interaction between microcontrollers, including remote ones, to
directly implement programs into each individual node, in order to later record it in
EEPROM.

In this case, EEPROMcan act asmemory for the program, and initially all controllers
can contain the same bootloader, but the actual set of instructions that need to be executed



Analysis of Technologies for Reconfiguration of IoT Systems 483

can be contained in EEPROM. In this case, the bootloader itself and the program written
to the controller can act as some basic mechanism and basis for executing instructions
written in the EEPROM. In this case, there is a ban on using a larger amount of flash
memory as part of the microcontroller in order to write these programs there, among
other things.

An API or some basic set of functions included in such a bootloader may allow this
to be done. At the same time, the rewriting resource should also allow the use of flash
memory for such tasks. If such a mechanism is provided, it will significantly increase
the flexibility of microcontroller-based solutions and provide reconfigurability at the
hardware level.

5 Practical Example of Use of Proposed Programming Method

Based on the proposed programming method of the use of higher level of abstraction
with the replaceable software modules for microcontroller programming the practical
example for infrared communication system was created based on ATmega328P chip.
This device is the component of smart home that allows remote control of different
devices over infrared channel. To fit the requirement of convenient process of adding
the support of control for new home electronics the ability of reconfiguration of the cre-
ated component was implemented. The use of text format of communication with this
device over the central coordinator allows to perform updating the content of EEPROM
with stored set of commands without reprogramming directly in-system. The possibil-
ity of communication between few instances of such devices is implemented with the
prototyped own stable protocol of message encoding.

The example of representation of the package of dataset 0x02 for transmitting with
use of created implementation contains the start pulse package of 2 ms and rest pulse
packages of 1 ms (see Fig. 1). To improve stability in noisy environment and simplify
the decoding process the bit value is encoded by duration between ends of packages.

The existing microcontroller-based solutions for communication over the infrared
channel assume the possibility to assign the set of commands at the stage of compilation
of the project or with use of programmer to store the data with set of commands in EEP-
ROM. The created implementation use the fixed set of commands in created bootloader
to perform the assignment and updating the set of commands with use of serial interface
UART. The proposed implementation allows the modification of the set of commands
without the connection of the programmer to microcontroller.

Additional modification of program or bootloader of microcontroller allows to use
the flash memory to store more commands or to involve the chips without EEPROM.
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Fig. 1. A representation of the encoded informational package as an example of high level
configuration data stored in EEPROM for transmitting over infrared channel by created system.

6 Conclusions

In the work the tools, technologies and methods of reconfiguration of IoT components
were analyzed. Subsequently, considering the existing types of systems that are predis-
posed to changing the internal structure for the needs of the system, they were classified
according to the level of organization for their reconfigurable part.

According to obtained preliminary classification, a number of practical solutions
for improving performance characteristics using various types of reconfiguration were
considered. For the examples considered, a number of qualitative characteristics inherent
to these classes of organization of the reconfigurable part of the systems were identified.
An initial analysis of them was also given in relation to task of increasing service life of
systems and bypassing defects that lead the system to a state of failure.

To solve the problem of providing a reconfiguration function for microcontroller-
based systems, the analysis of practical solutions was carried out for modification of
built-in components of microcontrollers for managing and updating their firmware.

The performed practical implementation of the proposed way of reconfiguration
with representation of bootloader as the set of API of controller shows the possibility
of dividing a program by informational part and mechanisms for updating of this part.
The informational part can be places in both EEPROM or in flash memory. For the
considered examples, a number of quantitative characteristics have been identified that
demonstrate a dependence of involved resources on its model and configuration. Initial
analysis is also given in terms of accessibility and complexity of modification.

Main contributionof thiswork is the proposedprogrammingmethodwith replaceable
software modules for microcontroller and the obtained results of competitive analysis
of ways of modification of components and the features of bootloaders.

The improvement of ways of communication and reconfiguration of IoT components
are themain direction of the further research. As part of further development of the topic,
it is planned to study the cybersecurity aspects of a reconfiguration channel. It is planned
to study the topic of existing threats to IoT systems, and to analyze the vulnerabilities
for these threats, and to consider methods and means of protection.

In addition to cybersecurity aspects, the approaches to implementing of access and
control of nodes in reconfigurable systems can be considered as important field for
research, as well as the control abstraction levels, structural and logical specifications.
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Abstract. Theunmanned aircraft system (UAS)operationdepends on theweather
significantly. This was the motivation to develop the decision support system that
analyzes the range of factors including general and operative weather, type of
aircraft, mission sensors, and area of flight to help remote pilots in their decision-
making at the pre-flight stage and during the flight operation. Taking into account
the cyber-physical nature of modern UAS it is important to evaluate the possible
cyber risks that can be encountered during the operation of developed software.
In this paper, the attack trees are built to understand how and for what reasons
attacks on the software environment, database, or drone used to carry out the
mission occur. The consequences of the cyber hazards are analyzed and some
decisions on risk mitigations are made.

Keywords: UAS · Air Navigation ·Weather hazards · Software · Cyber threats ·
Decision Support · Risk analysis

1 Introduction

Unmanned aircraft nowadays are considered and used as a promising tool for many
civilian and military applications [1–3]. In turn, unmanned aircraft is a component of a
cyber and physical system that includes the aircraft itself and the set of equipment that
is required for unmanned aircraft operation and mission realization. According to [4],
UAS is the aircraft and other components that can be operated with no pilot on board.
This equipment and components are used for unmanned aircraft control, communication
and navigation. It also can include the components for mission realization. The range
of modern new technologies operated remotely can appear to be unlawful interferences
prone to a larger extent than manned by on-board pilot aircraft [5]. The wide range
of sensors, communication, and navigation solutions from one side helps to enlarge
the operational scope of the UAS application. From another side, this opens the way
for malicious actions and cyber-attacks. Moreover, modern UAS information and cyber
systems operate with data during the whole lifecycle of information for reliable and
successful operations. This fact proves the importance of understanding, identifying,
estimating, mitigating and managing the safety risks connected with cyber-attacks for
ensuring the safety operations performed by UAS.
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1.1 State-of-the-Art

The overview of the general vulnerabilities, cyberattacks and approaches to mitigation
are considered in [6, 7]. The analysis and events reported during the last years and con-
nected with drone-powered cyber-attack events are discussed in [8–10]. The discussion
shows the possibility to use drone for cyber-attack design and realization.

The overview of cyber incidents against drones is given in [11]. In this paper the
potential cyber threats are considered from the position of possible spoiling confiden-
tiality, integrity and availability to the data for successful operations. In paper [12] the
security vulnerabilities and connected cyber threats to modern UASs were analyzed and
assessed with consideration of possible mitigation measures. In paper [13] the risks to
control systems that should be taken into account at the state of sensors development
are investigated. The paper focusing on possible cyber-attacks to the aircraft attitude
sensors and considers the fault data injection (FDI) attacks. In paper [14] the system
for cyber-attack detection as intrusion using the leveraging deep learning is presented.
Analysis of such cyber-attacks as jamming and spoofing is presented in [15]. In papers
[16–19] the solutions for spoofing suppression are presented array. In paper [16] the
design of antenna array for spoofing detection and suppression from arbitrary direction
is presented. In paper [17] a method for spoofing detection using Inertial Navigation
Systems based on temporal behavior of spoofed signals is presented. In paper [18] the
approach for separation of GNSS spoofing from authentic signals based on relative posi-
tioning is proposed and simulations using theMonteCarlomethod is done. In paper [19] a
method and algorithm for GNSS spoofing suppression with a five-element antenna array
from four directions are shown and discussed. In this paper the developed methods of
interference and spoofing suppression to the simultaneously working GPS, GLONASS,
GALILEO, BEIDOU, and QZSS systems is discussed. More Unmanned Aerial Vehicle
Attacks and Neutralization Techniques are analyzed in [20]. The technical risks to UAS
flight and mission performance as well as discussion on cyber risk management is pre-
sented in [21]. In this work the functional models of different potential attacks at the pre-
and in-flight stages are shown and discussed including software attacks. In work [22] the
preflight software attacks as fault injection and authentication bypass are considered.

Obviously, the target for cyber threats is the software that can be used for preflight
preparation and during the flight. The examples of the software that are used during the
pre-flight stage are the firmware of autopilot or different applications for flight planning
and management. The examples of the software that can be used in flight software for
control and monitoring onboard sensors, flight controllers as well. Some cyber risks to
the UAS software are discussed in [11]. The survey of the challenges to autonomous
flights due to cyber risks including UAS software is presented in [23]. In work [22]
the categorization of the attacks is made and recommendation mitigative measures are
proposed. Many current countermeasures and recommendations to mitigate risks for
software include intrusion detection, software patching, authorization as well as instal-
lation of different anti-malware software. Papers [23, 24] considers the decision to the
intrusion systems detection. Papers [25–28] consider the application of artificial intelli-
gence for intrusion detection and mitigation. Papers [29, 30] considers the approaches
to identity authentication when communication between unmanned aircraft and ground
stations.
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1.2 Motivation

As it was mentioned, the UAS is an information-based system that can use communi-
cation, navigation, control computer-based systems and networks with corresponding
software. In papers [31, 32] it was proposed the software solution for decision-making
automation of remote pilots under different weather conditions. The proposed software
and decision-support system (DSS) [33] short overview is presented in the next para-
graph of this paper. Then, the motivation was to investigate the vulnerabilities and cyber
threats that can arise during the DSS operation and assess the possible cyber risks. The
risk mitigation strategies are also discussed in the paper.

2 The Software Architecture for Decision-Making Support
when UAS Flight Planning

Atmosphere characteristics and weather phenomena influence the aircraft including
remotely piloted aircraft significantly. A lot of UAS flights of general applications per-
form their flights in the lower layer of the atmosphere and have rather small dimensions
and low weight. These facts underline the importance of considering additional weather
hazards formed in the so-called boundary layer of the atmosphere. For example, wind-
related phenomena appear because of the presence of obstacles on the ground. The
obstacles can be of natural origin (hills, ravines, etc.) or manmade (buildings, bridges,
houses, etc.). The overview of the weather-related hazards for UAS flights and is pre-
sented in [34–36]. The DSS was developed to help the pilot in their decision-making
when flight planning under different weather conditions. The interface of the DSS is
shown in Fig. 1. It is possible to see from Fig. 1 that decision-making is based on the
next information and risk-oriented approach [37, 38]:

– type of aircraft,
– planned mission,
– apparatus and sensors for flight control and mission realization
– peculiarities of the planned area of flight,
– general aviation meteorological information,
– real-time meteorological information for the area of planned flight,
– information on low-level turbulence forecast based on real-time meteorological

information in the area of planned flight.

The low-level turbulence forecast is based on the information obtained from the
distributed network of stationary wind sensors and mobile sensors. The mobile sensors
are unmanned aircraft that perform flight in the particular area as it is proposed in the
concept [33]. The model for low-level turbulence forecast is also a separate task for
study. In the current version of the developed software, we use the model proposed in
[39].
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Fig. 1. An Interface of the DSS.

The software uses the map where forbidden UAS flight areas are indicated. It is
possible to see red areas in Fig. 1. The approach considered in [32, 33] is aimed at
mapping temporary forbidden areas due to the presence of weather hazards. The tem-
porary forbidden areas can be identified during the unmanned aircraft flight, matching
the dangerous phenomena position with GPS coordinates and sharing the information
to the common database.

The Software architecture for the developed DSS is demonstrated with the deploy-
ment diagram shown in Fig. 2.

Figure 2 shows the placement of parts of the system in space. It includes a cloud
databasewith operationalweather informationflowing fromPrevious unmanned aircraft,
Neighboring unmanned aircraft and Current unmanned aircraft, which requires recom-
mendations from DSS, and from two personal computers (PC) - nodes with installed
software. The first PC includes Meteorological support for decision-making by the UAS
operator application with a component such as a map forbidden for UAS flight areas.
The second PC includes a Weather application with a copy of the database.



Security Analysis of Meteorological Support Software 491

Fig. 2. Deployment diagram.

3 Attack Tree of Cyber Risks to DSS Software

To understand the cyber threats to the developed software and then to assess the risks that
can arise during the operation with DSSwe consider the cyber threats and vulnerabilities
from the position of their influence on confidentiality, integrity and availability. We use
this triad as the most important concept for cyber security [40].

To identify, analyze and study the possible cyber threats we have developed the tree
attack trees. The attack tree is a relatively convenient tool for understanding the target
of the attack, assets that may be attacked and ways or instruments for attack realization
[41].

Figures 3, 4 and 5 show the attack trees for collaborative software development.
These diagrams provide a clear definition of how and for what reasons attacks on the
software environment, database, or drone used to carry out the mission occur. The main
impact on the aircraft and on the database that builds the mission route, meteorological
data and flight analysis is cyber threats and information intrusion. Unauthorized access
to UAV data can lead to the leakage of confidential information.

Each attack tree is a graphical representation of potential attack vectors that may
occur in the system.

The privacy attacks shown in Fig. 3 can be aimed at leaking sensitive information.
This can include traffic interception, authentication attacks, or physical access to the
database or program code. For example, an attacker may use methods to intercept and
decode communications between the drone and the control station. Attempts at unau-
thorized access may include attacks on authentication systems, such as intercepting and
exploiting authentic accounts. This can be avoided by applying the latest authentication
and two-factor authentication methods.
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Fig. 3. Attack tree (aim is breaking confidentiality)

The hazards that are presented in Table 1 lead to the unauthorized familiarization
with meteorological information. Taking into account the character and sensitivity of
the information the consequences are assessed as insignificant and minor. The differ-
ence is that interception of information from the database in contrast to interception of
operative information deals with the data that does not influence current flight planning.
So, the severity of the consequences of the attacks on the database was considered as
insignificant.

Table 1. Cyber hazards severity of consequences breaking confidentiality

Hazards The severity of the consequences

Information interception Minor

Unauthorized physical access to equipment Insignificant

Loss of storage media Insignificant

Figure 4 shows attacks on software integrity. They can include attempts to modify
code or data transmitted between systems to cause the system to behave incorrectly.
This is a rather complex system in terms of protection against unauthorized persons.
The reason for this is public access, where an unscrupulous person can introduce their
code or modify existing code to cause incorrect system behavior.

The results of the approach to assess the severity of the hazards that can influence
the integrity of the developed software are summarized in Table 2.

The results of viruses and unauthorized modification of the software are consid-
ered as catastrophic as the modification of the meteorological information during the
unmanned aircraft operation can lead to an aircraft crash and even people injured. An
example of such modification is unauthorized putting the data about favorable weather
conditions while in reality, hazardous weather situations can be present. The damage
during the mission is assessed as a situation with minor consequences because in this
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Fig. 4. Attack tree (aim is breaking integrity)

Table 2. Cyber hazards severity of consequences for breaking integrity

Hazards The severity of the consequences

Viruses Catastrophic

Unauthorized modification of the software Catastrophic

Damage during the mission Minor

Damage in transit Insignificant

case the operation of the unmanned aircraft will be based on the forecasted and cur-
rent information that was obtained during the pre-flight stage. Damage in transit can be
revealed before the aircraft operation thus the consequences can be considered as minor.

Fig. 5. Attack tree (aim is breaking availability)
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Figure 5 shows availability attacks aimed at causing interruptions in the normal
functioning of the system. This can include attacks on network traffic or on the processes
of the software’s internal logic itself. This could include attempts to hack into the software
that controls and transmits data from the drone to the server and route management base.

The results of the approach to assessing the severity of the hazards that can influence
the availability of the developed software are summarized in Table 3.

Table 3. Cyber hazards severity of consequences for breaking availability

Hazards the severity of the consequences

Electromagnetic storm Significant

Attack on the communication system Minor\Significant

Channel Overflow Insignificant\Minor\Significant

Denial of service Insignificant\Minor\Significant

Electromagnetic interferences can affect the GPS signal, thus, the unmanned aircraft
can enter the temporary forbidden areas due toweather hazards. The control of unmanned
aircraft behavior can help to recover from the potentially hazardous region. Therefore,
these hazardswere assessed as significant. The other consequences of the attacks from the
table are assessed as Minor\Significant Insignificant\Minor\Significant can sufficiently
depend on a deviation of the current state of atmosphere from the conditions that were
observed and forecasted during the pre-flight stage.

4 Conclusions and Future Plans

In this paper, we discussed the cyber security issues connected with software for meteo-
rological support of UAS operations. The analyzed software realizes the DSS for remote
pilots during the different stages of UAS flight. It also can be used as an additional com-
ponent of the UAS control system that provides meteorological support for unmanned
aircraft flights. The attack trees that were analyzed in this study help to understand how
and for what reasons attacks on the software environment, database, or drone can be
realized. The possible consequences are considered and assessed. The study is intended
to understand and choose the best strategies for secure operations of UAS for different
missions.

For cyber risk assessment, it is important to make a study on the evaluation of hazard
probability. Then our plan is to consider and choose the methods and tools for software
security provision.
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Abstract. The management of unmanned technology is becoming increasingly
important in various fields, including the aviation industry, geodesy, the agricul-
tural sector, and many others. To ensure efficient and safe management, most
robots require the use of various remote-control systems, which can be complex
and overly costly. However, the Cascade DataHub method offers a new approach
to organizing themanagement of unmanned technology, based on integrating real-
time data from various sources into a single platform. This method provides fast
and convenient access to important data for decision-making, improves the accu-
racy and efficiency of unmanned aerial vehicle management, and reduces remote
control costs. In this article, we will delve deeper into the Cascade DataHub
method and its application for organizing work management, as well as analyse
its advantages and disadvantages.

The Cascade DataHub method allows for creating a unified platform for
collecting, processing, and analysing data from unmanned aerial vehicles. This
method enables the integration of various data sources, such as GPS, cameras,
sensors, other control, and monitoring systems, into a unified system that allows
monitoring, analysis, and real-time management of the devices.

The key feature of the method is the ability to create various connec-
tions between data, allowing the analysis and control of robots from differ-
ent perspectives. Thanks to real-time data processing technology, operators can
instantly respond to dangerous situations, enhancing the safety and reliability of
management.

Furthermore, the Cascade DataHub method helps reduce drone management
costs by enabling control and monitoring of agents remotely from a convenient
location, reducing the need for a large amount of specialized equipment and
personnel.

Despite the advantages of the Cascade DataHub method, it also has its draw-
backs. One of the biggest drawbacks is the need for high-speed internet connection
to transmit a large amount of data in real-time. There may also be issues with sys-
tem stability in unforeseen situations, such as the disconnection of one of the data
sources.

Keywords: Unmanned Technology Management · Cascade DataHub Method ·
Real-Time Data Integration · Artificial Neural Networks · Fuzzy Hybrid Systems

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2024
M. Nechyporuk et al. (Eds.): ICTM 2023, LNNS 996, pp. 498–511, 2024.
https://doi.org/10.1007/978-3-031-60549-9_38

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-60549-9_38&domain=pdf
http://orcid.org/0000-0002-1541-9635
http://orcid.org/0009-0007-5638-4292
http://orcid.org/0000-0001-8311-2304
http://orcid.org/0000-0002-2136-233X
http://orcid.org/0000-0003-0534-0242
https://doi.org/10.1007/978-3-031-60549-9_38


Approaches to Structuring Control in an Automated Mobile System 499

1 Introduction

In recent decades, robotics has seen increasing prevalence across various sectors, includ-
ing military, public, and industrial domains. However, managing robots entails handling
vast amounts of data, analyzing it, and making real-time decisions. Effective robot man-
agement necessitates a system capable of collecting, storing, processing, and analyzing
data in real-time. Consequently, methods and algorithms for robot management have
become subjects of active research and development. Recent years have witnessed a
surge in interest in machine learning methods, particularly deep learning, which has
found successful applications in numerous fields [1].

One such method is the Cascade DataHub - a neural network architecture that boosts
learning speed and reduces the volume of training data. The Cascade DataHub method
proves to be an effective approach to organizing unmanned technology management.
This article presents a system for managing unmanned vehicles capable of controlling
a group of robots (a swarm). The aim of this article is to explore the possibilities of
employing theCascadeDataHubmethod for organizing themanagement of an automated
mobile system.

2 Analysis of Methods for Controlling an Automated Mobile
System

Analyzing methods for managing an automated mobile system is a crucial compo-
nent in the creation and operation of such systems. The primary stages of managing
any system involve state measurement, comparing the current state with the desired one,
and developing influence systems to compensate for the deviation from the desired state
[2, 3].

Robotmanagement typically occurs through an onboard navigation and control com-
plex, incorporating an integrated navigation system with a satellite navigation receiver,
a sensor and signal system, various antennas and sensors, an autopilot module, and a
data storage and transmission system [1].

The onboard navigation and control system offer various capabilities such as move-
ment along a specified route with precision to coordinate and height waypoints, altering
route tasks, or returning to the starting point upon command from a ground control
station. It also includes auto-tracking of a selected target, stabilization of the robot’s
orientation angles, maintaining prescribed flight heights and speeds, gathering and trans-
mitting necessary flight information and parameters, and programming control of target
equipment devices [3].

The general scheme of a drone control system (Fig. 1) displays the relationships
between the ground-based hardware-software complex and the robot itself, exchanging
information via a secured communication line. When processing input data, the pro-
grammer must consider various data formats and types to interpret them correctly and
use them in further processing. For instance, when receiving textual data, it’s essential to
verify their accuracy, correctness, and ensure they contain necessary information for sub-
sequent processing [6]. When receiving numerical data, it’s crucial to check their value
ranges and account for possible rounding errors or incorrect formatting. Thus, proper
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handling of input data is a critical component of the effective software implementation
of any task.

Fig. 1. General scheme of robot control system.

The information transmission and communication system between the robot and
the ground hardware-software complex can operate through various communication
channels, such as radio channels, communication networks, and via infrared and laser
data transmission means. Additionally, data transmission can occur through satellite
communication means, enabling data transfer over long distances [4, 8].

When groups of robots interact among themselves and with the ground hardware-
software complex, there arises a need to employ communication protocols and action
coordination algorithms. These protocols allow addressing tasks related to information
gathering and operations within a group [5].

Moreover, to ensure safety duringmovement and robotmanagement, a remote control
and emergency shutdown system can be employed. This system allows operators from
the ground complex to remotely interact and manage the robots in unforeseen situations.

Communication between robots and manned objects can be established through
communication networks and specialized devices facilitating data exchange between
these entities. Such interaction can be beneficial for coordinating and fostering collab-
oration between manned and unmanned objects. Additionally, data transmission and
communication between robots can occur through radio channels or other communica-
tion channels, enabling action coordination among a swarm of robots with a shared task,
as well as interaction between them and the ground hardware-software complex.

Beyond direct information exchange between robots and the ground hardware-
software complex, data transmission through satellite links is also possible. This
enables remote control over the unmanned vehicle, for instance, when the robot is at a
considerable distance from the operator.

In scenarios where robots are utilized for missions in special conditions such as
adverse weather or high radiation intensity, specialized communication channels can be
employed to transmit information under those specific circumstances.
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Therefore, the robot management system can be quite complex and dynamic.
To ensure its effective operation, diverse information transmission technologies and
communicationmethods between systemcomponents need to be employed [4, 7] (Fig. 2).

Fig. 2. Structural diagram of the swarm robot control system using genetic programming.

On Fig. 3, the structure of the neural network and its interaction with the finite
automaton is depicted. Symbols ‘S’ denote neurons with sigmoid-like activation func-
tions, while ‘L’ represents neurons with threshold activation functions. Nearby are the
neuron numbers utilized in describing the cross-operation of the neural network. Each
of the three neural network neurons receives a value that can be either zero or one.
Consequently, there exist eight possible combinations of the neural network’s output
signals (000, 001, 010, 011, 100, 101, 110, 111) which are fed into the input of the finite
automaton. This neural network structure and its interaction with the finite automaton
can be utilized to address various tasks in the fields of machine learning and robotics
[7].

The genetic programming algorithm used by the control system comprises the
following stages:

1 - Creating an initial generation.
2 - Mutation.
3 - Crossover.
4 - Selecting individuals to form the next generation.
5 - Computing the fitness function.

Advantages of this system include its clarity, relative simplicity of implementation,
lack of high hardware performance requirements, and its potential for various input
variables.

Disadvantages include the practical inability to control a swarm as interactions with
“neighbours” are evaluated based on past events only. Despite considering numerous
parameters, simplifying them in the used system cannot provide a correct and objective
evaluation of results. For instance, it does not account for changes in the surrounding
environment and the robot’s parameters dependent on it [9].
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Fig. 3. Neural Network and Its Interaction with a Finite Automaton.

The analysis and synthesis method used involves reverse feedback linearization
combined with fuzzy logical inference systems. Compared to “regular” linearization,
applying this algorithm allows its use for significantly nonlinear control objects.

It is anticipated that reverse feedback linearization alongside fuzzy logical infer-
ence systems can be employed for managing diverse objects demonstrating substantial
nonlinearity. This includes systems with variable parameters, systems affected by distur-
bances, or systems exhibiting nonlinear functions. Implementing this method enhances
control precision and diminishes the impact of measurement errors on control quality.

Compared to conventional linearization, the reverse feedback linearization method
enables the consideration of nonlinear effects within the system, thereby preserving a
more accurate model of the system. Through this method, system behaviour can be
effectively modelled, allowing for more accurate prediction of its response to various
input signals [10].

Therefore, the application of reverse feedback linearization combined with fuzzy
logical inference systems represents an efficient approach to managing complex systems
exhibiting a high degree of nonlinearity (Fig. 4).

Typically, the use of a knowledge base results in limiting the application scope of
control systems employing it to the target function of the controlled object. This can be
both an advantage and a drawback of the control system.

Advantages of the control system for robots based on reverse feedback linearization
and fuzzy logic inference include significantly reducing the impact of uncertainty on
control system quality and improving identification quality by optimizing the parameters
of the fuzzy model. Additionally, the structure of the fuzzy control system model used
allows rectifying deficiencies found in fuzzy systems, such as the inability to complement
the initial rule set of the knowledge base and the possibility of incomplete, conflicting,
or identical rules due to human factors during the formation of the knowledge base rules.

Disadvantages of unmanned aerial vehicle control systems include computational
complexity and the difficulty in forming a knowledge base when training the fuzzy
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Fig. 4. General Structure of the Fuzzy Control Model for Automated Unmanned Technology
Based on Reverse Feedback Linearization Using Fuzzy Logic Inference.

model. Dependency on the quality of training and tuning the fuzzy knowledge base can
affect the control system’s quality.

Control of automated technical systems based on a distributed system involves one
person controlling a swarm and issuing commands to agents for executing complex tasks.
Each device is equipped with a specialized computer enabling autonomous operation in
the absence of communication with the control system [7, 11].

Controlling unmanned aerial vehicles based on a distributed system is more efficient
than traditional controlmethods, ensuringmore precise and faster task execution.Control
can be exercised from anywhere in the world via the Internet network.

Software for managing robots based on a distributed system may include functions
such as route planning, automatic object tracking, video and photo capture, data analysis,
and decision-making based on this data.

Control of automated unmanned systems based on a distributed system is applied
in fields such as agriculture, forestry, environmental protection, road and infrastructure
monitoring, military applications, and others.

The interaction scheme of processes through the Cascade DataHub is depicted in
Fig. 5.

The presented system has a distinct advantage in swarm management. Additionally,
the interaction scheme of processes utilized helps to avoid many issues associated with
managing process data and organizing access of one process to another’s data.

However, significant drawbacks include the complexity in implementing control
algorithms and software, as well as insufficient security in the overall control system.
Attention should also be paid to the equipment used in the distributed control system
and possible difficulties in software integration [12].
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Fig. 5. Interaction Scheme of Processes throughCascadeDataHub in aDroneDistributed Control
System.

When ensuring swarmmanagement of robots, it’s crucial to consider aspects such as
interactionwithin the group, ensuring information retrieval and transmission, and overall
group control. Group interaction involves managing agents’ actions and overseeing their
execution, ensuring flight safety, and collision avoidance.

Information retrieval and transmission encompass establishing communication
among objects within the robot control system, the ground complex, and trusted third-
party entities. Group control involves determining the group and its elements’ location,
accounting for the number of objects in the system, and defining group scales. It’s note-
worthy that during the development and design of robot control systems, determining
safety requirements according to specific mission needs and its execution conditions is
a crucial step. Potential threats that may arise during the mission should be considered,
and measures should be developed to prevent and/or mitigate them.

Moreover, the development of control algorithms allowing for effective system oper-
ation and goal achievement is a critical stage. These algorithms should consider the
characteristics of the robots, used sensors, and other components of the control system.

Additionally, when developing control systems, technical limitations of robots, such
as limited maximum speed and travel distance, battery capacity, among others, should
be considered. All these factors must be considered during system design to ensure its
effective operation and achieve maximum productivity.

Lastly, system support andmaintenance are crucial aspects. Ensuring access to neces-
sary resources for effective system operation and developing procedures and instructions
for its operation and technical maintenance are essential [8].

3 Method Cascade DataHub

Method Cascade DataHub is an innovative approach to managing unmanned vehicles,
enabling reliable, efficient, and safe control of agents in real-time conditions. The main
idea of the method is to consolidate various information sources that facilitate the
functioning of unmanned vehicles into a single system for control and monitoring.
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The primary components of the method are:

Sensors: They gather information about the status of the unmanned vehicle and its
operating environment. Among the sensors used in the Cascade DataHub method are
GPS navigators, accelerometers, gyroscopes, pressure sensors, temperature, humidity
sensors, etc.
Data transmission network: This network ensures the transmission of information from
the sensors to the central control system of unmanned vehicles. Various data transmis-
sion networks are used depending on the conditions, such as Wi-Fi, Bluetooth, 3G/4G,
LoRaWAN, NB-IoT, and others.
Centralmanagement system: It processes and analyzes the data received from the sensors
and makes decisions.

Thus, the collection and analysis of data from the sensors and decision-making based
on this data are vital components of unmanned vehicle management. However, effective
execution of these tasks requires support from appropriate software tools.

The core concept of the Cascade DataHubmethod lies in gathering data from sensors
at one location, where they are processed and analyzed. After this, the processed data
is transmitted to other management systems that utilize this data to control and manage
the automated unmanned system.

The second stage of utilizing Cascade DataHub involves teaching the network the
finer details of unmanned vehicle management, such as precise positioning and spatial
orientation, obstacle avoidance, and more. At this stage, the network learns to execute
more accurate and complex maneuvers, enabling better control of the robot in complex
conditions.

Training for Detailed Control
The third stage of using Cascade DataHub involves teaching the network detailed

control of the automated unmanned system. At this stage, the network learns to perform
high-precision maneuvers and movements, achieving greater accuracy and efficiency in
management. For instance, the network can learn to execute precise shots from a certain
height and angle to obtain high-quality images. Additionally, the network can be trained
to differentiate specific objects in images, aiding in the construction of more accurate
maps.

However, the Cascade DataHub method can be utilized not only to enhance the
autonomous operation of unmanned vehicles but also in various other fields requiring
the resolution of complex tasks with vast amounts of data.

For example, the method can be used in medicine to improve the disease diagnostic
process based on image analysis or in the financial sector for analyzing financial risks
and forecasting.

Therefore, the Cascade DataHub method is a powerful tool for solving complex
tasks that demand a large amount of data and high precision in results. It can be applied
in various fields, including the aviation industry and diverse scientific research. With
the increase in data volume and the improvement of machine learning technologies,
the Cascade DataHub method becomes an even more effective and powerful tool for
achieving high results in different fields of activity.
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One of the main advantages of the Cascade DataHubmethod is its high data process-
ing speed. Thanks to this speed, data can be analyzed in real-time, allowing operators to
carry out quick and effective unmanned aerial vehicle management.

Another advantage of the Cascade DataHubmethod is its high precision and reliabil-
ity. This method enables precise determination of flight parameters such as speed, alti-
tude, direction, andmore, enablingoperators to execute precise and efficientmanagement
of automated unmanned systems.

4 Overview of Cascade DataHub Architecture

Cascade DataHub is a deep learning method that reduces the amount of training data
while increasing the speed of learning. This is achieved by sequentially connecting
several neural networks, each responsible for determining different aspects of system
control.

The architecture of Cascade DataHub involves several stages:

The first stage utilizes a neural network trained on general data to determine overall
system control.
The second stage involves connecting the next network to the first one, focusing on
defining more detailed aspects of system control.

Therefore, at each subsequent stage, a new network is added, identifying finer details
of system management. Thus, by using Cascade DataHub, a more precise and efficient
management of automated drone systems can be ensured [13].

5 Cascade DataHub Software

Cascade DataHub consists of the following components:

DataHub Manager: A program that manages drones and collects data from them.
DataHub Analytics: A program that analyzes and visualizes data from drones.
DataHub Connectors: Components enabling the connection of DataHub with various
data sources like sensors, databases, and other systems.
DataHub API: An interface allowing integration with other systems and developing
applications based on DataHub.

The DataHub Manager allows remote control and management of drones via inter-
net access. It facilitates setting flight parameters, monitoring batteries, controlling the
camera, and performing other actions.

DataHub Analytics enables the analysis of data collected from drones using various
data analysis tools such as graphs, tables, maps, etc. Additionally, it allows users to
create custom reports and dashboards for data visualization.

DataHub Connectors are additional software tools that acquire data from various
sources and real-time data streams. They gather data from sensors, networks, databases,
video streams, and audio sources. These connectors can be configured to collect data
from different sources and stream them to analytical tools developed using Cascade
DataHub.



Approaches to Structuring Control in an Automated Mobile System 507

In summary, DataHub Connectors enable connections to various data sources and
real-time transmission protocols like MQTT, OPC UA, REST API, among others. Fur-
thermore, Connectors can be expanded to connect to new data sources through software
extensions.

The DataHub API allows developers to access and manipulate data within the
DataHub system. It uses standard REST API protocols, making it easy to integrate
applicationswithDataHub. TheAPI is designed for scalability and flexibility, supporting
programming languages like Python, JavaScript, Java, Ruby, PHP, and C#.

The Cascade DataHub method enables the creation of a unified platform for col-
lecting, processing, and analyzing data from unmanned aerial vehicles. This method
integrates various data sources such as GPS, cameras, sensors, and other control and
monitoring systems into a single system for real-time monitoring, analysis, and control
of drones.

A key feature of thismethod is the ability to create various data connections, allowing
the analysis and control of devices from different perspectives. Real-time data process-
ing technology enables operators to respond instantly to dangerous situations, thereby
enhancing control safety and reliability.

Moreover, the Cascade DataHub method reduces the cost of managing drones by
enabling remote monitoring and control, reducing the need for extensive specialized
equipment and personnel [14].

Despite the advantages of the Cascade DataHub method, it also has its drawbacks.
One of the significant disadvantages is the requirement for high-speed internet connec-
tivity to transmit a large amount of data in real-time. Additionally, system stability issues
may arise in unforeseen situations, such as the disconnection of one of the data sources.

6 Practical Implementation of the Cascade DataHub Method
for UAV Management

The Perdix project stands out as one of the most prominent projects employing the
Cascade DataHub method in unmanned aerial vehicles (UAVs). Developed jointly by
the U.S. Department of Defense and the Massachusetts Institute of Technology (MIT),
Perdix is a small UAV capable of operating in a swarm mode, executing missions in
complex conditions.

One of the key aspects of the Perdix project lies in the ability of these UAVs to act
as a distributed network, communicate, and collaborate to achieve a common goal. The
Cascade DataHub method is utilized for these UAVs to interact and exchange data in
real-time, significantly enhancing mission execution efficiency and reliability.

The advantages of employing the Cascade DataHub method in the Perdix project
are evident. This method allows synchronized operation and real-time data exchange
among UAVs, leading to higher accuracy and mission execution speed. Moreover, the
Cascade DataHubmethod enables UAVs to respond to environmental changes and make
necessary corrections in real-time.

Overall, the Perdix project serves as an excellent example of employing the Cascade
DataHub method in UAVs. It demonstrates the power and effectiveness of this method
in solving complex tasks.
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Perdix represents the use of the Cascade DataHub method in organizing the man-
agement of UAVs. These small drones, capable of working in groups of up to 20 units,
interact with each other and execute complex tasks such as reconnaissance, collecting
intelligence about military objects, and transmitting it based on high-quality maps.

The Perdix project serves as a good example of how employing the CascadeDataHub
method reduces the number of people needed to manage UAVs, ensuring more efficient
operations. Deep learning networks were utilized in the Perdix project to enable drones
to learn from each other and make real-time decisions. The application of the Cascade
DataHub method allowed drones to work as a unified system and perform tasks more
efficiently and accurately [11, 13].

Moreover, the Perdix project demonstrates that the Cascade DataHub method can
be successfully used in military operations. Launched under the Strategic Capabilities
Office program, the Perdix project aims to develop technologies that make the U.S. more
effective and protected in military operations. The use of the Cascade DataHub method
in the Perdix project created a system that efficiently executes reconnaissance tasks on
military objects.

Another successful example of employing the Cascade DataHub method in UAVs is
the Solar UAV project. This project was developed to research atmospheric conditions
and climate change.

To execute research missions, Solar UAV uses unmanned aerial vehicles with solar
batteries, enabling them to fly at heights of up to 20 km for several months without inter-
ruption for refueling. However, operating drones at such heights requires high precision
in control and navigation.

For this purpose, the Solar UAV project utilizes the Cascade DataHub method to
train deep learning networks to perform more precise navigation and control of drones
at altitude.

A large amount of data is collected from sensors during the operation of aerial
vehicles, providing information about atmospheric conditions and climate changes. This
data is used to train a deep learning network that performsmore accurate data processing
and management of aerial vehicles at altitude.

With the help of the Cascade DataHubmethod, high precision control and navigation
of aerial vehicles at heights up to 20 km have been achieved, allowing for the collection
of important data for researching atmospheric conditions and climate changes at high
altitudes.

Thus, the SolarUAVproject serves as an example of the successful use of theCascade
DataHub method in UAVs to achieve high precision control and navigation at altitudes
up to 20 km.

Another example of using the Cascade DataHub method in UAVs is the Falcon
UAV project developed by AeroVironment. This project aims to create UAVs capable
of operating in low-temperature and high-altitude conditions, such as in mountainous
regions.

One of the key elements of the Falcon UAV project is the data management system
based on theCascadeDataHubmethod. This systemallows for the collection, processing,
and analysis of data gathered by the unmanned aerial vehicle to enhance its efficiency
and achieve maximum control accuracy.
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One example of using the Cascade DataHub method in the Falcon UAV project
is the collection and processing of data regarding fuel status and the aircraft engine’s
operation. This system enables real-time monitoring of fuel status and engine operation,
allowing for the calculation of optimal flight speed and altitude for the UAV to maintain
maximum operational efficiency.

Additionally, the data management system based on the Cascade DataHub method
is employed for collecting and analyzing data from satellites and other sources. This
allows the UAV to thoroughly analyze the territory it operates in and gather crucial data
for further application across various fields.

HALE (High-Altitude Long Endurance) is an unmanned aerial vehicle designed for
extended flights at altitudes above 20 km. The main objective of the project is to provide
broadband internet access and other communication services in regions where these
services are limited or unavailable [2, 15].

One of the primary challenges facing such an aircraft is ensuring flight safety. To
address this, HALE is equipped with a range of sensors and measurement systems that
monitor flight and system operations. Data collection and analysis from these sensors
and systems are facilitated using the Cascade DataHub method.

Cascade DataHub allows for the collection and analysis of data from various sensors
and systems, ensuringmore precise aircraft control and safetymeasures. For instance, the
system can monitor pressure and temperature at different points on the aircraft, engine
status, and power systems, enabling operators to timely identify and address potential
malfunctions.

Moreover, theCascadeDataHubmethod ensures highflight efficiency for the aircraft.
For example, the system can study optimal flight trajectories, allowing for fuel savings
and increased flight time.

Skydio R1 is an unmanned aerial vehicle equipped with 13 cameras that provide
a 360-degree environmental view. The aircraft can automatically follow a user-defined
route and avoid obstacles along its path, thanks to detailed environmental scanning.
Furthermore, Skydio R1 can perform various tasks like object tracking or fixing specific
points in space.

A key component of the Skydio R1’s management system is artificial intelligence
technology based on the Cascade DataHub method. It enables the aircraft to quickly
learn new tasks and situations, making necessary real-time adjustments.

Additionally, the Cascade DataHub method ensures high precision in automatically
recognizing objects and obstacles in the aircraft’s path, significantly reducing the risk
of unforeseen situations and accidents.

In conclusion, the Skydio R1 project is another excellent example of using the Cas-
cade DataHub method in unmanned aerial vehicles. Skydio has demonstrated that this
technology can be highly effective in autonomously managing aircraft and performing
diverse tasks that were previously accessible only to humans.

Utilizing the Cascade DataHub method in unmanned aerial vehicles opens new
possibilities for data acquisition and enhances data processing accuracy. With UAVs
equipped with systems built on the Cascade DataHub, tasks like:

Surveying land areas to determine atmospheric pollution levels and identify sources of
pollution.
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Monitoring the status of forest areas, allowing for quick detection of fires and diagnosis
of tree diseases [16].
Monitoring industrial objects and infrastructure. Drones equipped with cameras that
measure temperature and other parameters aid in early detection of potential faults.
Researching wildlife and monitoring climate changes. Using drones efficiently col-
lects data on changes in vegetation structure, animal populations, and other indicators,
facilitating understanding of environmental conditions and changes occurring.
Search and rescue operations. UAVs can be used to search for deceased or injured
individuals and assess post-disaster situations.

Overall, the Cascade DataHub method enables efficient management of UAVs and
ensures the accuracy of data collection and processing, allowing for the execution of
diverse tasks using these aircraft.

7 Conclusion

This article explored the utilization of the Cascade DataHub method for organizing
the management of an automated drone system. The main advantages of integrating
this method into swarm management systems were outlined, including increased preci-
sion and reliability in control, reduced system training and calibration time, as well as
enhanced data utilization efficiency.

Specific examples of Cascade DataHubmethod application in unmanned aerial vehi-
cles were provided, such as the Solar UAV project, where the system improved autopilot
accuracy and navigation in strong wind conditions, and the Perdix project, where the
system coordinated actions among a large number of drones in real-time.

Overall, the application of the Cascade DataHub method significantly enhances the
quality of managing unmanned aerial vehicles and broadens their capabilities across
various industries such as transportation, agriculture, environmental monitoring, and
many others. With this method, drones can become more efficient and reliable tools for
addressing diverse tasks laid out before them.

References

1. Taye, M.M.: Understanding of machine learning with deep learning: architectures, workflow,
applications and future directions. Computers 12, 91 (2023). https://doi.org/10.3390/comput
ers12050091

2. Rati, B., Rajendra, P., Parvez, F., Jyoti, G.: Blockchain-enabled secure and efficient data
sharing scheme for trust management in healthcare smartphone network. J. Supercomput. 79,
16233–16274 (2023). https://doi.org/10.1007/s11227-023-05272-6

3. Kutsenko, L.M., Semkiv, O.M., Kalinovskyi, A.Y., Piksasov, M.M., Sukharkova, O.I.: Geo-
metric modeling of a mobile installation for launching unmanned aerial vehicles. Tech. Sci.
1(1), 117–120 (2017). https://doi.org/10.15587/2313-8416.2017.117920

4. Majumdar, A.K.: Fundamentals of free-space optical communications systems, optical chan-
nels, characterization, and network/access technology, Chap. 4. In: Majumdar, В.A.K. (ed.)
Optical Wireless Communications for Broadband Global Internet Connectivity, pp. 87–118.
Elsevier (2019). https://doi.org/10.1016/B978-0-12-813365-1.00004

https://doi.org/10.3390/computers12050091
https://doi.org/10.1007/s11227-023-05272-6
https://doi.org/10.15587/2313-8416.2017.117920
https://doi.org/10.1016/B978-0-12-813365-1.00004


Approaches to Structuring Control in an Automated Mobile System 511

5. Kabir, H., Tham, M.-L., Chang, Y.C.: Internet of robotic things for mobile robots: concepts,
technologies, challenges, applications, and future directions. Digit. Commun. Netw. 9, 1265–
1290 (2023). https://doi.org/10.1016/j.dcan.2023.05.006

6. Gielis, J., Shankar,A., Prorok,A.:A critical reviewof communications inmulti-robot systems.
Curr. Robot Rep. 3(3), 213–225 (2022). https://doi.org/10.1007/s43154-022-00090-9

7. Franchuk, V.I., Kalachov, S.H., Kurylenko, O.A.: Tekhnolohii avtomatyzovanoho proektu-
vannia v elektronitsi: navchalnyi posibnyk. Vydavnytstvo KhNURE, Kharkiv (2018)

8. Pathak, R., Barzin, R., Bora, G.C.: Data-driven precision agricultural applications using field
sensors and unmanned aerial vehicle (UAVs). Int. J. Precis. Agric. Aviat. 1(1), 19–23 (2018).
https://doi.org/10.33440/j.ijpaa.20180101.0004

9. Tahir, A.: Formation control of swarms of unmanned aerial vehicles, Doctoral Dissertation,
University of Turku, Turku, Finland, September 2023. ISBN 978-951-29-9411-3. https://urn.
fi/URN:ISBN:978-951-29-9411-3

10. Kong, X., Wu, Y., Wang, H., Xia, F.: Edge computing for internet of everything: a survey.
IEEE IoT J. 9, 23472–23485 (2022). https://doi.org/10.1109/JIOT.2022.3200431

11. Papanikolopoulos, N.P., Roumeliotis, S.I. (eds.): Hormone-inspired self-organization and
distributed control of robotic swarms: special issue on analysis and experiments in distributed
multi-robot systems. Auton. Robot. 17(1), 93–105 (2004).https://doi.org/10.1023/B:AURO.
0000032940.08116.f1

12. Tariq, U., Ahmed, I., Bashir, A.K., Shaukat, K.: A critical cybersecurity analysis and future
research directions for the internet of things: a comprehensive review. Sensors 23(8), 4117
(2023). https://doi.org/10.3390/s23084117

13. Swarnalatha, P., Prabu, S. (eds.): Handbook of Research on Deep Learning Techniques for
Cloud-Based Industrial IoT. https://www.igi-global.com/book/handbook-research-deep-lea
rning-techniques/309461

14. Srinivasan, S., Kumarasamy, S., Andreadakis, Z.E., Lind, P.G.: Artificial intelligence and
mathematical models of power grids driven by renewable energy sources: a survey. Energies
16, 45383 (2023). https://doi.org/10.3390/en16145383

15. Elamassie, M., Uysal, M.: Free space optical communication: an enabling backhaul technol-
ogy for 6G non-terrestrial networks. Photonics 10(11), 1210 (2023). https://doi.org/10.3390/
photonics10111210

16. Georgiades, G., Papageorgiou, X.S., Loizou, S.G.: Integrated forest monitoring system for
early fire detection and assessment. In: 2019 6th International Conference on Control, Deci-
sion and Information Technologies (CoDIT), pp. 1–6, April 2019. https://doi.org/10.1109/
CoDIT.2019.8820548

https://doi.org/10.1016/j.dcan.2023.05.006
https://doi.org/10.1007/s43154-022-00090-9
https://doi.org/10.33440/j.ijpaa.20180101.0004
https://urn.fi/URN:ISBN:978-951-29-9411-3
https://doi.org/10.1109/JIOT.2022.3200431
https://doi.org/10.1023/B:AURO.0000032940.08116.f1
https://doi.org/10.3390/s23084117
https://www.igi-global.com/book/handbook-research-deep-learning-techniques/309461
https://doi.org/10.3390/en16145383
https://doi.org/10.3390/photonics10111210
https://doi.org/10.1109/CoDIT.2019.8820548


Creation of Software for Evaluating the Quality
of Educational Services Using the QFD Method

Olha Kritska , Oleksandra Kravtsova , Dmytro Krytskyi(B) ,
and Artem Krykun

National Aerospace University «KhAI», St. Chkalov 17, Kharkiv 61070, Ukraine
d.krickiy@khai.edu

Abstract. The goal is to develop software for obtaining an assessment of the
quality of educational services. The subject of the article’s research is the QFD
method, which is visualized in the form of a house of quality. The object is the pro-
cess of evaluating the quality of educational services at the department. The main
tasks are the automation of the construction of the house of quality, which aims to
speed up the calculations of the assessment of the quality of the educational pro-
cess and improve the perception of information, the analysis of prototypes of the
system, the detailing of the task “Automation of the construction of the house of
quality”, testing the software on the data obtained through the survey of education
seekers, obtaining results The following results were obtained: created software
that allows the user to enter a maximum of twenty requirements, a maximum of 20
specifications and a maximum of three competitors; visualizes the structure of the
house, allows you to enter text data and select symbolic values in the corresponding
cells; calculates absolute and relative importance; visualizes quantitative technical
data using a petal chart and provides an advisory message on the input data. As a
result, education seekers believe that “The possibility of choosing individual dis-
ciplines” is the most important factor in the educational process. This requirement
is affected by the following technical characteristics “Number of disciplines in the
subject field” and “Number of disciplines in the non-subject field. This require-
ment is rated higher by students than by competitors. The scientific novelty of
the obtained results is as follows: a software-visualized house of quality with the
possibility of entering various types of data for further recommendations, visual-
ization of quantitative data of technical characteristics using a petal chart. Practical
significance. The results of the work make it possible to control the quality of the
evaluation of the educational process by consumers in relation to competitors -
other departments of the faculty, it makes it possible to structure large volumes of
data and visualize the relationships between consumer requirements and technical
characteristics that can affect the evaluation of consumers.
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1 Introduction

Assessment of the quality of educational services is an extremely important step in shap-
ing the educational process in the 21st century. Ukraine sets itself the task of developing
modern education systems and compliance with European standards, and already has
an impressive base in this area. The evaluation of the quality of educational services of
a higher educational institution undoubtedly affects decisions regarding the improve-
ment of the educational process, which is of great importance for the professionalism of
future generations. The labour market is constantly changing, and with the development
of technology, new requirements arise. Over the past 30 years, the level of education
in Ukraine has grown significantly, especially in the field of higher education. Ukraine
has become one of the leaders in the coverage of the population with higher education
[1], However, this does not mean that one should stop at what has been achieved and
continue to work on improving education.

There are a variety of approaches in evaluating the quality of educational services,
but the QFD method can be used as one of the options. The use of this method has its
advantages and is considered justified. The main goal of QFD is to overcome three main
shortcomings that are characteristic of traditional approaches to development: ignoring
the opinion of the consumer/customer, loss of data, and inconsistency of requirements
that may arise as a result of different implementation of tasks by different performers
[2]. This approach can be seen as a method that can give an assessment of the educa-
tional process at different levels of the structure, be it among a group of students, at a
department, faculties, etc.

2 Research Problems

Unfortunately, the educational process has its shortcomings, which become more and
more noticeable every year. The content of educational programs does not always corre-
spond to modern trends and the latest technologies. New fields of academic disciplines
are emerging and the requirements for the quality of education are growing at a remark-
able pace. In recent years, the problems of “digital literacy” have become more visible,
they are becoming more and more relevant for young people and adults. The problem
of monitoring educational services is an important factor for assessing the quality of
education and student satisfaction.

The COVID-19 pandemic [3] became one of the reasons for changes in the educa-
tional process. During the quarantine, vulnerabilities in distance learning were discov-
ered. Attention was drawn to the difficulty of assimilating a large amount of information
without additional presentations or videos, to the insufficient level of organization of the
educational process, as well as to the complete or partial lack of communication with
the teacher.

Assessment of the quality of educational services is a complex process that depends
on many factors that must be considered in the system. There are many approaches that
can evaluate certain aspects of the educational process, but not all of them can be 100
percent reliable to take into account all aspects. This software can partially eliminate
the contradiction in the sense that the process of providing educational services from
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the side of education seekers will be evaluated. This sufficiently narrows the direction
of the research and is undoubtedly as important a part of the evaluation of the process
as the pedagogical point of view, the opinion of the management, etc.

3 Analysis of System Prototypes

In the article [4], based on the project of quality assurance and accreditation of univer-
sities in Egypt, a prototype of the QAES system was described - it is a Web2 system
used in the Quality Assurance Unit at Mansoura University in Egypt during the evalua-
tion of institutions. The quality assessment of any higher education institution in Egypt
consists of three stages: self-assessment, external/internal assessment, and peer review.
The QAES system focuses on the first and second stages.

QAES was created with the goal of automating the assessment process of any insti-
tution and providing assistance to anyone involved. The system retrieves all necessary
documents, such as university, staff, student and building data, for the evaluation process.
The main outputs of the system are the annual self-evaluation report of the institution,
the internal/external evaluation report, and the recommendation report. QAES provides
many capabilities to the evaluator team, such as assigning tasks, updating reports, and
notifying team members. Additionally, the team can agree, disagree, or comment on
assignments, print grade reports, and update their data.

The implementation of the prototype is based on the use of PHP and Ajax web
technology. MySQL DBMS is used to create the database. The system includes a set of
screens for the administrator, institute, and evaluator. The QAMS database refers to the
database of the quality management system.

The article [5] proposed a comprehensive approach to quality assurance of online
testing in education to meet the needs of all stakeholders, such as test writers, teachers,
students, experts, and quality managers. To automate this process, a software application
called Test Quality Evaluation was developed, which allows to ensure the quality of
educational tests throughout the entire life cycle.

To create evaluation documents in the form of reports, the prototype TQE program
contains two panels for each context. This application is written in PHP and uses the
functionality of Jasper Soft BI Suite to analyze and create reports by obtaining data from
various information sources, as well as to store and organize them in a repository. In
addition, the program allows you to display reports in a more user-friendly manner. The
user must also set the values of the required local parameters of the report. Alternative
parameters and their user-selectable values are obtained from the data source.

The TQE software is an experimental prototype for evaluating the quality of tests
used in e-learning courses in three different subject areas: physics, computer science,
and foreign languages.

The practical guide [6] contains information on internal quality assurance (IQA)
covering all aspects of policies, activities and mechanisms related to quality assessment
and improvement that are developed and implemented by and within higher education
institutions. University approaches to IQA are improvement-oriented and typically place
more emphasis on the quality of teaching and learning aspects, as well as the concept
of an organization’s quality culture. IQA systems are used for quality assurance, which
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may include institutional policies and guidelines. For effective management of quality
processes, special departments are created in universities. An important element of IQA
systems is the collection and analysis of data, for which performance indicators can be
developed in accordancewith the standards and aspirations of the institution. Quite often,
various institutional surveys are used as a tool that can conduct a systematic assessment.

4 Software Operation Algorithm

The main task of the information system is to automate the process of evaluating the
quality of the educational process using the QFD method, which can be visually rep-
resented in the form of a quality house (Fig. 1). It aims to speed up calculations and
improve information perception. In real practice, various types of this building are used,
and all of them have common and distinctive features in the display of information [7].

Fig. 1. Structure of the House of Quality

Regarding the blocks: in the middle of the house is block 3, which contains in cells
the communication with the technical characteristics located in block 2 and with the
customer requirements located in block 1. In the roof of the house (5) information is
given about the correlation between the technical characteristics. Block 4 is designed to
display the consumer’s assessment of one or another requirement. Block 6, the basement,
contains the results of the analysis of the technical characteristics of competing products,
the target values of the technical characteristics of the products, assessments of the
absolute and relative importance of parameters, etc. [8].

Automation of the quality assessment of the educational process using the QFD
method can be implemented using the development of computational mechanics and
interface development. Below is a sequence of algorithms, which are the main ones for
the implementation of the automation process.

First, it is necessary to determine the requirements of consumers and translate them
into technical specifications. Each service has a list of qualities by which it can be eval-
uated, but it is not always possible to do this objectively due to different concepts of
convenience, universality, etc. In this case, after receiving a list of opinions and evalua-
tions of the educational process by consumers, they were structured and translated into
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specific requirements using the expert method. The list of requirements in this work is:
adjustment and updating ofmethodicalmanuals; addition of lectures inEnglish/language
practice in pairs; the presence of competitions in various directions; provision of educa-
tional and teaching-methodical literature; availability of courses/trainings that help take
care of mental health; possibility of individual choice of disciplines; the opportunity
for students to choose their own direction of course project, calculation graphic work,
calculation work; development of SoftSkills/teaching the basics of teamwork; Internet
connection; possibility of internship at enterprises/companies; assistance of the depart-
ment in finding a job; the possibility of access to computer and copying equipment;
timely information on the organization of the educational process is available; relation-
ship between teacher and student; the interface of the official website is convenient and
has all the information; visual accompaniment of initial classes. Unfortunately, the num-
ber of requirements cannot be predetermined or reasonably limited, because each expert
independently determines them based on various factors, for example, their own expe-
rience. Strictly speaking, it is easier to work with a set that will not exceed two dozen,
because with the growth of requirements, the need for new technical characteristics also
arises, it is more difficult to establish a connection between all fields, the house becomes
bulky and not so clearly defined.

So, after defining the requirements, the process of establishing technical characteris-
tics takes place,which to one degree or another dependon and influence the requirements.
In this case, the technical characteristics were determined by an expert, they affect the
consumer’s requirements. In general, the number of technical characteristics cannot have
hard limits, since each expert chooses them based on their own experience and other
factors. List of technical characteristics in the work: number of methodical manuals,
textbooks, monographs; the number of copyright certificates, patents for inventions; the
number of participants (students) in international and other competitions; the number of
competitions, Olympiads organized by the department; the number of students who pre-
sented reports at conferences; the number of publications in the periodical press abroad
(articles, theses); the number of received grants for participation in scientific research;
the number of works of students, including together with the teacher; the number of
subjects taught in English; number of students per computer; the number of laborato-
ries; the number of students who have successfully mastered the educational programs
(at A and B); the number of students who dropped out of the educational process; the
number of disciplines in the subject area; the number of disciplines not in the subject
field. Numerical data for technical characteristics are taken for a specific time period
chosen by the expert.

Then you need to prioritize the requirements, which makes it easier to focus on the
most important ones. A priority matrix or consensus method can be used to rank the
requirements. In this work, a consumer survey was conducted in order to select the five
most important requirements from the list. The percentages of each of the requirements
were translated into coefficients corresponding to a generally accepted scale from 1 to
5, where 5 is the maximum importance, and 1 is the minimum. Determining priori-
ties in this work is a simple process that can be carried out even by an inexperienced
expert with mathematical skills. The requirement “The possibility of individual choice
of disciplines” became the most important among the list of requirements.
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Next, for successful work, it is necessary to establish relationships between require-
ments and technical characteristics. The expert needs to analyze the data, which is a
list of requirements, technical characteristics and a scale of relationship, to reveal the
strength of the relationship between the lists. The scale consists of symbols, such as
an unfilled circle with a relationship of 1 - a weak relationship, a filled triangle (3) - a
medium relationship, a filled square (9) - a strong relationship. The expert determines the
strength of the relationship between each requirement and each technical characteristic
at his discretion. The process of establishing connections depends on the correctness
of the expert’s establishment of lists of requirements and technical characteristics. In
the QFD method, not all relationships between requirements and technical character-
istics can be established. The expert is responsible for the correctness of establishing
connections since there is no universal check for this process.

Often, together with symbolic marks, numerical assessments of the significance of
the relationship are calculated. These values can be obtained using formula 1:

Significance of relationship = Strengths of interconnection×Weight,% (1)

The numerical values of the “Strengths of Interconnection” weighting coefficients
(9, 3, 1) are used in the calculations, and the value of the “Weight, %” indicators can
be calculated at the stage of establishing satisfaction with one’s own and competing
services.

At this stage, problems may arise, for example, that there are situations where a
requirement or technical characteristic is not related to any characteristic or requirement,
respectively, or a situation where there is no strong relationship between them, or when
almost all cells are filled (it is most likely that this need (characteristic) refers to a higher
level of abstraction, so it is necessary to return to the procedure of affine structuring. It is
also possible that a specific need in a row refers to such a specific category as economy,
reliability, or safety) etc.

After that, relationships between technical characteristics are established. The expert
analyses the list of technical characteristics and the scale of the connection between them.
Analogous to establishing relationships between requirements and technical character-
istics, a scale is used to determine the strength of the relationship - 9, 3, 1. Symbolic
designations are used to denote relationships. The expert analyses and establishes con-
nections, leaving some technical characteristics unconnected. The quality of marking
depends onmany factors, such as the experience of the expert, so it cannot be universally
verified.

At the next stage, the complexity of implementing technical characteristics is estab-
lished, which aims to determine the company’s capabilities. The estimate may vary
depending on whether the company has the necessary equipment, technology, and spe-
cialists. It is based on a scale from 1 to 5, where 1 means easy implementation of
the requirements, and 5 - difficult. The expert analyses the established list of technical
characteristics and the scale of implementation complexity and determines the level of
implementation complexity at the moment. This process is quite subjective and different
experts may have different opinions.

After that, it is necessary to establish satisfaction with own and competing service.
For this, there is a scale from 1 to 5, where 5 is the highest rating and 1 is the low-
est. The user survey method using Google Forms and the expert method were used to
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assess satisfaction. A survey was conducted among students of the “Information Design
Technologies” department and two other departments of the faculty. Further, based on
the results of the survey, bar charts were constructed regarding satisfaction with vari-
ous requirements of department users. Experts recorded the highest scores and resolved
controversial issues, such as choosing a higher score among equal scores.

Based on the determined target values, the “degree of improvement” value can be
calculated according to formula 2:

Degree of improvement = Target value

Product evaluation
(2)

After that, the weight of each consumer expectation or product characteristic should
be established as part of defining the project goals. At the same time, the weight is
calculated according to formula 3:

Weight coefficient = Importance of consumer expectations × Degree of improvement
(3)

The sum of all weights (expressed as a percentage) must equal 100%.
After that, it is necessary to carry out a technical analysis of own and competitive

services, comparing quantitative indicators of technical characteristics. The expert must
have access to data on the technical characteristics of the product/service for a selected
period, which can be collected using methods such as surveys, literature analysis or
technical documentation. Restrictions can be set if the data is negative because the
technical characteristics must be chosen from the counter digit. At the stage of technical
analysis, units of measurement of technical characteristics are established, for example,
percentages, hours, or items.

Next comes the calculation of absolute and relative importance. To calculate the abso-
lute importance, the numerical values of the technical characteristics and the importance
coefficients of each requirement are used, which aremultiplied and added by each techni-
cal characteristic. Relative importance is calculated as the ratio of absolute importance to
the sum of all absolute importance, multiplied by one hundred percent. Thus, the values
of the technical characteristics are determined, which allow to satisfy the requirements
of consumers.

After forming the main data, it is necessary to structure them in a visually acceptable
form. It is necessary to fill in the quality house with the correct data, the main steps
are: filling in the left part of the house - the consumer requirements and coefficients
are entered, the correctness of entering each field is checked; in the upper part of the
building (except for the roof), technical characteristics are entered, the correctness of
entering each field is checked; in the central part, connections between requirements and
technical parameters are established, but there may be cases when some fields do not
have connections between each other, in the roof, connections are established between
technical characteristics, but in some fields they may be absent; in the right part of the
house, an assessment of consumer satisfaction with own and competitive services is
carried out, as well as a check of filling in all fields; in the basement, the complexity
of the implementation is entered, the quantitative data of the technical characteristics
of own and competitive services are entered, and the filling of all fields is checked, the
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absolute and relative importance of the technical characteristics are derived, and the
filling of all fields is checked.

This data is then used to display a petal chart. After collecting quantitative data on the
technical characteristics of own and competitive services, selecting the characteristics
to be displayed on the petal chart, a classic version of the chart is created. The angle
between the rays of the chart is 360/n degrees, and the area of the polygon reflects the
contribution of the indicators to the final result. The area of a polygon can be determined
by dividing it into separate triangles and determining the area of each of them [9].

Next, the rating and recommendations are displayed. The coefficients of consumer
requirements are compared and the highest priority requirements are determined, the
technical characteristics that have the strongest impact on the most important require-
ments are analysed, the relationships between technical characteristics are analysed so
that their influence on each other can be taken into account, the satisfaction with own
and competitive services is compared and those requirements are determined, where sat-
isfaction with one’s own product/service is less than that of competitors, the difficulty of
implementing the required technical characteristics is analysed and those that are easiest
to implement at the moment are selected, quantitative data on own and competitor ser-
vices are compared, values of absolute and relative importance are compared, necessary
values are displayed in the form of a message with recommendations.

5 Software Design

The source code editor Visual Studio Code [10] was chosen to perform the assigned
tasks. It was decided that a “house of quality” could be created using JavaScript [11],
HTML [12] and CSS [13], which would allow the user to enter the required data quickly
and easily. JavaScript is now supported by all modern web browsers and is used by most
sites on the Internet for complex and powerful functions.

The software architecture (Fig. 2) consists of an HTML directory (main_page.html,
charts.html, help.html), a CSS directory (main.css) and a JS directory (house_builder.js,
charts.js).

The html directory:

– main_page.html: before launching the page, certain scripts are launched: own
house_builder.js script and Bootstrap framework scripts; the file has a head tag that
contains information about the html page, namely: connecting Bootstrap styles, cus-
tom styles, page title and meta tags, page header is created, page markup for the
future home is done, and display markup is also laid in this file modal window used
to display results;

– charts.html: scripts are activated before starting the page, namely: own scripts
charts.js, scripts of theBootstrap framework and scripts of theChart.js framework, the
file similarly to the main_page.html file has a head tag, which contains information
about the page, in the body there is a block with the names of technical characteristics
and a petal chart. The block is created using a div html element to which the container
m-5 border p-3 class is added. Chart.js forms a certain petal chart;

– help.html: before starting the page, the Bootstrap framework script is activated. The
file, like the files listed above, has a head tag, which contains information about the
page.
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Fig. 2. Software architecture

The css directory:

– main.css: basic css properties were used to style page elements: height – sets the
height of the element; width – sets the width of the element; padding – internal
indentation of the element; margin – external indentation of the element; visibility –
displays or hides the element; position – indicates how the element is positioned in
the document; display – defines the display type of the element; border – creates
borders for the element; text-align – positions the text relative to the block; z-index –
determines the position of the positioned element and its child elements along the
z-axis.

The js directory.

– house_builder.js: scripts that activate the functioning of the application are superim-
posed on the buttons in the header of the main page. The addTable script was created
to display the frame of the house. This script is associated with the “Build a house”
button in the header of the main page. The fixData script is associated with the “Fix
Data” button in the header on the main page. Local storage web storage is used to
transfer data to various html pages. Data is stored in the form of “key-value” pairs,
only strings can be stored in it, if it is necessary to store arrays and objects in this stor-
age, then before doing so, they must first be converted into strings. The representData
script is associated with the “Result” button. It collects data from tables: names, pri-
orities, ratings, etc., and displays it in a structured form in a textual recommendation
form in a modal window;

– charts.js: contains a script that allows you to retrieve data from local storage. This data
is required to display the petal chart. Two arrays are created - the names of the char-
acteristics are entered in the first array, and the quantitative data of the characteristics
are entered in the second. These arrays are passed to the petal chart.
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6 The Result of the Software Operation

Currently, the interface is aimed at Ukrainian-speaking users. The main page of the
“house of quality” initially has only a header with fields and buttons, without any frame
of the house, so as not to confuse users who are not familiar with this form of evaluation.
To get more information about the application or to get hints about unclear fields, the
user can click the Help button, which will open a comprehensive reference for the
functionality of the buttons and the amount of data required.

Since there are four phases in QFD, and each of them builds its own quality house,
the number of requirements and characteristics was limited to 20 and the number of
competitors to 3. These values are sufficient for any deployment phase.

The existing buttons have clear labels, differ in colour for better perception of
information (Fig. 3).

Fig. 3. Functional buttons

To build a house, user need to click on the “Build a house” button, after which a
frame will appear, which the user must fill in for effective work. Most of the cells have
a simplified version that is easy to fill out for users who are familiar with the help.
These are cells with limited scales for weight evaluation, matrix of interrelationships,
evaluation of satisfaction and complexity of implementation. The only area where you
can get confused is when filling in the information about the basement of the house,
since the user must enter the names and data himself.

After filling in the priorities and matrix of relationships between requirements and
technical characteristics, after clicking on the “Capture data” button, the data appears in
the basement.

If the user wants to analyse the quantitative data and visualize them in the form of
a petal chart, then after filling in the fields with technical characteristics and entering
data about his own and competing products in the basement, he can click on the “Fix
data” and “Petal chart” buttons. After that, a page with visualized data will open. A
visualization option can be seen in Fig. 4.

Due to multidimensionality and the impossibility of a universal assessment of data,
the correct analysis and structuring of data by an expert are decisive factors for achieving
results.

In this work, quality assessment was carried out by evaluating educational services at
the department, using a survey to collect part of the necessary information. This example
will be illustrated by comparing the department of “Design Information Technologies”
with other departments at the faculty.

Figure 5 shows the data that was obtained through the survey and expert analysis
(relationships between requirements and technical characteristics). It is already clear
that processing a large amount of data is not entirely convenient.
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Fig. 4. An example of a petal chart

Fig. 5. Basic data of the assessment of the quality of the educational process

Figure 6 shows the data that was entered into the basement of the house over a period
of time. This input structure should be preserved for traditional visual representation.
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The software automatically calculates absolute and relative importance to simplify the
calculation process and user input.

Fig. 6. Data from the basement When an expert analyses the interrelationships and the influence
of one technical characteristic on another, filling the roof is a necessary component. Figure 7 shows
that the connections are established correctly, and 15 characteristics can be taken into account.

Fig. 7. The filled roof of the house

If you click on the “Petal chart” button, the page with the chart shown in Fig. 8 opens.
In this chart, it is possible to hide any of the participants and compare the values

of the remaining technical characteristics of the product or service. When you hover
the cursor over any vertex, you can see the value and characteristics of this point. In
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Fig. 8. Petal chart based on input data

addition, it is possible to leave only one participant in the chart, depending on the goals
of the analysis.

Based on the entered data, you can get a general result (Fig. 9), which does not
contain clarifications, since the quality assessment has many nuances that cannot be
predicted. However, preliminary work shows that this approach to evaluation is very
convenient, as all information can be entered and output on one page instead of being
spread over many files and folders, which can cause confusion. This structure has its
advantages and makes it possible to visualize data.

Fig. 9. The result of the program

After the analysis of the departments, it can be concluded that “The possibility of
individual choice of disciplines” is the most important requirement for students. This
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requirement has the greatest impact on characteristics such as “Number of Subject Area
Disciplines” and “Number of Non-Subject Area Disciplines”. In addition, it also has a
more satisfactory consumer rating than its competitors.

After testing the software on other examples, you can make a list of the main
weaknesses of the software that can be improved in the future:

– entering fractional quantitative data in the basement is incorrectly displayed in the
future on the petal chart;

– if two ormore of themost important requirements have the same ratings and consumer
satisfaction, then the recommendation message is duplicated;

– inability to save data to a file to prevent data loss for any reason;
– it is necessary to form a more complex structure of the house for more accurate

analysis of relationships, for example, form the columns “Target value”, “Degree of
improvement”, “Weight”, “Weight %” for requirements;

– add the ability to dynamically change columns and rows.

7 Conclusions

So far, the QFD quality function deployment methodology has been analysed. This
method makes it possible to transform the general requirements of the consumer into
the established characteristics of the final products and provides process management.
As with any method, there are advantages and disadvantages that have been analysed in
the course of literature research and software development.

The main task is to automate the process of evaluating the quality of education using
the QFDmethod and its visualization using the “house of quality”. This task was broken
down into two subtasks: “Development of computational mechanics” and “Development
of the interface”, each of which consists of smaller subtasks. Most of these sub-tasks
require an expert panel to ensure efficiency and accuracy of the assessment.

The main files used to create the application’s functionality and interface are
described. With the help of HTML, CSS and JS, the frame part of the house, which
is a key component of the project, was successfully visualized. Simplified visualization
is a feature of this method. The interface of the pages was also described and some
solutions regarding their visualization were substantiated.

Using a petal chart to visualize quantitative technical data is an effective tool in this
case. Some basic data adjustments have been made and there is also a restriction on data
entry, the user can enter relevant data in the relevant fields. Filling out the connection
matrices and quantitative data in the basement is at the discretion of the user.

As a result, education seekers believe that “The possibility of choosing individual
disciplines” is the most important factor in the educational process. This requirement is
affected by the following technical characteristics “Number of disciplines in the subject
field” and “Number of disciplines in the non-subject field. This requirement is rated
higher by students than by competitors. The result of the work is successful due to the
achievement of the main goal and the solution of the main task.



526 O. Kritska et al.

The software can be developed in the following directions, for example, in the matrix
of relationships between requirements and characteristics, you can include numerical
values along with symbolic notations, or form the columns “Target value”, “Degree of
improvement”, “Weight”, “Weight %” for requirements.
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Abstract. Transport is an important element of the functioning of society and
its economic condition. Transport provides the needs of humanity in the trans-
portation of people and goods. Passenger and cargo flows are formed taking into
account the complexity, cost, time and speed of travel. Determining regularities in
the passenger transportation system is an important task for the research ofmodern
scientists. The study of flows in the passenger transportation system is such a task
and arouses interest. The redistribution of passengers between routes of the same
transport and the redistribution of passengers between modes of transport leads
to changes in transportation indicators. The number of passengers transported by
a certain route affects the traffic interval, passenger capacity, cost of rolling stock
and all other technical and financial parameters of transportation.

Keywords: Transport system · intercity passenger transport route · main
transportation parameters · efficiency · model

1 Introduction

The paper studies the sustainable passenger traffic between cities, the distribution of
such traffic between alternative routes among the routes of the same and different modes
of transport [1–5].

It is proposed to introduce computer modeling of the formation of passenger flows
within the territory of Ukraine. The study proposes a function of route attractiveness,
which, unlike the existing ones, takes into account the travel time to the station, station
class (level of service at the station), boarding time, interval of movement of vehicles on
the route, comfort of vehicles, comfort of the trip, cost of the trip, travel speed between
stations, disembarkation time and travel time from the station.

The object of research is the process of functioning of passenger transportation
systems within Ukraine.
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The subject of the research is passenger transport systems, formation of passenger
flows, redistribution of passengers between alternative routes in one and many modes
of transport.

The purpose of the study is to establish the function of redistribution of passengers
between alternative routes, to develop amodel of the route network based on the example
of Ukraine. In order to obtain the set tasks, the methods of scientific research were
used in the work: empirical when observing the operating system, studying the system,
measuring its parameters, complex when analyzing the literature, modeling the network,
verification when analyzing the obtained results, original methods when studying the
sources and mathematical when receiving a function.

2 Literature Analysis

Modern scientific research has studied the attractiveness of public routes [5–10].
In their studies, researchers often look at a single route, or a route for picking up

passengers to certain points of passenger concentration. In this paper, we take such
points, like all other stops, as nodes for modeling the route network. Researchers [11–
20] have added to certain points their attractiveness through a coefficient or in another
way.

Scientists [20–28] have not fully determined the network impact of the route
on the network, and the influence of route functioning parameters on transportation
performance parameters has not been sufficiently established [28–35].

3 Network Modeling

To provide computer modeling, the route network of Ukraine was considered. Bus sta-
tions and bus terminals of regional places of Ukraine – places of concentration of pas-
sengers are taken as nodes that have certain characteristics of receiving and sending
passengers, the path - arcs of communication. A graph-analytical approach to a certain
stage of network modeling is proposed. The proposed approach allows calculating the
distance matrix and the flow distribution matrix between nodes.

In solving this stage, information was collected on the distances between nodes,
absorption rates, and flow generation by nodes. Figure 1 shows the window of the
developed computer model of the passenger transportation system of Ukraine.

The proposed model allows using and changing the parameters of fuel consumption,
fuel cost, and vehicle capacity.

This model has the ability to simultaneously distribute passengers between road,
rail, air, and water transport networks.

Vehicle capacity is the total passenger capacity; in urban transport, the total passenger
capacity is equal to the number of seats (units).

Fuel consumption is measured in liters per hundred kilometers (l/100 km) and
kilowatts per 100 km (kW/100 km) when using an electric motor.

The cost of vehicles, fuel prices, and fares are measured in conventional units (c.u.),
while the cost of travel in the simulation is measured in conventional units per kilometer
(c.u. * km).
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Fig. 1. The developed computer model of the passenger transportation system of Ukraine

A total of 25 nodes and arcs between certain nodes were obtained. Figure 2 shows
the map of Ukraine with nodes on it.

Fig. 2. Map of Ukraine with nodes of the graph model of the route network of Ukraine

The study assumes that the nodes of the graph model are located in regional centers.
Kyiv is assumed to be node 1,Kharkiv – 2,Dnipro – 3,Odesa – 4, Lviv – 5, Zaporizhzhia –
6, Poltava - 7, Sumy – 8, Chernihiv – 9, Kropyvnytskyi – 10, Cherkasy – 11, 12 –
Vinnytsia, 13 – Ternopil, 14 – Rivne, 15 – Zhytomyr, 16 – Khmelnytskyi, 17 – Lutsk,
18 – Ivano-Frankivsk, 19 – Chernivtsi, 20 – Mykolaiv, 21 – Kherson, 22 – Uzhhorod,
23 – Donetsk, 24 – Luhansk, 25 – Simferopol (Sevastopol for water transport).

The following information was also used in the modeling process: the number of
routes of a certain type of transport (units), the speed (km/h) of vehicles in a certain
network, the value added tax rate, the depreciation rate, the profit rate, interest payments
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on the loan body, discount rates, project duration (in quarters), vehicle cost (c.u.), travel
cost (km * c.u.), average occupancy rate, trip length resistance coefficient, distance
between nodes (km), cost of fixed (salaries, etc.) and variable (tires, etc.) costs, which
changes with the cost of fuel.

The results of the calculations were obtained. Figure 3 shows the result of the cal-
culations – the net present value of routes 9 and 10. The route number, the quarter of
the probable payback period of the project for the purchase of vehicles for this route,
the amount of financial resources received from the operation of this route (quarterly in
c.u.) were obtained.

Fig. 3. The result of the calculations is the net present value of routes 9 and 10

Figure 4 shows the result of calculating the net discounted profit. The route number
(for example, route 9) and the flow of net discounted profit are obtained on a quarterly
basis in accordance with the quarters of the probable payback of the project, for example,
the payback period is in the 10th quarter, in which case the financial resource in the first
quarter will be 1623477,40 s.u., and in the second – 1666565,52 c.u.

Fig. 4. The result of calculating the net discounted profit

Figure 5 shows the result of calculating the movement of the financial flow in the
road route network, in the part of the calculation of the flows for the payment of certain
personnel involved in the operation of a certain route.

Similar calculations were made for the aviation, railway and water networks.
Examples are shown in Figs. 6, 7, 8 and 9.

The possibility of the influence of the human factor when entering the network
parameters is foreseen, and therefore the presence of connections to the nodes, the
maintenance of these nodes is checked. Figure 9 shows an example of testing a car
network.
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Fig. 5. The result of calculating the movement of financial flows in the road route network, in
terms of calculating flows for labor payment

Fig. 6. Net profit in the railway transport network

Fig. 7. Discount profit in the water transport network

Fig. 8. Movement of financial flows in the air transport network for personnel payments
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Fig. 9. An example of a car network check

The inspection did not reveal any nodes with missing links, nor did it reveal any links
that are not accessible. Figure 10 shows the results of the aviation network inspection.

Fig. 10. The result of checking the aviation network

According to the results of the inspection, it was found that arcs 1–8, 1–9, 1–12 and
so on are not serviced. This is the result of this modeling. The model does not contain
airports in nodes 8, 9, 12, 14 and others. It can be concluded that the proposed model
correctly verifies the network in terms of connections between nodes.

Let’s calculate the correspondence of passengers between nodes within the same
mode of transportation. Figure 11 shows the result of the distribution of passengers
between automobile routes.

Fig. 11. The result of the distribution of passengers between car routes

In Fig. 11, we can see that the total Hij (passenger correspondence) between nodes
1 and 2 is 271 hundreds of passengers, which corresponds to the data entered into the
program and obtained by the empirical method. This flow was divided between the
routes, namely: the first route attracted 7.97 hundred passengers; 6–49,07; 7–13,73;
82–139,2; 90–61,41.
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Redistribution of passengers was carried out in the proposed way according to
dependence (1)

Fi = f (Ts) · f (Ks) · f
(
Tp

) · f (Ii) · f (A) · f (Fk) · f (Ci) · f (Vi) · f (Tv) · f (Tz), (1)

where Fi – the volume of passengers on the route i in a particular mode of transport;
f (Ts) – attractiveness of the route, based on the location of the station and the quality of
transport accessibility of the station;
f (Ks) – the function of station attractiveness, the state of its development and the
provision of station services;
f (Tp) – function of the time of boarding the transport (hours);
f (Ii) – function of the interval of vehicle movement on the route (hours);
f (A) – function of the comfort of vehicles;
f (Fk) – ride comfort function;
f (Ci) – the cost of driving on the i-th route;
f (Vi) – driving speed on the i-th route;
f (Tv) – the time of disembarkation on the i-th route;
f (Tz) – travel time from the bus station z.

The relevant factors influencing the choice of the route are indicated by passengers
during the survey, the importance of such parameters is individual for each society and
is established by an empirical method, and mathematical modeling is possible using the
Saati method.

The next step is to obtain information about the correspondence between certain
network nodes. Figure 12 shows information on passenger flows along the links of
the automobile route network, for example, link 1-1 does not provide communication,
link 1-2 provides passenger communication by routes1, 6, 7, 82 and 90, routes provide
communication of 797; 4907; 1373; 13920 and 6141 passengers, respectively.

Fig. 12. Passenger flows through the links of the automobile route network along the routes

The relevant calculation parameters made it possible to calculate variances in the
payback period of projects for the purchase of vehicles for the route. Figure 13 shows
an example of calculations of the payback period for railway route № 19. According
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to the results, the railway route will pay off in the period from 21 to 31 quarters. The
probability of project payback in the 24th quarter is 0,2089. The probability of project
payback is highest in the 24th quarter, the probability of less than 0,0001 percent is not
displayed on the monitor and is not highlighted, it is considered that such a probability
is too small and does not require attention. The probability arises as a consequence of
the properties of the passenger flow, which is a stochastic variable and can fluctuate
according to the normal distribution law [35–41] [42]. At the same time, cleaning up the
flow values is not a guarantee of a shorter payback period. The calculations in Fig. 13
show that the payback period of the project To is most likely to occur in the 23rd quarter
when the values of transportation volumes Qt . Q21 to Q31 takes values from 180443
passenger square meters (passengers per quarter) to 144693 passenger square meters,
andQ24 – the most likely quarter of project payback is 166468 passenger square meters,
respectively, the 23rd quarter contains indicators of income (Dt) between the boundary
values of the project.

Fig. 13. An example of calculating the payback period of railway route № 19

The impact of flow fluctuations on the payback period of the project can have other
values and take a larger payback range. Figure 14 shows the results of To, Qt, Dt

calculation for another route.
In Fig. 14, we can see that the payback period ranges from the 36th to the 73rd

quarter, and it is established by the cost calculations that To takes a significant range of
values, and this situation may be due to the peculiarities of To values from the impact of
costs on each route.

The results of the network operation are generated in a separate file. Figure 15
shows the results of the overall operation of route number 4 and number 5. One can get
generalized information about the route. Route 5 is laid between nodes 2, 3, 21, 20, and
4 in one direction of travel and between nodes 4, 20, 21, 3, and 2 in the opposite direction
of travel. On route 5, the volume of traffic between nodes 2 and 3 is 654 passengers per
day, and on route 4, the volume of traffic between nodes 2 and 3 is 8 passengers per day.

This is due to the function of redistribution of passengers between routes, and pre-
sumably in this case a significant difference in the interval of movement has a significant
impact on the redistribution, and therefore f(Ii) – a function of the interval of movement
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Fig. 14. Results of To, Qt, Dt calculation for route number 26

of vehicles on the route from dependence (1) has such an impact. The calculation also
highlights the value of the number of passenger seats on the route – q(pass.), the volume
of traffic on the route during the peak, in this case, the value per day Qday (pass.), the
length of the route Lm (km), the speed of communication on the route Vm km/h, the
design capacity of the vehicle q, the number of vehicle calculations on the route A, the
interval of movement in hours and minutes, the static occupancy rate γs and the dynamic
occupancy rate γ d [20].

All calculations are carried out in the network, for which the calculations of the
tables of shorter distances were carried out for each network. Figure 16 shows the result
of the calculation of the shortest distances along the railway network.

Figure 15 demonstrates the influence of the passenger flow distribution function
between routes. The influence of the traffic interval on the distribution of passengers on
alternative routes between nodes 2 and 3 was divided into 8 and 654 passengers per day.

Accordingly, the interval is from 1440 to 102 min. Similar calculations were made
for the automobile, railway, and aviation networks. All calculations are carried out in the
network, for which the calculations of the tables of shorter distances were carried out
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Fig. 15. The results of the general operation of route number 4 and number 5

for each network. Figure 16 shows the result of calculating the shortest distances along
the railway network.

Distances between nodes are calculated to determine many parameters, namely:
route length, delayed trips, variable time period costs, movement interval, trip time and
other parameters. Other parameters were also used during programming.

Modeling of the network was carried out with the following parameters: share of
road transport 39%; railway 51%; aviation 10%; the cost of automobile fuel CA 50 c.u.;
fuel consumption by road transport QHA30 l/100 km; bus capacity qA = 55 units; value
added tax rate of 0,01; rate of amortization deductions 10; the income tax rate is 10; the
value of the discount rate is 10; annual interest payments on borrowed capital; project
duration from 60 to 160 quarters; the share of passenger traffic in the railway network is
51%; cost per square hour S� 3 c.u.; fuel consumption for transportation QZT 100 kV.,
wagon capacity qzt 40 units, cost of aviation fuel 3 c.u.; fuel consumption in the QAV
aviation network; aircraft capacity qAV = 55 units; the cost of the bus is 10,000,000 c.u.;
tariff in the automobile network 1 c.u.; the cost of the wagon is 30,000,000 c.u.; travel
fare 2 c.u.; the cost of the plane is 1,000,000,000 c.u.; flight fare 5 c.u.
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Fig. 16. The result of the calculation of the shortest distances along the railway network

To establish connections between the network parameters, the modeling was carried
out ten timeswith a change in the cost of vehicles by 50,000 c.u. The results are presented
in Fig. 16 and form the basis for further research.

4 Conclusions

– the payback period of the project depends on the cost of rolling stock;
– the quality of means of transport affects the redistribution of passengers less than the

travel interval;
– it is possible to develop a network model by means of computer simulation;
– the function of redistribution of passengers between alternative routes is established

within the considered system for the 2012 research year.
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Abstract. In the modern world, the development of unmanned aerial vehicles
(UAVs) is becoming an increasingly relevant and important task. Controlling the
traffic of UAVs is a key component to ensure the safety and efficiency of their
movement in airspace. This article explores mathematical models and methods
that help address the challenges of UAV traffic management. The first section
of the article is dedicated to mathematical models of UAV movement in a two-
dimensional plane. The use of motion equations allows predicting trajectories and
controlling the movement of UAVs, ensuring their safety and accurate location.
The second section of the article discusses the important task of collision avoid-
ance for multiple UAVs. The mathematical model of this task helps find optimal
paths for each UAV to minimize mutual distances and avoid possible collisions
in airspace. The third section discusses dynamic route planning for UAVs. The
use of optimization methods allows finding the shortest route and optimizing fuel
costs, which are crucial aspects for ensuring the efficiency of UAV operations.
This article summarizes the importance of mathematical models and methods in
UAV traffic management and emphasizes their role in ensuring the safety and reli-
ability of unmanned aerial vehicles in airspace. The development of these models
and methods is an important direction for further research and improvement of
UAV traffic management systems.

Keywords: Unmanned aerial vehicles · traffic management · mathematical
models · collision avoidance · route optimization · air traffic · air safety ·
dynamic route planning · UAV movement · trajectory modeling · optimal
movement · UAV routing · unmanned system efficiency

1 Introduction

The growing interest in unmanned aerial vehicles (UAVs) in the modern world calls
for the improvement of control systems and management of their movement. This is
particularly relevant in the face of increasing air traffic and the expanding use of UAVs
in various industries, including delivery, monitoring, and research. One key aspect of
addressing issues related toUAVmovement is the development of effectivemathematical
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models, methods, and information technologies for traffic management [1]. This article
focuses on the model of UAV movement in a two-dimensional plane and explores its
application for collision avoidance, route optimization, and trajectory planning. The
continuation of the introduction is the first section, where the equations of movement in
a two-dimensional plane are presented, and their use for modeling UAV trajectories is
analyzed [2].

One of the most popular formulas for solving these problems is the formula for
minimizing mutual distances:

min
∑

i = 1N
∑

j + 1Nd(ri(t), ri(t)) (1)

This formula involves minimizing distances between each pair of UAVs, where
d(ri(t),rj(t)) is the distance between the vehicles i and j at time t. While this approach
is effective, it has its drawbacks [3]. One of the main drawbacks of such a formula is
the need for exhaustive computation of distances between all pairs of vehicles, which
becomes a significant factor as the number of UAVs increases [4]. This can lead to com-
putational complexity and real-time delays. The research proposes a new approach to
collision avoidance based on optimizing the use of airspace and vehicle routes. These
mathematical models allow avoiding exhaustive computations and ensuring more effi-
cient trafficmanagement, reducing the risk of collisions, and enhancing overall air safety
[5].

2 Mathematical Models of UAV Movement

Motion Equations in a Two-Dimensional Plane: Representation of motion equations.
Examples of use for trajectory modeling. In this section, we will examine the motion
equations for unmanned aerial vehicles (UAVs) in a two-dimensional plane and their
use in modeling movement trajectories [6].

Mathematical models of movement are crucial for accurately predicting and con-
trolling the movement of UAVs. Representation of motion equations: The movement of
UAVs in a two-dimensional plane can be described by the following motion equation:

r(t) = r0 + v0t + at2 (2)

where r(t) is the position of the UAV at time t, r0 is the initial position of the UAV, v0 is
the initial velocity of the UAV, a is the acceleration of the UAV.

This equation considers the initial position, initial velocity, and acceleration tomodel
the movement of UAVs at a specific moment in time. Trajectory planning: The motion
equation allows for the planning of trajectories forUAVsbased on given initial conditions
and accelerations. For example, this is useful for planning precise routes for drones or
aircraft to perform specific tasks. Movement modeling: The motion equation is used
to create realistic simulations of UAV movement. This helps analyze their behavior in
different scenarios and conditions without the need for physical experiments. Trajectory
control: The motion equation allows real-time control and modification of the UAV’s
trajectory. By using known values of initial position, velocity, and acceleration, the
movement of the device can be adjusted to achieve specific goals. The motion equation
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in a two-dimensional plane is a crucial component for modeling and controlling the
movement of unmanned aerial vehicles, ensuring accuracy and predictability in their
motion [7].

Motion Equations in a Two-Dimensional Plane. Presentation of Motion
Equations. Examples of use for trajectory modeling. In this section, we will discuss the
motion equations for unmanned aerial vehicles (UAVs) in a two-dimensional plane and
their application for modeling movement trajectories. Mathematical models of move-
ment are essential for accurate prediction and control of UAV motion. Presentation of
motion equations: The motion of UAVs in a two-dimensional plane can be described by
the following motion equation:

(t) = r0 + v0t + 1

2
at2 (3)

where r(t) is the position of the UAV at time t, r0 is the initial position of the UAV, v0 is
the initial velocity of the UAV, a is the acceleration of the UAV.

This equation considers the initial position, initial velocity, and acceleration tomodel
the movement of UAVs at a specific moment in time. Trajectory planning: The motion
equation allows for the planning of trajectories forUAVsbased on given initial conditions
and accelerations. For example, this is useful for planning precise routes for drones or
aircraft to perform specific tasks.

Movement modeling: The motion equation is used to create realistic simulations of
UAV movement. This helps analyze their behavior in different scenarios and conditions
without the need for physical experiments. Trajectory control: The motion equation
allows real-time control and modification of the UAV’s trajectory. By using known
values of initial position, velocity, and acceleration, the movement of the device can be
adjusted to achieve specific goals. The motion equation in a two-dimensional plane is
a crucial component for modeling and controlling the movement of unmanned aerial
vehicles, ensuring accuracy and predictability in their motion [8].

3 Collision Avoidance for Multiple UAVs

In this section, we will explore a crucial aspect of unmanned aerial vehicle (UAV) traffic
management - collision avoidance in situations involving multiple UAVs. Mathematical
models developed to address this task play a significant role in ensuring the safety and
efficiency ofUAVmovement in airspace. 2.1Mathematicalmodel of collision avoidance.
Description of the collision avoidance task.Application to situationswithmultipleUAVs.
The mathematical model of collision avoidance is a tool that helps determine optimal
paths for each UAV to minimize mutual distances and avoid potential collisions [9].

This model considers the positions and velocities of all UAVs to ensure their safety
in airspace. Description of the collision avoidance task: The collision avoidance task
involves finding optimal solutions for each UAV, considering the movement of other
UAVs and constraints on their capabilities. The goal is to avoid situations where UAVs
are too close to each other, which could lead to potential accidents and collisions. Appli-
cation to situations with multiple UAVs: Mathematical models of collision avoidance



546 M. Yena

are particularly useful in situations with multiple UAVs, where manually determining
optimal paths for each of them could be challenging.

In such cases, models help automate the process and ensure effective collision
avoidance, maintaining safety and order in airspace.

This section underscores the importance of mathematical models of collision avoid-
ance for managing the traffic of unmanned aerial vehicles in complex situations with
multiple UAVs, ensuring their safety and coordinated movement in airspace. Minimiza-
tion of mutual distances model to avoid collisions between N UAVs: Mathematical
formula:

min
∑

i = 1N
∑

j = i + 1ND(ri(t), ri(t)) (4)

This formula is applied to avoid collisions between unmanned aerial vehicles (UAVs)
in airspace. It requires the minimization of distances between UAVs to prevent potential
conflicts. Mathematically, we calculate the sum of all mutual distances between pairs
of UAVs, and our goal is to find positions and movement paths for UAVs that minimize
this sum. Logical description: In the real world, where unmanned aerial vehicles are in
motion, there is a risk of potential collisions [10].

This formula helps develop collision avoidance strategies by minimizing mutual
distances between vehicles. The ability to compute an optimal distribution of positions
for each UAV contributes to ensuring safety in airspace.

Dynamic Route Planning Considering Speed andManeuverability Constraints: In
this subsection, we will examine a crucial aspect of unmanned aerial vehicle (UAV)
traffic management - dynamic route planning considering constraints on their speed and
maneuverability. This approach is essential for ensuring the efficiency and safety of UAV
movement in various conditions [11].Mathematicalmodel of dynamic route planning for
route planning of UAVs, taking into account constraints on speed and maneuverability,
mathematical models are employed that consider the physical limitations of the aircraft.
The model may take the form:

min
∑

i = 1N
∑

J = 1Nc(i, j)x(i, j) (5)

where N - the number of route points,
c(i, j) - fuel costs between points i and j,
x(i, j) - binary variables indicating whether to visit point j after point i (Fig. 1).
This mathematical model helps find the shortest route for UAVs while adhering to

speed and maneuverability constraints. Considering speed and maneuverability con-
straints In route planning, it is crucial to consider constraints on the maximum speed
and the ability to control UAVs [12]. Mathematical models enable the optimal selection
of paths and waypoints, adhering to these constraints, which is important for the safety
and efficiency of movement. Application to real-time scenarios Dynamic route plan-
ning models considering speed and maneuverability constraints are used in real-time
to control UAVs and optimize their routes. This allows for responding to changes in
the environment and flight route requirements, ensuring the best movement of the air-
craft. This subsection emphasizes the importance of dynamic route planning considering
speed and maneuverability constraints for the safe and optimal movement of UAVs in
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Fig. 1. Modeling the minimization of mutual distances to avoid collisions between N UAVs

various conditions and scenarios. Another way to represent this mathematical model,
which allows for considering constraints on the maximum speed and maneuverability
of UAVs, is as follows:

max
∫

totfU (u(t)dt (6)

where: t0 - initial time moment. tf - final time moment. u(t) - UAV control vector at time
t. U(u(t)) - utility function of the control.

This formula helps find the optimal route for UAVs, considering their speed and
maneuverability. By maximizing the utility function, we can achieve a balance between
speed and route efficiency. This formula represents the route optimization problem,
taking into account constraints on speed and maneuverability [13]. To derive a more
specific mathematical model, it is necessary to define the utility function U(u(t)) and the
control constraints. Speed constraints can be expressed as ||v(t)|| ≤ Vmax, where v(t)
is the velocity vector, and Vmax is the maximum speed. Maneuverability constraints
can be expressed as ||u(t)|| ≤ Umax, where u(t) is the control vector, and Umax is the
maximum control. The utility function U(u(t)) can be defined based on the mission’s
objective, such as minimizing time, fuel, or other factors. It usually takes the form of a
time integral, where t0 and tf are the initial and final moments of the mission (Fig. 2).
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Fig. 2. The mathematical model of the utility function

Route Planning Model Considering Weather Conditions: In this section, we will
explore another crucial aspect of unmanned aerial vehicle (UAV) trafficmanagement: the
route planning model that considers weather conditions. Weather conditions can signifi-
cantly impact the safety and efficiency ofUAVmovement, making it essential to consider
them in route planning. For the planning of UAV routes considering weather conditions,
mathematical models are employed that incorporate weather-related information. This
model may take the following form:

min
∑

i = 1N
∑

J = 1Nc(i, j)x(i, j) + λw(i, j) (7)

where N - the number of route points. c(i, j) - fuel costs between points i and j. x(i, j) -
binary variables indicating whether to visit point j after point i. w(i, j) - impact of weather
conditions on costs between points i and j. λw - parameter considering the importance
of weather conditions [14].

This mathematical model helps find the optimal route for UAVs by calculating the
impact of weather conditions on fuel consumption. Real-time Weather Consideration In
route planning considering weather conditions, obtaining real-time weather information
is crucial, allowing adjustments to the UAV’s route based on changes in weather condi-
tions. This ensures safety and efficiency during adverse weather conditions. Application
in Adverse Weather Situations Route planning models considering weather conditions
are particularly important in adverse weather conditions, where weather conditions can
change rapidly. They enable the adaptation of UAV routes to hazardous weather condi-
tions while maintaining safety and efficiency. This section emphasizes the importance
of considering weather conditions in UAV route planning, ensuring safety and success-
ful mission execution in various weather conditions. Another way to incorporate how
weather conditions affect UAV movement is to use a formula to account for this factor:

min
∑

i = 1N
∑

J = 1Nc(i, j, t)x(i, j, t) (8)

where c(i,j,t) is the cost of movement between points i and j at time t.
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This formula allows for the optimization of UAV routes, considering changes in
weather conditions over time. It can be particularly useful for missions where weather
conditions may rapidly change. The formula takes into account the costs of movement
c(i,j,t) at a given time for all pairs of route points. This model can be further developed
by considering weather models that influence the speed and direction of UAVmovement
over time. For example, changes in speed depending on the wind or other weather factors
[15] (Fig. 3).

Fig. 3. The cost of movement for the optimal route, considering weather conditions.

4 Dynamic Route Planning

Fuel Cost Minimization. Traveling Salesman Problem as aModel. Route optimiza-
tion and Fuel Cost Minimization: Optimizing the Placement of Ground Stations for
UAV Charging: This formula helps address the placement of ground stations for UAV
charging with the goal of minimizing energy and time costs:

min
∑

i = 1N
∑

J = 1Md(i, j)x(i, j) (9)

where N - number of UAVs. M - number of ground stations. d(i,j) - distance between
UAV i and station j.

This formula allows optimizing the placement of ground stations for maximum
coverage and minimizing charging costs. Using these formulas, you can build a more
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comprehensive mathematical model that considers various aspects of unmanned aerial
vehicle traffic management. It helps optimize UAV movement under constraints and
ensures effective and safe traffic control. This formula enables the optimization of the
placement of ground stations for UAV charging, requiring the definition of distances
d(i,j) between UAV i and station j. This model can be expanded by considering other
factors, such as themaximumdistance aUAVcan travel from the station to its destination
or different charging speeds. Please note that specific mathematical models and formula
derivations will depend on the situation, conditions, and goals of your research [16]
(Fig. 4).

Fig. 4. Potentially logical and beneficial placement of UAVs and indispensable charging stations

Route Optimization for Minimizing Flight Time and Fuel Consumption: In this
section, we will explore a crucial aspect of unmanned aerial vehicle (UAV) traffic man-
agement – route optimization to minimize flight time and fuel consumption. The optimal
route can be decisive in enhancing efficiency and reducing costs [17]. To optimize the
UAV route with the goal of minimizing flight time and fuel consumption, mathematical
models can be employed. These models may take the form of a mathematical formula:

min
∑

i = 1N
∑

J = 1Nc(i, j)x(i, j) (10)

This formula is used to optimize drone routes with the aim of minimizing flight time
and/or fuel costs. We determine the cost (either time or fuel) between each pair of points
and decide which points should be included in the optimal route. Logical description: In
drone trafficmanagement, it’s crucial to find optimal routes to reduce time and fuel costs.
This formula takes into account the cost of movement between different points and helps
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find the most efficient routes for drones [18]. It can be valuable for tasks involving the
planning of locations and routes for optimal drone traffic management. An alternative
interpretation of the formula could be:

min
∑

i = 1N
∑

J = 1Nc(i, j)x(i, j) (11)

where N - the number of route points, c(i, j) - fuel costs between points i and j, x(i, j) -
binary variables indicating whether to visit point j after point i (Fig. 5).

Fig. 5. Optimal drone routes with a focus on ground station placement

This mathematical model helps find the shortest route, saving both time and fuel.
Reducing fuel and flight time costs, route optimization lowers fuel costs by selecting
the optimal route with minimal fuel consumption between points [19]. Additionally, it
allows for a reduction in flight time, which is crucial for efficiency and task completion.
Applicability to various tasks, optimization models for minimizing flight time and fuel
consumption can be applied to various tasks, from delivery to mapping [20]. They
enable the efficient use of drone resources and reduce environmental impact. This section
underscores the importance of route optimization for achievingmaximum efficiency and
fuel savings when using unmanned aerial vehicles.

5 Conclusions

This article explored and presented models, methods, and information technologies for
managing unmanned aerial vehicle (UAV) traffic.
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We discussed mathematical models and formulas that optimize UAV movement,
ensuring safety, efficiency, and fuel savings. The model for minimizing mutual distances
was introduced, aiming to avoid collisions betweenUAVs and based on themathematical
formula:

min
∑

i = 1N
∑

J = i + 1Nd
(
ri(t), rj(t)

)
(12)

This model helps avoid potential conflicts and ensures the safety of movement in
airspace. Equations of motion and route optimization we have studied the equations of
motion for UAVs andmathematical models for route optimization, includingminimizing
fuel costs and flight time. These models are based on the formula:

min
∑

i = 1N
∑

J = 1Nc(i, j)x(i, j) (13)

where c(i, j) represents the fuel costs between route points, and x(i, j) denotes binary
variables indicating the choice of the route.

Consideration of Weather Conditions and Constraints: We have demonstrated the
importance of considering weather conditions and physical constraints, such as the
speed and maneuverability of UAVs, in route planning. Mathematical models allow for
the incorporation of these factors, ensuring the safety and efficiency of movement. By
utilizing these models and methods, optimal traffic management for unmanned aerial
vehicles can be achieved, reducing fuel costs, cutting flight time, and ensuring safe
operations. Research in UAV traffic management holds significant potential for further
improving automated air traffic systems and advancing unmanned aviation.
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Abstract. In this article, it is proposed to determine the size of the movement of
suburban trains on the section for all periods of the day by the integer programming
method. This calculationmethodmakes it possible to increase the competitiveness
of railway transport, reduce the loss of a part of passengers due to the transition to
alternative modes of transport. Traffic dimensions, which can be obtained using
the integer programming method, make it possible to simplify the development of
prospective schedules of train traffic, taking into account the needs of the popu-
lation in transportation. The research results can also be used in the technical and
economic justifications for the reconstruction of track development of stations and
passenger devices, as well as serve as a basis for technical re-equipment of lines
with the aim of increasing their throughput (replacement of signaling and com-
munication means, construction of second main tracks, reconstruction of station
entrances, etc.). The results of the calculation also make it possible to identify
schedule “threads” for removing trains on days of the week when they are not in
demand, but at the same time take into account non-daily trains when developing
a normative train schedule. The results of the calculations take into account the
spatial unevenness of the passenger flow and make it possible to distinguish zone
trains.

Keywords: Suburban Passenger Transportation · Passenger Flow · Travel
Comfort · Field Studies · Mathematical Methods · Rolling Stock Passenger
Capacity · Train Schedule · Vehicle Movement Interval

1 Introduction

Today, due to its wide development, distribution, universality and regularity of train
traffic, as well as due to attractive fares for many years, suburban rail transportation has
advantages over other modes of transport [1–3]. But over time, stricter requirements are
being put forward for the organization of suburban transportation, especially for in-depth
study of suburban passenger flows [4, 5], determining the size of suburban train traffic
[6–8], passenger service at stations and in trains [9–11].
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The regularity of the movement of suburban trains on the routes is one of the main
quality indicators that characterizes the accessibility of passenger travel and at the same
time evaluates the level of the company’s work (the state of technical readiness of the
rolling stock, the availability of a reserve of rolling stock, the organization of control over
the traffic schedule) [12]. The size of suburban trains is one of the defining parameters
of the suburban passenger flow development system. They are also related to other
important parameters of the subsystem – the amount of passenger flows and the capacity
of the rolling stock, the carrying capacity of the section and the necessary frequency of
train traffic [13–15]. In connectionwith the significant fluctuations of suburban passenger
traffic during the seasons, on weekends and holidays, the traffic volumes of suburban
trains are set for summer andwinter periods, forworking days andweekends. In addition,
the distribution of passenger flows on the suburban section (by zones) is taken into
account, and, accordingly, the volume of traffic changes as it moves away from the
main station [16]. When determining the volume of suburban train traffic, the mass of
suburban transportation, the uneven distribution of suburban passenger traffic within the
suburban area by seasons, months, days of the week, and hours of the day must be taken
into account [17–19].

The aim of this article is to determine the size of suburban train traffic in different
periods of the day by the integer programming method.

2 Literature Review

The main task of the suburban transportation sector is to interest passengers in rail trans-
port services, due to the need to increase the competitiveness of passenger transportation
[18, 20–22]. And due to a lack of funds, the railways are forced to reduce the intensity
of suburban train traffic, which does not satisfy the demand for these transportations.
This state of affairs requires a review of the attitude to suburban transportation and the
adoption of measures for the development of railway transportation in the long term
[23–25].

Since passenger flow is a determining factor in the selection of rolling stock, train
intervals and other parameters, it is necessary to analyze the population of suburban
trains and develop theoretical provisions for determining the required number of cars in
suburban trains [1, 3, 26]. Therefore, the development of theoretical provisions regarding
the determination of the required number of vehicles in suburban trains, taking into
account unevenness, is an urgent need [2, 27].

The dimensions of the movement of suburban trains largely determine the efficiency
and quality of the transportation process, since, on the one hand, they are related to the
conditions of passenger travel, and on the other hand, the need for rolling stock, the
necessary capacity, the costs of railway transport for the performance of a given volume
of suburban trains transportation [28–30]. Taking into account the high cost of suburban
passenger transportation, and in modern conditions their unprofitability, the number of
trains should correspond to the size and structure of suburban passenger traffic, the
technical capabilities of depots, owners of rolling stock, routes and stations [31–33].

The dimensions of the movement of suburban trains on the site must ensure:
mastering the given passenger flow both during the hours of intensive and non-

intensive traffic;



556 O. Strelko et al.

stationarity of movement, that is, the same number of threads of arrival and departure
of trains at turnover stations, which is a necessary condition for building a turnover
schedule;

minimal costs associated with transportation.
When the volume of suburban train traffic increases, the carrying capacity of the

section decreases, a larger fleet of rolling stock is needed, and the costs of repairing and
maintaining cars increase [3, 34, 35]. An excessive reduction in traffic volumes may lead
to a deterioration in passenger service. Because at the same time, the waiting time for
train passengers increases, and the trains will continue to be overcrowded. Therefore, the
number of suburban trains must strictly correspond to the size and structure of suburban
passenger flows in order to avoid undesirable consequences [2, 35–37].

3 Results and Discussion

Suburban passenger traffic is characterized by significant irregularity in time, and it is
possible to distinguish characteristic periods of the day during which the intensity of
passenger traffic can be considered constant. This is the morning “peak” period and the
non-intensive period of arrival of trains to the main station of the section, as well as the
evening “peak” period and the non-intensive period of departure of trains from the main
station.

The number of suburban trains also depends on the type of schedule according
to which suburban transportation is organized. Depending on the nature of suburban
passenger traffic distribution along the length of the section, it is possible to use different
types of schedule. During the intensive “peak” hours of suburban transportation, the
available capacity and estimated capacity of the rolling stock should be used to the
maximum. Therefore, in these periods, it would be advisable to use a zonal parallel
schedule for the movement of suburban trains, in which trains have stops at all stopping
points and zonal stations of the section.

In periods of decline in passenger traffic, it is possible to use a classic zonal non-
parallel schedule, which ensures the highest speed of train progress on the section, in
which each train has stops only at intermediate points of its zone and at the corresponding
zone station. In non-intensive periods, it is also possible to use a zonal non-parallel
schedule with train stops at zone stations that are included in the route of the train
following and at the stopping points of the corresponding zone, as well as a zonal non-
parallel schedule with train stops at zonal stations of the train following route, night
stops of its zone and stopping points of other zones with a significant boarding and
disembarking of passengers. In this regard, calculations of the size of the movement of
suburban trains, based on the specified accuracy, can be carried out for one or another
type of traffic schedule.

Therefore, it is necessary to distinguish the number of trains that follow the section
during the hours of intensive and non-intensive arrival at the main station, as well as
the number of trains that depart from the main station in intensive and non-intensive
periods. This will make it possible to calculate the number of trains between the main
and zone stations, as well as the fact that on the suburban section it is advisable to
use trains with the maximum capacity during peak hours (for example, ten-car train
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sets ER-9), and at other times of the day to reduce the number of cars in the train (for
example, introducing eight-car and six-car ER-9 trains into circulation). For this, it is
necessary to enter additional variables. Therefore, when determining the dimensions of
trainmovement between themain and zone station, it is necessary to enter three variables
for one direction of movement. In the general case, the number of variables will

k = 2(p + q)n, (1)

where p– the number of train composition categories that operate in the intensive period;
q – The number of train composition categories, which rotate in the non-intensive

period;
n – The number of zone stations in the suburban area.
For a suburban area with n = 6 zone stations, during peak hours of 10-car trains

and 8- and 6-car trains at other times of the day, k = 2(1 + 2)6 = 36 variables must be
entered to determine traffic volumes.

Let xi1– be the number of trains of the i-th zone with the largest passenger capacity,
which arrive at the main station in the morning intensive period;

xi2– the number of trains of the i-th zone with the largest passenger capacity, which
arrive at the main station in a non-intensive period;

xi3– the number of trains of the i-th zone of reduced passenger capacity that arrive
at the main station in a non-intensive period;

xi4– the number of trains of the i-th zone with the largest passenger capacity that
arrive at the main station in the evening “peak” period;

yi1– the number of trains of the i-th zone with the largest passenger capacity, which
depart from the main station in the evening “peak” period;

yi2– the number of trains of the i-th zone with the largest passenger capacity, which
depart from the main station in a non-intensive period;

yi3– the number of trains of the i-th zone of reduced passenger capacity, which depart
from the main station in the non-intensive period;

yi4– the number of trains departing from the i-th zone station after the evening “peak”
period and arriving at the depot station for a night stand.

Then, for a suburban area consisting of n zones, the restrictions on mastering the
density of passenger flows will be as follows:

upon arrival at the main station of the site in the morning “peak” period

�
mp
i ≤ amax

∑n

i=j
xi1; i = 1, 2, ..., n; (2)

upon arrival at the main station in a non-intensive period of the day

Dop
i ≤ amax

∑n
∑;

i=j
(xi2 + xi4) + a

∑n

i=j
xi3min; i = 1, 2, ..., n; (3)

upon departure from the main station in the evening “peak” period

Dep
i ≤ amax

∑n

i=j
yi1; i = 1, 2, ..., n; (4)
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upon departure from the main station in a non-intensive period of the day

Dod
i ≤ amax

∑n
∑;

i=j
(yi2 + yi4) + a

∑n

i=j
yi3min; i = 1, 2, ..., n; (5)

whereamax, amin – themaximumand, accordingly, theminimumcapacity of the suburban
train;

Dmp
i , Dop

i –estimated densities of passenger flows within the i-th zone in the direction
of the main station, respectively, in the morning “peak” period and in other periods of
the day;

Dep
i , Dod

i – estimated densities of passenger flows within the i-th zone in the direction
from the main station, respectively, in the evening “peak” period and in other periods of
the day.

Conditions of parity of the number of threads of arrival and departure of trains for
trains of each category (train capacity) at zone stations

xi1 + xi2 + xi4 = yi1 + yi2 + yi4; i = 1, 2, ..., n,

xi3 = yi3; i = 1, 2, ..., n. (6)

Limitation on the number of tracks for standing trains at zone stations:

yi4 + ri ≥ xi1, i = 1, 2, ..., n (7)

where ri– the number of tracks for standing trains at the i-th zone station.
Limitation on the number of tracks for standing trains at the main station:

(8)

where – the number of tracks for standing trains at the main station.
Minimum transportation costs can be achieved by introducing a corresponding esti-

mate for each train. Since the speeds of the trains do not differ significantly, the time of
following a train in one direction, taking into account the average idle time at the points
of turnover, can be taken as a comparative estimate.

Since there may be trains with different numbers of wagons in circulation, this fact
can be taken into account by increasing the estimate by m times, where m is the number
of wagons in the train of the corresponding destination.

Then the conditional costs will look like this

z =
∑n

∑

j=1

∑n
∑

i=1

(
Caj
i x

j
i + Cdj

i y
j
i

)
→ min, (9)

whereCaj
i ,Cdj

i – conditional estimates of trains arriving at themain station and departing
from the main station, respectively.

In addition, the conditions of non-negativity and integer number of variables must
be fulfilled

xi ≥ 0; yi ≥ 0, integers i = 1, 2, ..., n. (10)
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The problem of minimizing the function (9) under constraints (2) – (8), (10) is an
integer problem of linear programming with a large number of variables, which can be
solved by one of the known numerical methods.

For the convenience of calculating the volume of traffic in suburban sections, pas-
senger traffic should be presented in the form of a diagram (Fig. 1), which is built on
the basis of the specified (formed at the node) passenger traffic and the percentage of
its distribution at intermediate stations of the suburban section. The correct distribution
of passenger traffic in a specific node can be carried out only when conducting special
observations.

Fig. 1. Diagram of suburban passenger flow by departure from the main passenger station at the
suburban section A – B

Suburban passenger flows, the type of rolling stock and the type of schedule affect
the size of suburban traffic. In the absence of sharp changes in passenger flow along the
length of the section, it is not divided into zones. Then the dimensions of the movement
are determined:

Nsub = A

a · αut
, (11)

where А – the daily passenger flow, persons;
a– the capacity of the suburban train, persons;
αut– the coefficient of train capacity utilization (0.95).
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Zone traffic of suburban trains is organized on the sections with sharp changes in
suburban passenger traffic along the tracking route. Then the dimensions of the move-
ment are determined separately by zone. Thus, if there are three zones, the number of
suburban trains by zone is determined according to formulas

to the first zone Nsub′ = A1 − A2

a · αut
; (12)

to the second zone N
′′
nsub = A2 − A3

a · αut
(13)

to the third zone N
′′′
nsub = A3

a · αut
(14)

where A1, A2, A3 – the total passenger flow that follows the 1st, 2nd and 3rd zones
respectively, persons.

It should be borne in mind that in the near zone (1st and possibly 2nd) the estimated
population can increase by 50% due to the use of standing places, so the population for
these zones increases by 1.5 times.

Traffic volumes can be determined based on the conditions of full development of
suburban passenger traffic, taking into account fluctuations in the density of passenger
traffic by time of day, aswell as ensuring train departure intervals in the estimated periods
of the day and limitations on the size of the rolling stock fleet.

When calculating the traffic volume, it is necessary to observe the conditions for
mastering the passenger flow

Di ≤
∑

δi,j · atxj
(
2 + sj

)
,pas., (15)

where Di– the possible value of the density of passenger flows in the i-th zone of the
suburban section, pas.;

at– the average estimated population of one section of the suburban structure in a
certain period of time t, pass/section (in “peak” hours for nearby zones, the population is
taken into account taking into account parking spaces, in “off-peak” periods and when
calculating for distant zones – only parking spaces seat);

xj– the number of suburban trains on the j-th route of the turnover scheme, train;
2 – the number of main sections in the suburban train of the j-th route, section/train;
sj– the number of trailer sections in the suburban train of the j-th route, section/train;
δi,j– a sampling coefficient equal to 1 if trains of the j-th route follow section i, equal

to 0 in other cases.
The number of suburban trains on the section should not be less than the set following

frequency in the calculation periods:

Ci ≤
∑

δi,j · xj, trains/period , (16)

where Ci– the minimum number of suburban trains in the calculation period on section
i, trains/period.
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Theworking park of themotor-car depot in terms of the number of sectionswithmain
and trailer cars should be sufficient for the traffic organization option under consideration

NSmain · Tper ≥
∑

2tturnj · xj, section − h, (17)

NS trail · Tper ≥
∑

tturnj · sjxj, section − h, (18)

where NSmain – the number of main sections of the motor-wagon depot, section;
Tper– estimated time period, hours;
tturnj – ч train turnover time along the j- th turnover route, h.
The modern organization of suburban passenger transportation on the railways of

Ukraine needs such a system that would be able to adapt the existing technology to
transformations in the transport market, taking into account the peculiarities of suburban
transportation [2, 4], in particular, their unevenness. The obtained data on the unevenness
of the departure and arrival of passengers can be used when drawing up the schedule of
suburban trains and organizing the work of suburban ticket offices, since they depend on
the amount of passenger traffic for the current season, day of the week, time (period) of
the day [7]. If the number of departed trains ismore than needed at themoment, then there
will be many free seats in the train, and therefore unproductive costs. Therefore, in order
to prevent overcrowding of electric trains, as well as their operation with unfilled seats, it
is necessary to carefully monitor the fluctuations of passenger flows and, in accordance
with statistical and calculation data, with corrections for the current situation, ensure the
specified dimensions of train movement [5, 6].

4 Conclusions

So, based on the above, it can be said that the size of the movement of suburban trains
on the section is the main parameter for the development of suburban passenger flows.

The volume of traffic depends not only on the amount of passenger traffic, but also
on the nature of the distribution by hours of the day and the length of the suburban
section, on the capacity of suburban trains, their speed along the section, as well as the
way traffic is organized (type of schedule), the capacity of the suburban section.

Analytical methods for calculating the size of the movement of suburban trains,
which are determined only by the amount of passenger flows for intensive and non-
intensive periods of transportation, do not fully reflect the specific features of suburban
transportation, do not take into account the requirements of stationarity, track devel-
opment of zone stations, as well as the loss of passengers in connection waiting for
trains.

It is advisable to carry out the calculation of the volume of traffic comprehensively
for all periods of the day, determining the economically advantageous option, which
takes into account the total costs of railway transport for the carried-out transportation.
This calculation method makes it possible to increase the competitiveness of railway
transport, to reduce the loss of a part of passengers in connection with the transition to
alternative modes of transport. In order to reduce the costs of railway transport for the
organization of passenger transportation, it is advisable to put into operation trains with
a smaller capacity (eight- and six-car trains) in non-intensive periods of the day.
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